5 software

Zementis Predictive Analytics

Deployment Guide

10.4.0.0



5 software~

Zementis Predictive Analytics

Deployment Guide

Software AG
Copyright © 2004 - 2016 Zementis Inc.
Copyright © 2016 - 2019 Software AG, Darmstadt, Germany and/or Software AG USA Inc., Reston, VA, USA, and/

or its subsidiaries and/or its affiliates and/or their licensors.

This document applies to Zementis Server 10.4.0.0 and to all subsequent releases.
Specifications contained herein are subject to change and these changes will be reported in subsequent release notes or new editions.

The name Software AG and all Software AG product names are either trademarks or registered trademarks of Software AG and/or Software
AG USA Inc. and/or its subsidiaries and/or its affiliates and/or their licensors. Other company and product names mentioned herein may be

trademarks of their respective owners.
Detailed information on trademarks and patents owned by Software AG and/or its subsidiaries is located at http://softwareag.com/licenses/.

Use of this software is subject to adherence to Software AG's licensing conditions and terms. These terms are part of the product documentation,

located at http://softwareag.com/licenses/ and/or in the root installation directory of the licensed product(s).

This software may include portions of third-party products. For third-party copyright notices, license terms, additional rights or restrictions, please
refer to "License Texts, Copyright Notices and Disclaimers of Third Party Products". For certain specific third-party license restrictions, please
refer to section E of the Legal Notices available under "License Terms and Conditions for Use of Software AG Products / Copyright and Trademark
Notices of Software AG Products". These documents are part of the product documentation, located at http:/softwareag.com/licenses/ and/or

in the root installation directory of the licensed product(s).


http://softwareag.com/licenses/
http://softwareag.com/licenses/
http://softwareag.com/licenses/

5 software~

Table of Contents

IO o1 (oo [8 o1 o T o KPS TTTRTPSPPPP 1
O 0 o 1= oo TSP PPPTTTTRPPUPPPPRPIN 1

P2 [ 551 == o o PSR PPP PP 2
% T = Lo 1011 0 01=T ) RN 2

S Y= o7 U | ] Y/ Pt 3

2.3, INSEAIIALION OVEIVIEW ....eeeiiiiiii ettt e e e et et e e r e e e et et e e s bb e e e e e e e eesbba e eeeas 3

A A o - ol 1= I 4T | P 4
2.4.1. Install and Configure the APPlICAtION SEIVET .......ccuuiiiii i e 4

2.4.2. Add ReqUIred LIDIAriEs ........ociuuiiiii it e et e e e e e e e e e e eaas 5

2.4.3. Configure SECUNtY AN USEIS .......cuuiiiiiiiiiiieiii e e e e e e e e e e e e et e e et e et e eaanaees 5

2.4.3.1. Using User Dat abaseReal M........coiiiiiiiiiii e 5

2.4.4. DEPIOY ZEMENTS SEIVEL ...iiiiiiiiiieiii et et e et et e et e e e e e et e e e e e et e e et e e et e e et e eaneeannaees 5

2.5. IBM WebSphere Application SErver LIDEIY .......ccouiiiiii e aaa s 6
2.5.1. Install and Configure the APPlICAtION SEIVET ......cccuuiiiii i 6

2.5.2. Deploy Required LIDIariEs ........cciuuiiiiii e e e e e e et e e e e e e aens 7

2.5.3. Configure SECUNtY AN USEIS .......cuuiiiiiiiiiiieiiii et e e e e e e e et e e et e et e eaanaaes 7

2.5.3.1. USING DaSi CREGI St Iy ittt e e e e et e e e e aaeees 7

2.5.4. DEPIOY ZEMENLS SEIVEL ...iituiiiiieii i eiie et ettt e et e e e e e e et e e et e et e e et e e et e eaaeeaneeeen 8

G T o (oo 18 Tox A IR o7 =Y 1= T ) 10
A @0 oo U= 11T o T 11
o O = =T o701 1 (o ) Y/ 11
o R = L= o To 1<) (o] VA @ 110 18 = 1o 1 o NS 11

o = LY o Yo 13 (o] VA Y/ [T | = L1 T o TP 13

o o T o |1 o PP 14
ot O 11 o T o 1 o PPN 14

N B DY L = Lo T= 1YY 1o To o 1o To [P PS 15

4.3. Configure Repository and Logging on Software AG Common Tomcat Platform ...............ccccoceeeennin. 16
4.3.1. Configuration (Using MySQL as €Xample) ........ccccuiiiiiiiiiiiieiii e e e e 16
B Ot a1 To 1§ =R\ FoTo L= I =Y Tt 18
4.4.1. Memory Metrics ConfigUration ..........cc.iiiiiiiiiiiiciie e e e e e e e e aaas 18

4.4.2. Prediction Metrics Configuration ...........cccouiiiiiiiiiiii e e e e 19

Page iii



5 software~

List of Tables

P Y £S) (T o I (o [T =T 4= PP 2

Page iv



5 software~

Chapter 1. Introduction

Zementis Server is a Java EE enterprise application and is designed to run within a Java EE Application Server. It
has a web front-end component that users may access through a web browser. It also comes with a web services
interface allowing applications to access it programmatically. This document describes the steps required to install
and configure Zementis Server on IBM WebSphere Application Server Liberty and Apache Tomcat. Chapter 2
provides an overview of the installation process and outlines the detailed steps to install Zementis Server on IBM
WebSphere Application Server Liberty, and Apache Tomcat using the default configuration. Chapter 4 describes
the optional configuration modifications that can be applied to an installation in order to use an external repository

or a logging database.

Note

In respect of considerations concerning EU General Data Protection Regulation (GDPR), our product stores
personal information in shape of a user ID for the purpose of logging in. The user ID can be created, modified
and removed as described in Section 2.4.3 and Section 2.5.3. As the input data might contain sensitive
personal information, please anonymize any such data to ensure that the processing of personal data is

in accordance with the GDPR.

1.1. Audience

This document is intended for individuals who are fulfilling the role of a system or application administrator. This

role is typically filled by a person who has working knowledge of
« Server administration for the Windows or Linux platform

« Installing and configuring the target application server (IBM WebSphere Application Server Liberty or Apache

Tomcat)

Page 1


http://www.oracle.com/technetwork/java/javaee/tech/index.html
https://developer.ibm.com/wasdev/websphere-liberty/
http://tomcat.apache.org

5 software~

Chapter 2. Installation

Zementis Server is packaged as a Java Enterprise Archive (EAR) file, ready to be deployed within a Java EE

Application Server. This chapter describes the steps to deploy and run Zementis Server within Apache Tomcat and

IBM WebSphere Application Server Liberty using basic configuration.

2.1. Requirements

The system requirements for installing Zementis Server are listed in Table 2.1.

Table 2.1. System Requirements

Component Requirement

Platform A hardware and operating system configuration that is supported by the Java
Development Kit (see below). This includes recent versions of Linux, Solaris,
Windows, and Mac OS. Both 32 and 64 bit platforms are supported, but a 64 bit
platform is preferred.

Memory A minimum of 4 GB of RAM.

Disk Space A minimum of 5 GB of disk space is recommended for a basic installation. Addi-
tional storage may be required for working and temporary space. The amount of
the total required disk space depends on the size of files (models, data, etc.) ex-
pected to be uploaded to and processed by Zementis Server.

JDK Java Development Kit version 8, available at the Java Download Page. Please

make sure you use the Java Development Kit (JDK) and not the Java Runtime
Environment (JRE).

Application Server (one of)

Apache Tomcat version 7.0.59, 8.0.20, or 9.0.0.M10

IBM WebSphere Application Server Liberty version 16.0.0.2

Important

In case of Zementis Server upgrade or server migration, it is imperative that all models and resources

stored on current Zementis Server installation are backed up and restored using migration tool provided in

adapa- app- 10. 4. 0. 0. zi p. For more details, please refer to Section 4.1.2.
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2.2. Security

For security, Zementis Server relies on the JAAS framework and the related modules offered by the application
server. This allows integration with a wide variety of authentication and authorization infrastructures. The details for

configuring such modules are different for each application server (see sections following below).

Users are authorized to access Zementis Server if they are assigned either the adapa- adni n or the adapa- ws-
user role. Users with the adapa- admi n role have unrestricted access to the Zementis Console, Zementis REST
API, and the Zementis Web Services. They can manage and execute predictive models. Users with the adapa- ws-
user role may only execute models through the Zementis REST APl and Zementis Web Services. They are not

authorized to use the Zementis Console or perform any management operations.

2.3. Installation Overview

Installing Zementis Server with the default configuration requires four steps:
1. Install and configure the application server.
2. Add required libraries.
3. Configure security and users.

4. Deploy Zementis Server.

Important

Before proceeding with the installation, it is recommended that you set an environment variable with the
name ADAPA HOVE. The value of this variable points to the absolute path on the server where all the Ze-
mentis Server artifacts will be deposited. Under default configuration, these artifacts include PMML files and

Custom Resources uploaded on Zementis Server, and the Product License Key file (zenent i s. | i cense).

Alternatively, if it is not possible to set an environment variable, you can also pass ADAPA_HOVE as a JVM

argument using the - D option to the JVM when starting the application server as follows:

- DADAPA_HOVE=/ absol ut e/ pat h/t o/ adapa_hone

Please make sure the directory pointed to via ADAPA_HOVE exists and has write access.

Page 3
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2.4. Apache Tomcat

The description of the steps in this section assumed familiarity with installation and administration of the Apache
Tomcat. Detailed information about any of the necessary administrative tasks can be found at the Apache Tomcat

7 Documentation, Apache Tomcat 8 Documentation, and Apache Tomcat 9 Documentation.

2.4.1. Install and Configure the Application Server

Download Apache Tomcat from the Apache Tomcat 7 downloads website (apache-tomcat-7.0.59.zip), Apache
Tomcat 8 downloads website (apache-tomcat-8.0.20.zip), or Apache Tomcat 9 downloads page version 9.0.0.M10
(Apache Tomcat Archives Page). Decompress the downloaded file and copy the contents into your target installation
directory. We recommend that you at least modify the memory settings for the Java Virtual Machine (JVM) and the
file size threshold for the modules. The memory settings can be modified by adding the JAVA_OPTS parameter in the
configuration file TOMCAT_HOVE/ bi n/ set env. sh for Linux or TOMCAT_HOVE/ bi n/ set env. bat for Windows
(TOMCAT_HQOME is the directory where Apache Tomcat is installed). If the configuration file does not exist, you may

create it manually. Add the value of the parameter to include the following minimum values:

JAVA OPTS="- Xnms2048m - Xmk2048m - XX: +UseGLGC -j avaagent: path/to/ zenenti s-agent.jar"

Note

The Heap size must to be adjusted depending upon the expected load on the Server. If the deployment
expects large models to be uploaded on the server then the Heap must to be sized appropriately. Also

zementis agent enables the Model Metrics feature which describes Memory Metrics for the selected model.
Tip

The file size of adapaconsol e. war exceeds the default file size threshold value of Apache Tomcat Web
Application Manager. It will cause deployment failure if Zementis Console is deployed via Apache Tomcat
Web Application Manager. To avoid this problem, the file size threshold for the modules can be modified by
changing the value of max-fi | e- si ze and nmax- r equest - si ze in the configuration file TOMCAT_HOVE/
webapps/ manager / VEB- | NF/ web. xm . Add the value of the parameter to include the following threshold

values:

<mul ti part-config>
<l-- 500MB -->
<max-fil e-si ze>524288000</ max-fil e-si ze>
<max-r equest - si ze>524288000</ max- r equest - si ze>
<file-size-threshol d>0</file-size-threshol d>
</multipart-config>
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2.4.2. Add Required Libraries

Zementis Server requires four JAR files to be available in Apache Tomcat: | sf-api-2.2.13.]ar,
jsf-inmpl-2.2.13. jar, mail-1.4.7.jar (click on the links to download the JAR files), nd4j -
uberjar-0.9.1.jar and zenmenti s-agent.jar (download from distribution available under adapa- app/
I i b.Refer to Section 4.4 for configuring zementis agent). Download and copy these files in the Apache Tomcat
library directory TOMCAT _HOME/ | i b.

2.4.3. Configure Security and Users

To configure security, a login module appropriate for the target environment must be configured. This can be
achieved by defining an authentication policy in the t ontat - user s. xm file located at TOMCAT_HOWE/ conf . Be-
low, we describe how to configure the Realm provided by the Apache Tomcat. For details on configuring other lo-
gin modules, please review the Realm Configuration on Apache Tomcat 7 documentation, Realm Configuration on

Apache Tomcat 8 documentation, Realm Configuration on Apache Tomcat 9 documentation, or contact Software AG

2.4.3.1. Using User Dat abaseReal m

This section describes how to configure the User Dat abaseReal mprovided by the Apache Tomcat. This is a simple
module that stores the pertinent user information in the t ontat - user s. xm . To enable it, add the XML snippet
in following listing to the t ontat - user s. xm file.
<tontat - user s>

<rol e rol enane="adapa- ws- user"/>

<rol e rol enane="adapa- adnmi n"/>

<user usernane="adapa" password="adapa" rol es="adapa-ws-user, adapa-admin"/>
</tontat - user s>

This configuration snippet defines the user with name adapa and password adapa with both the adapa- adm n and
the adapa- ws- user roles. In order to modify or remove user information, simply alter the t onctat - user s. xni

file and restart the server.

2.4.4. Deploy Zementis Server

Apache Tomcat which is a servlet container doesn't support the full java EE stack. You will need to extract the
provided Zementis Server EAR file (adapa- app- 10. 4. 0. 0. ear ) into three WAR files and deploy them separately
(adapaconsol e. war, adapaws. war , and adapar s. war ) using Apache Tomcat Web Application Manager or

copying files manually.

Once Zementis Server has been deployed and started, point your browser to the Zementis Console. The URL would
be
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htt p:// host nanme: 8080/ adapaconsol e

where host nane is the name of the host where Apache Tomcat is deployed and 8080 is the default port. These
may be different according to your application server configuration. You may try to log in using the credentials of

a user with adapa- admi n role.
You may access Zementis REST API at

http:// host name: 8080/ adapar s

You may also get a description of the Zementis Web Services by visiting the URL

http://host nanme: 8080/ adapaws

2.5. IBM WebSphere Application Server Liberty

The description of the steps in this section assumed familiarity with installation and administration of the IBM Web-
Sphere Application Server Liberty. Please note, Zementis Server deployment configuration is based on IBM Web-
Sphere Application Server Liberty (16.0.0.2). The setting may vary in different versions of IBM WebSphere Appli-
cation Server Liberty. Detailed information about any of the necessary administrative tasks can be found at IBM

WebSphere Application Server Liberty Documentation.

2.5.1. Install and Configure the Application Server

The first step in the process is to install IBM WebSphere Application Server Liberty. The application server config-
uration topology is determined by the ser ver. xnl and more information can be found from the IBM WebSphere

Application Server Liberty Documentation or refers to the snippet in Section 2.5.3.1.

We recommend that you modify the memory settings for the Java Virtual Machine (JVM). This can be modified by
adding file j vm opt i ons to the server. Please refer to the detail in JVM arguments setting. The following is the

minimum recommended setting:

" - Xns2048m - Xmx2048m - XX: +UseGLGC - j avaagent: path/to/ zenenti s-agent.jar"

Note

Due to a restriction of IBM WebSphere Application Server Liberty in Windows, we recommend simplifying the
IBM WebSphere Application Server Liberty installation directory. For details, please see IBM WebSphere

Application Server Liberty Documentation.
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The Heap size must be adjusted depending upon the expected load on the Server. If the deployment expects

large models to be uploaded on the server then the Heap must to be sized appropriately.

2.5.2. Deploy Required Libraries

In order to make sure that Zementis Console works as expected with JavaServer Faces, you need to add two
libraries: | sf-api-2.2.13.jar andjsf-inpl-2.2.13.]ar; Zementis REST requires application server sup-
porting RESTful APl 2. avax. ws. rs-api - 2. 0. ] ar should also be added as a required library. In addition, add
nd4j -uberjar-0.9. 1. jar and zenent i s- agent . j ar from the distribution available under adapa- app/ 1 i b.
Put these JAR files in the folder W.P_HOME/ usr/ server s/ SERVER NAME/ LI B_FOLDER. (W.P_HOVE is the di-
rectory where IBM WebSphere Application Server Liberty is installed. SERVER_NAME is the server name you creat-
ed. LI B_FOLDERIs the folder name you defined in ser ver . xm . Take XML snippet in Section 2.5.3.1 as example,
the L1 B_FCOLDER would be nyLi b.Refer to Section 4.4 for configuring zementis agent.)

2.5.3. Configure Security and Users

As described in Section 2.2, users accessing Zementis Server must be either in the administrator or the user role.
For the IBM WebSphere Application Server, this means that you must create two groups adapa- adni n and ada-
pa- ws- user in the security realm of your domain and assign the appropriate users to these groups as necessary.
For details on how to create and assign groups, please consult the IBM WebSphere Application Server Liberty

Documentation.

2.5.3.1. Using basi cRegi stry

This section describes how to configure the basic user registry provided by the IBM WebSphere Application Server
Liberty. This is a simple module that uses ser ver . xm for storing the pertinent user information. To enable basic
user registry, add appSecuri ty- 2. 0 Liberty feature and the XML snippet in following list to the server . xm . In

order to modify or remove user information, simply alter the ser ver . xm file and restart the server.

<server description="LibertyProfile">
<f eat ur eManager >

<f eat ur e>appSecurity- 2. 0</feature>
<f eat ure>j son- 1. 0</ f eat ure>
<f eat ur e>j sp- 2. 3</feat ure>
<f eat ure>servl et-3. 1</ f eat ure>
<f eat ure>ssl - 1. 0</f eat ure>
<f eat ur e>| ocal Connect or- 1. 0</ f eat ure>

</ f eat ur eManager >

<ht t pSessi on cooki eName="adapa_cooki e"/ >
<l oggi ng hi deMessage="SRVE9967W CWNENOO70W />

<library id="mnyLi brary" api TypeVisibility="spec, ibmapi, api">
"*" scanlnterval ="5s" />
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</library>
<application type="ear" id="adapa" |ocation="${server.config.dir}/apps/adapa.ear">
<cl assl oader api TypeVisibility="spec, ibmapi, api" comonLi braryRef="nyLi brary"
del egati on="parent Last"/>
<appl i cati on- bnd>
<security-rol e nane="adapa- adm n">
<group nane="adapa-adm n" />
</security-rol e>
<security-rol e nane="adapa-ws-user" >
<group nane="adapa-ws-user" />
</security-rol e>
</ appl i cati on- bnd>
</ appli cati on>
<basi cRegi stry id="basic" real n=" ADAPA Security Rol es">
<user name="adapa-adm n" password="myPassword" />
<user name="adapa-ws-user" password="nyPassword" />
<gr oup nane="adapa-adm n">
<menber nane="adapa-adm n" />
</ gr oup>
<group nane="adapa-ws-user" >
<menber nane="adapa-ws-user" />
</ gr oup>
</ basi cRegi stry>
</ server>

Note

With this registry configuration, the IBM WebSphere Application Server Liberty would share a common

session for web applications.

2.5.4. Deploy Zementis Server

To deploy Zementis Server, copy the provided EAR file (adapa- app- 10. 4. 0. 0. ear) into W.P_HOVE/ usr/

server s/ SERVER_NAME/ apps directory and configure the application information in the server. xn .

Once Zementis Server has been deployed and started, point your browser to the Zementis Console. The URL would
be

htt p: // host nane: 9080/ adapaconsol e

where host nane is the name of the host where IBM WebSphere Application Server is deployed and 9080 is the
default port. These may be different according to your application server configuration. You may try to log in using

the credentials of a user with adapa- admi n role.
You may access Zementis REST API at

http://host name: 9080/ adapar s

You may also get a description of the Zementis Web Services by visiting the URL
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http://host name: 9080/ adapaws
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Chapter 3. Product License Key

Zementis Server requires a valid Product License Key. The Product License Key can be obtained by contacting
Software AG. To install the Product License Key, login to the Zementis Console and click on the License link located
on top-right corner of the user interface. This will pop-up the License Panel where the contents of the Product

License Key file can be copied.

Alternatively, the Product License Key file (zenenti s. | i cense) can be copied under the ADAPA_ HOVE direc-

tory before starting the application server. Please refer to Section 2.3 for more information about how to setup

ADAPA_HOVE.

A valid license key will unlock all the functionality of Zementis Server.
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Chapter 4. Configuration

Zementis Server has been designed to easily support customizations and/or extensions needed to meet the re-
guirements imposed by the target environment. Using the popular Spring Framework, it allows injecting external
resources either as configuration modifications or as extensions. Practically, this means that Zementis Server can
be customized by providing an appropriate Spring context file along with the necessary custom implementations
and required libraries. Such a context file must be placed in the working directory of the server (TOMCAT_HOVE/
bi n directory for the Apache Tomcat and profi | e_r oot directory for the IBM WebSphere Application Server).
One or more context files may be used. For configuration purposes and upon start-up, Zementis Server will exam-
ine any files in the server's working directory following the name pattern adapaCont ext *. xm . Please note that

configuration changes through context files require a server restart before they can take effect.

The following sections describe some of the more common configuration tasks. Please contact Software AG for

details on more advanced customization options.

4.1. Repository

4.1.1. Repository Configuration

Zementis Server requires a repository for storing the necessary artifacts. By default, it uses a file-based repository
and stores the uploaded artifacts in a directory named adapa- st or e under ADAPA HOVE directory. Please refer

to Section 2.3 for more information about how to setup ADAPA_ HOVE.

However, it also includes a module that uses a relational database as the repository. The module provided for the
database repository leverages the Java Persistence API (JPA) . To use it, it must be configured in a Spring context
file. With JPA as the persistence mechanism, the configuration simply requires associating the database back-end

module to an Ent i t yManager Fact ory.

In the rest of this section, we provide an example of how to use a MySQL instance as the database back-end, with
the Hibernate as the JPA provider. The first step is to create a Spring context file (e.g. adapaCont ext . xm ) and

place it in the server's working directory. The following listing presents the contents of this file.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<beans xm ns="http://ww. spri ngframewor k. or g/ schena/ beans” xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena-
i nst ance"

xm ns: aop="http://ww. springframework. org/ schema/ aop" xm ns:tx="http://ww. springframework. org/
schema/ t x"

xm ns:jee="http://ww.springframework. org/schena/jee"

xm ns: cont ext ="htt p: // ww. spri ngfranewor k. or g/ schema/ cont ext "

xsi : schemalLocat i on="
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http://ww. springframework. org/ schema/ beans http://ww. spri ngfranmework. or g/ schema/ beans/ spri ng-
beans- 3. 2. xsd

http://ww. springframework. org/ schema/ cont ext http://ww. springframewor k. or g/ schena/ cont ext /
spri ng- cont ext - 3. 2. xsd

http://ww. springframework. org/ schema/tx http://ww.springframework. org/ schema/t x/ spri ng-
tx-3. 2. xsd

http://ww. springframework. org/ schema/ aop http://ww. springfranmework. org/ schema/ aop/ spri ng-
aop- 3. 2. xsd

http://ww. springframework. org/ schema/ jee http://ww. springfranmework. org/ schena/j ee/ spring-
j ee-3. 2. xsd"

default-lazy-init="true">

<bean i d="asset St or eBackend" cl ass="com zenenti s. adapa. st or e. backend. DBAsset St or eBackend" >
<property nanme="entityManager Fact ory">
<bean cl ass="org. spri ngframewor k. orm j pa. Local Cont ai ner Enti t yManager Fact or yBean" >
<property nanme="persistenceXm Locati on" val ue="fil e: persistence.xm" />
</ bean>
</ property>
</ bean>

</ beans>

With this configuration file, we define a bean named asset St or eBackend as an instance of the class DBAsset -
St or eBackend. This bean needs to be initialized with an Ent i t yManager Fact or y. In this example, we use the
facility available in the Spring framework through the class Local Cont ai ner Ent i t yManager Fact or yBean and
provide the persistence configuration parameters in a separate file named per si st ence. xm . This second file
must also reside in the server's working directory. To use Hibernate and MySQL, the per si st ence. xm file should

contain the following information:

<persi stence xm ns="http://java.sun.conl xm /ns/ persi stence" xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : schenalLocation="http://java. sun.com xm / ns/ persi stence http://java. sun.com xm / ns/ persi st ence/
persi stence_1_0. xsd"
versi on="1.0">
<persi stence-unit nanme="AdapaAsset" transaction-type="RESOURCE LOCAL">
<provi der >or g. hi ber nat e. ej b. H ber nat ePer si st ence</ provi der >
<non-jt a- dat a- sour ce>j ava: nysql ds</ non-j t a- dat a- sour ce>
<cl ass>com zenent i s. adapa. st or e. backend. DBAsset </ cl ass>
<cl ass>com zenent i s. adapa. st or e. backend. DBAsset Sour ce</ cl ass>
<cl ass>com zenent i s. adapa. st ore. backend. DBAsset Annot at edSour ce</ cl ass>
<cl ass>com zenent i s. adapa. st ore. backend. DBAsset Byt eSt r eanx/ cl ass>
<properties>
<property nanme="hi bernate. dial ect" val ue="org. hi bernate. di al ect. MySQLDi al ect" />
<property nanme="hi bernate. show sql" val ue="fal se" />
<property nane="hi bernate. hbn2ddl . aut 0" val ue="update" />
</ properties>
</ per si st ence- uni t >
</ per si st ence>

The key configuration parameters in this file are the data source and the database dialect Hibernate should employ.
The data source is looked up by its JNDI name (j ava: nysql ds 1). This requires that the data source to the
appropriate database has already been configured and deployed under the same name on the application server.

For details on configuring data sources, please consult the documentation of the application server. The Hibernate

Yin some environments, the name of the data source may have to be provided without the j ava: prefix. The path of data source may also vary

with application servers. (e.g. j ava: / conp/ env/ nysql ds in Apache Tomcat)
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dialect parameter identifies the type of database that is used. For more information about the supported databases

and available Hibernate database dialects, please refer to the Hibernate Dialect Javadocs.

Additional sample configuration files for other databases may be found in the confi gur ati on/reposi t ory di-

rectory of the Zementis Server package.

4.1.2. Repository Migration

When migrating an existing Zementis Server installation to version 10.4.0.0, it is imperative that all models and
resources stored on the current Zementis Server installation are backed up and restored using the migration tool
provided in the migration directory of adapa- app- 10. 4. 0. 0. zi p. Copying an existing Zementis Server store
to another server is not recommended as it may result in unexpected behavior, unrecoverable errors, or loss of
uploaded content. adapa- app- 10. 4. 0. 0. zi p ships with two migration scripts; m gr at i on. sh which is targeted
for Unix (*nix) like platforms with cURL utility installed, and mi gr at i on. ps1 for Windows platforms with PowerShell

framework version 2.0 or higher.
General syntax for script execution on both platforms is

./ mgration.sh $OPERATI ON $HOST $USER $PASS $BACKUP_DI R

where $OPERATI ONis either backup or r est or e, $HOST is Uniform Resource Locator (URL) to the host server,
$USER and $PASS contain username and password respectively for user credentials with administrative access
rights, and $BACKUP_DI R is a path to the backup directory. This last parameter is required only for r est or e
operation, but is optional for backup operation. When $BACKUP_DI R is not provided for backup operation, the
content is saved in a new directory adapa- backup- YYMVDD- hhmmss where YYMVDD- hhnrmss represents the

startTime as per UTC time zone.
For example, execution of command

./ mgration.sh backup http://nmy-adapa.com 8080 admi n admi n-pass

in the last second of year 2014 will result in download of all models and resources from Zementis Server located
athttp:// nmy-adapa. com 8080 to new local directory adapa- backup-20141231- 235959. Execution of com-

mand
./mgration.sh restore https://ny-new adapa. com adm n adm n- pass adapa- backup-20141231- 235959

will result in upload of all content from adapa- backup-20141231- 235959 directory to Zementis Server located

athttps://my- new adapa. com

Help menu, usage, and examples can be accessed directly from the script by running
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./ mgration.sh
command from *nix shell, and
Get-Help .\mgration. psl -Ful

from Windows® PowerShell command line.

4.2. Logging

Zementis Server provides a comprehensive logging mechanism for capturing data used during execution of predic-
tive models. The captured data includes input and output values as well as information regarding invalid and missing
values presented for scoring. All this information is stored in a logging store and may be used to generate reports
that assist in monitoring the performance of a model, assess the health of the data provided to the model, train new
models or retrain existing ones, etc. The logging mechanism is not enabled by default in Zementis Server. It can be
enabled by providing the necessary configuration parameters in a Spring context file (e.g. adapaCont ext . xm ) in

the server's working directory. The logging mechanism can be configured to publish to a File System or a Database.

4.2.1. File Logging

This logging mechanism requires a write-access file system folder. Please refer to Section 2.3 for more information
about how to setup ADAPA HOME. Once this is done, Zementis Server will publish log files under adapa- | og sub-

folder of ADAPA HOME directory. The listing below is an example of a context file that uses the file system for logging.

<?xm version="1.0" encodi ng="UTF-8"?>
<beans xm ns="http://ww. springfranework. org/ schema/ beans” xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena-
i nstance"
xm ns: cont ext ="http://ww. spri ngfranmewor k. or g/ schenma/ cont ext "
xsi : schemalLocat i on="
http: //wwv spri ngfranewor k. or g/ schena/ beans http://ww. springfranework. or g/ schena/ beans/ spri ng-
beans- 3. 2. xsd
http://ww. spri ngfranewor k. or g/ schema/ cont ext http://ww. springfranework. or g/ schena/ cont ext/ spri ng-
cont ext - 3. 2. xsd">
<bean id="fil eLogHandl i ngFacility" class="com zenentis. adapa. | ogging.file.FileLogHandlingFacility" />
</ beans>

With this configuration, three log files are created for each uploaded model. The files are named MODEL_Recor d,
MODEL_| nval i d,and MODEL_M ssi ng where MODEL represents the model name. The file with the suffix _Recor d
contains all the input and output values (along with all the intermediate values) used during execution of predictive
model. The files with suffixes _I nval i d and _M ssi ng contains occurrence counters for each invalid and missing

values encountered during the scoring process. These values are published once a day at midnight.
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4.2.2. Database Logging

This logging mechanism requires an external database. The listing below is an example of a context file that uses
a MySQL database for logging purposes. Additional sample configuration files can be found in the confi gur a-

ti on/ | oggi ng directory of the Zementis Server package.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<beans xm ns="http://ww. spri ngframewor k. or g/ schena/ beans" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena-
i nst ance"
xm ns: context ="http://ww. spri ngfranmework. org/ schema/ context" xmns:tx="http://
www. spri ngf ranewor k. or g/ schema/ t x"
xm ns:jee="http://ww:.springframework. org/schena/jee"
xsi : schemaLocat i on="
http://ww. springframework. org/ schema/ beans http://ww. spri ngfranmework. or g/ schema/ beans/ spri ng-
beans- 3. 2. xsd
http://ww. springframework. org/ schema/tx http://ww. springfranmework. org/ schema/t x/ spring-tx-3.2.xsd
http://ww. springframework. org/ schema/ context http://ww. springframework. org/ schena/ cont ext/spring-
cont ext - 3. 2. xsd
http://ww. springframework. org/ schema/ jee http://ww. springfranmework. org/ schenma/j ee/ spring-
jee-3.2.xsd">
<bean i d="hi ber nat eLogHandl i ngFaci | i ty"
cl ass="com zenent i s. adapa. | oggi ng. hi ber nat e. Hi ber nat eLogHandl i ngFaci | i ty">
<property name="hi bernat eProperties" ref="hibernateProperties" />
<property nanme="dat aSource" ref="1oggi ngbat aSource" />
</ bean>
<bean i d="hi ber nat eProperties"
cl ass="org. spri ngframewor k. beans. factory. confi g. Properti esFact or yBean">
<property name="properties">
<props>
<prop key="hi bernate. connecti on. provi der_cl ass">
com zement i s. adapa. | oggi ng. hi ber nat e. Hi ber nat eDat aSour ceConnect i onProvi der
</ pr op>
<prop key="hi bernate. di al ect">org. hi bernate. di al ect. M\ySQLDi al ect </ pr op>
<prop key="hi ber nat e. hbn2ddl| . aut 0" >updat e</ pr op>
<prop key="hi bernate. default_entity_node">dynani c- map</ pr op>
</ props>
</ property>
</ bean>
<j ee:jndi -l ookup id="1I oggi ngbat aSour ce" jndi-name="j ava: nysqgl ds" />
</ beans>

Database logging has been implemented through the Hibernate framework. Similarly to the database repository
(Section 4.1), the two key configuration parameters are the data source and the Hibernate dialect. The data source is
looked up by its INDI name (j ava: nysql ds 2). This requires that the data source to the appropriate database has
already been configured and deployed under the same name on the application server. For details on configuring
data sources, please consult the documentation of the application server. The Hibernate dialect parameter identifies
the type of database that is used. For more information about the supported databases and available Hibernate

database dialects, please refer to the Hibernate Dialect Javadocs.

anwmeWWmmwM&memmemmewwswmemwhwembemwhawmmmﬂwjwa:m%xTMpmthmawwwnmywwvmy

with application servers. (e.g. j ava: / conp/ env/ nysql ds in Apache Tomcat)
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With this configuration, three tables are created for each uploaded model. The tables are named MODEL,
MODEL_| nval i d and MODEL_M ssi ng where MODEL represents the model name. The table MODEL contains alll
the input and output values used during execution of predictive model. The tables with suffixes _| nval i d and
_M ssi ng contains occurrence counters for each invalid and missing values encountered during the scoring pro-

cess. These values are published once a day at midnight.

Important

If there are any changes made to the MiningSchema/Output of the model after logging mechanism is en-
abled, it is necessary to archive the corresponding data (tables or files) before the model is refreshed. In
case of database logging, the corresponding tables need to be dropped after archiving is finished. In case

of file-based logging, the corresponding files need to be deleted after archiving is finished.

4.3. Configure Repository and Logging on Soft-
ware AG Common Tomcat Platform

This section describes the configuration of an external data source linked to Zementis Predictive Analytics Integrated
Server deployed on Software AG Common Tomcat Platform. This configuration is slightly different from the ones
described in previous sections which were intended for Zementis Predictive Analytics Server deployment on a

standard Apache Tomcat installation.

4.3.1. Configuration (Using MySQL as example)

The steps listed below describe how to setup Database Repository and Database Logging for Zementis Predictive

Analytics on Common Tomcat Platform. The instructions listed below are applicable to MySQL database.
Step 1: Add context files

Copy the files adapaCont ext Reposi tory. xni , adapaCont ext MySQL.Loggi ng. xni and
mysql . persi stence. xnl from the distribution found under adapa-app\configuration\l oggi ng
and adapa-app\configuration\repository to {SAG Install_Directory}\comon\bin folder. In
adapaCont ext Reposi tory. xnl , provide val ue="fil e: nysql . persi stence. xm " (which is the absolute

path of mysql.persistence.xml) for nanme=" per si st enceXnl Locat i on"

Note

Ifthe ADAPA_HOME is set, then use ADAPA_HOVE to copy the files mentioned above. By default ADAPA HOVE
issetto {SAG I nstall _Directory}\profil es\CTP\configuration\adapa.
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Step 2: Add data source information
There are two options to add data source information:
* Option 1:

Edit the file {SAG I nstall _Directory}\profil es\CTP\configuration\tontat\conf

\ cont ext. xm to add the following:

<Cont ext >

<Resour ce nanme="nysgl ds" aut h="Contai ner" type="j avax. sql . DataSource"
maxActi ve="10" maxl|dl e="30" maxWait="10000" usernane="root" password="root"
driver Cl assNanme="com nysql . j dbc. Dri ver"

url ="jdbc: nysql : / /1 ocal host: 3306/ dat abaseNane"

factory="org. apache. tontat. j dbc. pool . Dat aSour ceFact ory" />

</ Cont ext >

Option 2:

Edit the file { SAG I nstal |l _Directory}\profiles\CTP\configuration\tontat\conf\web. xn
to add the following:

<web- app>

<resource-ref>
<descri ption>external MySQ. Data Source</description>
<res-ref-name>nysql ds</res-ref - name>
<res-type>j avax. sql . Dat aSour ce</res-type>
<r es- aut h>Cont ai ner </ r es- aut h>
<r es-shari ng- scope>Shar eabl e</res- shari ng- scope>
</resource-ref>

</ web- app>

Create the file {SAG Install _Directory}\profiles\CTP\configuration\com softwareag.
pl at f orm confi g. prosl oader\ com sof t war eag. cat al i na. resour ce. pi d-

mysql ds. properti es manually if it does not exist and add the following content:

name=nysql ds

t ype=j avax. sql . Dat aSour ce

maxAct i ve=10

max| dl e=30

maxWai t =10000

user nane=r oot

passwor d=r oot

driver d assName=com nysql . j dbc. Dri ver

url =j dbc: nmysql : / /1 ocal host : 3306/ dat abaseNane
factory=org. apache. tontat . j dbc. pool . Dat aSour ceFact ory

Tip
Option 2 is preferred in Step 2.
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Step 3: Add external mysql connector jar

Create a JAR file named as com sof t war eag. pl at f orm cat al i na. mysqgl _10. 2. 0. 0000- 0069. j ar with
the folder structure META- | NF\ MANI FEST. MF and add the following content to MANI FEST. M:

Mani f est-Version: 1.0

Bundl e- Synbol i cName: com sof t war eag. pl at f orm cat al i na. nysql

Bundl e- Nanme: MySQL Inports for the Catalina

Bundl e- Ver si on: 10. 2. 0. 0000- 0069

| npl enent ati on- Versi on: 10. 2. 0. 0000- 0069

Bundl e- Mani f est Versi on: 2

Bundl e- Requi r edExecut i onEnvi ronnent: JavaSE-1.8

Bundl e- Vendor: Sof t ware AG

| npor t - Package: com nysql . jdbc; resol ution: =optional,com nysql .j dbc.jdb
c2.optional ;resol uti on: =optional,com nysql .jdbc. | og;resol ution: =optio
nal , com nysql . jdbc. profiler;resolution:=optional,comnysql.jdbc.util;
resol ution: =opti onal , com nysql . j dbc. exceptions; resol uti on: =optional,c
om nysql . j dbc. exceptions. j dbc4; resol uti on: =opti onal , com nysql .jdbc.in
terceptors; resol uti on: =opti onal ,com nysql .jdbc.integration.c3p0;resol
ution: =optional,com nysql .jdbc. configs; resol ution: =opti onal

Fragment - Host : org. apache. catal i na

Creat ed-By: SAG Build Automati on System

Download the JAR file mysql-connector-java-5.1.30.jar and
com sof t war eag. pl atf orm cat al i na. nysql _10. 2. 0. 0000- 0069. j ar
{SAG Install _Directory}\profiles\CTP\dropins\ folder.

4.4. Configure Model Metrics

copy it along with

to

Model Metrics feature describes Memory Metrics and Prediction Metrics for a Model. Memory metrics is enabled by

configuring the Zementis Agent in JAVA_OPTS and the Prediction Metrics is enabled by default and it can also be

disabled by supplying a context configuration file to override the default configuration.

4.4.1. Memory Metrics Configuration

The steps listed below describe how to setup Zementis Agent on local Tomcat Server.

Step 1: Copy zementis-agent.jar

Copy the file zenment i s- agent . j ar from adapa- app/1i b and copy it to TOMCAT_HOVE/ | i b

Step 2: Add zementis-agent.jar to JAVA_OPTS in setEnv.bat or setEnv.sh

Add zenent i s- agent . j ar path to JAVA_OPTS as - j avaagent : pat h/ t o/ zenent i s- agent . j ar

JAVA OPTS="- Xms2048m - Xnx2048m - XX: +UseGLCC -j avaagent: pat h/to/ zementi s-agent.j ar"
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Note

In Zementis Integrated Server setup, the zenent i s- agent . j ar is configured as part of installation..

4.4.2. Prediction Metrics Configuration

Prediction Metrics is enabled by default with the deployement of Zementis. The below listed xml is the sample con-
figuration file which can be used to disable the Prediction Metrics and also to configure the window size for Regres-
sion Models. Copy the below xml configuration in a file and name it as adapaCont ext Predi cti onMetri cs. xni
and add it in ADAPA_HOME.To disable the Prediction Metrics update enabl ed property as f al se. To configure

the Regression Window size, update value of wi ndowSi ze and change the enabl ed to t r ue.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<beans xm ns="http://ww. spri ngframewor k. or g/ schema/ beans" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena-
i nst ance"
xm ns: cont ext ="htt p: //ww. spri ngfranewor k. or g/ schema/ cont ext "
xsi : schemalLocat i on="
http://ww. springframework. or g/ schema/ beans http://ww. spri ngfranework. or g/ schenma/ beans/ spri ng-
beans- 3. 2. xsd
http://ww. springframework. org/ schema/ cont ext http://ww. springfranmework. org/ schena/ cont ext/spring-
cont ext - 3. 2. xsd" >
<cont ext: annotati on-config />
<bean i d="predi ctionMetricsHandl er Fact ory"
cl ass="com zenenti s. adapa. nodel s. runti ne. Predi cti onMetri csHandl er Fact ory" >
<property nane="enabl ed">
<val ue>f al se</ val ue>
</ property>
</ bean>
</ beans>
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