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Preface

This documentation explains how to receive response-time data fromyour distributed applications.
It is organized under the following headings:

What is application monitoring? Sample scenarios in which the
EntireX Broker and the EntireX Adapter are used. An overview of
the response time KPIs.

Introduction

List of components that can be used tomonitor distributed application
scenarios.

Components Which Support
Application Monitoring

How to set up EntireX Broker and the EntireX Adapter. Information
on the configuration file for the Application Monitoring Data

Setting Up ApplicationMonitoring

Collector. How to start and stop the Application Monitoring Data
Collector.

Describes the key performance indicators (KPIs) monitored by the
Application Monitoring Data Collector.

KPI Definitions for Application
Monitoring

Information on the sampleMashApp that is available for application
monitoring.

Application Monitoring MashApp
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What is Application Monitoring?

Application monitoring adds new value to monitoring. It enables you to monitor the response
times in your distributed applications, and it also enables you tomonitor a couple of error situations.

The EntireXApplicationMonitoringData Collector collects the response time data of each involved
software component of selected synchronous EntireX RPC services. The Application Monitoring
Data Collector stores the KPI (key performance indicator) values in CSV (comma-separated values)
files. The files can be processed by any tool which supports CSV files. A sample MashApp is also
provided.

When a service has been selected for monitoring, each call to the service by a client application is
monitored. The overall service response times, the network transport times, the EntireX Broker
processing and waiting times, the RPC (remote procedure call) server processing times, and the
time spent for database calls aremeasured. Each involved SoftwareAG enterprise product concat-
enates the monitored time(s) with the service call. When the call returns to the client, the client
RPC runtime provides the event data to the Application Monitoring Data Collector.

In addition tomonitoringRPC scenarios as described above, you can alsomonitor scenarioswhere
the EntireX Adapter is used to call transactions using CICS ECI or IMS Connect.

The collection of response times and other measuring data from your distributed application in
real time requires that you set up various components for application monitoring. See Setting Up
Application Monitoring for detailed information.

Sample Scenarios

The following graphics illustrate examples of different scenarios in which application monitoring
can be used. The boxes in the graphics contain the components that are running in your production
environment. The components in the blue boxes can be monitored. The components in the gray
boxes cannot bemonitored. The yellow box represents the ApplicationMonitoring Data Collector
which is required for collecting data and for measuring the response times. The black lines stand
for calls from the application. The red line stands for themeasuring datawhich are being transpor-
ted.

Note: See also Components Which Support Application Monitoring.
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RPC Scenario with EntireX Broker

The small blue box linked to the gray "Client Application" box represents the client RPC layer
which can be monitored, whereas the client application itself cannot be monitored. Note that the
time spent for database calls can only be monitored if the call is issued by a Natural RPC server.

Note: In the above scenario, the Direct RPC component of the EntireX Adapter can be used
instead of the EntireX Broker.

CICS ECI and IMS Connect Scenario with EntireX Adapter

The time spent in the CICS or IMS transaction cannot be monitored. Only the sum of the transport
time to CICS ECI or IMS Connect plus the time spent in the CICS or IMS transaction can be mon-
itored.

3Application Monitoring
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Response Time KPIs

The following graphic shows the detailed meanings of the response time KPIs that are collected
by theApplicationMonitoringData Collector. As an example, a remote procedure call (RPC) from
a client application to a server program is illustrated. For a Natural server program, database calls
can bemonitored; this is illustrated on the left side of the graphic. Note that the database transport
time (TimeDBTransport KPI) is only available for a database call against an Adabas server. For
other databases, the database transport time is included in the database calls time (TimeDBCalls
KPI). The right side illustrates a non-Natural server program where database calls cannot be
monitored.

Application Monitoring4
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1. The client application issues a remote procedure call and the client RPC layer gets control. At
the end of a transaction, the client RPC layer gives the control back to the client application.
The time spent in the client RPC layer is monitored by the TimeClientLayer KPI.

2. The client RPC layer calls the EntireX Broker. The transport time between the client RPC layer
and the EntireX Broker plus the transport time spent on the way back is monitored by the
TimeClientTransport KPI.

3. The time spent in the EntireX Broker is monitored by the TimeBroker KPI. The KPI value does
not include the amount of time that the EntireX Broker spends waiting for an available server.

4. The amount of time that the EntireX Broker spends waiting for an available server is monitored
by the TimeBrokerWaitForServer KPI.

5. When the EntireX Broker calls the server program, the server RPC layer receives the call first.
The transport time between the EntireX Broker and the server RPC layer plus the transport time
spent on the way back is monitored by the TimeServerTransport KPI.

5Application Monitoring
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6. The time spent in the server RPC layer is monitored by the TimeServerLayer KPI.

7. The server RPC layer forwards control to the Natural server program. The time spent in the
Natural server program is monitored by the TimeServerProgram KPI. The KPI value does not
include the time spent for database calls.

8. The Natural server program calls a database. The transport time between the Natural server
program and the database plus the transport time spent on the way back is monitored by the
TimeDBTransport KPI. This KPI is only available for Natural RPC servers issuing database
calls against an Adabas server.

9. The time spent for database calls is monitored by the TimeDBCalls KPI. For non-Adabas
databases, the KPI value includes also the transport time required to reach the database server.
This KPI is only available for Natural RPC servers.

■ The TimeResponse KPI reflects the complete response time on the round trip from the client
to the server. It is therefore the sum of the KPIs mentioned above.

Using the sample Application Monitoring MashApp, the total response time is represented in a
bar chart inwhich each single timeKPI is reflected in a section of the bar. In the following example,
the time KPIs are labeled with the same numbers as in the above graphic. At a glance, you can
find out how much response time was spent for each part of the distributed application.

Application Monitoring6
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2 Components Which Support Application Monitoring

You can monitor distributed application scenarios that make use of the following components:

z/VSEWindowsUNIXz/OS

XXXXEntireX Broker 1

XXXXML/Soap Listener

XXEntireX Adapter 2

XXXJava RPC Client

X.NET RPC Client

XXXX 3Natural RPC Client

XXCOBOL RPC Client

XXC RPC Client

XXXXML/Soap RPC Server

XXXJava RPC Server

XXXX 3Natural RPC Server

XXCICS RPC Server

XXBatch RPC Server

X.NET RPC Server

XXC RPC Server

Notes:

■ 1 Application monitoring is only supported for the transport methods TCP/IP and SSL.
■ 2 The following connection types of the EntireX Adapter support application monitoring:

■ EntireX RPC Connection
■ EntireX Direct RPC Connection
■ EntireX RPC Listener Connection
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■ EntireX Direct RPC Listener Connection
■ IMS Connect Connection
■ CICS ECI Connection

■ 3 For z/OS, make sure the EXX load library is part of your steplib chain. We recommend using
stub NATETB23 for all of your Natural RPC environments and a Natural configuration allowing
a dynamic load of the stub. This can be achieved by using the following Natural parameters:

RCA=(BROKER) RCALIAS=(BROKER,NATETB23)

If your broker stub is statically included, you will need to relink your Natural nucleus.

Application Monitoring8
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General Information

The collection of response times and other measuring data from your distributed applications in
real time requires that you set up various components for application monitoring. EntireX Broker
and/or the EntireX Adapter serve as the central components which control the data flow. Their
configuration defines the following: whether application monitoring is generally enabled or dis-
abled, the services that are used for monitoring (only for EntireX Broker), and the Application
Monitoring Data Collector to which the measuring data is sent.

In addition, your applications need to be prepared for the collection and distribution ofmeasuring
data. This is automatically ensured when you use the appropriate EntireX components which
support applicationmonitoring. Further configuration on the side of the application is not required.

Setting Up EntireX Broker

EntireX Broker controls the measuring data flow. Using specific attributes in the broker attribute
file, the broker can be configured to enable application monitoring for selected services. There are
broker-specific and service-specific attributes for applicationmonitoring, and there are also applic-
ation monitoring-specific attributes. For detailed information, see Broker Attributes.

Caution: Changes in the broker attribute file require a restart of the broker. In addition, all
involved client applications and RPC servers have to be restarted (after the restart of the
broker) because they are caching information about the broker's application monitoring
settings.

Configuration example:

DEFAULTS = BROKER 
  APPLICATION-MONITORING = YES 

DEFAULTS = APPLICATION-MONITORING 
  COLLECTOR-BROKER-ID = server12:57900 

DEFAULTS = SERVICE 
  APPLICATION-MONITORING-NAME = Payroll_Application
  CLASS = RPC, SERVER = HR, SERVICE = CALLNAT, APPLICATION-MONITORING = YES, ↩
APPLICATION-MONITORING-NAME = HR_Application
  CLASS = RPC, SERVER = *, SERVICE = CALLNAT, APPLICATION-MONITORING = YES

With this example configuration, application monitoring is enabled for all RPC/*/CALLNAT ser-
vices. The service RPC/HR/CALLNAT uses the application monitoring name "HR_Application",
all other services use the name "Payroll_Application". The ApplicationMonitoring Data Collector
runs on a host with the name "server12" and uses the port 57900.

Application Monitoring10
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Setting Up the EntireX Adapter

The EntireX Adapter automatically supports application monitoring for the following connection
types:

■ EntireX RPC Connection
■ EntireX RPC Listener Connection

If youwant to use applicationmonitoringwith the following connection types, you have to change
the configuration of the EntireX Adapter (see the EntireX Adapter documentation for further in-
formation):

■ EntireX Direct RPC Connection
■ EntireX Direct RPC Listener Connection
■ IMS Connect Connection
■ CICS ECI Connection

Configuration for Application Monitoring

The configuration file entirex.appmondc.properties controls the startup of theApplicationMonitoring
Data Collector. It is located in the config directory of your EntireX installation.

As a rule, it is not necessary to change the settings in this file after the installation. However, if
required, you can change the following parameters:

DescriptionParameter

The TCP/IP port on which the ApplicationMonitoring Data
Collector accepts the monitoring data. This value is set

entirex.appmondc.port

during the installation of the Application Monitoring Data
Collector.

The name of the directory which will contain the CSV data
files. The default value is <EntireX-install-dir>/appmondc/.

A data file has the name appmon<YYYYMMDD>.<HHMMSS>.csv.
In addition, an overview file with the name
appmon.overview.v1.csv is created.

entirex.appmondc.directory

The log level for the log files. Possible values are:entirex.appmondc.loglevel

OFF
FATAL
ERROR

11Application Monitoring
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DescriptionParameter

WARNING
INFO
DEBUG
TRACE

The default value is ERROR.

Log files are always stored in the directory
<EntireX-install-dir>/appmondc/. This is independent of the
setting of the entirex.appmondc.directory parameter.

Themaximumnumber of rows per CSVdata file. If the limit
is reached, a new file is created. The default value is 100000.

entirex.appmondc.maxlines

Automatically create a new CVS data file every day. The
default value is no.

entirex.appmondc.filesperday

Use "0" instead of an empty entry as the null value for all
numeric KPI values in the CSV file. The default value is no.

entirex.appmondc.usezeroasnullvalue

Note: If you plan to use theApplicationMonitoringMashApp, some of the above parameters
require special settings. For further information, see Special Configuration for Application
Monitoring.

Starting and Stopping the Application Monitoring Data Collector

UNIX

The scriptsmentioned below are located in the bindirectory of your EntireX installation. By default,
this is /opt/softwareag/entirex/bin.

To start the Application Monitoring Data Collector

■ Run the start script appmondc.bsh from a shell.

To stop the Application Monitoring Data Collector

■ Run the start script stopappmondc.bsh from a shell.

Application Monitoring12
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Windows

TheApplicationMonitoringData Collector is installed as an application and as aWindows service.
During the installation, you can specify that the Windows service is to be started automatically.
The name of this service is "Software AG EntireX Application Monitoring Data Collector 9.7".

Note: You can access the list of services by opening the Start menu and then entering "ser-
vices.msc" in the search box. There, you can start and stop the service manually.

To start the Application Monitoring Data Collector as an application

■ Choose the following from the Windows Start menu:

Programs > Software AG > Start Servers > Start EntireX ApplicationMonitoring Data Col-
lector 9.7

Or:

Run the script appmondc.batwhich is located in the bin directory of your EntireX installation.

To stop the Application Monitoring Data Collector (service and application)

■ Choose the following from the Windows Start menu:

Programs > Software AG > Stop Servers > Stop EntireX Application Monitoring Data Col-
lector 9.7

Or:

Run the script stopappmondc.batwhich is located in the bindirectory of your EntireX installation.

13Application Monitoring
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General Information

The tables below describe the KPIs (key performance indicators) monitored by the Application
Monitoring Data Collector. Each KPI is represented as a row in the CSV file produced by the data
collector. The KPI name is identical to the row name in the first column of the CSV file. There is
only one common layout of the CSV file. Therefore, depending on the scenario, KPIs may have
no values. In this case, the column has an empty entry in the corresponding row. This can be
changed to the value "0" by setting the parameter entirex.appmondc.usezeroasnullvalue in the
configuration file entirex.appmondc.properties (see Configuration for Application Monitoring).

There are three different scenarios: RPC, CICS ECI and IMSConnect. Each scenario has a different
set of KPIs for successful requests and for failed requests. For a successful request, the KPI "Error-
Code" is always empty. For a failed request this KPI always has a value.

The RPC scenario is supported when using the EntireX Broker as well as when using the Direct
RPC component of the EntireX Adapter. The CICS ECI and IMS Connect scenarios are supported
by the EntireX Adapter only when using the corresponding connection types.

The sequence of the KPIs in the tables below is the same as the sequence of the KPIs in the CSV
file.

KPIs for RPC - Successful Requests

DescriptionKPI Name

The time the event has been processed by the data collector in the format
"YYYY-MM-DD HH:MM:SS.SSS" using the current time zone.

Time

The time the event has been processed by the data collector as a number. The
number is the difference, measured in milliseconds, between the current time
and midnight, January 1, 1970 UTC.

Timestamp

The scenario identifier "RPC".Scenario

"application-name" as defined by the broker attribute APPMON-NAME. If the
broker attribute is not specified, the server address is used; for example
RPC/SRV/CALLNAT.

ApplicationName

The broker ID and the server address of the RPC request.Address

The complete response time (roundtrip from client to server and back) in
microseconds.

TimeResponse

The time spent in the client RPC layer in microseconds.TimeClientLayer

The transport time from the client to the broker and back in microseconds.TimeClientTransport

The time spent in the broker (active processing) in microseconds.TimeBroker

The time spent in the broker waiting for an available server in microseconds.TimeBrokerWaitForServer

Application Monitoring16
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DescriptionKPI Name

The transport time from the broker to the server and back in microseconds.TimeServerTransport

The time spent in the server RPC layer (runtime and stub) in microseconds.TimeServerLayer

The time spent in the user program (called by the RPC server) inmicroseconds.
For Natural programs on a mainframe, this time does not include the database
times. For other programs, the database times are included.

TimeServerProgram

The time spent for database calls inmicroseconds. For anAdabas database, this
is the time the Adabas server needs to process the database call (“client wait

TimeDBCalls

time”). For other databases, the DB calls time includes also the DB transport
time. 1

The transport time from the Natural user program to the Adabas router and
back including the client receiving time in microseconds. 1, 2

TimeDBTransport

The program name.Program

The client application name as defined in the broker control block.ClientApplication

The client host name.ClientHost

The client user ID.ClientUser

The length of the RPC request in bytes.LengthRequest

The length of the RPC reply in bytes.LengthReply

The total length of the RPC call (request plus reply) in bytes.LengthTotal

The number of database calls (including system file calls, without Natural
Security calls). 1

DBCalls

Always empty.ErrorCode

Notes:

1 This KPI is only available if the call is issued by a Natural RPC server on a mainframe.

2 This KPI is only available for a database call against an Adabas server.

KPIs for RPC - Failed Requests

DescriptionKPI Name

The time the event has been processed by the data collector in the format "YYYY-MM-DD
HH:MM:SS.SSS" using the current time zone.

Time

The time the event has been processed by the data collector as a number. The number
is the difference, measured in milliseconds, between the current time and midnight,
January 1, 1970 UTC.

Timestamp

The scenario identifier "RPC".Scenario

"application-name" as defined by the broker attribute APPMON-NAME. If the broker
attribute is not specified, the server address is used; for example RPC/SRV/CALLNAT.

ApplicationName

17Application Monitoring
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DescriptionKPI Name

The broker ID and the server address of the RPC request.Address

The response time of the failed RPC request in microseconds.TimeResponse

The program name.Program

The client application name as defined in the broker control block.ClientApplication

The client host name.ClientHost

The client user ID.ClientUser

The 8-digit error code (error class and number).ErrorCode

The error message.ErrorMessage

KPIs for CICS ECI - Successful Requests

DescriptionKPI Name

The time the event has been processed by the data collector in the format "YYYY-MM-DD
HH:MM:SS.SSS" using the current time zone.

Time

The time the event has been processed by the data collector as a number. The number
is the difference, measured in milliseconds, between the current time and midnight,
January 1, 1970 UTC.

Timestamp

The scenario identifier "CICS ECI".Scenario

"host-name:port-number" of the CICS ECI installation.ApplicationName

The name of the Integration Server adapter service which calls CICS ECI.Address

The complete response time of the CICS ECI request in microseconds.TimeResponse

The time spent in the EntireX Adapter in microseconds.TimeClientLayer

The sum of the transport time to CICS ECI and the time spent in the CICS user program
in microseconds.

TimeServerLayer

The CICS transaction name.Program

The client host name.ClientHost

The client user ID.ClientUser

The length of the CICS request in bytes.LengthRequest

The length of the CICS reply in bytes.LengthReply

The total length of the CICS call (request plus reply) in bytes.LengthTotal

Always empty.ErrorCode

Application Monitoring18
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KPIs for CICS ECI - Failed Requests

DescriptionKPI Name

The time the event has been processed by the data collector in the format "YYYY-MM-DD
HH:MM:SS.SSS" using the current time zone.

Time

The time the event has been processed by the data collector as a number. The number
is the difference, measured in milliseconds, between the current time and midnight,
January 1, 1970 UTC.

Timestamp

The scenario identifier "CICS ECI".Scenario

"host-name:port-number" of the CICS ECI installation.ApplicationName

The name of the Integration Server adapter service which calls CICS ECI.Address

The response time of the failed CICS ECI request in microseconds.TimeResponse

The CICS transaction name.Program

The client host name.ClientHost

The client user ID.ClientUser

The 8-digit error code (error class and number).ErrorCode

The error message.ErrorMessage

KPIs for IMS Connect - Successful Requests

DescriptionKPI Name

The time the event has been processed by the data collector in the format "YYYY-MM-DD
HH:MM:SS.SSS" using the current time zone.

Time

The time the event has been processed by the data collector as a number. The number
is the difference, measured in milliseconds, between the current time and midnight,
January 1, 1970 UTC.

Timestamp

The scenario identifier "IMS Connect".Scenario

"host-name:port-number/datastore" of the IMS Connect installation.ApplicationName

The name of the Integration Server adapter service which calls IMS Connect.Address

The complete response time of the IMS request in microseconds.TimeResponse

The time spent in the EntireX Adapter in microseconds.TimeClientLayer

The sum of the transport time to IMS Connect and the time spent in IMS Connect, IMS
and the IMS user program in microseconds.

TimeServerLayer

The IMS transaction name.Program

The client host name.ClientHost

The client user ID.ClientUser
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DescriptionKPI Name

The length of the IMS request in bytes.LengthRequest

The length of the IMS reply in bytes.LengthReply

The total length of the IMS call (request plus reply) in bytes.LengthTotal

Always empty.ErrorCode

KPIs for IMS Connect - Failed Requests

DescriptionKPI Name

The time the event has been processed by the data collector in the format "YYYY-MM-DD
HH:MM:SS.SSS" using the current time zone.

Time

The time the event has been processed by the data collector as a number. The number
is the difference, measured in milliseconds, between the current time and midnight,
January 1, 1970 UTC.

Timestamp

The scenario identifier "IMS Connect".Scenario

"host-name:port-number/datastore" of the IMS Connect installation.ApplicationName

The name of the Integration Server adapter service which calls IMS Connect.Address

The response time of the failed IMS request in microseconds.TimeResponse

The IMS transaction name.Program

The client host name.ClientHost

The client user ID.ClientUser

The 8-digit error code (error class and number).ErrorCode

The error message.ErrorMessage
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General Information

TheApplicationMonitoringDataCollector collects the response timedata of each involved software
component of selected synchronous EntireX RPC, CICS ECI or IMS Connect services and stores
it in CSV (comma-separated values) files.

MashZone is a browser-based application from Software AG which enables you to visualize any
data from various, independently distributed data sources in a so-called MashApp. Software AG
provides a sample Application Monitoring MashApp which shows and evaluates the data which
is collected by the Application Monitoring Data Collector. It is a showcase how a KPI-specific
visualization can be achieved with MashZone.

The Application Monitoring MashApp supports MashZone 2.3 and above.

Preparing to Use the MashApp

The following topics are covered below:

■ Downloading the MashApp
■ Unpacking the Zip File
■ Editing the Resource Files
■ Activating the MashApp

Downloading the MashApp

The Application Monitoring MashApp and related data are provided in a zip file in Empower, as
a download component for EntireX. To download the zip file, proceed as follows:

1. Log in to Empower (https://empower.softwareag.com/).

2. Go toProducts&Documentation >DownloadComponents > EntireX -ApplicationMonitoring
MashApp.

3. Download the "Application Monitoring MashApp" component (EXX_AppMon_MashApp.zip).

In addition to the zip file, Empower also provides a readme file
(Readme_EXX_AppMon_MashApp.txt) which contains the latest update information.

Application Monitoring22

Application Monitoring MashApp

https://empower.softwareag.com/


Unpacking the Zip File

You have to unpack the EXX_AppMon_MashApp.zip file to the following MashZone user data
directory, depending on the MashZone version that you are using:

■ For MashZone 9.0 and above:

<installation-directory>\server\bin\work\work_mashzone_<t>\mashzone_data

<t> indicates the type of the MashZone server. Types are s, m, and l. For example,
work_mashzone_m for a medium type.

■ For MashZone versions lower than 9.0:

<installation-directory>

where <installation-directory> is the MashZone installation directory.

After unpacking the zip file, the following directories are available in the MashZone user data
directory:

ContentDirectory

MashApp for application monitoring.importexport\ApplicationMonitoring_<date>

Resources used by the MashApp. Initially, this directory
contains the resources which do not have to be edited.

resources\ApplicationMonitoring\Definition

Source directory for resources which have to be edited
(further information is provided below) and copied into the
resources\ApplicationMonitoring\Definition directory.

resources\ApplicationMonitoring\Definition_src

Default application monitoring directory. This is the
directory where the MashApp expects by default the
application monitoring overview and data files.

resources\ApplicationMonitoring\Data

Color schemes. The color schemes for application
monitoring are named AppMon_*.xml.

assets\colorschemes

Editing the Resource Files

To adapt theApplicationMonitoringMashApp to your requirements, you have to edit the resource
files in the resources\ApplicationMonitoring\Definition_srcdirectory as described below. The resource
files are CSV files with commas (,) as separators. To edit them, any tool which is able to handle
text files can be used.

The following resource files are provided:

23Application Monitoring
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■ Directory.csv
The Application Monitoring MashApp expects that the application monitoring CSV files are
available in any subdirectory of the <MashZone-user-data>\resources\ApplicationMonitoring
directory. If the Application Monitoring Data Collector writes its data directly into such a sub-
directory, you can continuouslymonitor the incoming data. If your applicationmonitoring data
has beenwritten into any other directory, you canmanually copy thewhole directory (including
the appmon.overview.v1.csv file) into a subdirectory of the <MashZone-user-data>\resources\Ap-
plicationMonitoring directory and analyze the data with the MashApp. The MashApp refreshes
every minute so that it always displays the most recent data.

TheDirectory.csv file contains the relative names of the subdirectories containing the application
monitoring data. If you use multiple directories, you have to specify one line for each directory.

The first line in the file is in general used as the default directory when you start the MashApp.
Further directory entries can be selected on the Data Files tab of the MashApp. The delivered
Directory.csv file contains one sample line for theData directory. If you do not modify theDirect-
ory.csv file, all application monitoring data files are expected in the resources\ApplicationMonit-
oring\Data directory.

DescriptionColumn

An entry is only shown on the Data Files tab of the MashApp if "Enable" is set to "y".Enable

Specify a descriptive name for the directory. The descriptions are used in the data file
selection of the MashApp. If the description is empty, the "Path" value is used as the
description.

Description

Specify the path to the application monitoring directory. The path is always left-expanded
with ./resources/ApplicationMonitoring/. The default path is Datawhich is expanded to
./resources/ApplicationMonitoring/Data.

Path

■ Properties.csv
This file contains settings for the Application Monitoring MashApp. You can specify a value
for each given property. If you do not modify the Properties.csv file, the default property values
are used.

DescriptionProperty

The response time reflects the complete time of the roundtrip from the client to
the server and back. The lower the response time, the better the overall application
performance. Good, average or poor performance is indicated in the MashApp
by a green, yellow or red colored background, respectively.

Specify the value of the yellow threshold (in units of milliseconds) for which the
response time leaves the green zone. Default: 1000.

Response Time yellow

Specify the value of the red threshold (in units of milliseconds) for which the
response time leaves the yellow zone. Default: 2000.

Response Time red
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Activating the MashApp

To activate the Application Monitoring MashApp, make sure you have a Professional, Enterprise
or Event license file, that you have administrator rights, and then proceed as follows:

1. Copy all resource files from resources\ApplicationMonitoring\Definition_src to resources\Applica-
tionMonitoring\Definition.

2. Invoke MashZone.

3. Go to the Administration page (see the corresponding link at the top of the page) and then to
the Import/Export/Delete page.

4. Import the MashZone archive file (*.mzp) from the importexport\ApplicationMonitoring_<date>
directory using the Import function.

TheMashApp in the importexport\ApplicationMonitoring_<date> directory is named as follows:

M_Application Monitoring <version>_<revision>_<date>-<time>.mzp

Special Configuration for Application Monitoring

The following configuration parameters of theApplicationMonitoringData Collector (seeConfig-
uration for Application Monitoring) require special settings when data is to be evaluated by the
Application Monitoring MashApp.

Special ConfigurationParameter

If the MashApp is to continuously monitor the application
monitoring data, set this parameter to

<MashZone-user-data>/resources/Application-
Monitoring/Data

entirex.appmondc.directory

Alternatively, you can also use a different subdirectory of
the resources/ApplicationMonitoring directory. In this case,
you have to adjust theDirectory.csv resource file accordingly.

MashZone Version 9.6 and above is able to process a
maximum of 100000 lines in a table. For previous versions,
the maximum value is 10000 lines.

By default, the MashApp concatenates seven CSV files. It is
therefore recommended to restrict this parameter to 14000

entirex.appmondc.maxlines

forMashZoneVersion 9.6 and above, or to 1400 for previous
versions. If you plan to concatenate less CSV files in general,
you can use a higher value.

Set this parameter to yes to avoid errors in the MashApp.entirex.appmondc.usezeroasnullvalue
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Using the MashApp

After you have specified all required information as described above, you can proceed as follows:

1. Invoke MashZone.

2. Open the MashApp "Application Monitoring".

3. Select theOverview tab.

The MashApp consists of several tabs offering various functions for monitoring and analyzing
the application monitoring data. It also has one tab for data file selection, and one tab for the
overview. The overview page shows a brief description of the tabs and charts available in the
MashApp (see also the following table) and provides links to the corresponding functions.

DescriptionFunction NameTab Name

Provides history charts which show the general performance
and system load consumed by your distributed application.

Response Time MonitorResponse Time

Provides history chartswhich show the general service usage.Transaction MonitorTransactions

Provides a response time analysis for successful transactions.Successful TransactionsSuccessful

Provides a response time analysis for error transactions.Error TransactionsError

Provides a performance analysis for the components of your
distributed application.

Average Response TimeAverage

Provides an analysis of the system load consumed by the
components of your distributed application.

Total Response TimeTotal

Shows the distribution of the selected KPI (transactions,
response times, database calls) over the instances of selected

DistributionDistribution

components (scenario, application, program, client host, client
application, or client user).

Shows for each component themost used instances,maximum
response times, and more.

High ValuesHigh Values

Shows summarized information for all instances of the selected
aggregation criterion.

AggregationAggregation

Allows you to select the CSVdata files that are to be evaluated
by the MashApp.

Data File SelectionData Files

Gives an overviewof the functions and charts of theMashApp,
including links to the corresponding tabs.

Application Monitoring
Overview

Overview

The following topics are covered below:
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■ Common Master View
■ Response Time Monitor
■ Transaction Monitor
■ Successful Transactions
■ Error Transactions
■ Average Response Time
■ Total Response Time
■ Distribution
■ High Values
■ Aggregation
■ Data File Selection
■ Application Monitoring Overview

Common Master View

On most tabs, a common master view is shown at the top.

In general, the master view contains the following elements (from left to right, and from top to
bottom):

■ The MashApp function (for example, "Transaction Monitor") and the currently selected time
range.

■ Summarized data for the current function (for example, the number of transactions) according
to the values that are currently selected in the master view.

■ A selection box for selecting the time range. The following predefined time ranges are available:

Last hour
Last 2 hours
Last 4 hours
Last 8 hours
Last day
Last 2 days
Last week
Last 2 weeks
Last month
Last quarter
Last year
All data in the selected files
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Custom range

The Last ... time ranges always use the last entry in the selected data files as the basis. For ex-
ample, if the last entry in the selected data files was written at 09:00, the Last hour refers to the
time from 8:00 to 9:00.

The MashApp offers only those Last ... time ranges which are appropriate for the currently se-
lected data files. For example, if the selected data files comprise 3 hours, the MashApp will not
offer Last 4 hours or higher values.

The time rangeAll data in the selected files refers to all data in the data files that are currently
selected on the Data Files tab.

When you selectCustom range, the titles for the selection boxes in the next two lineswill change
fromOnly Valid for Custom Range to Custom Range From and Custom Range To. You can
then specify the desired start and end times (date, hour and minute) for the time range in these
two lines. The custom range is not restricted to the data of the currently selected data files. It
always reads from the start date until it reaches the end date, or until seven data files have been
read (the MashApp is only able to evaluate up to seven data files).

■ A selection box for the time interval. The following predefined time intervals are available:

1 minute
5 minutes
10 minutes
15 minutes
30 minutes
1 hour
2 hours
4 hours
8 hours
1 day
1 week

The time interval is used when the data has to be aggregated on the time axis of a history chart.
For example, if the time interval is 10minutes, all data of a 10minute time interval is aggregated
into one value which is displayed in the history chart.

The MashApp offers only those time intervals which are appropriate for the currently selected
time range and which will not end up with too many entries. For example, if the selected time
range comprises 1 week, the MashApp will offer the aggregated time intervals from 2 hours to
1 day.

■ Selection boxes for the following components:

Scenario
Application in Data Collector
Server Program
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Client Host
Client Application
Client User

The charts on the different tabs of the MashApp evaluate the data according to the selected
components. By default, the MashApp evaluates all data for all components.

The MashApp only offers for selection the components which are available in the currently se-
lected data files and in the currently selected time range. The component selection boxes are
filled from top to bottom. The content of each selection box depends on the selection in the
previous selection box.

Possible scenarios are:

RPC
CICS ECI
IMS Connect

The application names are defined in the EntireX broker attribute file. See Setting Up EntireX
Broker.

■ Other selection boxes in the common master view, which have not been mentioned above, are
function-specific and are described in the corresponding sections later in this documentation.

Response Time Monitor

The Response Time tab shows the history of the response time according to the selected time
range and components. The data is aggregated according to the selected aggregated time interval.
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The upper chart shows the history of successful transactions; the lower chart shows the history of
error transactions. You can select the following from the Criterion for Aggregation selection box:

■ Average response time
The average response time is an indicator for the performance of your distributed application.
The lower the average response time, the better the performance. Good, average or poor per-
formance is indicated by the colored background according to the settings in the Properties.csv
file.

■ Maximum response time (default)
Themaximum response time shows the response time peaks of your distributed application for
each aggregated time interval. The chart helps to identify single transactions which perform
poorly, regardless of how the application has performed in average. Good, average or poor
performance is indicated by the colored background according to the settings in the Properties.csv
file.

■ Total response time
The total response time is an indicator for the system load consumed by your distributed applic-
ation. Even an application with a good performance may have a high system load if it is called
very often.

The summarized data at the top of the tab shows the average, maximum or total response time
for the selected successful transactions and error transactions. For the average and maximum re-
sponse times, icons indicate good, average or poor performance according to the settings in the
Properties.csv file.
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Transaction Monitor

The Transactions tab shows the history of the number of transactions according to the selected
time range and components. It is an indicator for the general service usage. The data is aggregated
according to the selected aggregated time interval.

The upper chart shows the history of successful transactions; the lower chart shows the history of
error transactions.

The summarized data at the top of the tab shows the total number of successful transactions and
error transactions, and the total of both for the selected time range and components.

Successful Transactions

The Successful tab shows the successful transactions in the selected time range for the selected
components.
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The table shows the application monitoring KPIs for each transaction. These are the KPIs for the
successful requests as described in KPI Definitions for Application Monitoring.

In addition to the application monitoring KPIs, the table lists the Transaction IDwhich uniquely
identifies each transaction. The transaction ID consists of the sequence number of the currently
used data file in the appmon.overview.v1.csv file and (for the last six digits) the number of the record
in the data file. By default, the transactions in the table are sorted by the transaction ID. You can
change the sorting by clicking on the header of any column.

TheResponse Time column is colored according to the settings in the Properties.csv file, indicating
good, average or poor performance.

When you select (click) a transaction, all available column values are shown at the bottom of the
tab and the distribution of the measured times is visualized in the right bar chart below the
transaction table. The left bar chart shows the response time of the currently selected transaction
and compares it with the minimum, average and maximum response times of all transactions in
the table. By default (if no transaction is selected), both charts show the average response time
and the background is colored according to the settings in the Properties.csv file, indicating good,
average or poor performance.

The summarized data at the top of the tab shows the number of successful transactions and the
average, maximum and total response times for all successful transactions in the selected time
range for the selected components. For the average and maximum response times, icons indicate
good, average or poor performance according to the settings in the Properties.csv file.
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Error Transactions

The Error tab shows the error transactions in the selected time range for the selected components.

The upper table shows an overview of all error codes and messages. For each error code, you can
see how often this error has occurred and its average, maximum and total response times. The
columns for the average andmaximum response times are colored according to the settings in the
Properties.csv file, indicating good, average or poor performance.

The lower table shows the application monitoring KPIs for each transaction. These are the KPIs
for the failed requests as described in KPI Definitions for Application Monitoring.

In addition to the application monitoring KPIs, the table lists the Transaction IDwhich uniquely
identifies each transaction. The transaction ID consists of the sequence number of the currently
used data file in the appmon.overview.v1.csv file and (for the last six digits) the number of the record
in the data file. By default, the transactions in the table are sorted by the transaction ID. You can
change the sorting by clicking on the header of any column.

TheResponse Time column is colored according to the settings in the Properties.csv file, indicating
good, average or poor performance.

When you select (click) a line in the upper table, only the transactions with the selected error code
and message are shown in the lower table.
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When you select (click) a transaction in the lower table, all available column values are shown at
the bottomof the tab. The bar chart below the table shows the response time of the currently selected
transaction and compares it with the minimum, average and maximum response times of all
transactions in the table. By default (if no transaction is selected), the chart shows the average re-
sponse time and the background is colored according to the settings in the Properties.csv file, indic-
ating good, average or poor performance.

The summarized data at the top of the tab shows the number of error transactions and the average,
maximum and total response times for all error transactions in the selected time range for the se-
lected components. For the average and maximum response times, icons indicate good, average
or poor performance according to the settings in the Properties.csv file.

Average Response Time

TheAverage tab shows the average response times of the selected successful transactions grouped
by scenario, application, program, client application, client user or client host according to the
setting of the Criterion for Grouping selection box. By default, all data is summarized into one
group.

The average response time is an indicator for the performance of your distributed application.
The lower the average response time, the better the performance. Good, average or poor perform-
ance is indicated by the colored background according to the settings in the Properties.csv file.
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The line chart at the top shows the history of the average response time. There is one line for each
instance of the selected grouping criterion. The data in the line chart is aggregated according to
the selected aggregated time interval.

The bar chart in the middle shows the distribution of single measured times. There is one bar for
each instance of the selected grouping criterion.

The bar chart at the bottom shows the measured times in three groups: layer time, transport time
and server time. There is one bar for each instance of the selected grouping criterion.

By default, both bar charts show the average time of all selected transactions. When you click on
a point in the line chart, the bar charts show only the response times of the corresponding point
of time.

The summarized data at the top of the tab shows the number of successful transactions and the
average, maximum and total response times for all successful transactions in the selected time
range for the selected components. For the average and maximum response times, icons indicate
good, average or poor performance, according to the settings in the Properties.csv file.

Total Response Time

The Total tab shows the total response times of the selected successful transactions grouped by
scenario, application, program, client application, client user or client host according to the setting
of the Criterion for Grouping selection box. By default, all data is summarized into one group.
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The total response time is an indicator for the system load consumed by your distributed applica-
tion. Even an application with a good performancemay have a high system load if it is called very
often.

The line chart at the top shows the history of the total response time. There is one line for each
instance of the selected grouping criterion. The data in the line chart is aggregated according to
the selected aggregated time interval.

The bar chart in the middle shows the distribution of single measured times. There is one bar for
each instance of the selected grouping criterion.

The bar chart at the bottom shows the measured times in three groups: layer time, transport time
and server time. There is one bar for each instance of the selected grouping criterion.

By default, both bar charts show the total time of all selected transactions. When you click on a
point in the line chart, the bar charts show only the response times of the corresponding point of
time.

The summarized data at the top of the tab shows the number of successful transactions and the
average, maximum and total response times for all successful transactions in the selected time
range for the selected components. For the average and maximum response times, icons indicate
good, average or poor performance, according to the settings in the Properties.csv file.

Distribution

TheDistribution tab shows four pie charts. Each pie chart displays the distribution of the selected
KPI over the instances of a selected component. Only successful transactions are evaluated in this
tab.
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You can select the KPIs from the following areas from the Criterion for Distribution selection
box:

■ Transactions
■ Response time
■ Layer time

■ Client layer time *

■ Broker time *

■ Broker wait time *

■ Server layer time *

■ Transport time
■ Client transport time *

■ Server transport time *

■ DB transport time *

■ Server time
■ Server program time *

■ DB call time *

■ DB calls
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The layer, transport and server times are summaries of other KPIs. These KPIs are marked by an
asterisk (*) in the above list. In the selection box of the MashApp, these KPIs are indicated by a
leading ">".

Each pie chart shows the distribution for the componentwhich is currently selected in the selection
box directly above the pie chart. For each pie chart, you can select one of the following components:

■ Scenario
■ Application
■ Program
■ Client Host
■ Client Application
■ Client User

The selections in the master view at the top of the page can be used as pre-selections, for example,
if only the values of a specific application or user are to be evaluated.

When you select (click) a section in a pie chart, the corresponding component instance will be
used as a filter for the subsequent pie charts. For example, when you click the section for the SQUARE
program (see the above image), the other pie charts to the right will show only those client hosts,
client applications and client users which have called the SQUARE program.

The table at the bottom lists the successful transactions filtered by the selections in the pie charts.
The columns in the table are the same as in the Successful Transactions function.

The summarized data at the top of the tab shows the following values for the currently selected
distribution KPI: the total, the average per transaction and the average per minute.

High Values

TheHigh Values tab shows for each component the number of component instances, the name
of the most-used instance and the percentage of the transactions referring the most-used instance.
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The following information is shown for someKPIs: the average value per transaction, themaximum
value and the total. Note that database calls are only counted for calls against a Natural RPC
server on a mainframe, whereas the Average per Transaction refers to all transactions.

If desired, the values can be restricted to successful transactions or error transactions only. By
default, all transaction types are evaluated.

The summarized data at the top of the tab shows the total number of successful transactions and
error transactions and the total of both for the selected time range and components.

Aggregation

TheAggregation tab shows summarized information for all instances of the selected aggregation
criterion.
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You can select one of the following aggregation criteria from theCriterion forAggregation selection
box:

■ Scenario
■ Application
■ Program
■ Client Host
■ Client Application
■ Client User

By default, all data is summarized.

The table lists all instances of the selected aggregation criterion. The following information is
shown for each instance: the number of transactions, the date of the first and last transaction refer-
ring the instance, and the average, maximum and total response times. By default, the table shows
the values for all transaction types. This can be restricted to successful or error transactions only.

The Avg Response Time andMax Response Time columns are colored according to the settings
in the Properties.csv file, indicating good, average or poor performance.

The above image shows an example of a client application aggregation. The table lists all client
applications which have been monitored in the selected time range.
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Data File Selection

TheData Files tab shows the currently selected data files.

You can select the directory containing the data files according to the entries in the Directory.csv
file, the number of subsequent data files (at most seven data files) and the data files that are to be
evaluated.

TheData File(s) selection box shows as time range the start date of the first selected data file and
the start date of the file which comes after the last selected data file. If the last selected file is the
last file in the appmon.overview.v1.csv file, "most recent" is shown as the end date of the time range.

The table lists all data files of the selected directory according to the entries in the appmon.over-
view.v1.csv file. It shows the start time (when the first data was written to the data file), the name
and the path (full name) to the data file. In addition, it indicates whether a data file is currently
selected or not. This is also visualized by the color of theNbr column.

All evaluations of the MashApp are restricted to the data of the currently selected directory. The
values selected fromMax. Number of EvaluatedData Files andData File(s) are usedwhen a Last
… time range is selected on another tab of the MashApp.

The data at the top of the tab shows the path to the currently selected directory, the name of the
overview file, how many data files are currently selected from all available data files, the names
of the first and last selected data files, and the time range that is used by the selected data files.
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Application Monitoring Overview

TheOverview tab provides a short description of the functions, charts and selections of the Ap-
plication Monitoring MashApp.

When you click an entry in the Tab or Value column, the corresponding page of the MashApp is
shown with all selections set to their initial default values (including the data file selection).
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