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EntireX Broker Security Server for
BS2000/0OSD

These messages are returned by the EntireX Broker Security Server for BS2000/0OSD and have the format
SEGnnnn

where SEC indicates a security message
X indicates the type of message
I information
E error; function cannot be performed

T trace message

nnn is the message number

SECI0001 Broker Security Server V n.n.n started
Explanation Broker Security Server start up message.
Action None.

SECI0002 Broker Security Server V n.n.n terminated normally
Explanation Broker Security Server termination message.
Action None.

SECI0003 Broker Security Server V n.n.n terminated with errors

Explanation Broker Security Server termination message. This message always appears together
with a SECEnnn message.

Action None.

SECI0004 Running with FORCE = YES, the security CM P will be newly initialized

Explanation If the Broker Security Server was started VAORCE=" YES' and the security
common memory pool was newly initialised the above message is issued.

Action None.
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SECE0001
Explanation

Action

SECE0002
Explanation

Action

SECEO0003
Explanation

Action

SECE0004
Explanation

Action

SECEO0005
Explanation

Action

SECE0006
Explanation

Action

SECE0007
Explanation

Action

Unexpected return code from DISM P

Server will terminate with dump and a SECTO0008 Return Code:

Contact Software AG support.

Unexpected return code from SOLSIG

Server will terminate with dump and a SECT0008 Return Code:

Contact Software AG support.

Unexpected return code from ENAEI

Server will terminate with dump and a SECT0008 Return Code:

Contact Software AG support.

Unexpected return code from DI SEI

Server will terminate with dump and a SECT0008 Return Code:

Contact Software AG support.

Unexpected return code from ENAMP

Server will terminate with dump and a SECT0008 Return Code:

Contact Software AG support.

Unexpected return code from ENAMP

Server will terminate with dump and a SECT0008 Return Code:

Contact Software AG support.

Unexpected return code from REQMP

Server will terminate with dump and a SECT0008 Return Code:

Contact Software AG support.
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rc is issued.

rc is issued.

rc is issued.

rc is issued.

rc is issued.

rc is issued.

rc is issued.
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SECE0008
Explanation

Action

SECEO0009

Explanation

Action

SECEO0010

Explanation

Action

SECT0001

Explanation

Action

SECT0002

Explanation

Action

SECTO0003

Explanation

Action
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Unexpected return code from CLEANUP
Server will terminate with dump and a SECTO0008 Return Code: rc is issued.

Contact Software AG support.

Unexpected end of security CM P detected

An internal error occurred. The server will terminate with dump and a SECIO003
message is issued.

Contact Software AG support.

Broker Security Server already active

The Broker Security Server found an active security common memory pool in the
system. The startup process is suppressed.

If there is no other server active in the systemHBRCE parameter may be used to
newly initialize the security common memory pool.

Authentication successful

This message follows$ECT0013 USERI D user ID message.

None.

Authentication failed, password mismatch

The user ID is known, the supplied password does not match. This message follows a

SECT0013 USERI D user ID message.

None.

Authentication failed, password mismatch

The user ID is known, no password exists but there was one supplied. This message

follows aSECT0013 USERI Duser ID message.

None.
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SECT0004

Explanation

Action

SECT0005

Explanation

Action

SECT0006
Explanation

Action

SECT0007
Explanation

Action

SECTO0008

Explanation

Action

SECT0009
Explanation

Action
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Authentication failed, user unknown or server not authorized

Either the user ID is unknown or the Broker Security Server has no privileges to access
the user catalog, e.g. it does not run under a privileged user ID (TSOS). This message
follows aSECT0013 USERI Duser ID message.

None.

Authentication failed, error from encryption

The password could not be encrypted. This message foll@&€E0013 USERI D
user ID message.

None.

Authentication failed, unsupported crypt algorithm
The operating system returned an unexpected encryption mode.

None.

Security CMP established successfully
The Security Server common memory pool was established and initialized successfully.

None.

Return Code: rc

This message always occurs together with a SECEnnn message where rc contains the
return code from the corresponding BS2000/0SD macro or Security Server function,
respectively.

None.

Security CM P disabled successfully
The Security Server common memory pool was disabled and deleted.

None.
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SECTO0010

Explanation

Action

SECT0011

Explanation

Action

SECT0012
Explanation

Action

SECT0013

Explanation

Action

SECT0014

Explanation

Action
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Security CM P disabled successfully, CM P kept

The Security Server common memory pool was disabled but could be not deleted due
to other BS2000/0OSD tasks holding the pool.

None.

Authentication failed, reason isunknown

The user authentication failed and the Security Server could not determine a reason for
that.

None.

Security CMP cleanup done
The Security Server cleaned its request queue from not posted authentication requests.

None.

USERID: userID

This message occurs together with one of the following messages SECT0001,
SECT0002, SECT0003, SECT0004, SECT0005, SECT0006, where userlD is the user
for which the authentication was done.

None.

ENAMP done

The Security Server common memory pool was enabled successfully. This message
follows a SECT0008 Return Code: rc message.

None.
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