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Calling Broker ActiveX Control Remotely

You can call Broker ActiveX Control remotely if you use it as an automation server. This means you can
use the Broker component from a separate process - either on the same machine or on another machine in
the network.

This chapter covers the following topics:
® Setting up the Server Environment
® Setting up the Client Environment

® Testing the Connection

Setting up the Server Environment

To configure the security settings USemponent Services from theAdministrative Tools in the
Control Pandl.

Below is a step-by-step guide on how to configure the server environment:
Step 1

Open theComponent Services on the server.

The following dialog box will be displayed:

i#> Component Services E| [E| E|

@ File  Action  Wiew indow  Help - E’|J
€ = | E|@m E B |- EEEE - F

[ Console Rook # | | Entirel Broker Activer Cantrol 0 object(s)
= @ Component Services
- I:l Computers
- @ My Cormputer
+- [ COM+ Applications
—1-[_] DCOM Config

+ Accskare Class
+ Entire Connection Comms Server
+ EntireCaonnection, Terminal
Entirex Broker AckiveX Contral
+ Entirex.MatIDL b’

SelectEntireX Broker ActiveX Control in theDCOM Config list box and choose the properties from
the context menu.
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The following dialog box will be displayed:

EntireX Broker ActiveX Control Properties

Lieneral | Lacation | Security | Endpoints || [demntity
General properties of this DCORM application
Application M arne: Entirex Broker Activer Cantral
Application [0 {FFAC2803-B2ER-11CF-9B17-0000C0C39393}
Application Type: Local Server
Authentication Level v
Local Path:
(] l [ Cancel Apply
Step 2

Click the Security tab.
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EntireX Broker ActiveX Control Properties

General L-:u:atil:nn| Security |En|:||:u:|ints Identity

Launch and Activation Permizzions

o illze Diefault

e

" Cugtomize

i

Accesz Permizsions

* Jse Default

" Customize

i

Configuration Permiszsions

" Use Default

{* Customize Edit ..

Ok. H Caricel ]

In the dialog box displayed above, keep the defaults for access, launch and configuration permissions.
Step 3

Click theldentity tab.
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EntireX Broker ActiveX Control Properties

General | Location | Securty | Endpoints | 1dentity

Wehich wuzer account do pou want to use to i this application?

" The interactive user.

* The launching user)

" Thiz uzer.

(] l [ Cancel

There are three options to define the user account to be used to run the application:
® Theinteractive user

This implies that a user with permission to launch the application must be logged on to the server
machine.

® Thelaunching user

This implies that an account must be created on the server machine with the same
username/password as on the client machine. This account will then be used to launch the
application.

® Thisuser
A final option is to specify a user account to be used when launching the application.
In each case, the username/password of the client machine must also exist on the server machine.

Select one of the options and cho@4¢€ to return to th€€omponent Services.
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Step 4
Click onMy Computer and choose the properties from the context menu.

(L7 Console Rook

= @ Component Services
- [:l Computers

My Cormputer

+-|_ 7] COM+ Applications

=1+ DCOM Config

The following dialog box will be displayed; click on tBbefault Properties tab.

My Computer, Properties

Default Frotocolz MSOTC COM Security
General Opticrs Default Properties

v {Enable Distributed COM on thiz computes

| Epable COM Intermnet Services on this computer

Default Distributed COM Communication Froperties

The Authentization Level zpecifies zecurity at the packet level.

Default Authentication Level:

Call |

The impersanation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
Lzing the client's identity.

Drefault |mpersonation Lewvel:

|dentify |

Security far reference tracking can be provided if authentication is uzed
and that the default impersaonation level iz not anonpmos.

[ Provide additional security for reference tracking

(] l [ Cancel ] [ Apply

Choose the options as shown in the dialog box above.

Step 5
Click on theCOM Security tab.
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My Computer, Properties

General Optiong Default Froperties
Default Pratocaols MSDTC COM Securty

Aocess Permizsions

'ou may edit who iz allowed default access to applications. v'ou may
alzo zet limits on applications that determing their v permiszions.

Edit Limitz... i Edit Defaul...

Laurch and Activation Permiszions

Yau may edit who iz allowed by default to launch applications or
activate objects. 'ou may alzo zet limits on applications that
determing their own permissions.

E dit Lirnitz... Edit Defaul...

k. ] [ Cancel ] [ Apply

In theLaunch and Activation Permissions area of the dialog box displayed above, chddieé Default.
The following dialog box will be displayed:
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Launch Permission

Securty Limits l

[Group or user hames:
ﬁ Adrministrators [PCOOEE\Administratars]

ﬁ Everone

dAdd... | Bemove |

Perrizzionz far Adrminiztratars Allow Deny

Local Launch
Remate Launch
Local Activation

EEEE
O0o0an

Remate Activation

Qk. Canizel

Make sure that either the user corresponding to the client machine account, or a group to which the user
belongs, ha#llow Launch asType of Access.

ChooseOK in this screen and theékpply, and exitComponent Services on the server.

Setting up the Client Environment

The EbxProxy.dllis installed by default on the server in directedyive>:\SoftwareAG\EntireX\bin
Copy the file from the server machine to the client machine.

The DLL must then be registered wiREGSVR32 <path>\EBXproxy.dl|

To configure the client environment uSemponent Services from theAdministrative Tools in the
Control Panel.

Below is a step-by-step guide on how to configure the client environment:

Step 1

Open theComponent Services on the client.
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The following dialog box will be displayed:

i#> Component Services Z E| E'
@ File  Action  Wiew indow  Help - = |J
& G| EX =

[ Console Rook # | | Entirel Broker Activer Cantrol 0 object(s)
= @ Component Services =
- I:l Computers
- @ My Cormputer
+- [ COM+ Applications
—1-[_] DCOM Config

¥ accstore Class
+ Entire Connection Comms Server
+ EntireConnection, Terminal

Entire¥ Broker ActiveX Conkral
+ Entirex.MatIDL
|

5.

[
|

SelectEntireX Broker ActiveX Control in theDCOM Config list box, choose the properties from the
context menu and click tHeocation tab.

Step 2
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EntireX Broker ActiveX Control Properties

General | Location | Securty | Endpoints | 1dentity

The following zettingz allow DCOM to locate the corect computer for thiz
application. If wau make more than one zelection, then DCOM uses the first
applicable one. Client applications may owveride your zelections.

[ Run application on the computer where the data iz located.
r

[v Rurn application on the fallowing computer;

hostname or [P addresg Browsze. .

(] l [ Cancel ] [ Apply

In theL ocation tab of theActiveX Control Properties dialog box above, select the check Ikn
application on the following computer: and enter either the hostname or the IP address of the server
machine.

ChooseApply and therOK.

Step 3
SelectMy Computer and choose the properties from the context menu.

(L7 Console Rook

- @ Component Services
—- (L7 Computers

My Cormputer

+-1_] COM+ Applications

=L CCOM Config

TheMy Computer Properties dialog box will be displayed. Select tbefault Properties tab.
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Default Frotocolz MSOTC COM Security
General Opticrs Default Properties

v {Enable Distributed COM on thiz computes

| Epable COM Intermnet Services on this computer

Default Distributed COM Communication Froperties

The Authentization Level zpecifies zecurity at the packet level.

Default Authentication Level:

Call |

The impersanation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
Lzing the client's identity.

Drefault |mpersonation Lewvel:

|dentify |

Security far reference tracking can be provided if authentication is uzed
and that the default impersaonation level iz not anonpmos.

[ Provide additional security for reference tracking

(] l [ Cancel ] [ Apply

Choose the check bdenable Distributed COM on this computer, set the default authentication level to
Call and the default impersonation level tentify.

ChooseOK.

Testing the Connection

You are now ready to test the connection between the client machine and the server machine.

Test the TCP/IP Connection

Test the TCP/IP connection between the client and the server (use, for example, PING).

Test the Remote Call
To test whether an application can be called remotely, you can use the OLE/COM Object Viewer:

Run the OLE/COM Object Viewer on the client.
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The OLE/COM Object Viewer dialog box will be displayed:

. OLE/COM Object Viewer M=
File 0Object Wiew Help

=3 £ BB o

=I-[&] object Classes ~ S Automation Objects

—|-[&] Grouped by Companent Categary {40FCEE DE-2438-11CF-A30B-080036F 1 2502}

+ MET Cateqory

[&] 30 DirectTransForm
@ Active Scripking Engine
[&] Active Scripting Engine with Autharing
[&] active Scripting Engine with Encoding
Active Scripting Engine with Parsing
EA}automation Objects
[&] Controls

Design Time T Ackivatable Control
[ I IR S P

— Registry l

Component Cakegories
{40FCAEDS-2438- 1 1 CF-A3DEB-080036F 12502} [403] = Automatio

| #%
i

0 I O o P B B B

£

Ready

SelectAutomation Objects in the navigation frame to display a list of all the automation objects on the
client machine.

A screen similar to the one displayed below will be displayed:

11
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File object Wew Help

2l & ClE

g, Ditkey Class A ooy Entireix Broker Activei Control

(g, eCSharpBuid Class Arsible JF7AC2003 B2EE-110F-9B17-000000C39253)
[+ @, eCsharpCommonBuild Class
* @2, eCSharpCompiler Class

[+ g%, eCSharpDebug Class

[+ @, eCSharpDeviceSettings Class

Registy | Implementation | &ctivation LaunchF‘ermissions]Access Permissions]

- {FPACZ303-BZEEB-11CF-9817-0000C0C39393} [<no name »] = EntireX Broker Ackivel Control

HE ECSharDGE“?ra' Class . {F7AC2803-B2EB-11CF-9B1 7-0000C0C39393} [AppID] = {F7AC2503-B2E6-1 1CF-9617-0000C0C 39395}
[#]-4, ECSharpliarsion (;Iass -~ ProgID = Broker.BrokerCtrl, 1
@ eCsharpWebSettings Class - Programmable

i# [ EffectBvr Class - Typelib = {F7AC2800-B2EB-11 CF-0B17-0000C0C 39393}
¥l (g, EFStaticExtenderProvider.2 “ WersionIndependentProglD = Enkirel.Broker, ACT

[ @ Emboss ApplD
¥l (g, Encoder Feature Segment - {F7AC2803-B2EB-11CF-9B17-0000C0C39393} [<no name »] = Entirel Broker Activex Control
e ) Eneryptedbata Hass - {F7ACZ803-B2EE-11CF-9817-0000C0C39393} [RemateServerhlame] = remateserver

-, EndpointsTable Class Broker.BrokerChrl, 1 = Entires Broker Actives Conkral

i#/g, EndlsershelExt Class | CLSID = {F7AC2803-B2E6-11 CF-9B1 7-000000C39393}
= é;z EngControl Class

‘- Insertable =
(53] é“ Engine Class )
=2 Typelib =
=@ Engrave - {F7AC2800-B2EB-11 CF-9B17-0000C0C39393}
) é‘% EnlistmentEnumerator Class " 1,0 = EntireX, Broker Ackivey Contral
[+ é Entirel Broker Activel Control o
H éﬁ EntireX. NatIDL win32 = C:\Program FilesiSoftware AGYEntirex\Bineb:prosey. dl
@, EnumInputSequencecheckers Class FLAGS =2
BiL %_5‘2 E””mTE'SKJE'assF B v " HELFDIR = C:\Program Files\Software AG\EntireX\Bin
< J | ¥
Ready

SelectEntireX Broker ActiveX Control, open its context menu and cho@eate | nstance.

If the remote call is successful, the EntireX Broker component on the server machine will be called and
the following screen will be displayed:
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s OLEICOM Object Viewer

File object Wew Help
sl & B &
PoE o H @I EntireX Broker Activel Control M| Heiean  ENtires Broker Activer Contral
-9 _Dbroker Arsible JF7AC2003 B2EE-110F-9B17-000000C39253)
IConnectionPaint Container . . A _— _—
H ? 3 Registry ] Implementation | Activation | Launch Permiszions | Access F'ermlssmns]
? IData0hject
- IDispatch LSl =
? I0leCache - {FPACZ303-BZEEB-11CF-9817-0000C0C39393} [<no name »] = EntireX Broker Ackivel Control
- ® leContral - {F7AC2803-62E6-11 CF-9B17-0000C0C39393} [Appl] = {F7AC2803-B2E6-11CF-9B17-0000C0C 39393}
? I0leInPlacenctivetbiect ‘- ProglD = Broker.BrokerCtrl, 1
? I0leInPlacedbject - Programmable
P 10leInPlace0bjectWindowless - Typelib = {F7AC2800-B2E6-11CF-9B1 7-0000C0C39393)
7 10leObject “VersionIndependentProglD = Entirel, Broker, &CT
? IPerPropertyBrowsing appID
T IPersist - {F7ACZ803-BZER-11CF-9617-0000C0C39393} [ <no name =] = EntireX, Broker Activel Control
? IPersgstMemorv - {F7AC2803-B2E6-11CF-961 7-0000C0C39393} [RemoteServerName] = remoteserver
? IPEFS!StPFDDEFtyBag EBroker.BrokerChrl, 1 = Entires Broker Actives Cantral
- ® IPersistStarage | CLSID = {F7AC2603-B2EE-11CF-961 7-0000C0C39393}
? IPersistStreamInit i..Insertable =
? IProvideClassInfo Typelib =
% IProvideClassinfoz - {F7AC2800-B2E6-11CF-9B17-0000C0C39393}
P Iquickactivate 1,0 = Entire Broker Ackivey Control
? ISpecifyPropertyPages n
5 ? TUmkriown Lo win32 = C:\Program FilesiSoftware AGYEntirex\Binlebxproxy. dil
? TviewObject CFLAGS =2
© % MiewObjec2 ¥ " HELFDIR = C:\Program FilesiSoftwars AG\Entire\Bin
< | b
Ready

If you receive an error message (for example "Class not registered") please check the following:
e the TCP/IP connection (with PING)
® the security definitions on the server w@@bbmponent Services
® the remote server name on the client (this can also be checked with the OLE/COM Object Viewer)

When the connection has been established, you will be able to run your application on the client. Please
remember that Broker ActiveX Control must be used as automation server. For information on how to use
Broker ActiveX Control with Visual Basic s&xoker ActiveX Control as an Automation Server
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