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About this Guide

This guide describes how you can install and configure API Gateway and other API
Gateway components to effectively manage APIs for services that you want to expose to
consumers, whether inside your organization or outside to partners and third parties.

Document Conventions

Convention Description

Bold Identifies elements on a screen.

Narrowfont Identifies storage locations for services on webMethods
Integration Server, using the convention folder.subfolder:service .

UPPERCASE Identifies keyboard keys. Keys you must press simultaneously
are joined with a plus sign (+).

Italic Identifies variables for which you must supply values specific to
your own situation or environment. Identifies new terms the first
time they occur in the text.

Monospace
font

Identifies text you must type or messages displayed by the
system.

{ } Indicates a set of choices from which you must choose one. Type
only the information inside the curly braces. Do not type the { }
symbols.

| Separates two mutually exclusive choices in a syntax line. Type
one of these choices. Do not type the | symbol.

[ ] Indicates one or more options. Type only the information inside
the square brackets. Do not type the [ ] symbols.

... Indicates that you can type multiple options of the same type.
Type only the information. Do not type the ellipsis (...).
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Online Information
Software AG Documentation Website

You can find documentation on the Software AG Documentation website at “hp://
documentation.softwareag.com”. The site requires Empower credentials. If you do not
have Empower credentials, you must use the TECHcommunity website.

Software AG Empower Product Support Website

You can find product information on the Software AG Empower Product Support
website at “hps://empower.softwareag.com”.

To submit feature/enhancement requests, get information about product availability,
and download products, go to “Products”.

To get information about fixes and to read early warnings, technical papers, and
knowledge base articles, go to the “Knowledge Center”.

Software AG TECHcommunity

You can find documentation and other technical information on the Software AG
TECHcommunity website at “hp://techcommunity.softwareag.com”. You can:

Access product documentation, if you have TECHcommunity credentials. If you do
not, you will need to register and specify "Documentation" as an area of interest.

Access articles, code samples, demos, and tutorials.

Use the online discussion forums, moderated by Software AG professionals, to
ask questions, discuss best practices, and learn how other customers are using
Software AG technology.

Link to external websites that discuss open standards and web technology.

http://documentation.softwareag.com
http://documentation.softwareag.com
https://empower.softwareag.com
https://empower.softwareag.com/Products/default.asp
https://empower.softwareag.com/KnowledgeCenter/default.asp
http://techcommunity.softwareag.com
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API Gateway Editions
API Gateway is available in two editions based on the type of license used:

API Gateway: Standard Edition. This edition of API Gateway offers only API protection.

API Gateway: Advanced Edition. This edition of API Gateway offers both API protection
and mediation capabilities.

You can change the type of license at any time from the Standard Edition to the
Advanced Edition.

This table lists the capabilities available in the Standard and the Advanced Editions of
API Gateway.

Feature Standard Edition Advanced Edition

Users and Roles Administrators Administrators and
API Provider

Administration

Ports

License management

Load balancing

Keystore configuration

Yes Yes

Administration

Extended seings

No Yes

Alias management No Yes

Service management No Yes

Policy management

Threat protection rules

Yes Yes

Policy management

Global policies

Policy templates

No Yes

Export and Import No Yes
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Feature Standard Edition Advanced Edition

APIs

Global policies

Application
management

No Yes

Plans and packages No Yes

Analytics

Threat protection rule
violations

Yes Yes

Analytics

Service

Applications

Consumers

No Yes

Clustering and auto
synchronization

No Yes

API Gateway Deployment Scenarios
API Gateway enforces threat protection, policies and routing capabilities for APIs. This
section describes high-level API Gateway architecture for various deployment scenarios.

Deployment scenario 1: Paired gateway deployment

This setup consists of:

One or more standard edition API Gateways for threat protection and connected to a
load balancer in DMZ.

One or more advanced version API Gateways clustered in the green zone to enforce
policies and provide routing capabilities. You can have multiple instances of API
Gateways connected through a load balancer and clustered using Terracoa Server
Array. You can add an extra layer of protection by using reverse invoke.

A firewall protects the API Gateway infrastructure in the paired deployment. You
can add an extra layer of protection by using reverse invoke. The API Gateways
communicate between the zones using the reverse invoke approach.
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The following diagram provides an architectural overview of the paired gateway
deployment:

Note: If you have multiple instances of API Gateway connected using a load
balancer for threat protection and you change the enforced rules on one of the
API Gateway instances, you must restart the other instances to synchronize
the rule enforcement across all the API Gateway instances.

Deployment scenario 2: Single gateway in the DMZ for webMethods customers

This setup consists of:

One or more advanced edition API Gateways clustered and connected to a load
balancer in DMZ. You can have multiple instances of API Gateways connected
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through a load balancer and clustered using Terracoa Server Array. A single API
Gateway is used for enforcing authentication and routing capabilities.

The ESB services in Integration Server reside in the green zone behind the firewall.

If you use reverse invoke for communication between API Gateway and the
internal ESB, ensure that the endpoint in the routing policy applied is configured as
apigateway://registrationPort-aliasname/relative path of the service. For details, see the
Ports section and the Routing policies section in the webMethods API Gateway User's
Guide.

The following diagram provides an architectural overview of the API Gateway
deployment in a DMZ for webMethods customers:

Deployment scenario 3: Single gateway in the green zone for webMethods customers

This setup consists of:

One or more advanced edition API Gateways clustered in the green zone and
connected to a load balancer in DMZ. A single API Gateway is used for enforcing
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authentication and routing capabilities. This deployment does not require threat
protection. However, you can configure and enforce threat protection, if required.
You can have multiple instances of API Gateways connected through a load balancer
and clustered using Terracoa Server Array.

The ESB services in Integration Server reside in the green zone behind the firewall.
Because the API Gateway and the ESB services reside in the green zone, the ESB
services are directly invoked.

The following diagram provides an architectural overview of the API Gateway
deployment in the green zone for webMethods customers:

Note: Because the API Gateway instance and the ESB service are in the same
network, you can either directly invoke the ESB service or use the reverse
invoke approach as required.

Deployment scenario 4: Single gateway for non-webMethods customers

This setup consists of:
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One or more advanced edition API Gateways clustered and connected to a load
balancer in DMZ. A single API Gateway is used for enforcing all policies or rules.
You can have multiple instances of API Gateways connected through a load balancer
and clustered using Terracoa Server Array.

The native services reside in the green zone behind the firewall. As the native
services are directly invoked, you must open the native service port to the gateway
network.

The following diagram provides an architectural overview of the API Gateway
deployment for non webMethods customers:
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API Gateway Cluster Configuration
This section provides information about nodes and clusters in API Gateway and how
to configure an API Gateway cluster after you have installed the product software. For
installation procedures for the product software, see Installing webMethods Products.

Nodes and Clusters
API Gateway supports clustering to achieve horizontal scalability and reliability. The
following figure illustrates an API Gateway cluster consisting of multiple API Gateway
nodes.

Each API Gateway cluster node holds all the API Gateway components including UI, the
API Gateway package running in webMethods Integration Server, and an Event Data
Store instance for storing assets. A load balancer distributes the incoming requests to
the cluster nodes. The synchronization of the nodes is performed through a Terracoa
server array and Event Data Store clustering that is defined across the Event Data Store
instances.

As each node of an API Gateway cluster offers the same functionality, nodes can be
added or removed from an existing cluster. The synchronization of any new node
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happens automatically. The synchronization includes configuration items, and runtime
assets like APIs, policies, and applications. The synchronized runtime assets become
active automatically.

Configuring an API Gateway Cluster
Configuring an API Gateway cluster requires the following:

Configuring Integration Server cluster

Configuring Event Data Store cluster

Configuring Terracoa Server array

Configuring load balancer

Configuring ports

Integration Server Configuration

The cluster implementation of API Gateway is built upon the cluster support of
Integration Server.

API Gateway's cluster implementation is built upon the Integration Server's cluster
support. In contrast to the Integration Server clustering, API Gateway does not require
any database that is shared across the cluster nodes. For information on Integration
Server clustering, see webMethods Integration Server Clustering Guide.

1. Add the following entries to the Install-Dir/IntegrationServer/instances/default/
config/server.cnf file:

watt.server.cluster.aware=true

watt.server.cluster.name=APIGatewayTSAcluster

watt.server.cluster.tsaURLs=TSA host:TSA port

watt.server.terracotta.license.path=path to TSA license file

2. Extend the wrapper.conf with an additional java parameter in the Install-Dir/profiles/
IS_default/configuration/custom_wrapper.conf file.

wrapper.java.additional.xx=-Dtest.cluster.withDerby=true

xx denotes any free additional java parameter number.

Note: Ensure that you configure all the cluster nodes with the same Integration
Server configuration changes.

For additional details, see webMethods Integration Server Clustering Guide.

Event Data Store Configuration

Each API Gateway cluster node consists of an Event Data Store instance for storing run-
time assets and configuration items. An Event Data Store instance is a non-clustered
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Elasticsearch node. For a cluster configuration, the Event Data Store instances should
also be clustered using standard Elasticsearch clustering properties, by modifying
the SAG_root/EventDataStore/config/elasticsearch.yml file on each instance. For more
information, see hps://www.elastic.co/guide/en/elasticsearch/guide/current/important-
configuration-changes.html and hps://www.elastic.co/guide/en/elasticsearch/
reference/2.3/index.html. The cluster name has to be specified and the cluster nodes have
to be configured.

A sample configuration looks like follows:
cluster.name:"SAG_EventDataStore"
network.host:0.0.0.0
http.port:9240
transport.tcp.port:9340
node.master:true
discovery.zen.ping.multicast.enabled:false
discovery.zen.ping.unicast.hosts: ["apigateway1:9340","apigateway2:9340",
                                   "apigateway3:9340"]

Cluster Health

The health of the Event Data Store cluster can be checked using the following URL:

“hp://daefermion4:9240/_cluster/health?prey=true”

Cluster health response example:
{
  "cluster_name" : "SAG_EventDataStore",
  "status" : "green",
  "timed_out" : false,
  "number_of_nodes" : 3,
  "number_of_data_nodes" : 3,
  "active_primary_shards" : 11,
  "active_shards" : 22,
  "relocating_shards" : 0,
  "initializing_shards" : 0,
  "unassigned_shards" : 0,
  "delayed_unassigned_shards" : 0,
  "number_of_pending_tasks" : 0,
  "number_of_in_flight_fetch" : 0,
  "task_max_waiting_in_queue_millis" : 0,
  "active_shards_percent_as_number" : 100.0
}

The response shows the status of the cluster and the number of its nodes. The following
is an example sample response showing an unhealthy cluster status:
{
  "cluster_name" : "SAG_EventDataStore",
  "status" : "yellow",
  "timed_out" : false,
  "number_of_nodes" : 2,
  "number_of_data_nodes" : 2,
  "active_primary_shards" : 11,
  "active_shards" : 15,
  "relocating_shards" : 0,
  "initializing_shards" : 0,
  "unassigned_shards" : 7,
  "delayed_unassigned_shards" : 7,
  "number_of_pending_tasks" : 0,
  "number_of_in_flight_fetch" : 0,

http://daefermion4:9240/_cluster/health?pretty=true
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  "task_max_waiting_in_queue_millis" : 0,
  "active_shards_percent_as_number" : 68.18181818181817
}

Here the Event Data Store cluster state is yellow in the system and the number of nodes
indicate that a cluster node is missing. An unhealthy cluster state can be caused by
communication problems between the cluster nodes. To recover from an unhealthy state,
Integration Server running the API Gateway with the missing node has to be restarted.
A restart forces the Event Data Store instance to rejoin the cluster.

For details on cluster health, see hps://www.elastic.co/guide/en/elasticsearch/guide/
current/_cluster_health.html.

Terracotta Server Array Configuration

API Gateway requires a Terracoa Server array installation. For more information see
webMethods Integration Server Clustering Guide and the Terracoa documentation located
at hp://www.terracoa.org/

Load Balancer Configuration

A custom load balancer can be used for an API Gateway cluster. Here we use the load
balancer nginx.

On a Linux machine, the load balancer configuration file /etc/nginx/nginx.conf is as
follows:
user  nginx;
worker_processes  1;
error_log  /var/log/nginx/error.log debug;
pid        /var/run/nginx.pid;
events {
    worker_connections  1024;
}
http {
    include       /etc/nginx/mime.types;
    default_type  application/octet-stream;
    log_format  main  '$remote_addr - $remote_user [$time_local] "$request" '
                      '$status $body_bytes_sent "$http_referer" '
                      '"$http_user_agent" "$http_x_forwarded_for"';
    access_log  /var/log/nginx/access.log  main;
    sendfile        on;
    #tcp_nopush     on;
    keepalive_timeout  65;
    gzip  on;
    upstream apigateway {
        server daefermion4:5555;
        server daefermion4:5556;
        server daefermion4:5557;
    }
    server {
        listen 8000;
        location / {
            proxy_pass http://apigateway;
        }
    }
}

Use sudo nginx -s reload or sudo nginx -s start to reload or start nginx
respectively. In a test environment, the command nginx-debug is used for greater
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debugging. The load needs to be exposed through the firewall that is protecting the host
the firewall is running on.

Ports Configuration

By default, API Gateway does not provide synchronization of the port configuration
across API Gateway cluster nodes. To synchronize the port configuration across API
Gateway cluster nodes, set the portClusteringEnabled parameter available under
Username  > Administration > General > Extended settings in API Gateway to true.

Note: When this parameter is set to true, all the existing port configurations except
the diagnostic port (9999) and the primary port (5555) are removed.

Synchronization of ports configuration does not cover temporary disconnects of a node,
therefore, to get a node synchronized, you must restart it. Also, if you do not remove
the port configuration, the port can be re-synchronized by performing another update
on the same configuration. Therefore, to activate the ports synchronization, do the
following:

1. Set the portClusteringEnabled parameter to true.

2. Restart all the cluster nodes.

Accessing the API Gateway User Interface
You can access the API Gateway UI in the following ways:

Navigate to hp://host:port where port is the HTTP port of API Gateway configured
during installation. For example, hp://host:9072.

Log on to Integration Server administration console and click the home page of
WmAPIGateway package.

Log on to Integration Server administration console and click API Gateway... under
Solutions menu.

Secure Event Data Store for API Gateway
Data Event Store, by default, is not secured. Elasticsearch Security and Search Guard are
the two popular options to secure Event Data Store. API Gateway, by default, ships open
source version of Search Guard.

The high level steps to be performed to secure the Event Data Store are:

1. Secure Data Event Store server

2. Prepare various clients

3. Verify API Gateway functions properly
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For more information on Elasticsearch Security, see “hps://www.elastic.co/products/x-
pack/security”.

For more information on Search Guard, see “hps://floragunn.com/searchguard/”

For any troubleshooting information for Search Guard see, the “troubleshooting”
reference.

Securing Event Data Store
1. Shutdown API Gateway.

2. Open SAG_Root/EventDataStore/bin/enable_ssl.bat/sh and comment the last
line /plugins/search-guard-2/tools/sgadmin.bat/sh and save the changes.

3. Copy sagconfig from SAG_Root/IntegrationServer/instances/Instance_Name/
packages/WmAPIGateway/config/resources/elasticsearch to SAG_Root/
EventDataStore.

4. Execute SAG_Root/EventDataStore/bin/enable_ssl.bat/sh.

5. Execute SAG_Root/EventDataStore/bin/shutdown.bat/sh to shutdown Event Data
Store.

6. Open SAG_Root/EventDataStore/config/elasticsearch.yml. Remove all properties that
start with searchguard, and add the following properties.
searchguard.ssl.transport.keystore_type: JKS
searchguard.ssl.transport.keystore_filepath: ../sagconfig/node-0-keystore.jks
searchguard.ssl.transport.keystore_alias: cn=node-0
searchguard.ssl.transport.keystore_password: a362fbcce236eb098973
searchguard.ssl.transport.truststore_type: JKS
searchguard.ssl.transport.truststore_filepath: ../sagconfig/truststore.jks
searchguard.ssl.transport.truststore_alias: root-ca-chain
searchguard.ssl.transport.truststore_password: 2c0820e69e7dd5356576
searchguard.ssl.transport.enforce_hostname_verification: false
searchguard.ssl.transport.resolve_hostname: false
searchguard.ssl.transport.enable_openssl_if_available: true
searchguard.ssl.http.enabled: false
searchguard.ssl.http.keystore_type: JKS
searchguard.ssl.http.keystore_filepath: ../sagconfig/node-0-keystore.jks
searchguard.ssl.http.keystore_alias: cn=node-0
searchguard.ssl.http.keystore_password: a362fbcce236eb098973
searchguard.ssl.http.truststore_type: JKS
searchguard.ssl.http.truststore_filepath: ../sagconfig/truststore.jks
searchguard.ssl.http.truststore_alias: root-ca-chain
searchguard.ssl.http.truststore_password: 2c0820e69e7dd5356576
searchguard.ssl.http.clientauth_mode: OPTIONAL
searchguard.authcz.admin_dn:
  - "CN=sgadmin"

7. Save the changes made to the file elasticsearch.yml

8. Execute SAG_Root/EventDataStore/bin/startup.bat/sh to start Event Data Store.

9. Go to SAG_Root/EventDataStore/plugins/search-guard-2/tools and execute
sgadmin.bat -cd ..\..\..\sagconfig\ -ks ..\..\..\sagconfig\sgadmin-keystore.jks

https://www.elastic.co/products/x-pack/security
https://www.elastic.co/products/x-pack/security
https://floragunn.com/searchguard/
https://github.com/floragunncom/search-guard-ssl-docs/blob/master/troubleshooting.md
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-kspass 49fc2492ebbcfa7cfc5e -ts ..\..\..\sagconfig\truststore.jks -tspass
2c0820e69e7dd5356576 -nhnv -p 9340 -cn SAG_EventDataStore.

-p is the TCP port and -cn is the cluster name. Use / for shell scripts.)

10. Execute SAG_Root/EventDataStore/bin/shutdown.bat/sh. This is required only if
the API Gateway is configured to start the Event Data Store on startup which is the
default configuration.

Now all TCP connections are secured with two-way authentication and HTTPS is
enabled with basic authentication for the credentials Administrator and manage (with
no two-way authentication) with the out of the box self-signed certificates.

Preparing the Clients
1. Preparing the API Gateway TCP client.

a. Open SAG_Root/IntegrationServer/instances/Instance_Name/
packages/WmAPIGateway/config/resources/beans/gateway-
datastore.xml and remove the comment tag for the entries in <bean
class="com.softwareag.apigateway.core.datastore.ElasticsearchClientImpl"
id="elasticSearchClient">. The configuration is as shown. The relative paths are
resolved relative to SAG_Root/EventDataStore.
<bean class="com.softwareag.apigateway.core.datastore.ElasticsearchClientImpl" 
          id="elasticSearchClient">
        <constructor-arg index="0">
            <list>
                <value>mcbbalakri02:9350</value>
            </list>
        </constructor-arg>
        <constructor-arg index="1">
            <props>
                <prop key="cluster.name">SAG_EventDataStore</prop>
                <prop key="client.transport.sniff">true</prop>
                <prop key="searchguard.ssl.transport.enabled">true</prop>
                <prop key="searchguard.ssl.transport.keystore_filepath">
                           sagconfig/demouser-keystore.jks</prop>
                <prop key="searchguard.ssl.transport.keystore_password">
                           6572b9b06156a0ff778c</prop>
                <prop key="searchguard.ssl.transport.truststore_filepath">
                           sagconfig/truststore.jks</prop>
                <prop key="searchguard.ssl.transport.truststore_password">
                           2c0820e69e7dd5356576</prop>
                <prop key="searchguard.ssl.transport.enforce_hostname_verification"
                           >false</prop> 
                <prop key="searchguard.ssl.transport.resolve_hostname">
                          false</prop>  
                <prop key="searchguard.ssl.transport.keystore_alias">cn=
                           demouser</prop>
                <prop key="searchguard.ssl.transport.truststore_alias">
                           root-ca-chain</prop>                      
            </props>
        </constructor-arg>
    </bean>

2. Preparing Kibana.
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a. Open SAG_Root/profiles/IS_Instance_Name/apigateway/
dashboard/config/kibana.yml and remove the comment tag for
elasticsearch.username,elasticsearch.password and elasticsearch.ssl.verify

3. Preparing JVM.

a. Import the SAG_Root/ into the truststore configured or default store (SAG_Root/
jvm/jvm/jre/lib/security/cacerts) of JVM.

This is required only for self-signed certificates.

4. Preparing Browsers.

a. Import the SAG_Root/ in the browser or accept the exception for self-signed
certificates that is displayed when you access the browser for the first time.

Verifying API Gateway and Browsers
1. Verify API Gateway.

a. Start API Gateway.

b. Watch for exceptions in logs.

You should be able to login and create APIs. You should be able to access the
analytics page without any prompt for user credentials.

2. Verify the Browser.

a. Navigate to hps://host:port, where the port refers to the Data Store Event HTTP
port.

A prompt for user credentials appears.

b. Provide the user credentials.

The basic details about the Data Event Store node appears.
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Configuration Types and Properties
This section describes the configuration types and parameters that you must configure
for API Gateway.

The configuration types are broadly classified as web-app, API Gateway package-level,
and Elasticsearch configurations.

Web-app Configuration Properties
These properties are not cluster-aware and, hence, you must manually copy them to all
the nodes.

General properties

Location: SAG_Root/profiles/ISIS_Instance_Name/apigateway/config/
uiconfiguration.properties

apigw.auth.priority

API Gateway supports both Form-based and SAML-based authentication. If both are
enabled, this property decides the login page to be displayed, by default, when a user
visits the login page hp://host:port/apigatewayui. A user can go to a specific login page
using:

Form: http://host:port/apigatewayui/login

SAML: http://host:port/apigatewayui/saml/sso/login

Available values are: Form, SAML.

Default value is Form.

apigw.auth.form.enabled

This property enables or disables Form-based authentication. If both SAML and Form
are disabled, the value Form is retained by default.

Available values: true, false.

Default value is true.

apigw.auth.form.redirect

If a protected resource is accessed and the Form-based authentication is enabled, user is
redirected to this page.

Default value is /login.

apigw.is.base.url

Host where the IS package is hosted. localhost is replaced by the hostname that is
resolved through localhost.
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Note: The port changes to the default port of the Integration Server instance
irrespective of HTTP or HTTPS.

Default value is http://localhost:port. Here, port denotes the port that is configured at
the time of installation.

apigw.user.lang.default

This property denotes the language to be used in the API Gateway UI.

Default value is en (English).

apigw.is.timeout

This property denotes the user session timeout value in minutes.

Default value is 90.

SAML SSO properties

API Gateway user interface supports the following SAML values:

Profile: Web Browser SSO

Protocol: SAML Auth Request

Binding: HTTP Post

The value sent in the NameID is used as logged in user Id. In the absence of a NameID,
the aribute value with hp://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn
namespace is used for the user id.

The aribute value with hp://schemas.microsoft.com/ws/2008/06/identity/claims/role or
hp://schemas.xmlsoap.org/claims/Group can be used to pass the roles. These roles can
be one or more roles supported by API Gateway.

An alternative option is to send any roles and map those roles to one of the API
Gateway roles. The mapping must be done in SAG_Root/IntegrationServer/
instances/IS_Instance_Name/packages/WmAPIGateway/config/resources/
security/saml_groups_mapping.xml. The format is <group source="Some Role"
target="API Gateway Role" />. Example <group source="API Managers"
target="API-Gateway-Providers" /> .

You must then configure the SAG_Root/IntegrationServer/
instances/IS_Instance_Name/config/is_jaas.cnf file by replacing
com.wm.app.b2b.server.auth.jaas.SamlOSGiLoginModule requisite; with
com.softwareag.apigateway.auth.saml.APIGatewaySamlLoginModule requisite;
and save the changes.

Configure the following properties, located at SAG_Root/profiles/
IS_IS_Instance_Name/apigateway/config/uiconfiguration.properties, to enable
the SAML based SSO.

apigw.auth.saml.enabled

This property enables or disables SAML-based authentication.
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Available values: true, false.

Default value is false.

apigw.auth.saml.redirect

Denotes the location of keystore. The keystore with self-signed certificates are shipped at
SAG_Root/profiles/IS_ IS_Instance_Name /apigateway/config/keystore/saml_sso.jks. The
keystore has 3 certificates with the following alias:

sign: the password is signapigw

encrypt: the password is encryptapigw

default: the password is defaultapigw

The password for keystore is apigwstore.

Default value is None.

apigw.auth.saml.keystore.type

Denotes the keystore type.

Available values: JKS, PKCS12.

Default value is JKS.

apigw.auth.saml.keystore.pwd

Denotes the keystore password. On starting the web-app, this password is moved to
passman secure store located at SAG_Root/profiles/IS_IS_Instance_Name/apigateway/
config/passman and the handle is maintained as part of this property. Tampering with
the handle results in exceptions.

Default value is None.

apigw.auth.saml.signkey.alias

This is the certificate alias used for signing the SAML authentication request.

Default value is None.

apigw.auth.saml.signkey.pwd

Denotes the password for the certificate alias. On starting the web-app, this password
is moved to passman secure store and the handle is maintained as part of this property.
Tampering with the handle results in exceptions.

Default value is None.

apigw.auth.saml.encrypkey.alias

Denotes the certificate alias to be used for encrypting the SAML authentication request.

Default value is None.

apigw.auth.saml.encrypkey.pwd
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Password for certificate alias used for encrypting the SAML authentication request. On
starting the web-app, this password is moved to passman secure store and the handle is
maintained as part of this property. Tampering with the handle results in exceptions.

Default value is None.

apigw.auth.saml.defaultkey.alias

This alias is used for signing and encryption if sign and encryption related alias are
missed.

Default value is None.

apigw.auth.saml.defaultkey.pwd

Denotes password for default key alias. On starting the web-app, this password is
moved to passman secure store and the handle is maintained as part of this property.
Tampering with the handle results in exceptions.

Default value is None.

apigw.auth.saml.authreq.signed

Denotes whether to send the signed SAML authentication request.

Available values: true, false.

Default value is true.

apigw.auth.saml.assertion.signed

Denotes whether we expect the signed assertion to be sent by the IDP.

Available values: true, false.

Default value is true.

apigw.auth.saml.sp.id

Denotes service provider identity which is sent as part of SAML authentication request.

Default value is Host name of localhost.

apigw.auth.saml.ldp.metadata.url

Denotes the file URL of IDP metadata. Consult your IDP documentation on how to
generate one.

Default value is None.

apigw.auth.saml.sp.metadata.url

Denotes the file URL of Gateway metadata. You can get the content from hp://host:port/
apigatewayui/saml/sso/metadata

Default value is None.
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Kibana

Location : SAG_Root/profiles/IS_IS_Instance_Name/apigateway/config/
uiconfiguration.properties

apigw.kibana.autostart

Decides whether kibana should be started as part of web-app.

Available values: true, false.

Default value is true.

apigw.kibana.url

Denotes the URL where Kibana is running. localhost is replaced by the hostname that
is resolved through localhost. The port and other configurations of the kibana can be
changed from SAG_Root/profiles/IS_IS_Instance_Name/apigateway/kibana-4.5.1/
config/kibana.yml

Default value is http://localhost:9405

apigw.es.url

Denotes the URL where Event Data Store (HTTP) is running. localhost is replaced by the
hostname that is resolved through localhost.

Default value is http://localhost:port

port denotes the Event Data Store HTTP port configured during installation.

Note: If the configured host resolves to the host name of the localhost, the port
changes to the HTTP port configured in the SAG_Root/EventDataStore/
config/elasticsearch.yml file.

API Gateway Package Configuration Properties
API Gateway uses Event Data Store (Elasticsearch) as its data repository. API Gateway
starts the Event Data Store instance, if configured, using the default configuration
shipped and located at SAG_Root/EventDataStore/config/elasticsearch.yml

Note: To run Event Data Store instances in a cluster, the elasticsearch.yml
file must be updated on each instance. For additional details, see
hps://www.elastic.co/guide/en/elasticsearch/guide/current/important-
configuration-changes.html#important-configuration-changes.

Location : SAG_Root/IntegrationServer/instances/IS_Instance_Name/packages/
WmAPIGateway/config/resources/elasticsearch/config.properties

pg.gateway.elasticsearch.autostart
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Denotes the flag to manage (start or stop) Event Data Store as part of API Gateway.
Set it to false if the start or stop of Event Data Store is managed from outside the API
Gateway.

Available values: true, false.

Default value is true.

pg.gateway.elasticsearch.start.maxwait

Denotes maximum time in seconds API Gateway waits for Event Data Store to start and
stop if autostart is set to true.

Default value is 300.

pg.gateway.elasticsearch.config.location

Denotes the location of the config file. If you have to use a different config file, mention
the location of the config file here.

Default value is SAG_Root/EventDataStore/config/elasticsearch.yml

Note: If the Event Data Store hostname is same as localhost, then the system
automatically modifies the value of <prop key=cluster.name> in
SAG_Root/IntegrationServer/instances/IS_Instance_Name/
packages/WmAPIGateway/config/resources/beans/gateway-
datastore.xml to cluster.name property in the elasticsearch.yml file.

If the Event Data Store hostname is same as localhost, then the system
automatically modifies the port value of <value>localhost:9340</value>
in SAG_Root/IntegrationServer/instances/IS_Instance_Name/
packages/WmAPIGateway/config/resources/beans/gateway-
datastore.xml to transport.tcp.port property in the elasticsearch.yml
file.

Ensure that the cluster.name and transport.tcp.port properties are in
synchronization if you encounter any errors.

Configuration Properties to Secure Elasticsearch
The section lists the configuration properties to secure Elasticsearch.

Server :SAG_Root/EventDataStore/config/elasticsearch.yml

Item Description

TRANSPORT ( 2-Way authentication is enabled by default)

searchguard.ssl.transport.

keystore_type

Type of keystore

Possible values: JKS, PKCS12
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Item Description

Default value: JKS

searchguard.ssl.transport.

keystore_filepath

Location where the keystore is stored

searchguard.ssl.transport.

keystore_alias

Keystore entry name if there are more
than one entries

searchguard.ssl.transport.

keystore_password

Password to access keystore

searchguard.ssl.transport.

truststore_type

Type of truststore

Possible values: JKS, PKCS12

Default value: JKS

searchguard.ssl.transport.

truststore_filepath

Location where the truststore is stored

searchguard.ssl.transport.

truststore_alias

Truststore entry name if there are more
than one entries

searchguard.ssl.transport.

truststore_password

Password to access truststore

searchguard.ssl.transport.

enforce_hostname_verification

If true, the hostname mentioned in
the certificate is validated. Set this to
false if it is general purpose self-signed
certificate.

Possible values: true, false

Default value: true

searchguard.ssl.transport.

resolve_hostname

Applicable only if above property is
true. If true, the hostname is resolved
against the DNS server. Set this to
false if it is general purpose self-signed
certificate.

Possible values: true, false
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Item Description

Default value: true

searchguard.ssl.transport.enable_

openssl_if_available

Use if OpenSSL is available instead of
JDK SSL

Possible values: true, false

Default value: true

HTTP

searchguard.ssl.http.enabled Set this to true to enable the SSL for
REST interface ( HTTP)

Possible values: true, false

Default value: true

searchguard.ssl.http.

keystore_type

Type of keystore

Possible values: JKS, PKCS12

Default value: JKS

searchguard.ssl.http.

keystore_filepath

Location where the keystore is stored

searchguard.ssl.http.

keystore_alias

Keystore entry name if there are more
than one entries

searchguard.ssl.http.

keystore_password

Password to access keystore

searchguard.ssl.http.

truststore_type

Type of truststore

Possible values: JKS, PKCS12

Default value: JKS

searchguard.ssl.http.

truststore_filepath

Location where the truststore is stored

searchguard.ssl.http. Truststore entry name if there are more
than one entries
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Item Description

truststore_alias

searchguard.ssl.http.

truststore_password

Password to access truststore

searchguard.ssl.http.

clientauth_mode

Option to enable 2-way authentication.

REQUIRE: Client requires the client
certificate.

OPTIONAL: Client may require the
client certificate..

NONE: Ignores client certificate even if
it is available.

Possible values: REQUIRE, OPTIONAL,
NONE

Default value: OPTIONAL

Search Guard Admin

searchguard.authcz.admin_dn Search Guard maintains all the data
in an index called searchguard. This
is accessible only to users ( client
certificate is passed in sdadmin
command) configured here.

Miscellaneous

searchguard.cert.oid All certificates used by the nodes on
transport level should have the oid
field set to a specific value. This oid
value is checked by Search Guard to
identify if an incoming request comes
from a trusted node in the cluster.
If yes, all actions are allowed. If no,
privilege checks apply. Also, the oid is
checked whenever a node wants to join
the cluster.

'1.2.3.4.5.5'
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Server :SAG_Root/EventDataStore/sagconfig Folder

This folder contains all the self-signed certificates and default Search Guard security
configurations. The default configuration allows demouser client certificate as valid
user for TCP communication, and enforces basic authentication for the credentials
Administrator and manage.

hash.bat/sh (SAG_Root/EventDataStore/plugins/search-guard-2/tools) tool shipped with
Search Guard is used to hash the user passwords.

Client :SAG_Root/IntegrationServer/instances/Instance_Name/packages/WmAPIGateway/config/
resources/beans/gateway-datastore.xml

Item Description

searchguard.ssl.transport.enabled Indicates whether the client should
use secure transport

Possible values: true, false

Default value: true

All TRANSPORT properties, which are mentioned above, are applicable for the client as
well.

Client :SAG_Root/profiles/IS_Instance_Name/apigateway/dashboard/config/kibana.ymlprofiles/
IS_Instance_Name/apigateway/dashboard/config/kibana.yml

Item Description

elasticsearch.username Username to be used if basic authentication
is enabled

elasticsearch.ssl.verify Disable all SSL checks including the
hostname and certificate validation. Set this
to true if it is general purpose self signed
certificates.

Possible values: true, false

Default value: true

elasticsearch.ssl.cert Path of client certificate to be sent to
Elastisearch. This is required if 2-way
authentication is enabled.
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Item Description

elasticsearch.ssl.ca If verify is true, this denotes the path to the
CA certificate which is used to sign other
certificates.

elasticsearch.password Password to be used if basic authentication
is enabled.
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API Monetization
API Gateway provides the capability to view and monitor API-specific and overall API
usage and performance as part of plan and package to get an insight on invocation
details through specific dashboards.

API Gateway provides REST API to retrieve the following:

Package-specific or API-specific consumption data by different applications.

Number of invocations for an API, Package, or a Subscription.

Customers can use the REST API to retrieve the data and integrate it into their billing
system.

The following is the REST API and the resources that API Gateway provides to aid API
Monetization:

GET /rest/apigateway/packages: Retrieves all API Packages with details such as
name of the package, version, state, plans associated with the package, published
destinations, the policies associated, and the status of the package.

GET /rest/apigateway/packages/{packageId}: Retrieves a specific API package with details
such as name of the package, version, state, plans associated with the package,
published destinations, the policies associated, and the status of the package.

GET /rest/apigateway/plans: Retrieves all Plans with details such as plan id, name of the
plan, version, state, policies associated with the plan, the pricing information for the
plan, and the packages that this plan is associated with.

GET /rest/apigateway/plans/{planId}: Retrieves a specific plan with details such as
Plan id, name of the plan, version, state, policies associated with the plan, pricing
information for the plan, and list of packages it is associated with.

GET /rest/apigateway/subscriptions: Retrieves subscriptions (applications) for a given
package and plan as per a set of specified criteria with details such as application
subscribed, name of the application, description of the application, API scope
information, and the package and plans subscribed to.

GET /rest/apigateway/transactionalEvents/_count: Retrieves the number of invocations for
an API, Package or an Application as per a set of specified criteria with details such
as name of the API, package, application, API version number, and so on. The data is
grouped by API Id and the API version.

GET /rest/apigateway/transactionalEvents/_search: Retrieves the meta data of the
transactions for an API, Package or an Application as per a set of specified criteria
with details such as name of the API, package, application, API version number, and
so on.

For details on the REST API see the swagger file APITransactionalEvent Swagger.json,
located at <Install directory>/IntegrationServer/packages/WmAPIGateway/resources.
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Export and Import Archive
You can import already exported archives of APIs, global policies, and other related
assets and re-create them in API Gateway. Each artifact in an archive is associated with
a universally unique identifier (UUID) across all API Gateway installations. When
importing an archive, the UUID helps in determining whether the corresponding artifact
is already available in API Gateway. In such a situation, you can specify whether to
overwrite an already existing artifact during the import process.

API Gateway provides the following REST API to export and import an archive:

GET /rest/apigateway/archive: Retrieves the archive, which is a ZIP file that contains
APIs, global policies, and other related artifacts. An export archive is created by
exporting APIs or global policies. When exporting APIs, the export archive contains
the APIs, the API level policies, the properties associated with the API-level policies,
and the aliases referenced by the policies. Additionally, the archive may also contain
the applications registered to the exported APIs. When exporting global policy
the archive contains the global policies, the properties associated with the global
policies, and the aliases referenced to the policies.

POST /rest/apigateway/archive: Imports the archive, which is a ZIP file that contains
APIs, global policies, and other related artifacts.

For details on the REST API see the swagger file api-gateway-service-archive.zip, located
at <Install directory>/IntegrationServer/packages/WmAPIGateway/resources.
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