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Infroduction

Purpose

This document is the User Manual of the Process Discovery Console. It isintended to
provide all the necessary information to use this software to discover processes in your
organization.

Scope

This guide covers the Process Discovery console configuration end-to-end.

Intended audience

This guide is intfended for business analysts in-charge of process discovery and process
mapping.

In this Chapter:

System Architecture CompPONENTS .. 5
DISCOVEIY RO OIS 5
IS OV B Y SO VT 5
Process Discovery User Management TOOl ... ... 6
Process DISCOVEry CONSOIE ... 6

BaSIC TermMINOIOQY . o 7
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System Architecture Components

Discovery Robots

Lightweight clients installed on employee desktops that silently monitor business-
related activities without impacting end-user productivity. They provide full visibility
into all business activities at the application level by collecting behavioral data about
every user, process, and application across the entire business unit or organization —
even when the user’'s computeris off-network and offline. The data collected by
Discovery Robots (a screen shot/metadata for each user action) is sent to the
Discovery Server for analysis. The raw data collected by the Discovery Robot is
comprised of:

1. Ascreenshoft for each user action; and
2. Detailed metadata corresponding to each screenshot, including —
« Applicationname
+ Username
« Eventtype (e.g., mouse wheel, left mouse click)
» Mouse position (e.g., x:933, y:637)
o Time stamp

The System Admin defines the desktop and web applications that are monitored by
the Discovery Robots.

Discovery Server

The Discovery Server ufilizes the data collected by the robots perform complex
algorithmic processes, including:

¢ Image Analysis — extraction of relevant information from every screen shot
* Image Clustering —identification of repeated actions

e Discovery - |dentifying highly repeated processes and calculating statistical
information on duration, actions, applications, etc.

e Output of process and variant data to the Process Library

The Discovery Serverincludes Application Databases. These are the databases
(either MariaDB or MySQL) in which all the data collected by the Discovery Robots is
stored. The data collected by the Discovery Robots isimmediately encrypted and
fransferred to the application databases and remains on the client machine for a
short time.
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Process Discovery User Management Tool

Kryon Process Discovery User Management Tool grants user access to the Process
Library (Keycloack Service).

Process Discovery Console

A browser-based application providing an overview of discovered processes selected
and saved by the Business-Analyst (you), with the ability to drilldown into all the
underlying details.

Using the Process Discovery Console you can:

1. Setand configure the collected data:
«  Manage Teams and user access
« Define applications for discovery
«  Manage therecorded data
« Manage the Discovery Robots and their licenses
2. Discoverthe best candidate processes for automation

3. Selectand add the desired processes to the Process Library for further analysis
and formapping

4. Generate processes files for automation (used in Kryon Studio) and supporting
documents.

The Process Discovery Console can be accessed using the Chrome or Edge web
browsers from any machine with access to the Discovery Server.

About Automation and Integration

Integration with RPA studio

RPA Studio is an Infegrated Development Environment (IDE) that enables easy
creation and editing of simple and advanced automation wizards.

The integration between the Process Library and Studio allows managers to send
processes directly to automation as pre-developed wizards, including wizards steps,
action variations, decision points, and application data manipulations. Automation
developers can then use Studio’s intuitive interface and robust toolbox of available
commands to make any necessary revisions.
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Basic Terminology

Process
A process is arepeating business workflow (i.e., it has been executed at least
twice). A processis defined by a common start point and end point.

Process Occurrence
Process occurrence refers to the number of times a process has occurred and
identified.

Process Variant
A variantis a sequence of steps (actions) by which a user executes a process. A
single process can have many variants —i.e., many different ways by which the
users got from the common start point to the common end point.

Action
An actionissingle step in a process.

Team
Teams are organizational segments or units that share a single Discovery Server.
All Kryon Process Discovery settings and data are managed individually by
Team. Process Discovery Console users may have permissions to access the data
of one ormore Teams. You can think of a Team as a department in your
organization, e.g., Finance, Sales, etc. One reason you would want to have
several Teams is to divide between the processes data collected on each
department/division/team/group (AKA Team) in your organization. This way,
when viewing or selecting a process, you can know which Team it was collected
from.
Teams are basically organizational segments or units that share a single
Discovery Server. Kryon Process Discovery settings and data are managed
individually per Team:

e User permissions
*  Managing applications for discovery
e Assignment/status of Discovery Robots

*  Managingrecorded data

Candidate Process
Candidate Processrefers to a process that was automatically discovered by the
system as a process with potential for automation. Such processes are available
foryou toreview before you add them to your library.
How it works?
KryonProcess Discovery runs through all the recorded user-actions, analyzes
each screenshot, and looks for process repetition, similarities in users' actions,
and common ground across users' computed processes and tasks. Once all the
datais analyzed, the system maps out sequences of actions. Each sequence of
actionsis analyzed and ranked by the system on length, repetition, and volume.
Highly ranked sequences are counted as Candidate Processes.

kryonsystems.com O +1-800-618-4318 Page 7
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Getting Started with Process Discovery

Let's go over some of the basic and most essential configurations to get you going on
Process Discovery.

Consider this chapter as a Quick Start and Educational Guide for first timers.

IN THIS CHAPTER:

Step 1: Login to Process Discovery CONSOIE ... 9
St 2 A TS 9
Step 3: Assign Robots (users) to Teamsand Licenses ... 10
Step 4: Define ApplicationstoreCord ... 10
Step 5: Discover Candidate ProCEeSSES ... 10
Step 6: Add processes to your Process Library ... 10
Step 7: Manage processesinthe Process Library ... . 11
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Step 1: Login to Process Discovery Console

Open Chrome or Edge web browsers from any machine with access to the Console
server by entering its FQDN (Fully Qualified Domain Name), followed by /console. So,
forexample, the URL might appear as follows:

consoleserver.mycompany.com/console.

Tologin, use the below credentials unless other credentials were provided to you:

e Username: pdconsole

e Temporary password: Pd123456!

NOTE

You will be prompted to change the temporary password upon first

L login.

Welcome

Username

‘ Username

Kryon Console

Password

Password

Remember me

LOG IN

KRYDON

©2020 Kryon Systems Ltd.
All Rights Reserved. Protected by US Patents. [:i:]

Step 2: Add Teams

If you are wondering what aTeam is, see Team.

See Managing Teams

kryonsystems.com O +1-800-618-4318 Page ?
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Step 3: Assign Robots (users) to Teams and Licenses

Upon Process Discovery installation, the Robots connect to the console automatically
and become available for you to manually assign them to licenses and teams - alll
through the Process Discovery console.

Assigning Robots is completed in two stages, following the below particular order:

1. Step 3: Assign Robofs (users) to Teams and Licenses

2. Step 3: Assign Robots (users) fo Teams and Licenses
What else can you do here?

e Remove aRoboft (user) from ateam

Step 4: Define Applications to record
See Managing Applications

Step 5: Discover Candidate Processes

Go to the Discovery page, select the desired Team, and hit the Discover button.

See Discovery forinformation and instructions.

Step 6: Add processes to your Process Library

Once you decide which processes you want to further analyze, add the processes to
your library:

a. Selectthe desired process and click +Add to Process Library.

b.  Fill-in the process details and click Apply. EXAMPLE:

kryonsystems.com O +1-800-618-4318 Page 10
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Add to process library

Process Name

Import contacts from file

Business Use Case

Lead Generation

Description

Add all contacts from Excel file to Salesforce

The added processes become available under Process Library.

EXAMPLE:

Process Library

% 1-20f2 Show | 25~

Process Name 1 Business Use Case Occurrences Actions Duration Users 7/ Applications 7/
CopyFromExcelT. Online Value . 4 130 0:04:51 1 yahoo.com, EXCEL

Import contacts . Lead Generation 13 22 0:00:27 1 yahoo.com, EXCEL

Step 7: Manage processes in the Process Library

The Process Library contains processes selected by you for further analysis. This is the
space where you can work on high-potential processes and consider ROI. For each
process in the Process Library you can:

a. Analyze the different occurrences of a process and built the process map

b. View different stats and process information such as process history, duration,
used applications, variants, and type of actions.

c. Generate aset of files such as event log, automation, and documentation.

For more information, see Process Library.

kryonsystems.com O +1-800-618-4318 Page 11



Dashboard

A home page containing a dashboard that presents insights, stats and analysis of data per Team, including quick access to recent discoveries and to
processesin the library.

Access the Dashboard through the left menu bar:

KRYDON

PROCESSE DISCOVERY

Dashboard

Discovery

Process library

Recorded sessions

Settings

kryonsystems.com C +1-800-618-4318 Page 12



1. Selectthe desired Team (e.g. Finance)

2. Therelevant statistics and insights are presented

Dashboard

Finance

ACTIONS CAPTURED

9.21k

TOP USED APPLICATIONS

EXCEL

finance yahoo.com

TOTAL RECORDING TIME

154 70 13m

PROCESSES IN LIBRARY

57.36% Process name
42.64% Notification Email
Produce Order Number

Send Invoice

RECORDED USERS

Business use case
Order to cash
Order to cash

Accounts payable

Duration
0:00:35
0:01:08
0:00:33
View all -

e Finance X

RECENT DISCOVERIES

Mar 30, 2021,17:22
10-300 steps, over 3 occurrences

Mar 30, 2021,17:23
200-10000 steps, over 2 occurrences

Mar 30, 2021, 15:34
15-300 steps, over 3 occurrences

Mar 30, 2021, 14:50
15-300 steps, over 3 occurrences

Mar 30, 2021,17:23
15-5000 steps, over 3 occurrences

o

5 results

(<]

5 results

(<]

8 results

(<]

8 results

©

8 results

New discovery >

Dashboard components:

e Actions captured - number of actions capturedin allrecorded sessions

e Totalrecording time - total recording time of all the recorded sessions

e Recorded users-number of recorded users

kryonsystems.com O

+1-800-618-4318
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e Top used applications - top 10 applications and their usage in %
e Processesinlibrary - a quick view of the recently saved processes to library

e Recentdiscoveries - alist of last discoveries, including a quick navigation to the preferred result

kryonsystems.com O +1-800-618-4318 Page 14
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Discovery

The Discovery page is where you frigger the system to automatically pull for you all the
candidate-for-automation processes of the selected Team.

To discover processes, arelatively significant amount of time (at least a working day)
has to pass from the moment the Robots starts running and recording users. Although
Discovery is available immediately, keep in mind that the amount and quality of
discovered candidate processes depends on the length and volume of the collected

data.
NOTE
"_ Initiating Discovery
You caninitiate a discovery whenever you want. Forexample, by the
end of a working day or by the end of the week.

IN THIS CHAPTER:

DISCOVEING PrOCESSES ..o o 16
Personalize and narrow down your diSCOVENES ... 21
Modifying the Start/End Point of Processes ... . 23
Snipping a Process Out of the Original UserRecording ... 26
Recent Discovery Results and HistOry ... 27
Accessinginitiated discoveries ... 27
Canceling ordelefing Discovery search ... ... 28
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Discovering Processes
You can discover processes per Team following the procedure below:

1. Gotothe Discovery page.

2.  Atthe upperright bar, select the desired Team.

| |
( default - ) @

Moga

default
A\, .

3. Hit Discover, or Personalize and narrow down your discoveries and then hit
Discover.

What happens how?
e Afterthe hitting Discovery: the recent' button shows aloader and the discovery
isinitiated. The initiated discovery appears in the list as in progress.

e Every completed discovery becomes available for you to load and go back to.
See Recent Discovery Results and History .

NOTE

As an advanced option, you can browse all the collected recordings
Q on aTeam toreview the 'raw data' without any process discovery
implementation. See Accessing Recorded Sessions.

kryonsystems.com O +1-800-618-4318 Page 16
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EXAMPLE:

PROCESS DISCOVERY

Discovery

Process library

Recorded Sessions

Settings

Stats and Info

6 discovered processes

yahoo.com, EXCEL

76 19

EXCEL, yahoo.com

3 24

EXCEL, yahoo.com

3 20

EXCEL, yahoo.com

3 12

EXCEL, yahoo.com

3 23

yahoo.com, EXCEL

3 8

0:00:26

0:00:35

0:00:30

0:00:13

0:00:32

0:00:08

Let's take alook at one of the discovered processes in the example above and review

itsinformation:

Process 1is a process that:

e contains the applications yahoo and Excel

e hasbeenidentified 76 fimes

kryonsystems.com @  +1-800-618-4318
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e contains 19 steps (median)
e takes about 26 secondsto perform (median)
e wasperformed by 1 users
In the Discovery Results view you can display and review the properties and details of

discovered processes including screenshots of captured steps, full playable
recordings, stats, properties, and more.

kryonsystems.com O +1-800-618-4318 Page 18
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NOTE
* Asanadvanced option, you can also modify the Start / End
L point of a process by using the Trim tool. See Modifying the
Start/End Point of Processes.
e Youcan

Process 1 Representative Session v

e Otk % 11 Wtk

# KRYON owlor £

SESSION DETAILS

© & outook office 88 commall b 6 AAGKAD 2 Y M LTy Y2YIWGEL0CH B TOMOGZIOTY 2ME MARAGAMEZIMKbGHKOGHPRRYYX30

# Edit Session

User: Frand Ferdinand
Session: Jul 22,2020, 21:43
Duration 02:02m.

Steps: 123

development-tenant - 9 @‘
Overview

DURATION

APPLICATIONS (6)

51‘3’.'

Excel

-
21‘3’.\ 1%

Word

17%

Social Share

Sales Force 3more

ACTIONS (101)

Mouse clicks

Keyboard

USERS (8)

Michel More 33
Linoy Ben Baroch 3
Alexander Brodjvsky 12
Arik Ben Simhon 5

Mark Zuckerberg 1

Initiating a new discovery

You canre-initiate a discovery at any time by clicking the 'Discover' button next to the
Team name.

development-tenant w

Configuring Max num. of processes displayed in Discovery results

You can change the max num. of processes displayed in Discovery results page
through the appConfig.prod. jsonfile.

1. Openthe appConfig.prod.json file
(C:\Kryon\Console\Web\ConsoleXorigina\assets\data)

kryonsystems.com O +1-800-418-4318
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2. Editthe maxResults parameter (default is 30)

3. Hold Ctrl + Shift + R for the changes to take effect

kryonsystems.com O +1-800-618-4318 Page 20
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Personalize and narrow down your discoveries

You can configure the Discovery parameters directly in the Process Discovery

Discovery page Ul to narrow down your discovery results. You can tune the following

optional parameters:

a. Setthe Process length parameter to look for shorter or lengthier processes (by
setting minimum and maximum actions numbers)

b. Setthe Process volume parameter to look for common orrare processes (by

number of occurrences)

c. Setanyother Advanced parameters available for further results optimization

d. UnderDatato search, set the scope of search by users and time range

Process length Process volume

5-300 steps QOver 30 occurrences

¢

Data to search

Jul 27,2020 - Aug 4, 2020
9211 Actions | over 9 days

Jul 26, 2020

Find the best candidate processes for automation

Advanced parameters
v

Default

Process similarity s
How similar the occurrences of the
same process should be

Somewhat Mearly
Similar Identical

Visual similarity =
How similar screenshots should be to
qualify as the same window

Somewhat Mearly
Similar Identical

click position proximity =
How similar the click position should
be to qualify as the same action

Somewhat Mearly
Similar Identical

kryonsystems.com O +1-800-418-4318
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Complete list of discovery personalization parameters

- Default
T P f D) t
ype arameter escription Value
Defines the min and max number of actions a

General Process _ , 15-300
length discovered process caninclude

G | Process Defines the min number of occurrences per process

enerad

volume (AKA, repetitions number of a process)

e Level ofresemblances between occurrences

Process *  Only processes with a higher similarity score 0.4
similarity than the selected threshold appearin the
results list
Advanced ¢ levelofresemblance between screenshots
parameters Visual * Higher-level may cause screenshots of the 780
similarity same window to be considered different, which
may result in more scattered results.
* Levelofresemblance between mouse click
Click positions
position * Higher-level may cause clicks on the same 3
proximity object to be considered different, which may
resultin more scattered results.
Reduce the scope of data that Discovery clusters &
analyzes. The scope can be reduced by Time
rangeand/or Users.
Data to ¢ Timerange: Select the time range of recorded
Scope search data to perform discovery on

e Users: Multi-selectrecorded users per Team

Each column on the graph represents a sum of all user
actions from all of the recorded sessions that started on
the selected date.

kryonsystems.com O +1-800-618-4318 Page 22
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Modifying the Start/End Point of Processes
You can modify the Start and End point of discovered processes using the Snip tool.

1. Goto Discovery > Discover / Discovery Results
Select a process

Click on the video view to enable the tool bar

P © b

Select Snip:

Process 5

Nov, 21 12:14 | jeook] ~

[T 4= g e R Py

> Raepic

5. The Snip view will openin full-screen. Here you'll see the Start and End point as
determined by the Process Discovery solution mechanism. You'll also notice
that you have a view of up fo 20 screens (AKA actions) captured before the
default Start point and after the default End point. The additional screens are
available to give you the option to set Start / End point before / after the default
poinfts.

kryonsystems.com O +1-800-618-4318 Page 23
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modification.

i ( )
por Document SRS

For the attention of
Dr

0
FaxNo

Confidential
Hospital Patient
Discharge Report

8. Fillinthe process details and click Apply.

kryonsystems.com €

+1-800-618-4318

90f296 ~

> >

Save your selection and Add it to your Process Library, or Cancel your

Click or place the cursor over any screen capture (AKA action) and select a
different Start/End point as you desire:

Page 24
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Add to process library

Process Mame

Create Contact in SalesForce

Business Use Case

Sales receiving new contact form

Description

new contact in email

Creating new contact in SF whenever Sales receive a ‘

What happens after selecting different Start and/or End points for a
process?

Once you perform a snip on a discovered process:

e The original process willremain in the list of discovered processes.

¢ The Snipped processes will appearin the process library

NOTE

L * The same original process can be snipped more than once

* You can also snip a process out of the entire user recording from the

All users recordings page. See Snipping a Process Out of the
Original User Recording.

kryonsystems.com O +1-800-618-4318 Page 25
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Snipping a Process Out of the Original User

Recording

You can snip a process directly out of the original user recording and add it fo your

Process Library.

1. Goto Discovery > Select the desired Team > click Browse all user recordings >

Select the desired user recording and click Snip a process from recording.

Discovery / All userrecordings

4 recordings

#. Username Date

1 jogmed Today at 10:1_..
2. kbocsi Today at 10:1...
3. y2filb Today at 10:1...
4 ba7zca Today at 10:1...

Duration

02:00h

02:00h

02:00h

02:00h

Hywdmx

Today at 9:58 AM

Snip a process from recording

2. Review/play the recording and snip the desired process by manually inserfing
the Start and End points:

a. Selectthe desired starting point of the process and click Start.

b. Selectthe desired ending point of the process and click End.

kryonsystems.com @  +1-800-618-4318
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3. Saveyourselection and Add it to your Process Library:

9 IMRN
| 10 MRNA
11 MTP
| 12ni0
| 130pK

| 1aBAC

| 15GE
16 AAL
17 omi

| 18F

| 19 NAK
20 WFC
21 JPM

22 1M
23 Wi
24 SN

25 RXN

| 26 PLXS

| 27/FE

| 28 PNM
29 ICLK

| 30 ENSG

=
="
-

F] Alignment L

Genera

$ -

en o
1Y)

% 1

MNumber &

% Conditional Formatting =
LF Format as Table -
2 Cell Styles -

Styles

fe As of 2:12PM EDT. Market open.

G

D

As of 1:57PM EDT. Market open.
As of 2:08PM EDT. Market open.
As of 2:07PM EDT. Market open.
As of 2:08PM EDT. Market open.
As of 2:09PM EDT. Market open.
As of 2:10PM EDT. Market open.
As of 2:11PM EDT. Market open.
As of 2:11PM EDT. Market open.
As of 2:11PM EDT. Market open.
As of 2:12PM EDT. Market open.
As of 2:12PM EDT. Market open.
As of 2:13PM EDT. Market open.
As of 2:13PM EDT. Market open.

[as of 2:12pM EDT. Market open.

« £

[ (e

6 of 51

5.84
77.14
135
13.17
5.22
25.08
6.14
1112
17.16
6.7
1.5501
24.4
96.89
6.78

)~

v 2

E

»

E‘I' Insert =

E}t Delete -

EI Format =
Cells

NOTE
You can also Snip a process from the Discovery Results page where
Q you can change the start and endpoints of a discovered process and

save it to the process library. See Modifying the Start/End Point of
Processes.

Recent Discovery Results and History

Accessing inifiated discoveries

You can browse and review the history of performed discovery processes per Team

following the procedure below:

kryonsystems.com O +1-800-618-4318 Page 27
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1. Goto Discovery tab.

2. From the upperright bar, select a Team:

|
development-tenant "’E %

3. Click the recent' button to browse allrecent discoveries (AKA, discoveries that
were previously initiated) of the selected Team.

So what are you looking at here?

-

development-tenant v
Dec 20,2020, 10:00 L
PDuser In Progress
Discovery status
The PD console user
who inifiated the Dec 20,2020, 10:01 (]
discovery PDuser2 6 results

Dec 20,2020, 11:02 (1]

Arikls no results
Date and time of
discovery initiation

Number of
processes that
were discovered
e N

NOTE
Discovery Queue - "Pending" status

L Sometimes you might observe the status "Pending" next to a
discovery process under recent'. This means that there is
another discovery process thatis currently running (status "In
Progress"). Once one discovery is completed, the next one runs
automatically and the status changes respectively.

(& J

4. Selectthe desired discovery to load its results.

Canceling or deleting Discovery search

You can cancel or delete anirrelevant finished or in-progress discovery from the
recent drop-down.

To cancel a running discovery:

kryonsystems.com O +1-800-618-4318 Page 28
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Go to Discovery page / discovery results > click the Recenticon > pick a search result
of a discovery In progress > click Cancel

default v O 48
Jun 14, 2021, 16:44
Cangel
15 - 300 steps, over 3 occurnmences {5
15 - 300 steps, over 3 occurrences 6 results

To delete a completed/no-results discovery:

Go to Discovery page / discovery results > click the Recenticon > pick a search result
of afinished discovery > click Delete

default | |®

Jun 14, 2021, 16:42

15 - 300 steps, over 3 occurmences

kryonsystems.com O +1-800-618-4318 Page 29
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Process Library

Overview

The Process Library page displays a table of all the processes that the Business-Analyst
selected and added from the Discovery page. From the Process Library page, it is
easy to dig deeperinto the details of each discovered process by accessing its details.

Process library

Process Name 4

Invoice Payable

1-10f1 Show | 25 v

Business Use C Tenant 7 Occurrences Actions Duration Users Applications 7

Invoice Pay. default 4 59 0:01:58 1 yahoo.com, EXCEL

Columnsin the Process Library table

Property Description

Process name

Business Use Case

Team (fenant)

Name you have assigned to the process. (Unftil you give the process a
name, a system-generated process name will appear in this column)

- see Naming Processes

Directly under the process name appears the number of
subprocesses (if any) detected within the process

Provided by the Business Analyst when adding a process to the
library. You can define several processes under a single business use
case

The Team in which the process was discovered. This column will only
be visible if: (1) the Process Discovery deploymentin your
organization has more than one Team; (2) processes have been
discovered in more than one Team; and (3) you have permissions fo
view data for more than one Team
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Occurrence The number under Occurrences stands for how many times the
process has been detected (how many fimes users were recorded
performing this process)

Actions A median of how many actions performed in the process (like mouse
clicks and keyboard strokes)

Duration A median of the process duration
Users Total number of unique users who have executed the process since it
was first detected

Hover your mouse over the number of users to see a tooltip listing all
users who have executed the process

Applications A list of applications utilized in executing the process
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Process Details

The Process Library page allows you to dig deeperinto the process details by allowing
you to:

e Enterahigh-level view of each discovered process by reviewing its visual
process map

¢ Take aclose look at each actionin the process by reviewing detailed action
information

e Digdeep into the details of each process variant and how it affects the whole
¢ Download automation workflows forimport to Kryon Studio

e Accessthe actual userrecordings for each process occurrence

* Mapping additional variants and add them to the process map

e Access the process' version history/access prior version details/download prior
version variants as automations

Accessing a process in the Process Library

Go to Process Library tab and click a process name from the list to access its details.

You can also click the penicon to edit the process name.

Process Name 4 Business Use Case
Process name test 2
Create Contactin... Sales receiving new c...

Copyfrom Exn::EITiI. | Online Values
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A tour into the details of a process

The process details pane includes aninteractive process map, which is always visible
on the left. The pane on the right side of the page changes between two different
views, based on the element you have selected within the process map.

Process Library / CopyfromExcelToYahoo e & Download | v

CopyfromExcelToYahoo /
Online Values

DURATION
- o
*

APPLICATIONS (2)

ACTIONS (132)

Mouse clicks

Keyboard —

USERS (1) o

kryon 3

1. Process map: a graphical representation of the discovered process

2. Delete button: click this button to delete the process with allits history tab or just
the visible version

3. Download button: offers three options:

a. Avutomation file: to download the visible variants as automations workflow
files that can be imported into Studio. See Downloading an Automation from
Kryon Process Discovery
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b. Discovered Process Report: to download the selected process andits
variants to an editable MS Word format. See Downloading a Discovered
Process Report from Kryon Process Discovery

c. Eventlogtodownload selected processes and variants to use with a
Process Mining Tool if utilized

4. Process and actioninformation panes, based on the element you have
selectedin the process map.

5. You canswitchto the video viewer page of all process occurrences by clicking
"View all [...] occurrences"
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A closerlook at the process map

Aninteractive process map is automatically created for each process you add to your
Process Library. The system creates the process map with a single variant based on the
representative occurrence of the process.

Business processes are never mapped in alinear path as there are always different
ways to perform a process.

Process Discovery lets you build a map with a flowchart representation of the business
process.

ABOUT NODES AND ACTIONS

Each actionis displayed as a node, with animage representing the action type (Click
orKeyboard stroke).

Special nodes:

° Process start point

o Process end point

Selected action: the action for which details are displayed in the action information
pane. Represented by a shaded node.
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Share Outlook contact
© Start point
it Variant
. S Varian
L 3
Selected -

Action =i (%

End point
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ABOUT VARIANTS

The system creates the process map with the 1st variant based on the representative
occurrence of the process.

EXAMPLE:
° Get stock price V4
Trading
Run through Excel file with stock names and get their up-to-
- date proce from yahoo finance.
w®
View all 3 occurrences
i
%
Process overview Variants (1) History (3)
B nName
w
3 Variant 1
[0  variant2
v [ wariant3

Each variant has the list of actions taken by a user to complete the process.

e Eachvariantisrepresented by a different color
° Bydefault, the Process Details page loads with only one variant visible

° You can then select which variants are displayed by selecting the check-
box next to the desired variant.
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Process Library / Get stock price

+

+

Get stock price Y4
Trading

Run through Excel file with stock names and get their up-to-
date proce from yahoo finance.

all 3 occurrences

Process overview Variants (3) History (3)
Name

Variant 1

Variant 2

Variant 3

kryonsystems.com O +1-800-418-4318
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Mapping additional variants

To add more variances of the process into the map, navigate to the "Process
Occurrences" page (Process Library > click a Process > click View all occurrences),
and analyze the occurrences according to theirlength, duration, and time.

If you spot an occurrence that needs to be documented in the process map - click
"Add variant to process map" and it willbe added as a variant.

F

3 occurrences

User

kryon

kryon

kryon

Date

Jul 27,2020 11:..

Jul 27,2020 11:..

Jul 27,2020 11:..

Duration

0:06:39

0:03:51

0:27:056

Process Library / Get stock price / All occurrences

kryon

Jul 27,2020 11:18 PM

Add variant to process maj

4 Download |v

NOTE

You can always roll back to the previous map prior to adding the

variant via the “History” tab.
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Sizing & moving the map

e Tozoominand out onthe map, place your mouse anywhere within the process
map pane and scroll up and down

e Tomove the map withinits pane, just click and hold on any node then dragit to
where you want it

Editing a variant

To rename or add a description to a variant in the list:

1. Hoverovertheright side of the variant row to display the More ( ) icon

Process overview Variants (1)

Rename variant
v ..
B Name Add description
Variant 1

2. SelectRename variant or Add description.

3. Type the new variant name and/or description and click Save

A closer look at the history tab

Process overview WYariants (1) History (1)
Version Date Occurrences Users
1.0 Oct 2, 2020 as 1

The history tab displays allows you to frace the version history of a discovered process
as additional datais collected. From this tab, you can:

e review summary process statistics for each version; and

e accesseach version's Process Details page (including the ability to download
that version's variants forimport to Kryon Studio)

To learn more, see Version History.
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A closerlook at the Action Info view

PR EmEE R PR ORI R e

| eer |

I
W
1]

01272

t]' 3+ Download
Click o
Application EXCEL
Window Worklist13.xlsx - Excel
Object 3| 8 MSFT As of 10:03A
0 9 IMRM As of 10:024
1| 10 MRN
2| 11 MTP
3| 12 NIO
Quick view
Click image to maximize
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Select anode in the process map to view detailed information about the action taken
inthe action.

1. The selected action's type (click, double click, keyboard action, fillin form,
subprocess)

2. Application: The application on which the selected object was executed.
3.  Window: The window on which the selected object was executed.

4. Object: Animage of the detected screen object on which the selected action
was executed.

5. Quick view: Animage of the screen on which the selected action was
executed

« Click onthe Quick view image to enlarge it. Click again anywhere outside
the enlarged image to return to the original view.
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Version History

What is a version?
The system maintains all versions of a process for comparison and analysis purposes.

A new version of a process will be created when:

e The processis updated with newly discovered occurrences

e Avariantis addedtothe map

Viewing version history

To view the version history of a discovered process:

1. Accessits Process Details page

2.  From theright-side pane's Process Info view, click on the History tab.

The version history table is presented in reverse chronological order. The current (i.e.,
newest) version:

e appearsat the top of the list; and

¢ has the highest version number

From here, you can see summary process statistics as they have evolved through each
version (volume, number of users, number of steps).

Working with a prior version

To work with any prior version, simply click on its row in the version history table. The
relevant version's Process Details page will open. From here, you can work with the
prior version's data just as you would the current version.

All of the Process Details page's statistics, view options, and functions are available,
including the ability to select variants and download automations as they stood at the
time of the prior version.

4 N\

NOTE
L Which version am | viewing?

While you are working with a prior version, Kryon Process Discovery
displays a message along the top of the Process Details page to help
you keep track:

"Earlier version from [date]. View the current version"
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Click on the link within the message to return to the current version's
Process Details page.
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Process Occurrences

For each discovered process, you can navigate through the actual flow of screen
shots and user actions recorded by the Discovery Robots each time it was executed.

You can also elect to download the entire recording or selected steps as automations,
which can then be imported to Kryon Studio.

Viewing Process Occurrences of Saved Processes

To view an occurrence of a discovered process:

1.  GotoProcess Library page and select a Process from the list.

2. Clickthe desired process occurrence to preview.

4 occurrences

#. User

1 kryon
2. kryon
3 kryon
4 kryon

Process Library / CopyFromExcelTo

Date

Jul 27,2020 11

Jul 27,202011:...

Jul 27,2020 11

Jul 28,202012

/ All occurrences

Duration

0:04:48

0:05:38

0:04:54

0:04:28

kryon
y Add variant to process map 4 Download | v
Jul 27,2020 11:13 PM

L a | L=
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Downloading all or part of an occurrence

From the Process Details page, you can select a process occurrence and download
the relevant available report or files that are user-relevant. You can select to
download all or part of arecording:

1. Click the Download button.

2. Inthe dialog that opens, choose whether you'd like to download the entire
recording or arange of specific images.

SELECT STEPS SELECT STEPS
(®) Full recording () Full recording
() Range (® Range | 3-16,21,51-142
56 steps selected 105 steps selected
DOWNLOAD AS DOWNLOAD AS
& Automation file (in 2 files) & Automation file {in 3 files)
L]
[ Discovered process report [ Discovered process report

3. You'llsee a message displaying the number of steps selected for download.

« Ifalarge number of stepsis selected, the message willindicate that the
download will be in more than one part

4. Selectto download as:
Automation File: a file you can import to Kryon Studio.
Afilenamed PD pdconsole {date/time tag}.pdwillbe createdand
automatically downloaded to yourinternet browser's default download folder.
Save this file to an easily-accessible location, and you'll be ready to import it to

Kryon Studio.
NOTE
4/_ Eachimage willbecome a step in the automation whenit is
imported to Kryon Studio.
oras;

Discovered process report (BPMN diagram / Event log file):
You can download a selected process and its variants intfo an editable MS
Word document, called the Discovered Process Report (DPR).The (DPR) is the
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base document for subsequent low-level design of the discovered process.
User actions are described in table format, step by step with their associated
applications and screen shots . You can review the process, visualize all
variants, add in-depth knowledge, and send it to the RPA developers for
automation along with its corresponding automated wizard files.
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Explore Variants - BETA

To understand how the "Explore Variants" feature works, let's break down all the
components of a discovered process and understand the relationship between them.

Process occurrence:

A discovered process is a process that was performed repetitively
by users. Each time a process is identified, it is identified alongside with all its
occurrences. l.e., Process occurrences are all the times a process has been
performed by user(s).

Process Group :

A Group is aset of identical/very similar actions that deviate from
the regular process and appear on 1 or more occurrences, but not on all
occurrences.

Process Variant
A Variant is consisted of 1 or more process occurrence(s) that share
very similar Group(s) of actions.
Lets take the following scenario:

John and Sarah perform the same exact cash order process ~20 times a day. Process
Discovery identifies the users' actions as a worthy-process to automate and creates all
the different Process Occurrences for the Process Discovery administrator to review on
the Process Discovery Console.

Process Discovery algorithm has discovered additional insights:

Each time John and Sarah processed a cash order for an amount > 2k, both of them
also sent an approval invoice email to their manager.

Meaning, in some cases, both John and Sarah can deviate from the regular process
and performed a unique and consecutive set of actions while processing the cash-
order.
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Example:
;)ccurrence Groups of actions Variants
Calculate the amount of money to cash Variant
A
Sent an approvalinvoice email !
: : : Variant
B Sent an approvalinvoice email 5
Calculate the amount of money to cash Variant
C
Sent an approval invoice email 1
Calculate the amount of money to cash Variant
D
Scanned invoice to SalesForce 3

So how are the variants formatted based on the above 4 occurrences?

Occurrence A and C are identical as they are consisted of the same
groups of actions. This means they share the same variant = Variant 1

Occurrence Bis unique = Variant 2

Occurrence Dis unique = Variant 3
So, what's the system behavior in such scenario?

The system presents the identified Groups that are worth exploring.

Where? Process Library page > select a process from the list to review its
potential variants > Click Explore Variants if available.
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KRYON Process library / Monthly stats rapport
PROCESS DISCOVERY slore Variants
Dashboard

Discovery

Process library

Settings

Fre— A «+— =«

What happens when you click Explore Variants?

Once you click Explore Variants, the system opens for you alist of variants
to explore (Vriant 1, Variant 2, Variant 3, etc.). Once you click on a variant
name, it takes you to the pointin fime where it identified a unique
consecutive Group of actionsin the process occurrence.

Process library / Supplier Receipt

Explore Variants X
5 occurrences hd
Variant 1 Vs *®

At this point, all you need to dois to review the Group steps to decide whether to add
the variant to the list of approved variants or to dismiss is:
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If added, the variant will appear on the list on the right after finishing and exiting the

"explore variants" mode:

Process library / Monthly stats rapport

Explore Variants X

2
o
1t

You're done!
All variants of the process were successfully
reviewed

Monthly stats rapport
Monthly rapport

Process overview

A —— A ——— A ————

@

e e A A

©

Variants (2) History (1)

If dismissed, you can always come back to it and restore it:

Process library / Supplier Receipt

Explore Variants X
Ko7
L

You're done!
All variants of the process were successfully

reviewed
Done
4 ™\
Dismissed o
Restore
\ /
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Exporting from the Discovery Console

Kryon Process Discoverylets you export actionable information in animmediately
usable format. This chapter will examine the quick steps for generating Process
Discovery files and reports.

IN THIS CHAPTER:

Downloading Files from Kryon Process DISCOVery ... 53
Importing an Automationto Kryon Studio ... 56
Event Log SIrUCTUNE L 58
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Downloading Files from Kryon Process Discovery

How to download afile of a selected process and its variants

Exports are available to download from:

a. Process Library > select a process > click Download:

Process Library / stock price check

stock price check

Stock Exchange

T

<
[w/
. |cm

Automation file

Discovered process report

Event log

BPMN diagram

| Sy ey

b. Process Library > select a process > click View all occurrences > Select an

occurrence > click Download:

10 occurrences
# 01 User
1. kryon
2. kryon
3. kryon
4. kryon
5. kryon
6. kryon
7. kryon
8. kryon
9. kryon

Date

Aug 3,2,

Aug3,2..

Aug 3,2,

Aug 3,2..

Aug 3,2..

Aug 3,2..

Aug 4,2

Aug 4, 2.

Aug 4,2

Actions

402

309

296

39

292

260

274

380

402

Duration

0:14:47

0:07:48

0:08:55

0:07:48

0:07:07

0:06:18

0:12:37

0:09:08

0:13:52

Process Library / stock price check / All occurrences

Aug

2020
7-h4

Add to process map
SELECT STEPS

(®  Full recording

Range

x
e

292 steps selected for download

a

DOWNLOAD AS

& Automation file (in 6 files)
@ Discovered process report

== BPMN diagram
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Types of Files Available for Download

File type Description

Exporting a process as an automated wizard file. This files is used for direct

importinto Kryon Studio for RPA development and implementation.

Automation i ) )
file A file named pd-export . PD will be created and automatically downloaded

to yourinternet browser's default download folder. Save this file to an easily-
accessible location, and you'll be ready to import it fo Kryon Studio.

You can download a selected process and its variants into an editable MS

Word document, called the Discovered Process Report (DPR). This editable MS
Discovered
process
report

Word document records each step of the selected process and its variants.
You canreview the process, visualize all variants, add in-depth knowledge,
and send it to the RPA developers for automation along with its corresponding
automated wizard files.

For selected processes and variants to work with a Process Mining Tool, if
utilized.

You can easily combine Kryon Process Discovery with Process Mining

Event log technigues by downloading an Event Log (in csv format) to apply to an
external process mining tool. The Event Log file contains information from every
recorded occurrence ('case") of the process and its selected variants. Each

milestone action ("activity") isrepresented by arow in the Event Log.

Forreference, see Event Log Structure

BPMN A Business Process Model and Notation diagram o provide a graphical
diagram notation for specifying business processes.
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TIP

You can also download all or a selected part of a recording from the
Process Occurrence page. See Downloading all or part of an
occurrence

!\\h)_

BEST PRACTICE
Organizing your exported automations
(\/ As you export processes and variants:
1. Rename each exported file with arelevant name

2. Organize your exported automationsinto folders — one folder
foreach end-to-end business process to be automated

3. Transferyour organized folders to the Automation Developer(s)
for upload to Kryon Studio and additional development
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Importing an Automation to Kryon Studio

Toimport a process you downloaded from Kryon Process Discovery to Kryon Studio:
1. OpenKryon Studio
2. Create anew wizardin the Catalog

3.  Open the wizard in the Wizard Editor

NOTE
Creating, opening & editing wizards
‘{ For detailed instructions and information about creating,
opening, and editing wizards, see the Kryon Studio User Guide
(Creating Wizards).

4. From the menu bar, click Wizard, then Import from Kryon Process Discovery

Wizard | Edit Insert View Tools

Save prding Do it Guide me Stop | ¥ Debug v Blur image

Save locally
Save locally as..

Open local file... Ctri+0

Import from Process Discovery.. I
Ly

®  Record @
Append recording

Doit

't with a recording

Guide me
More » | built-in recorder to capture the actions
Sto ke on your applications. Your clicks and
i trokes become the first steps of your
# | Debug » [d, and then you can edit from there.
View debug trace
Clear debug trace RECORD

Exit

¥ start by buildin

5. Navigate to the location in which you saved the exported * . pD file, select it,

and click the | 2P I button

The import will begin. When complete, the process downloaded from Process
Discovery will populate the open wizard in the Wizard Editor.

( N\

NOTE
Define those applications!

‘ﬁ If you attempt to import a process that contains applications and/or
websites that are not yet defined in Kryon Process Discovery Admin,
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you willreceive a warning.

» |fyou choose toimport the process, you will be able to view it
(and even edit it), but you will not be able torun it orsave it asa
wizard. So you won't be able to save any changes you have
made.

¢ Toenable a complete import, ask your organization to add the
necessary apps and/or websites. Then import the process
again.
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Event Log Structure

To learn how to download an eventlog, see Downloading Files from Kryon Process

Discovery.
Column
Definition
name
case-id Number | Allrows of the same process instance have the same case ID
Algo action ID.
activity Number |Same ID number appearing for different occurrences

represents the same user action.

activity . . . L
L Text [app name] > [window title] > [action description®]
description
start Date fime | Start time of activity yyyy-MM-dd HH:mm:ss
end Date time | End time of activity yyyy-MM-dd HH:mm:ss
process-ref | URL Link fo the process page in PD console
. Name of recorded user (or the hashed name if user-hashingis
User String
enabled)

activity- ) Click

String
type Keyboard
app-name | String App name as appears in Console
window- . . . . .

String Window fitle / URL if available
name

window-id Number | Window cluster ID
window-title | String Window caption

web-page- .
| String Forweb pages only - page URL
ur

*Action descriptionsinclude: Click , Press [keys]

EVENT LOG CSV FORMAT

By default, the Event Log's file structure uses comma separated values. Some process
mining tools require semicolon delimiters instead. You can change delimiter used, see
the Configuring the Event Log File structure section in the Installation and Upgrade
Guide, Kryon Process Discovery 21.6.
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Recorded Sessions

The following sections describe what you can do in the Kryon Process Discovery
Recorded Sessions tab.

This is where you can manage all users recordings.

IN THIS CHAPTER:

Accessing Recorded SesSIONS ... 60
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Accessing Recorded Sessions

You have the option to browse and review all the recorded data of all users per Team.
Reviewing original recordings can be used for educational purposes, documentation,
gathering insight, manually snipping a process, and more.

1. Goto Recroded Sessions tab

KRYDON

PROCESS DISCOVERY

Dashboard

Discovery

Process library

Recorded sessions

Settings

2. Aview of dllrecorded sessions for all the users becomes available.
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Discovery / Alluserrecordings

4 recordings

# Username Date Duration
1. jogmed Today at 10:1... 02:00h
2 kbocsi Today at 10:1... 02:00h
3. yzfilb Today at 10:1... 02:00h
4. b47zca Today at 10:1... 02:00h

Gvwbmx
Today at 9:68 AM

Snip a process from recording

2%| 21762 +0.0002 {D.01%)

3. Select adesired userrecording to play the recording and review the whole

session.
NOTE
Snipping a process
‘2 You can snip a process directly from the original recording. See
Snipping a Process Out of the Original User Recording.
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Settings

The following sections describe what you can do in the Kryon Process Discovery
Seftings tab.

Thisis where you can manage and configure users, applications, Teams, recorded
users, Permissions, and monitor the system.

IN THIS CHAPTER:

Managing Discovery Console USErs ... .. 62
Creating Discovery Console USers ... 62
Resetting USer PASSWOIA .. 65
Accessing the User Management Tool ... 67

MaNOGING TEOMS 68
Addingand editing O Team ... 68

Managing Discovery RODOTS (USEIS) ... 70
Assign Robot (auser) to Team 70
Assign License to RoboT (toUser) ... 71
Remove aRobot (user) fromaTeam ... 72

Managing Recorded Sessions - Data Management ... 75
STAMT ANQIYSIS e 75
DeletinNg SESSIONS 75

MO ONING Y OUI SY S M 77

ManNagin AR COTIONS .. 79

IMNOGE MAOSKING 80
Enabling Image-MasKing ... 80
Image Masking Scheduler ... 81

Managing Discovery Console Users

Creating Discovery Console Users

The process of creating Discovery Console users involves two main steps:

1.  Adding the userin the user management tool; and

2.  Assigning auserfo aTeam
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Adding the user in the user management tool
1.  Accessthe User Management Tool
In the left top navigation bar, click Users.

Onthe screen that opens, click the Add user button.

a »© b

On the Add User screen, enter the new Username (the only required field on this
screen).

Users » Add user

Add user
D

Created At

Username *

Email
First Name
Last Name
User Enabled @ m ]
Email Verified @ OFF

Required User Select an action
Actions @

LEITE | Cancel

5. Clickthe Save button
6. The new useris created, and a screen displaying the user details opens.

7. Click onthe Credentials tab and enter and confirm a password for the user.

Process_analyst &
Details Attributes Credentials Role Mappings Groups Consents Sessions
Manage Password

New Password

Password
Confirmation

Temporary & m

Reset Password

Note: If the user should be required to change the password when they next log
in, set the Temporary slider to ON.

8. Clickthe Reset password button to save the new password.

9. Click on the Role Mappings tab and set the user access permissions (roles) as
following:

a. Assignthe console-userrole to allow the user to login to the console. This
role allows the user to view processes (Process List tab) in the Console. This is
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b.

the most basic type of permission.

Assign the pd-admin role to allow the user to access the Seftings tab in

the Console.

Vs

NOTE

For the user to see processes under Process List, the user must

be assigned to a Team.

Assigning a user to a Team

Assigning a user to a team means that the user will be able to access the Teamin the
Process Discovery Console, as well as access the recorded data of that team.

1. Goto Console Settings.

2. Click the settings cogicon and select Permissions.

I

a -

Teams

All recorded users

[ Permissions ]

System Monitor

3. Click +Add new user

4. Inthe dialog boxthat opens, select the relevant Process Discovery user(s) to
which you want to give access to a specific Team, and then select the desired

Team.

Ve

NOTE

The list of users reflects the users that have been already
createdin Aerobase (User Management tool)
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{

EXAMPLE:

Add permissions to team

=2
a
a

(]

Username

admin

authadmin

pdconsole

padr

sitemanager

Select Team(s)

Human Resources

(3 Can'tfind the user?

5. Click"Add user/s"

Resetting use

r password

1.  Accessthe User Management Tool

2. Intheleft navigation bar, click Users

Add 2 users Cancel

3. Onthescreen that opens, use the Search field to find the user whose password

you need toreset, or click on View All users to see a list of all users in your

organization
. . . Edit |, |
4. From theresulting list, click in the relevant user's row

Users

Lookup
= o s
D Username Email | Last Name | First Name Actions

57ed708a-ca87-470.. | admin Edit Impersonate Delete
€557aa63-4ab5-4cd... authadmin Edit Impersanate Delete
d2c0f782-acdf-46f2-... pd admin Edit Impersonate Delete
acB3cc04-833¢c-4639... | pdconsole Edit Impersonate Delete
794be481-2499-474... | sitemanager Edit Impersonate Delete

5. Ascreendisplaying the user details opens

6. Click onthe Credentials fab
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7. Onthe Credentials screen, enter and confirm a new password for the user

e

Process_analyst &
Details Attributes Credentials Role Mappings Groups Consents Sessions
Manage Password

New Password

Password
Confirmation

Temporary & m

Reset Password

8. Ifthe usershould be required to change the password when they nextlogin, set
the Temporary slider to m
9. Click the Reset Password button to save the new password

10. Inthe confirmation dialog that appears, click Change password

Change password x

Are you sure you want to change the users password?

Cancel Change password
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Accessing the User Management Tool

1. Open anincognito window in Chrome

2. Enterthefollowing URL: http://{AB APPLICATION
SERVER}/auth/admin/kryon/console/#/realms/kryon

+ NOTE: Inthe URL above, {AB APPLICATION SERVER} =the value used for
the AB_APPLICATION_SERVER installation parameter (FQDN) at the time of
the Kryon Process Discovery Server installation

o If this parameter was not specified, the default (and recommended)
value is the local machine name of the Discovery Server. If thisis the case,

you can use this URL: {FQDN of
Server}/auth/admin/kryon/console/#/realms/kryon.

The User Management Tool Login screen opens
3. Logintothe User Management Tool with these credentials:
« Username: authadmin
Temporary password: Kryon123!
o You willbe prompted to change the temporary password upon first login

4. The following screen opens:

IKEYCLO

Kryon Kryon =

General Login Keys Email Themes Cache Tokens Client Registration Security Defenses

Display name

HTML Display name

Enabled © E3

User-Managed Access OFF
Authentication @
Endpoints & OpeniD Endpoint Configuration

Save || Cance
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Managing Teams

Adding and editing a Team

1. Goto Settings
2. Click the Setting Cog on the topright

Teams

All recorded users

Permissions

System Monitor

3. Select Teams

Teams

[ + Add new team ]

Team ID Team name Team GUID ID
hrs Human Resources ddab5f90-02d4-11eb-b5h5-3725¢8885135
/‘ noga Moga 318cd970-922d-11eb-b759-e3fcaled24M

4. Click+Add New Team.

5. Inthe dialog boxthat opens, enter the Team ID and Team Name of the new
Team; and
select the Database user from the dropdown box.

6. When done, click Add
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7. Toeditateam, click the penicon next to the desired team. Apply the update

and then click Update:

Update team name

feam ID {Letters and numbers, min 3 max 42)

leam Mame (max 50}

Human Resources

** Change team name and click 'Update’
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Managing Discovery Robots (users)

Assign Robot (a user) to Team

1.  GotoSettings > click the setting cog icon > Allrecorded users

2. Select arecorded user from the list (you canidentify all the robots/users that

require assignment by filtering the Team column to 'unassigned')

3. Clickthe 3 dofsicon on the grid row

4. Select'Move toteam'

All recorded users

Assign license

Move to team. ..

Remove from team

1 Selected Manage license w Move to team__.
Usemame
: NogaYanko-Bar@AzureAD

Remove from team

5. Selectthe desired Team and click Move

6.  The assigned Team name willnow appear under the Team column in the grid.

All recorded users

0 Selected Manage license ~

Usemame Status

[m] i NogaYanko-Bar@AzureAD No license

Last Activity

Thu Jan 01 1970

Machine Name

NYANKO-BAR-LAP

icense
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Assign License to Robot (to user)

Since arobot needs alicense only when it'srunning, you can float a limited number of

robot licenses among a larger number of robofs.

Install arobot on as many employee workstations as you want. You canrelease a

robot'slicense at any time, making the license available for anotherrobot to make use

of. In this way, you can maximize robot resources.

You can manage robot licenses directly through the Process Discovery console:

1.  GotoSettings > click the setting cog icon > Allrecorded users

2. Select arecorded user from the list (you canidentify all the robots/users that
require assignment by filtering the Team column to 'unassigned’)

3. Clickthe 3 dofsicon on the grid row

4. Select'Assignlicense’

All recorded users

[ Assign license ]

Move to team...

Remove from team

Move to team...

1 Selected Manage license w
Usemame
: NogaYanko-Bar@AzureAD

Remove from team

5. Inthe confirmation pop-up, click Assign (you can also see here the number of

available licenses at your disposal)
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Assign license to NogaYanko-
Bar@AzureAD?

10 licenses are currently available for use.

Cancel Assign

6.  Make sure to assign the relevant Team-access permission to the user (robot).

You can also Release a license from a Roboft (a user) to assign it to a different user:

: NogaYanko-Bar@AzureAD

Release license

Move to team. ..

Remove from team

NOTE

e First you need to assign arobot (user) to a team and then

L assigned the license

e Arobot (user) can be part of a team without occupying a
license

Remove a Robot (user) from a Team

1.  GotoSettings > click the setting cog icon > Allrecorded users

2. Select arecorded user from the list (you canidentify all the robots/users that

require assignment by filtering the Team column to 'unassigned')

3. Clickthe 3 dofsicon on the grid row
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4. Select'Remove from team'

All recorded users

0 Selected Manage license - Aove to team
O Usemame
O H NogaYanko-Bar@AzureAD

Release license

Move to team...

‘[ Remove from team ]

Download logs

5. ClickRemove to confirm

Remove from team

Cancel Remove
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What happens once you remove a Robot (a user) from a team?

¢  Whenremoving arobot from ateam-it's license is automatically released

¢  When moving arobot to another team -it's license remains

L TIP

g i If arobotis currently in status RECORDING you cannot move it to
ateam, orremove it from a team.

S TIP

g \ To perform the actions on multiple robots simultaneously - tick the

checkbox next to the desired users (robots) and select the proper
option from the toolbar

All recorded users
[1 Selected ‘ Manage license Move to team Remove from team
Usemame Status
H NogaYanko-Bar@AzureAD Offline
N\ J
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Managing Recorded Sessions - Data Management

To manage recorded sessions, go to Settings > Make sure you are on the desired Team
> Select the Data Management tab

B Noga ~

Recorded users Data management Applications

Session Actions - Last visual clustering

Session ID [2] User Session start time 4 Session end time # of actions [3724] Analysis progress

i 6750847c-80de-4267-9eec-437943d0e860 NogaYanko-Bar  03/31/2021 7:27 PM 03/31/2021 8:06 PM 451 h 1o

i 2d3b6cr2-Oed5-4197-b261-108875¢4911d NogaYanko-Bar  03/31/2021 2:28 PM 03/31/2021 7:27 PM 3273 =0 o

Start Analysis

Under Session Actions, you can perform the following:

e Start analysis: Image analysis starts automatically for every captured image
that was added to the server. You can manually triggerimage analysis from
here.

Deleting Sessions

After you have run Kryon Process Discovery for a fime and your Business Process
Analyst has already analyzed the data and exported relevant processes as
automation, best practice would suggest deleting existing data from the database
and starting again from the beginning — perhaps in a different department oron
different applications.

Clearly, thisis a procedure that should be undertaken with great caution, and you
should be quite sure you have backed up the database and/or extracted all relevant
information and/or exported all required automations before proceeding.

First, select the correct Team from the Team dropdown list (in the upper-right corner of
the Kryon Process Discovery Console), since these settings are managed individually
foreach Team.

e You can click the drop down next to Session Actions to access the following.
You can delete all or selected recorded sessions and their data:

o Delete All Discovered Processes: Clean up all the processes added to the
library for the selected Team
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° Delete Allrecorded sessions: Clean up all the data for the selected Team
NOTE: this actionisirreverisble, use it with caution.

° Delete All analysis and clustering: Delete all analysis and clustering data
(use only when instructed by the support team)

e You can click the options dots next to a specific session and select Delete

session:
Session Actions - Last visual clustering
Session ID [2] User Session start time 4 Session end time # of actions [3724] Analysis progress
E] 6750847c-80de-4287-9eec-437943d0e860 NogaYanko-Bar ~ 03/31/2021 7:27 PM 03/31/2021 8:06 PM 451 hl noe
205-4197-b267-108875¢4911d NogaYanko-Bar  03/31/2021 2:28 PM 03/31/2021 7:27 PM 3273 = one
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Monitoring your system

Monitor the system health by validating the status of micro-services that are now

available foryou on the Ul.

Go to Seftings > click the Setting cog > System Monitor

System Monitor

Service

bpmn

cnn-tagging
discovery-querifier
pd-analysis

pd-formatter

pd-recordings
raw-fetcher
robots-gw
sys-status

visual-clustering

g
(=4
w

O 00 0 00OCOCOSOLO0000O0O O C OO

RUNNING

RUNNING

UNREACHABLE

RUNNING

RUNNING

RUNNING

RUNNING

RUNNING

RUNNING

UNREACHABLE

UNREACHABLE

UNREACHAEBLE

UNREACHABLE

UNREACHABELE

RUNNING

RUNNING

RUNNING

RUNNING

RUNNING

RUNNING

Last response

A few minutes ago

A few minutes ago

An hour ago

A few minutes ago

A few minutes ago

Today at 20:00
Today at 19:00
Today at 18:00
Today at 17:00
Toeday at 16:00
Today at 15:00
Today at 14:00
Today at 13:00
Today at 12:00

Today at 11:00

A few minutes ago

A few minutes ago

A few minutes ago

A few minutes ago

A few minutes ago

Version

2021.2.24

2021.3.5

2021.3.5

2021.3.7

2021.3.7
2021.3.7
2021.3.7

2021.3.7

2021.3.7

2021.2.34

2021.7.31

2021.2.24

2021.2.8

2021.3.6

Grid columns:

e Service name
e Status:

°  Running

o Unreachable -service is not available/no connection to the service
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e Lastresponse -last response time received from the service

e Service version

A click on each service row opens the last 10 statuses of this service

( N\

NOTE

The grid refreshes upon openingits page. To get all services current
status immediately - click on the refreshicon at the top right.
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Managin Applications
Go to Settings > Applications tab:

1. Make sure you are on the right Team by selecting it from the Team dropdown list
(inthe upper-left corner of the screen), since these settings are managed
individually foreach Team.

2. Select one of the three available recording-modes:

» Record only applications on the list - applications not on this list are
completely ignored by the robot

« Record all except for the applications on the list - all applications used by
the user are recorded excepft for the application you define on this list

» Record all applications - all applications used by the user are recorded
without exceptions

3. Define the applications according to the selected recording-mode:

Application Type Application Identifier

Type in the application's process name without the .exe
extension (The process name appearsin the Windows Task
Manager > Details tab). For example, outlook, winword.

Desktop . . .
You can select the This is a terminal emulator check-box to
record the special keyboard strokes used by these applications.
Type in the website's URL — without the protocol (usually, http or
https) and without the path (thatis, the section of the URL

Web following the domain name). For example, for URL

https://video.google.co.uk/videoplay, enter
video.google.co.uk
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Image Masking

Hide potentially sensitive recorded information collected by Process Discovery.

When masking is enabled, every screen capture displayed on the Console goes
through the masking mechanism that:

1. Analyzes all the text on the recorded screen
2. |dentifies potentially sensitive information

3. Blurs out the target text

Enabling Image-Masking

You can enable image-masking before installing Process Discovery v20.11
(recommended), or afterinstallation.

Then, you can also set he Image Masking Scheduler

Option 1: Pre-Installation
Before you run the Process Discovery installation, perform the following:
1. OpentheKryon PDServer64BitSetup.exe.jsonfile.

2.  Addthe masking parameter:
"INSTALL MASKING": "true"

3.  Make sure to save the changes
4. Run theinstallation as usual

5. Afterdeploying and running Process Discovery, you can verify the Image-
Masking installation.

Option 2: Post-Installation

1. Installing the Required Components:

a. Openthefile"$ProgrambData%\Kryon\installer-
assets\config\prod\scripts\config.prod.properties.json"toedit.

b. Changethe "INSTALL MASKING" parametferto "true".

c. Change the parameters INSTALL MONGODB and INSTALL TESSERACT fO

True.
d. Savethe changes.

e. Open CMD as administrator and run:
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C:\Kryon\installer-assets\config\prod\scripts

powershell .\configureAll.psl -h C:\Kryon -configDir "C:\Kryon\config" -n
prod -servicesDir "C:\Kryon\PDServer\MicroServices" -utilsDir
"C:\Kryon\PDServer\Support"

2. Running Image-Masking through WatchDog:
a. Openthefile"

$ProgramData%\Kryon\Services\Kryon.Server.ServicesWatchdog\a

ppsettings.Production.json"to edit.

b. Searchforthe Kryon.Service.Maskingsection and change the Enabled
parameter value to True.

c. Savethe changes.
d. Restart the “Kryon Server - Process Discovery Service"” windows service.

3. Verifying Image-Masking Installation:

a. OpenSeqgandsearch for masking log messages
http://localhost/seq/#/eventsefilter=masking

events  dashboards help  setting

@

SIGNALS

E

25651121
256:51.120
25651108
256:51.107
256:51.083
256:51.052
2:56:26 332 [Watchdodg]
25547758 [Watchdog] Moy

(=) Exceptions
‘pd-rawdata sumer_name': pd-masking-service’, ‘exchange_na e
on RetryAtternpt = 0 >»5—>5>
ryon.Service Masking

b. Testthe Masking API at Verify by calling http://localhost:50200/pd-
masking/v1/isalive

4. Enabling Image-Maskling:

a. Openthefile $ProgrambData%\Kryon\config\prod\services\kryon-
raw-fetcher-svc-default. jsontoedit.

b. Change the masking parameterto true
c. Savethechanges.

d. Restart the “Kryon Server - Process Discovery Service” windows service.

Image Masking Scheduler

After enabling the Image Masking feature , you can set the Image Masking Scheduler
to prepare the required images and mask them in advance, which is anytime before
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you actually start reviewing the process results. This way the images are processed and
masked in advance, without interfering with your work.

Scheduling Image Masking

By default, the image-masking scheduler is disabled. To schedule image-masking, all
you need to dois edit some valuesin a dedicated JSON file and restart the PD service.

Enabling Image Masking:

1. OpenthecC:\Kryon\config\prod\services\kryon-discovery-
querifier-svc-default.jsonfileinaneditor.

2. Locate the ocrBakingScheduler section and edit the values as needed:

"ocrBakingScheduler": {
"enabled": false,
"dayOfWeek": [0, 1, 2, 3, 4, 5, 6 ],
"hour": 1,
"minute": @

}

Parameter Value and description

false (default):schedulerisdisabled

enabled

true:scheduleris enabled

set the days of the week the scheduler should run on (0-Sunday, 1-
dayOfWeek

Monday, etfc.,)

What hour should the schedule run the image masking?
Hour 1 (defaulf)

Range: 1-24 (forexample: 17 = 5PM)

What minute in the already-set Hour should the schedulerrun@
Minute

Range: 1-60
3. Save yoursettings
4. Restart the Process Discovery Service
Expected system behavior after setting the masking scheduler:

a. The discoveryruns af the scheduled day and time

b. Theresultsrecordis saved underrecent discoveries (as any other discovery
search)
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c. The data collected as part of the scheduled discovery goes through a masking
process
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