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Infroduction

PURPOSE

This document is the User Manual of the Process Discovery Console. Itis infended to
provide all the necessary information to use this software to discover processesin
your organization.

SCOPE

This guide covers the Process Discovery console configuration end-to-end.

INTENDED AUDIENCE

This guide is intended for business analysts in-charge of process discovery and
process mapping.

In this Chapter:
Whatis Kryon Process Discovery™e 6
System Architecture CompPONENtS 7
DISCOVENY RODOTS L 7
DISCOVEIY SEIVET .o 7
Process Discovery User Management Tool ... . 8
Process DisCovVery CONSOIE ... 8
INSTAllATiON OVeIVIEW L 9
Installation Package Contents 10
System Requirements forDiscovery Server . . 11
Hardware & software reqQuirements 11
System Requirements for Discovery RODOTS . 13

kryonsystems.com O +1-800-618-4318 Page 5



Whatis Kryon Process Discovery™ze

Kryon Process Discovery is an automated, data-driven Altechnology which finds,
maps and documents existing businesses tasks in nearreal-time. The Discovery Robot
working silently on employee’s computers records every activity the employee does
throughout his workday.

By examining the digital footprint left by users, a detailed representation of the
business process is automatically created. The datais then analyzed to recommend
and create process models, called wizards.

Business analysts can then use the Kryon Process Discovery Console to develop these
wizards and export them to Kryon RPA Studio fo be fine-tuned and tested by RPA
developers and automated.
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System Architecture Components

Discovery Robots

Lightweight clients installed on employee desktops that silently monitor business-
related activities without impacting end-user productivity. They provide full visibility
into all business activities at the application level by collecting behavioral data about
every user, process, and application across the entire business unit or organization -
even when the user's computeris off-network and offline. The data collected by
Discovery Robots (a screen shot/metadata foreach user action) is sent to the
Discovery Server for analysis. The raw data collected by the Discovery Robot s
comprised of:

1. Ascreenshot foreach useraction; and
2. Detailed metadata corresponding to each screenshot, including —
« Applicationname
« Username
« Eventtype (e.g.. mouse wheel, left mouse click)
»  Mouse position (e.g., x:933, y:637)
o Time stamp

The System Admin defines the desktop and web applications that are monitored by
the Discovery Robots.

Discovery Server

The Discovery Server ufilizes the data collected by the robots perform complex
algorithmic processes, including:

¢ Image Analysis—exiraction of relevant information from every screen shot
* Image Clustering —identification of repeated actions

e Discovery —Identifying highly repeated processes and calculating statistical
information on duration, actions, applications, etc.

e Output of process and variant data to the Process Library

The Discovery Server includes Application Databases. These are the databases
(either MariaDB or MySQL) in which all the data collected by the Discovery Robots is
stored. The data collected by the Discovery Robots isimmediately encrypted and
fransferred to the application databases and remains on the client machine fora
short time.
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Process Discovery User Management Tool

Kryon Process Discovery User Management Tool grants user access to the Process
Library (Keycloack Service).

Process Discovery Console

A browser-based application providing an overview of discovered processes
selected and saved by the Business-Analyst (you), with the ability to drill down into alll
the underlying details.

Using the Process Discovery Console you can:

1. Setand configure the collected data:
« Manage Teams and user access
« Define applications for discovery
« Manage the recorded data
« Manage the Discovery Robots and theirlicenses
2. Discoverthe best candidate processes forautomation

3. Selectand add the desired processes to the Process Library for further analysis
and formapping

4. Generate processes files for automation (used in Kryon Studio) and supporting
documents.

The Process Discovery Console can be accessed using the Chrome or Edge web
browsers from any machine with access to the Discovery Server.

About Automation and Integration

Integration with RPA studio

RPA Studiois an Integrated Development Environment (IDE) that enables easy
creation and editing of simple and advanced automation wizards.

The integration between the Process Library and Studio allows managers to send
processes directly to automation as pre-developed wizards, including wizards steps,
action variations, decision points, and application data manipulations. Automation
developers can then use Studio’s intuitive interface and robust toolbox of available
commands fo make any necessary revisions.
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Installation Overview
The major steps ininstalling Kryon Process Discovery are:

1. Installing the Kryon Process Discovery Server

2. |nstalling Discovery Robots on employee workstations
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Installation Package Contents

1. Kryon Process Discovery Server installation files

e PDServer64BitSetup.exe.json-KryonProcess Discovery Server
Installation configuration file. See Discovery Server Installation Configuration
File

e PDServer64BitSetup.exe-Kryon Process Discovery Serverinstallation
executable file

e [License file name].llk-Thelicense file.it may come with the
installation package; in which case you can install it when you install the
server. Otherwise you caninstallit later, when it is available

2. Discovery Robot Installation File
* DiscoveryRobotSetup.exe

3. Kryon Process Discovery Documentation
« Kryon Installation Guide (this manual)
» Kryon Process Discovery User Guide
« Security Overview
« System Architecture

» Release Notes
Both Kryon Process Discovery Server and Discovery Robot Installation packages install

addifional Windows components and software to the server machine. See Installed
Components & Software
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System Requirements for Discovery Server

Hardware & software requirements

e

Processor (minimum) Inteli7 or Xeon /16 core*
RAM (minimum) 32GB

(55D) Minimum 30GB, recommended 150GB
Free disk space (SSD
(Local hard disk only)

0N Windows Server 2016 or higher

Serverinstallation installs MariaDB 10.4.7
oryou can connect to a preexisting

Database dedicated Windows version database
server (MariaDB 10.3.7 or higher / MySQL
8.0.11 orhigher)

S orted browser for accessing Process
Vpp W ng Chrome vé9 or higher, Edge vé9

Library
500 MB/day per active Discovery Robot
client

Network bandwidth ~15KB/s per active Discovery Robot

client

~1.2 MB average packet size (10 user
actions per packet)

*When a single serverwith 16 cores is not possible, installation on 2 servers with 8 cores
eachis an option. Contact Kryon Support for details if this is option is required.

~ TIP
How many cores?

Y

To verify the number of processor cores are installed on a machine:

1. Open the Windows Task Manager > Performance tab

2. The Logical processors field provides the information you're
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looking for

Yes, it might seem counterintuitive, but for purposes of Process
Discovery, it's the Logical processors field you're interested in —not the
Cores field!
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System Requirements for Discovery Robots

T

Processor

Supported workstations

(ON

Supported browsers for Discovery Robot
recording

Supported languages for multi-
language keyboard recording

kryonsystems.com C

+1-800-618-4318

i3 /2 cores minimum
i5/ 4 cores recommended

1. Windows desktops

2. Remotely managed workstations,
like:

e Remote client machines of a
terminal serverrunning Microsoft
Terminal 2016 and up

e Cloud desktops running Amazon
WorkSpaces client application

Windows 10 (64- or 32-bit); or Windows 7
(64- or 32-bit)

e Chrome vé9 orhigher
e Edge vi17orhigher
e Internet Explorervi1 orhigher

e  Moizlla Firefox 63

Albanian, Latvian, Armenian, Lithuanian,
Bulgarian, Macedonian, Catalan,
Norwegian, Croatian, English, Polish,
Czech, Portuguese, Danish, Romanian,
Dutch, Russian, Estonian, Slovak, Finnish,
Slovene, French, , Spanish, German,
Swedish, Greek (Modern), Turkish,
Hungarian, Ukrainian, Icelandic, Russian,
Italian, Hebrew
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Installing the Kryon Process Discovery Server

The following sections describe steps to install Discovery Server and databaseson a
single server. For guidelines for asilent installation, refer to Silent Installation of

Discovery Server.

In this Chapter:

Discovery ServerInstallation Steps ... 15
Step 1: Verify Server ReqQUIrE M eENTS e 15
Step 2: OpPen NetWOIK PO S e 15
Step 3: (optional) Kryon Process Discovery Database Engine ............................... 16
Step 4: (optional) Update RabbitMQ Permissions ... ... 16
Step 5: Copy Installation Files to Local Folder ... 16
Step 6: Run Kryon Process Discovery ServerSetup Wizard ... 17
Step 7:Installation Package Contents ... . 18
Step 8:SetInstall Folder LOCOtioN ... 23
STEP O A LICENSE L 23
Step 10: (optional) Install Kryon Process Discovery License Afterinstallation ............ 25
Step 11: Configuring TLS DisCOVery Server .. 25
Step 12: Verify INStalla i ON 25
Troubleshooting Discovery ServerInstallation-Logs ... ... . 27
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Discovery Server Installation Steps

Follow these steps to install the Discovery Server:

Step 1: Verify Server Requirements

Ensure that the Server meets the required hardware and software specifications.

Step 2: Open Network Ports

1. The following default external ports are opened automatically in the Windows
Firewall during the Discovery Server installation process. These ports are
intfended for an installation that does not use SSL/TLS (see below for SSL/TLS
ports). Open them in your hardware firewall prior to installing the server

Default Port Port
. Port Used for
(Not using TLS) Used by

Communication between the Discovery
80 NGINX Robots and Console users with the Discovery
Server

If you will be using SSL/TLS , open the following ports in your hardware firewall
prior to installing the server.

NOTE: Only SSL/TLS v1.2is supported.

Port
Default Port Port Used for
Used by

Communication between the Discovery
443 NGINX Robots and Console users with the Discovery
Server

2. (optional) You can override the default port setting if you want. At this time,
make sure the ports you choose to use are openin the hardware firewall. Be
sure to write down the port numbers you use; later you will need to configure
them in the installation settings.

3. (optional) The following default backend ports are used in the Discovery
Server. We recommend NOT to open them in the firewall. They are
customizable, if required:

Default Port Port Used for

5058 Communication between the Discovery Serverand the
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Installation & Upgrade Guide v21.3 | Installing the Kryon Process Discovery Server

Default Port Port Used for

User Management Tool

Communication between the Discovery Server and

5001-5008
the Discovery Console

Communication between the Discovery Server and

51000-51030
the Discovery Console

Step 3: (optional) Kryon Process Discovery Database
Engine
The Discovery Server installation package automatically installs MariaDB 10.4.7.

You can opt to connect to a preexisting MySQL 8.0.11 (or higher) or MariaDB 10.3.7 (or
higher), if you have one, laterin this installation procedure.

If you want to manually install MySQL or MariaDB, you should do so now.
OPTIONAL STEPS:

¢ Manually Installing the Database Engines

Step 4. (optional) Update RabbitMQ Permissions

The Discovery Server installation package automatically installs RabbitMQ Server.
You can opt to connect to a preexisting RabbitMQ installation, if you have one, later
in this installation procedure.

OPTIONAL STEPS:

e If youwantto connectto a preexisting RabbitMQ installation from a Discovery
Server installation, you may need to add permissions to the admin RabbitMQ
user at this time. To do so, follow the steps in Add permissions fo admin
RabbitMQ user for preexisting RabbitMQ version.

Step 5: Copy Installation Files to Local Folder

1. Download the Kryon Process Discovery Serverinstallation file,
PDServer64BitSetup.exe, fo alocalfolderon the Server.

2. If you have received yourKryon Process Discovery license file from your
contact at Kryon or the Kryon distribution partner, download it also.
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If you don't have alicense now, you caninstall it after Discovery Server installation is
completed. See Step 10: (optional) Install Kryon Process Discovery License After
Installation.

Step 6: Run Kryon Process Discovery Server Setup
Wizard

1.  Goto the folderwhere you copied the installation package on the local drive
and double click the installation executable file, PDServer64BitSetup.exe,
to open the Kryon Process Discovery Server Setup Wizard.

2. Click Start. The Setup Wizard begins.

Process Discovery ™ Server
Setup Wizard

Version 20.3.0

Accelerate RPA deployment by discovering automation workflows
where they happen, on employee workstations

ryon Systems 2008-2020. All rights reserved.

System check
The Setup Wizard collects system information from the server to verify compliance
with system requirements.

If the system does not meet minimum requirements, the wizard automatically cancels
installation
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+ System check Collecting system information...
Installation pa
. o Windows OS Microsoft Windows Server
Install f g e
Required server 2016 and above 2016 Datacenter
° Disk space 178GB (System Drive C\)
Installing Required 10GB. Recommended 20GB
I CPU cores 8

Required 8. Recommended 16

@ Memory 32.00GB

Required 16GB. Recommended 32G

System doesn't meet recommended requirements.

Install anyway

< Previous Cancel

e If yourmachine doesn't meetrecommended system requirements, but does
meet minimum requirements, select Install anyways to continue the Setup
Wizard

e Click Next

Step 7: Installation Package Contents

Defaultinstallation package contents are displayed.
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The following will be installed:

+ Installation package contents Prerequisites 5 new components
Install folde o Application database nstall locally (MariaDB)
Queue manager nstall locally
g y
. Console nstall locally
Installing
Customize...

o TO ACCEPT THE DEFAULT VALUES, CLICK NEXT AND SKIP TO STEP 8: SET INSTALL
FOLDER LOCATION; OTHERWISE, CLICK CUSTOMIZE AND FOLLOW THE STEPS BELOW:

Customize prerequisites

Mandatory components cannot be customized, however, you will probably want to
install Notepad++ and the HeidiSQL Database viewer, if not already installed.

1. Select the optional components you want to install

Customize: Environment

+ Installation package contents Optional components

* Prerequisites

Notepad ++

HeidiSOL database viewer

Queue manager

2. Click Next

Customize application database

If you want to configure the MariaDB database engine that's automatically installed
as part of the installation package, you can use this window to:
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e Overide the default port 3306

e Provide strong passwords for the two users created: root and pdbdeyv (the
default forbothis Kryon2020!)

Or, you can use this window to connect to a pre-installed database engine.

To configure the automatically installed the application database engine:

1. Select Install locally

Customize: Application database

> Installation package contents (®) Install locally () Connect to an existing database

2. Leave the default port 3306 unchanged orenteranother port number

3. Provide strong passwords for both the Root and Pdbdev usernames

Server host name Port
ecZamaz-lod2iat 3306
Administrative user Create a password
root sssscssssee Show
Application user Create a password
Installing pdbdev sesssssses Show

4. Click Next

To connect to a pre-installed application database:

1. Select Connect to an existing database

a: Customize: Application database

5 Installation package contents () Install locally (®) Connect to an existing database

2. Enterthe pre-installed Server Host Name

3.  Enterthe port number of the existing database

4. Enterthe usernames and passwords for both the Administrative and
applications users

Note: The Administrative user needs full permissions to create schema and
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tables.

Customize: Application database

() Install locally (®) Connect to an existing database
Server host name Port
e Application database ecZamaz-lodz2iat 3306
Queue manager
Administrative user Password
root sssssnecer Show
Install fo
; Application user Password
e pdbdev LTLTTTITTIY Show
Installing

Test connection

5. Click Test Connection to verify that your server connection is working
6. Click Next

Customize queue manager

If you want to configure the queue manager (RabbitMQ server) that's automatically
installed as part of the installation package, you can use this window to:

e Overide the default port 5672.

e Provide astrong password for the admin user (the defaultis Kryon2020!)
Or, you can use this window to connect to a preexisting RabbitMQ installation

To automatically install the queue manager:

1. Onthe Customize Queue Managerwindow, select Install locally

Customize: Queue manager

> Installation package contents (®) Install locally () Connect to an existing server

2. Leave the default port 5672 unchanged ortype in your own port number (for
SSL/TLS change portto 5671)

3. Provide astrong password forthe admin username
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+ Installation package contents

RabbitMQ server host name Port
ecZamaz-lod2iat 5672
Username Create a password
admin sssnseseee Show

4. Click Next

To connect to a preexisting queue manager instance:

1. Onthe Customize Queue Managerwindow, select Connect to an existing
database

Customize: Queue manager

> Installation package contents () Install locally (®) Connect to an existing server |

2. Typeinthe portnumberof the preexisting RabbitMQ server
3. Enterthe RabbitMQ Server Host Name
4. Enterthe admin username and provide a strong password
5. Click Test Connection to verify that your server connection is working
RabbitMQ server host name Port
ec2amaz-lod2iat 5672
Username Password
Install folder on admin sesesscsse show
License
Installing Test connection
6. Click Next

Customize Console

1. Leave the default port 80 unchanged or type in your own port number (fo work
with SSL/TLS use port 44 3)
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Customize: Console

- Installation package contents NGINX port
80

Click Next

Step 8: Set Install Folder Location

By default the InstallFolderlocationis {1ocal fixed drive with the most free
space} :\Kryon\.

1. If you want to select a different Install folderlocation than the default, Click
Change and select the new location.

2. |f the selected folderdoesn't meetrecommended disk space, but does meet
minimum requirements, you can continue the Setup Wizard by selecting Install
anyways

Install folder location

Select installation folder

Ch\Kryon', Change.

| Disk space

. 178GB (C)
Required 150GB. Recommended 500GB

+ Install folder location

Lic

Installing

Install folder is smaller than recommended.

Install anyway

3. Click Next

Step 9: Add License

If you have received your Kryon Process Discovery license file from your contact at
Kryon orthe Kryon distribution partner, and you downloaded it to the serverin Step 5:
Copy Installation Files fo Local Folder, you caninstall it now.

kryonsystems.com O +1-800-618-4318 Page 23



Installation & Upgrade Guide v21.3 | Installing the Kryon Process Discovery Server

If you don't have yourlicense yet, no worries! You can follow the stepsin Step 10:
(optional) Install Kryon Process Discovery License Afternstallation, when you have
yourlicense.

1. If you have already downloaded a license file you can upload it now. Click
Browse and select the file; or

Select Proceed without a license file.

License

Upload the license file that came with your software (optional)

Browse...

- Install folc

+ License

Installing

Proceed without a license file
You can add the license file manually later

< Previous m Cancel

2. ClickInstall. Duringinstallation, the wizard provides status updates so that you
can monitor the installation progress as setup continues.

When the wizard finishes, the Discovery Serveris installed, but there are stilla
few more steps you need to do on the Serverbefore you're done:

Next Steps
e Step 10: (optional) Install Kryon Process Discovery License AfterInstallation

e Step 11:Configuring TLS Discovery Server
e Step 12: Verify Installation
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Step 10: (optional) Install Kryon Process Discovery
License AfterInstallation

Follow these steps to set up your Process Discovery license (if you did not do so
previously during installation):

1. Copythelicense file you received to the Install Folderyou setin step 7
2. From the Windows Services app or the Windows Task Manager > Services tab:
» Restart the Kryon Server - Process Discovery Service

» Checkthe Status column of the Kryon Server - Process Discovery Service to
ensure that it shows Running

NOTE

L If you have not yetreceived yourlicense file, check with your contact
at Kryon or the Kryon distribution partner with whom your organization
is working.

Step 11: Configuring TLS Discovery Server

(optional) If you will be using SSL/TLS to secure communication between the
Discovery Robots and the Discovery Server, you should configure it now.

NOTE: Only SSL/TLS v1.2is supported.
OPTIONAL STEPS:

e Configuring SSL/TLS on the Server

Step 12: Verify Installation

Verify the Discovery Server installation by checking that you can connect to the
following components:

( )\

NOTE

L If you're connecting remotely to the Discovery Server orif you defined
the server's FQDN when you installed it, enter the FQDN of the server
instead of 1ocalhost inthe URLs in the following steps:

1. Connect fo RabbitMQ Management Plugin
From a web browser on the Discovery Server, enter the following URL:

http://{FQDN of Server}:15672
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Login to RabbbitMQ using the username admin and the default password
Kryon2020!

2. Connectto Process Discovery Console:

a. From aweb browseron the Discovery Server, enter the following URL:
localhost/console

b. Login with the following username and password:
Username: Pdconsole

Default temporary password: pd123456! (if you changed the passwordin
step 4, use the new password you created)

3. Connectto SEQ:
From a web browser on the Discovery Server, enter the following URL:
http://localhost/seq
4. Connect to Process Discovery User Management Tool:
a. Openanincognito window in Chrome

Enterthe following URL:
localhost/auth/admin/kryon/console/#/realms/kryon

b. Login with the following username and password:
Username: authadmin

Default temporary password: Kryon123! (you may be asked to change the
password. If you do, be sure to write it down)

If you have connected successfully to the above, you're done installing the server!
Next Steps

Install the Discovery Robofts
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Troubleshooting Discovery Server Installation - Logs

The Discovery Server installerrecords detailed logs of the entire installation process,
including allcomponents. These logs can be a useful resource for troubleshooting.

TO LOCATE THE LOGS:
1. Right-click the Windows Start button &
2. SelectRun
3. Type stemp%, then hit <ENTER>
4. A Windows Explorer window opens to the logged-in user's stemp%\ folder
« Ifyouareloggedinto alocalmachine, the logs are in this folder

« Ifyou connectedremotely, the logs are located one directory level up

The bundle setup logisin the relevant Temp folder and its name is

PDServer64BitSetup {execution timestamp}.log.
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Installing Discovery Robots

Discovery Robots run silently in youremployees’ machines, collecting data on how
they utilize business applications to perform their daily tasks.

The following sections describe steps to install Discovery Robotsin employee
workstations. There are two option forinstalling Discovery Robots on the employee
machines:

¢ SilentInstallation of Discovery Robofts; or,

e UlSetup Wizard of Discovery Robots

In this Chapter:

Before Installing a Discovery RODOt . 29
Silent Installation of Discovery RObOTs . 30
Ul Setup Wizard of Discovery ROboOtS 34
Configuring Discovery ROboOtS . .. 40
Discovery Robot Installation LOOS .. ..o 45
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Before Installing a Discovery Robot

1. Before you start installing Discovery Robots, your organization should provide
you with a list of client workstation(s) where (missing or bad snippet) will be
installed .

2. Ensure that each client workstation meets the required hardware and software
specifications

3. Have available the Discovery Robots installation package file -

DiscoveryRobotSetup.exe
4. Have available the PDDR.keys file from the Discovery Server

The keys file is generated as part of the Discovery Server installation process.
You can find it on the Discovery Serverin
{InstallFolder}\PDServer\Support

5. Make anote of the Fully Qualified Domain Name (FQDN) of the Discovery
Server

TIP

o

How to find out your server's FQDN

a. Clickthe Windows Start button and enter cmd
into the text box. Hit <Enter>to open your
Windows command line utility

b. Type ipconfig and hit <Enter>.This displays the
IP address for your Windows server. Use this IP
address to view the fully qualified domain name
of the server

c. Typeping -a IPwherelPisthe IP addressfor
the computer. Hit <Enter>. The "-a" switch returns
the domain name of yourserver

. J

6. Lastly, you shouldreceive from your organization the specific configuration
requirements foreach Discovery Robot. You will need these requirements
handy when you configure the robots after they are installed.
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Silent Installation of Discovery Robots

This section describes procedures for a silent installation of the Discovery Robots. See
Ul Setup Wizard of Discovery Robots to install using the Ul Setup Wizard.

When you run assilent install of the Discovery Robots, you can simply execute the
installation file DiscoveryRobotSetup.exe; Oryou can choose to:

1. Run the installation file with a START /WAIT command that let's you see the exit
codes of the installation when it completes; or

2. Include installation parametersin the command line; or
3. Both
If you choose to add parameters in the command line, Silent mode installation

supports the inclusion of the following installation parameters:

Parameter Name Default Value Description

(if unspecified/left blank)

InstallFolder C:\Program Files\PDDR | Folderin whichthe
Discovery Robot files will be
installed

AddToStartup true Determines whetherthe

Discovery Robot will run
automatically each time a
user of the machine logs in
to Windows

messagesBrokerHost localhost {Discovery Server IP
address or FQDN
(Fully Qualified
Domain Name)}of the
Discovery Server

e Must be changed
from the default
value eitheras an
installation
parameteror by
changing the value
in the Discovery
Robot configuration
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Parameter Name Default Value Description

(if unspecified/left blank)

file (after
installation)

stealthMode false Determines whetherthe
roboft'sicon will appearin
the Windows taskbar:

e false=iconwill
appearinthe
taskbar

e true=iconwillnot
appearinthe
taskbar (robot will
be invisible to user)

persistRecords false Determines whethera
copy of the roboft's will be
maintained on the robot
(in addition to syncing to
the server). Setting this
parameterto trueis
recommended for
debugging purposes only.

StartRobot true Launches the Discovery
Robot afterinstallation

CaptureScreenshots true Determines whether
screenshots are collected
when recording.

Setting this parameterto
false allowsrecordingina
'metadata only' mode,
which is collecting the
data of application usage
and work-patterns without
capturing screenshofs.
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TO RUN THE DISCOVERY ROBOT INSTALLATION PACKAGE SILENTLY:

1. Access the command prompt and run as an administrator

2. Change directory to the location of where you copied the installation files by
typingin:
CD {Folder location}
Forexample, CD C:\FolderName\

3. Hit <ENTER>

4. Basedonyourinstallation preferences:

a. Tosimply runthe installation file, type in: DiscoveryRobotSetup.exe -
silent

b. Tosee the exit codes of the installation when it completes, type in: START
/WAIT DiscoveryRobotSetup.exe -silent

c. Tospecify parameters to either of option a orb above: add the parameters
to the command line. The command line would look like this when
parameters are specified:

«  Whenusing START /WAIT:
START /WAIT DiscoveryRobotSetup.exe [Parameterl=Valuel

Parameter2=Value? Parameter3=Value3] -silent

*  When not using START /WAIT:
DiscoveryRobotSetup.exe [Parameterl=Valuel

Parameter2=Value?2 Parameter3=Value3] -silent

4 N\

NOTE

Parameters must be specified using exact parameter

Q names. Forexample, DiscoveryRobotSetup.exe
/Silent InstallFolder="C:\The folder\The
Company\The PDDR"

kryonsystems.com O +1-800-618-4318 Page 32



Installation & Upgrade Guide v21.3 | Instaling Discovery Robots

6. Duringinstallation the system may restart one ormore times. Following restart,
Discovery Robot installation willresume right where it left off.

7. You canview an exit code following installation when you install using a START
/WAIT command, as explained above:

e Immediately afterinstallation completes, run the ECHO command with the
%errorlevel% parameter, by typing in the command line: ECHO

%errorlevel5.

The exit codes are shown in the command line as follows:
° (Q=success

o 1602=usercanceled

o 1641, 3010 =success, but must reboot to finish install

7. Continue by configuring the Discovery Server address and addifional
Discovery Roboft settings as required.
8.  When done configuring Discovery Robot settings, restart the robot
a. Right-click the robot's tray icon, and select Quit

b. Run {MainRobotFolder}/pddr.exe to start the robot

e N\

NOTE

The {MainRobotiFolder} is the folder in which the files were

‘£ installed:

e Bydefault, thisfolderisc:\Program Files\PDDR

e Ifyouspecified a different location during installation,
the {MainRobotFolder}is the folderyou specified
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Ul Setup Wizard of Discovery Robots

Follow these steps to install a Discovery Robotin Ulmode. Forinstructions for a silent
install, see Silent Installation of Robots.

TO INSTALL A DISCOVERY ROBOT ON EACH CLIENT MACHINE:

1. Copy the installation file DiscoveryRobotSetup.exe and the PDDR.keys file to
the same folderon the employee machine.

(The keys file is generated as part of the Discovery Server installation process.
You can find it on the Discovery Server at
{InstallFolder}\PDServer\Support).

2. Right-clickthe file DiscoveryRobotSetup.exe, andselect Run as
administrator

3. The Kryon Discovery Robot Installation welcome screen opens:

KRYDON

Discovery Robotm
Setup Wizard

Version 20.3.0

This wizard installs a Discovery Robot that will run silently on this
workstation, collecting real-time data on user actions

© Kryon Systems 2008-2020. All rights reserved.
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4. Clickthe Startbutton. The System Checkscreen opens.

< System check Collecting system information...

Install folder location

. ° Windows 0S Windows 10 Enterprise x64
L e server
Connect to server Required Windows 7 or higher
Installing °
= Processor 8

Required 2 cores. Recommended 4 cores

5. The System Check collects system information to verify compliance with
system requirements.

a. |Ifthe system does not meet minimum requirements, the wizard
automatically cancels installation.

b. If yourmachine doesn't meetrecommended system requirements, but
does meet minimum requirements, you can contfinue the Setup Wizard by
selecting Install anyways.

System doesn't meet recommended requirements.

Install anyway

6. Click Next. The Installation Folderscreen opens.

7. By default, the Discovery Robot files are installed on the client workstationin
C:\Program Files\PDDR.If youwantto change the installation folder
location, click Change and select anotherlocation.
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v System check Install folder location

5 Install folder location Select installation folder

~ C:\Program Files\PDDR Change...
Connect to server

Installing

© Free disk space

108GB (C:)
Required 8GB

=y

) ﬁe"iws I::’:‘.1:’=

8. If yourmachine doesn't meetrecommended free disk space, but does meet
minimum requirements, you can continue with the selected install folder
location by selecting Install anyways

System doesn't meet recommended requirements.

Install anyway

9. Click the nextbutton. Installation begins
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10.  Here you have two (2) options, to Connect to server orto Work offline.

Connect to server: Configure a connection to a dedicated Process Discovery

server by entering the server IP address or FQDN (Fully Qualified Domain

Name). You can also browse the PDDR.keys file and upload it.

Connect to Discovery Server

(®) Connecttoserver () Work offline
v Install folder location
Server host name Port
< Connect to server
localhost|

Installing

Upload the keys file that comes from the server (optional)

Work offline: Configure the Discovery Robotto workin a standalone mode
(offline from the server). For additional configuration and administration of
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standalone robots, see the Standalone Discovery Robotsin the User Guide.

- Install folder location

=+ Connect to server

Installing

Connect to Discovery Server

() Connecttoserver (®) Work offline

(‘,T\‘é When the robot works offline (standalone mode), it stores recordings

locally on the workstation. You can manually upload them to the
server |ater. See the Process Discovery Installation & Administration
Guide for instructions to configure standalone robots

11. The computer may restart one ormore times during installation.

Following restart, Discovery Robot installation willresume right where it left off.

Connect tc

< Installing

Installing

PDDR Client Setup

1 ——
Action 16:25:04: WixClos

plications.

[16:25:05]: 'PDDR Client Setup': Install. Detailed log file is 'C:\Users\CHRIST~1.KH

[16:25:02]: Package "Mirror Driver Wrapper' terminated with result 0 which mean;

[16:24:50]: "Mirror Driver Wrapper: Install. Detailed log file is 'C:\Users\CHRIST~1
[16:24:57]: Begin Install

[16:23:01]: Available logical processors: 8

[16:23:00]: Drive with most free space:  C\ = 108.36Gh.

[16:23:09]: Available memory: 15.75Gb.

[16:23:06]: Operating System: Windows 10 Enterprise, 64Bits
[16:23:00]: Beginning friendly log

[16:23:07]: Domain name: KRYONSYSTEMS

[16:23:06]: User name: Christeen.khshiboun

[168:23:06]: Time: 4:23:05 PM

[16:23:06]: Date: Monday, May 25, 2020

[18:23:05]: Machine name: KSJUDILAPTAS0

[16:23:05]): WixBundleVersion: 20.5.0.32

[16:23:01]: WixBundleName:  Kryon Discovery Robot
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12. Wheninstallationis complete, the Success message appears:

stem check i
em chec o Installation Succeeded!

v Install folder location Discovery Robot ™

Version 20.5.0

Connect to server

« Installing

» Show details
[16:25:05): 'PDDR Client Setup”: Install. Detailed log file is 'CA\Users\CHRIST~1.
[16:25:02]: Package ‘Mirror Driver Wrapper' terminated with result 0 which me
[16:24:50]: 'Mirror Driver Wrapper': Install. Detailed log file is 'C:\Users\CHRIST
[16:24:57]: Begin Install
[16:23:01]: Available logical processors: 8
[16:23:00]: Drive with most free space: C:\, = 108.36Gb.
[16:23:09]: Available memory: 15.75Gb.
[16:23:06]: Operating System: Windows 10 Enterprise, 64Bits
[16:23:00]: Beginning friendly log
[16:23:07]): Domain name: KRYOMSYSTEMS
[16:23:06]: User name: Christeen.Khshiboun
[16:23:06]: Time: 4:23:05 PM
[16:23:06]: Date: Monday, May 25, 2020
[16:23:05]): Machine name: KSJUDILAPT490
[16:23:05]: WixBundleVersion: 20.5.0.32
[16:23:01]: WixBundleMame:  Kryon Discovery Robot

Start Discovery Robot now

13.  Continue by configuring the Discovery Server address and additional
Discovery Robot settings as required.

14. When done configuring Discovery Robot settings, restart the robot
a. Right-click the robot's tfray icon, and select Quit

b. Run {MainRobotFolder}/pddr.exe to start the robot

e N

NOTE

The {MainRobotFolder} is the folder in which the files were

‘£ installed

e Bydefault, this folderis c: \Program Files\PDDR

» Ifyouspecified a different location during installation,
the {MainRobotFolder}is the folderyou specified
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Configuring Discovery Robots

The basic Discovery Robot setting are configured upon installation through the
installation wizard. Once Discovery Robots are installed on the employee workstation,
you can apply additional Discovery Robot configurations by editing the Discovery
Robot Configuration File. You should receive from your organization the specific
configuration requirements for each Discovery Robot.

Discovery Robot Configuration File

You canlocate and edit the Discovery Robot settings in the Discovery Robot
Configuration File.

The Discovery Robot Configuration file name and location depends on the following:

Before the first run of Process Discovery Robot:

${InstallationFolder}/PDDR/pddr.appsettings template.config
(The usual pathis: C:\Program Files\PDDR)

After the first run of Process Discovery Robot:
$localappdata%/Kryon/ActionsRecorder/config/pddr.appsettings.confi

g

<add key="messagesBrokerHost" Sets the address of the Discovery Server

value=" FODN /IP Address"/> <add key="messagesBrokerHost"

value="{{Discovery Server IP
address or FQDN (Fully Qualified

Domain Name) }}"/>

e MUST be changed from the default
value of localhost

<add key="messagesBrokerPort" Sets the port number of the Process

value="port#"/> Discovery server. You can edit and
change the port number. The default port
numberis 5672.

<add key="stealthMode" To hide Discovery Robot's fray icon on the
value="false"/> machine's end-user(s), change the key
value to "true".

<add key="persistRecords" By default, recordings by Discovery Robots
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value="false"/>

<add key="HashUserName"

value="false"/>

<add key="standaloneMode"

value="false"/>

<add
key="applicationsConfigPath"

value="."/>
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are not maintained on the employee
workstation once they have been
uploaded to the Discovery Server.

To maintain the recordings on the
workstation afteruploading to the
Discovery Server, for debugging purposes,
change the key value to "true".

By default, the username is visible in the
Discovery Robot's data.

To comply with privacy regulations (such
as the GDPR) and/orcompany-issued
privacy and security policies, you can
hash the username from all
recorded/transmitted data by setting the
option to hash (i.e., encrypt) the user
name.

To hash the username, change the key
value to "true".

In standalone mode, the Discovery Robot
records user actions while they remain
disconnected from the Discovery Server

e false =the Discovery Robotis not
in standalone mode

e true =the Discovery Robotisin
standalone mode

Default Value false

For additional configuration of standalone
robots, see the section Standalone
Discovery Robotsin Process Discovery User
Guide.

Usedwhen standaloneMode issetto

True

e Setsthe pathto the local
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<add
key="offlineRecordsStoreLimit"
value=2000/>

<add
key="EmulatorCommandMaxLength"

value="5"/>

<add key="CaptureScreenshots"

value="true"/>

<add
key="UnicodeHookingProvider"

value="false"/>

kryonsystems.com @ +1-800-618-4318

Applications for Discovery
configuration (b1lwl . json) file that
defines which applications are
recorded

o “indicates same folderDiscovery
Robot’s exe file

Default Value " . "

Usedwhen standaloneMode issetto

True

e Definesthe maximum number of
records to save locally

Default Value 2000

Due to Plland GDPR regulations, all input
fields of emulator applications are
automatically masked.

You cansetto unmaskup to a
configurable number of characters, so
they can be interpreted as actions. The
available rangeis 1 to 10.

Default Value 5

By default, the parameteris set to capture
screenshots when recording sessions

("true").

To record work-patterns and collect
metadata without capturing screenshots,
change the key value to "false".

Sets which hooking provider to use for
recording keyboard strokes. Unicode
capabilities enable support for multiple
language keyboards.

e false =Use alegacy providerthat
supports only ASCII
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e true =Use aproviderthat supports
both ASCIl and Unicode (for
multiple language keyboards)

Default Value false

°* <add key="TlsEnabled" To configure SSL/TLS on Discovery Robots,
value="false"/> edit the keys as detailed below:

* <add key="TlsServer" e y="TlsEnabled"
value=""/> value="true" />

* <add key="TlsPort" e <add key="TlsServer" value="
value="5671"/> {certificate server_ name}"/>

° {certificate server name}
must be the name exactly as
specified on the server
certificate file.

* <add key="TlsPort" value="

{ssl_listeners port"/>

° Change this key only if you are
using a portothers5671 for
SSL/TLS communications.

°  This should be the same port as
yousetforssl listeners (in
the rabbitmg.configfile)
when configuring the Discovery
Server.

NOTE: Only SSL/TLS v1.2is supported.

<add key="CaptureMethod" The ‘CaptureMethod’ parameters sets the

value="MIRROR DRIVER"/> (default] |PDDR capturing method.By default, the
capturing method is set to "MIRROR_
DRIVER". However, you might need to

Othervalue option: change the value to "DESKTOP_
"DESKTOP DUPLICATION" DUPLICATION" in the following specific
nGpI™ case:

When working via RDP (accessing a
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remote desktop from yourlocal server) on
aremote machine with PDDR and
Windows 10 installed.

Once you change the key value and save
your changes, make sure to restart the PD
service.

In case there is a failure in Mirror driver /
desktop duplication - the fallbackis GD.
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Discovery Robot Installation Logs

The Discovery Robotinstallerrecords detailed logs of the entire installation process.
These logs can be a useful resource for troubleshooting.

To locate the logs:
1. Right-click the Windows Start button &
2. SelectRun
3. Type $temp%, then hit <ENTER>

A Windows Explorer window opens to the logged-in user's Temp folder, where
you can find the logs (look for files with names that start
DiscoveryRobotSetup)
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Upgradingto V. 21.3
About

The procedure described below aims to provide you with all the needed steps to
perform an upgrade without losing the recorded sessions of the users.

The procedure described below is applicable when upgrading from Process
Discovery version 19.5 or later to V. 21.3.

Overview

Step 1: Back-up

Step 2: Uninstall the existing Process Discovery

Step 3: Delete the Keycloak server

Step 4: Delete the database schemes

Step 5: Install Process Discovery V. 21.3

Note: All clients must be upgraded to the latest version as well (21.3)

Step 6: Post-installation configuration
Steps
Step 1:Back-up

Recordings backup
a. Navigate to the Toolkit folder and open the Toolkit application.

b. From the toolbar, click Database.

=y Kryon Process Discovery TOOLKIT

E File| B Database||'ﬁ] RabbitMQ [ Save As (&) Browse @ RunCV (' Tagging “¢ Process Discovery

4, Dodyload DB Data As Sqlite
! Upload Sqlite Data To DB
& Copy Data From DB To DB

saseqeleq (<)

c. Inthe Download DB Data As Sqlite dialog, select a Tenant and click Download
All orselect specific recording to download.
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Download DB Data As Sqlite

Tenant Mame (‘.:} M/A

default -

Download DB Data As Sqlite Data Kind

Raw data -

Laocal (:.) Remaote

ecdamaz-1dftfag

User Mams

pdbdey

Password

Port
3306

Ciownioad AN Select Recordings -> Cance

The downloaded recordings are automatically saved under Toolkit folder > db
> RawData.

Important: Make sure to repeat the procedure foreach Tenant (if relevant).

d. Create anew Backup folder directly under your default local drive (e.g., C:\
drive.

Important: The newly created backup folder MUST be out of the Kryon folders.

This PC » Local Disk (T} »
Name Date medified Type Size
. DataCollecter 67372020 8:56 AM File folder
EFI 11/14/20718 6:36 AM  File folder
o Kryon 6/3/2020 8:33 AM File folder
of Perflogs 5/13/20205:58 PM  File folder
E Pragram Files 5/3/2020 8:46 AM File folder
Pragram Files (x86) 6/3/2020 B:46 AM File falder
Users 6/3/2020 T:59 AM File folder
Windows 6/3/2020 T:56 AM File folder
[ erl_crash.dump 6/3/2020 854 AM  DUMP File D KB
| mkmf 6/3/2020 555 AM  Text Document 1KB
' Backup /2020 11:23 AM File folder
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Open the Backup folderand:
« Create asub-folderand name it Recordings

« Inthe Recordingsfolder, create asub-folderforeach Team

» This PC » Local Disk (C:) |» Backup » Recordings »

Marne Date medified Type Size
Ees =
default 7712020 11:24 AM File folder
tenant01 7/1/202011:24 AM  File folder
nts
ds

e. Move the downloadedrecordings from the RawData folder to the relevant
Team folderin the Backup folder.

Licenses, configuration, and application definition back-up
Copy-paste the following files directly to the Backup folder.

e Kryon License file (foundin the PDServer folder):

» ThisPC ¢ Local Disk{C:) » Kryon » PDServer »
”~
Name Date medified Type Size

Bos

- MicreServices 6/3/2020 8:32 AM File folder

J Orchestratar 6/3/2020 8:52 AM File felder
t F 4 Ernims =
P Support 6/3/2020 B:56 AM File folder
ds 4 [T Kryon License - Poo-Pourrilik | 6/3/2020215PM LK File 1K8

# 1 serverkeys 6/3/2020 856 AM  KEYS File 1KB

e Kryon Configuration file (found in PDServer > Configuration):

» ThisPC » Local Disk(C:) » ProgramData » Kryon = PDServer * Configuration

o~

Marne Date medified Type Size
s
D KryonProcessDiscoveryConfiguration.Pro... 5/3/2020 832 AM JSON File 10KB
|| SerilogSettings.Production json By/3/2020 8:52 AM JSOMN File TKB
nts
ds

Backup the application definitions of all your Teams:

a. Goto Settings > Applications.
b. Click Download application list.

c. Rename the downloaded .json fileto"ApplicationsList.json" andsave
it to your Backup folder.
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Step 2: Uninstall the existing Process Discovery

Uninstall the currently installed Process Discovery version like you would normally do.

a. Navigate to Add or remove programs > select Kryon Process Discovery Server
> click Uninstall

b. Click Startto uninstall. Let the wizard run until completion.

Process Discovery ™ Server
Setup Wizard

Versicn 20.3.1

© Uninstall

20, All rights reserved.

Step 3: Delete the Keycloak server

This step is relevant only when upgrading from Process Discovery version 20.1 orlater.

Vs

~N

NOTE

The following action deletes the Process Discovery users from

L Keycloak. The users in Keycloak cannot be backed-up and exported
to the latest Process Discovery version (V. 21.3) since the users and
login algorithm have been changed and upgraded in version 20.6.
You need to re-create the users manually in Process DiscoveryV. 21.3.

J

da. Open HeidiSQL

b. Right-click keycloack_server
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c. Click Drop
'9 Unnamed\keycloak_server - HeidiSCL 10.2.0.5599
File Edit Search Tools Goto Help
F-F ERo®| O0-28O0HMMOO V)]
- Database filter |I', Table filter | I Host: 127.0.0.1 Databa
v . Unnarned | | MNarne Rows
» conscle_settings I r Nt eTent 0
: . . | - .
infarmation_schema 1920 KlEI r associated_pol.. 0
} Ejl'-C  SERVET — S R AIM —
= Edit Alt+Enter
rmysgl =
]
» performance_schema
. € Empty tablefs) ... Shift+ Del
» process_discovery_algoa T§
) Rur routine(s} ...
» process_discovery_app | __
_ B Create new »
» process_discovery_app_c
) Clear data tab filter
» process_discovery_defau
> process_discovery_mgm| ... Export database as SOL
5 test & Maintenance
.\ Find text on server Shift+Ctrl+F
== Bulk table editor
Expand all
= Collapse all
Tree style options r
on
- ™ Print.. Ctrl+P
1% SHOW FUNCTION STATUS
26 SHOK PROCEDURE STATUs (& Refresh F3
21 SHOW TRIGGERS FROM “i| % Disconnect
22 SHOW EVENTS FROM ~infl — -

Step 4. Delete the database schemes

NOTE

Due to the new changes in the algorithm, you need to re-create the
database when upgrading to Process DiscoveryV. 21.3.

a. Open HeidiSQlL

b. Right-click the e following schemes and then click Drop:

« console_seftings
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« Anyschema that starts process_discovery]...]

censole_settings

information_schema
keycloak_server
rysq|

» performance_schema

process_discovery_algoai

- process_discovery_app

process_discovery_app_d...
process_discovery_default

process_discovery_mgmt

7 mmefect

Step 5: Install Process Discovery V. 21.3

Install Process Discovery 20.6 like instructed in the installation section in this guide.
When prompted, make sure to select your existing and backed-up license file and
RabbitMQ.

See Installing the Kryon Process Discovery Server.
Step 6: Post-installation configuration

Teams configuration

Re-create your Teams by following the procedure under Managing Teams (Process
Discovery Console User Guide).

Recorded sessions import

Import the backed-up recorded-sessions you created in Step 1 by following the
procedure underimporting recorded sessions data .

Console users configuration

Re-create your console users by following the procedure under Creating Discovery
Console Users (Process Discovery User Guide).

Applications definition configuration

Re-create your applications definition by:
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a. Openthe back-upfile"applicationList"using atexteditor (e.g. Notepad).

b. Referto the applications definitionin the file to re-create the applicationsin
the Process Discovery Console by following the procedure under Managing
Applications (Process Discovery Console User Guide).
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Silent Installation of Discovery Server

This section describes procedures for a silent installation of the Discovery Server:

In this Chapter:

Discovery Server Silent Installation Ste0S o 54
Step 1: (optional) Change Default Install Folder Location ... 54
Step 2: (optional) Kryon Process Discovery Database Engine ... 54
Step 3: (optional) Update RabbitMQ Permissions ... . 55
Step 4: Open NetWoOrK POMS 56
Step 5: Copy Installation Files to Local Folder ... ... .. 57
Step 6: Run the Discovery ServerInstallation Package ... ... ... ... 57
Step 7: (optional) Change External Ports AfterInstalling the Server ......................... 58

Step 8: (optional) Install Kryon Process Discovery License afterInstalling the Server ...60

Step O: Verify INStallatiON 61
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Discovery Server Silent Installation Steps

Follow these steps to do asilent install of the Discovery Server:

Step 1: (optional) Change Default Install Folder
Location

The format forthe location of the Discovery Server install folderis { local drive}:\
{InstallFolder}.

By default the InstallFolder locationis {local drive with the most free

space} : \Kryon.

If you choose to change the location of InstallFolder:

It should be targeted to alocal folder on a drive with more than 500GB of free
disk space

e The InstallFolder can'tbe therootfolderof adrive
(forexample, c: \ is not allowed)

e The InstallFolder foldername can'tinclude spaces
(forexample, C:\Install Folder)\ isnotallowed)

e The InstallFolder folderpath cannot be longerthan 19 characters (20if a
backslash is added at the end)

To change the install folder location:
1. Openthe Kryon Process Discovery Server Installation configuration file,
PDServer64BitSetup.exe.json, with atext editor

2. Enterthe value forInstallFolder parameter between the corresponding
double-quotes, forexample:

"InstallFolder": "C:\\NewFolder

Note: The syntax for specifying folder and file locations in JSON uses a double
backslash in each location in which Windows syntax would use a single
backslash, forexample: c: \\ProgramFiles\\MariaDB\\

3. Save the JSON file

Step 2. (optional) Kryon Process Discovery Database
Engine

Databases are installed on the Discovery Server to collect, analyze, and work with the
datareceived from the robots. Kryon Process Discovery uses four application
databases to work its magic:
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PD application database #1 (data
segregated by Team)

MariaDB 10.3.7 (or higher) or MySQL
8.0.11 (orhigher)

PD application database #2 (data
aggregated for all Teams)

Process Library database
User Management platform database
The Discovery Server installation package automatically installs the MariaDB 10.4.7

database engine

If you prefer, you can manually install the database engines yourself, or connect to
an already existing MariaDB 10.3.7 (or higher) or MySQL 8.0.11 (or higher)

Installation creates the following default users for the databases:

Default User Names Default User Password

MariaDB root Kryon2020!

pdbdev Kryon2020!

OPTIONAL STEPS:

¢ Configuring a Preexisting Database Engine Installation

e Manually Installing the Database Engines to manually install MySQL 8.0.11 (or
higher) or MariaDB (10.3.7 or higher)

Step 3: (optional) Update RabbitMQ Permissions

The Discovery Server installation package automatically installs RabbitMQ Server.

You can opt to connect to a preexisting RabbitMQ installation, if you have one, later
in this installation procedure.

If you want to connect to a preexisting RabbitMQ installation, you may need to add
permissions to admin RabbitMQ user at this time. To do so, follow the stepsin Add
permissions to admin RabbitMQ user for preexisting RabbitMQ version.
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Step 4: Open Network Ports

1. The following default external ports are opened automatically in the Windows
Firewall during the Discovery Server installation process. These ports are
intended foraninstallation that does not use TLS (see below for SSL/TLS ports).
Open them in your hardware firewall prior to installing the server

Default Port
N . Port Used by | Port Used for
(Not using TLS)

Quevue o .
Communication between the Discovery
5672 Manager Robots and the Discovery Server
(RabbitMQ) y
80 Console Communication between the Discovery
(NGINX) Console and the Discovery Server

If you will be using TLS, open the following ports in your hardware firewall prior to
installing the server.

NOTE: Only SSL/TLS v1.2is supported.

Default Port
. Port Used by | Port Used for
(Not using TLS)

veuve
Q Communication between the Discovery
5671 Manager Robots and the Discovery Server
iscov \
(RabbitMQ) y
443 Console Communication between the Discovery
(NGINX) Console and the Discovery Server

2. Youcanoveride the default port setting if you want. At this time, make sure
the ports you choose are open in the hardware firewall. Afterinstallation you
will configure the ports in the server configuration file. Be sure to write down the
port numbers you use; you willneed them!

(optional) The following default backend ports are used in the Discovery Server. We
recommend NOT to open them in the firewall. They are customizable, if required:

Default Port Port Used for

Communication between the Discovery Server and the User
Management Tool

5058
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Default Port Port Used for

Communication between the Discovery Server and the

5001-5004
Discovery Console

3306 Internal port fordatabase communications

If you want to customize backend port settings, see:

e Alternative to ports 5001-5004
e Alternative to port 5058
e Alternative to port 3306

Step 5: Copy Installation Files to Local Folder

1. Download the Kryon Process Discovery Serverinstallation files to alocal folder
on the Server. Do not copy these files to the Install Folderlocation.

® PDServer64BitSetup.exe

® PDServer64BitSetup.exe.json

2. If you have received yourKryon Process Discovery license file (. 11k) from your
contact at Kryon or the Kryon distribution partner, you can at this point prepare
it fo be installed automatically at the time of Kryon Process Discovery Server

installation. If you wish to install it after Discovery Serverinstallation, copy the file
to the same folderin which PDServer64BitSetup.exeislocated

Step 6: Run the Discovery Server Installation
Package

1. Access the command prompt and run as an administrator
2. Change directory to the location of where you copied the installation files by
typingin:
CD {Folder location}
Forexample,CD C:\FolderName\
3. Hit <ENTER>
4. Typein:
START /WAIT PDServer64BitSetup.exe -silent

5. Hit <ENTER>
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6. Theinstallation can take up to 20 minutes, depending on the Server processor
power. If needed, the system restarts automatically to complete the install

To verify the discovery server installation

e Ifthe system doesn't require arestart, fo verify the installation, immediately
afterthe process completes, run the ECHO command with the %errorlevel%
parameter, by typing: ECHO %errorlevel%.The exit codes are showninthe
command line.

The exit codes are as follows:

° 0=success

° 1=rebootrequired

° 8=incompatible machine

° 16=database failure

° 32=badtarget folder

o é4=incompatible target drive
o 256 =success with warnings
°o 1024 = property value failure
° 2048 = package failure

or

After asystem restart during installation, you can verify the installation by
viewing the Troubleshooting Discovery Server Installation - Logs.

NOTE

L If you wish to install it afterKryon Process Discovery Serverinstallation,
follow the stepsin Step 10: (optional) Install Kryon Process Discovery
License Afterlinstallation once installationis complete.

Step 7: (optional) Change External Ports After
Installing the Server
To use a anotherportinstead of 5672, follow these instructions:

Edit the rabbitmq.config file:

For Communication Between Discovery Robots & Discovery Server
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1. Right-click the Windows Start button =

2. SelectRun
3. Type %appdata%/RabbitMQ, then hit <ENTER>

4.  From the window that opens, openthe rabbitmg.config file with a text
editor

5. Change the value of tcp listeners from 5672 to the port numberyou are
using

¢}

%% —-*- mode: erlang -*-
[
{rabbit, [

tcp listeners, [5672]},

]

1o
Edit Process Discovery configuration files:

Change to the Process Discovery configuration files as follows:

1. With atext editor, open each of the configuration files listed below, and
change the value of the specified key from 5672 to the port numberyou are
using.

a. IncC:\ProgramData\Kryon\PDServer\Configuration\, open the file
KryonProcessDiscoveryConfigurationProduction.json with atext
editorand edit the following keys as detailed below.

Change the value of MessageBrokersPort from 5672 to the port number
you are using

b. In{MainPDFolder}\Orchestrator\Config\, open the file
production.json with atext editor and edit the following keys as detailed
below.

Change the value of port from 5672 to the port numberyou are using

Keep in mind, you need to configure each Discovery Robot configuration file with the
new port when you install the Discovery Robots. See Configuring Discovery Robots
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Step 8. (optional) Install Kryon Process Discovery
License after Installing the Server

Follow these steps to set up your Process Discovery license (if you did not do so
previously during installation):

1. Copythelicense file you received to the Install Folder
2. From the Windows Services app or the Windows Task Manager > Services tab:
» Restart the Kryon Server -Process Discovery Service

« Checkthe Status column of the Kryon Server -Process DiscoveryService to
ensure that it shows Running

NOTE

4/_ If you have not yetreceived yourlicense file, check with your contact
at Kryon or the Kryon distribution partner with whom your organization
is working.
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Step 9: Verify Installation

Verify the Discovery Server installation by checking that you can connect to the
following components:

( N\

NOTE

L If you're connecting remotely to the Discovery Server orif you defined
the server's FQDN when you installed it, enter the FQDN of the server
instead of 1ocalhost inthe URLs in the following steps:

1. Connectto RabbitMQ

Login to RabbbitMQ using the username admin and the default password
Kryon2020!.

2. Connectto Process Discovery Console:

a. From aweb browseron the Discovery Server, enter the following URL:
localhost/console

b. Login with the following username and password:
Username: Pdconsole

Default temporary password: pd12345¢6! (if you changed the passwordin
step 4, use the new password you created)

3. Connectto SEQ:
From a web browser on the Discovery Server, enter the following URL:
http://localhost/seq
4. Connectto Process Discovery User Management Tool:
a. Openanincognito window in Chrome

Enterthe following URL:
localhost/auth/admin/kryon/console/#/realms/kryon

b. Login with the following username and password:
Username: authadmin

Default temporary password: Kryon123! (you may be asked to change the
password. If you do, be sure to write it down)

If you have connected successfully to the above, you're done installing the server!
Next Steps

Install the Discovery Robofts
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If any of the following scenarios apply to yourinstallation, follow the stepsin the

relevant topic(s):

In this Chapter:

Manually Installing the Database ENgINes ... . 63
MariaDB —Manualinstallotion .. 64
MYSQL - MaNUAIINST Al O ON <L 69
Configuring a Preexisting Database Engine Installation ... ... 76
Configuring the Event Log File Structure ... .. 78
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Manually Installing the Database Engines

<— to return to regular installation instructions
<— to return to silent installation instructions

Databases are installed on the Discovery Server to collect, analyze, and work with
the datareceived from the robots. Kryon Process Discovery uses four application
databases managed by one orthe otherdatabase engine:

PD application database #1 (data
segregated by Team)

PD application database #2 (data MariaDB 10.3.7 (or higher) or
aggregated for all Teams) MySQL 8.0.11 (or higher)

Process Library database
User Management platform database

You can choose manually install MariaDB 10.3.7 (or higher) or MySQL 8.0.11 (or higher).
Each of these optionsis covered in a separate section below:

e  MariaDB-Manualinstallation

e  MySQL - Manualinstallation
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MariaDB — Manual installation

NOTE

L The Administrative userneeds full permissions to create schema and

tables.

Kryon Process Discovery supports the Windows version of MariaDB 10.3.7 (or higher). If

you are installing MariaDB manually, you can download the software from here:

https://downloads.mariadb.org/.

You should use the default options foreach screen in the MariaDB installation wizard,
with the following important exceptions:

Root password

1. Select the option to modify the root password, and enter and make note of

the changed password

« If youwant the Kryon Process Discovery Serverinstallation package to use

the default password value, enterKryon2020 ! as the password

« Ifyouchoose to use adifferent password here, be sure to make note ofit.

2. Be sure to select the option to enable access from remote machines for 'root’

user
i User settings — X
Default instance properties MariaDB /7
MariaDE 10,3 (x64) database configuration Server 3,—,(-:—!/1

Modify password for database user 'root’

root’ user

Fna ble access from remote machines for

[Juse UTF8 as default server's character set

Back

Cancel

TCP port

1. You can choose to change the default TCP port —3306—if you wish. But if you
do so, be sure to make note of it.
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ﬁ Database settings

Default instance properties
MariaDB 10.3 (x64) database configuration

MariaDB

Server —/—

Install as service

Service Name:

=

Enable networking

TCP port:

e

Buffer pool size:

Page size:

Innodb engine settings

2035

16 =

MB

KB

Back

Mext

Cancel

2. Complete the installation using the default options foreach screenin the

MariaDB installation wizard.

3. Ifyou are doing aregularinstallation, you're done! For asilent installation,

continue on.

kryonsystems.com O +1-800-418-4318

Page 65



Installation & Upgrade Guide v21.3 | APPENDIX A: Additional Configuration Options

Configure the database configuration file (recommended)

1. Open the database configuration file my . ini and set the following parameter
values to improve database performance:

long query time=1l

max connections=200

table open cache=1000

tmp table size=64M
thread cache size=200

key buffer size=128M

innodb flush log at trx commit=l1
innodb log buffer size=16M
innodb buffer pool size=8G
innodb log file size=1000M
innodb thread concurrency=8
innodb buffer pool instances=8
innodb open files=2000

innodb stats on metadata=O0FF
innodb checksum algorithm=crc32
back 1log=200

max allowed packet=1G

table definition cache=500
character set server=utf8mb4

collation server=utf8mb4 unicode ci

2. Save thefile

3. Restart the database service

Update the installation configuration file (for silent installation)

Forasilentinstallation, change the following values in the JSON file provided with the
installation package, PDServeré4BitSetup.exe.json:

1. Openthe JSON file provided with the installation package,
PDServeré4BitSetup.exe.json with a text editor
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2. Editthe MariaDB root password : change the value of the DB ROOT PASSWORD
parameter with the password you gave forthe root above

3. Installation creates an additional application user, pdbdev with default
password Kryon2020'!. If you want to change this username and password:

(optional) Edit the value of the DB USER NAME with your preferred username
and edit the value of the DB USER PASSWORD parameter with a new password

4. Save the JSONfile. You're done!
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MySQL - Manual installation

If you choose to use MySQL for the application databases, it must always be
manually installed prior to Discovery Serverinstallation.

Kryon Process Discovery supports the Windows version of MySQL 8.0.11 (or higher).
(Note that later versions are NOT supported.) You can download the software from
here: https://downloads.mysqgl.com/archives/get/file/mysqgl-installer-community-
8.0.11.0.m:si.

L NOTE

The Administrative user needs full permissions to create schema and
tables.

Run the installation package, and install with the following options:

Choosing a setup type

1. Select Server only, then click the Next > button

(2] MySQL Installer

Installer Choosing a Setup Type

Adding Community
Please select the Setup Type that suits your use case,

O Developer Default Setup Type Description
Installs all products nesded for Installs only the MySQL Server. This type should
WySQL development purposes. be used where you want to deploy a MySQL
Server, but will not be developing MySQL
@ Server only applications.
Installs only the MySQL Server
product.
Q Client only
Installs only the MySGL Client
products, without a server.
Q Full
Installs all included MySQL
products and features.
O Custom
Manually select the products that
should be installed on the
system,

<Back || Net> | Concel |

2. Onthe nextscreen, click the Execute button, and the package will be installed

kryonsystems.com O +1-8004184318 Page 69


https://downloads.mysql.com/archives/get/file/mysql-installer-community-8.0.11.0.msi
https://downloads.mysql.com/archives/get/file/mysql-installer-community-8.0.11.0.msi

Installation & Upgrade Guide v21.3 | APPENDIX A: Additional Configuration Options

[T] mysaL Installer - X

MySQL. Installer Installation
Adding Community

Press Execute to upgrade the following products.

Praduct Status Progress MNotes
MySQL Server 80.11 Ready to Install

Installation

Click [Execute] to install or update the following packages

<Back | [ Beate || cance

3. You willthen be prompted to configure the package
Group replication

e Select Standalone MySQL Server / Classic MySQL Replication

Installer Group Replication
MySQL Server 8.0.11

® Standalone MySQL Server / Classic MySQL Replication
Choose this aption if you want to run the MySQL Server either standalone with the apportunity
to later configure classic MySOL Replication.

i Using this option you can manually configure your replication setup and provide your own high
availability solution if required.

O Sandbox InnoDB Cluster Setup (for testing only)
The InnoDB cluster technology provides an out-of-the-box HA (high availability)
solution for MySQL using Group Replication technology.

This option allows you to test an InneDB cluster sctup on your local computer
using seversl MySQL Server sandbox instances. Read mare about this here .

To setup a real-world production InnoDB cluster please choose the standard

MySQL Server cenfiguration instead on all desired hosts and use the MySQL Shell
afterwards to create or expand the InnoDB cluster setup.

[ 1ysqL snei S f'\
-—~m~1. .;’

Type and networking

1. From the Config Type dropdown list, select Server Computer
2. Inthe Connectivity section:
» Selectthe option forTCP/IP
« Selectthe option to Open Windows Firewall port for network access

« Port Number: You can choose to change the default Port Number—3306-if
you wish. But if you do so, be sure to make note of it. You willneed to
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specify it as aninstallation parameter during Discovery Server installation.

[E] MysaL Installer

MySQL. Installer Type and Networking

M L Server 8.0.11

Server Configuration Type

Choose the correct server configuration type for this MySQL Server installation. This setting will
define how much system resources are assigned to the MySOL Server instance.

Config Type: [ Server Computer

Connectivity
TCP/P

[ Named Pipe Pipe Name:

[ Shared Memory Memory Name:

Advanced Configuration

options for this server instance
[ Show Advanced Options

Use the follewing contrals to select how you would like to connect to this server.

Open Windows Firewall port for network access

MYSQL
MYSQL

Select the check box below to get additional configuration page where you can set advanced

<Back || Net> || Cancel

Authentication method

* Select Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)

[5) MySQL Installer

MySQL. Installer Authentication Method
MySQL Server 8.0.11

forward.

(caching_sha2_password authentication)

Authentication Method below.

O Use Strong Password Encryption for Authentication (RECOMMENDED)

MySQL 8 supports 3 new authentication based on improved stronger SHA256-based password
methods. It is recommended that all new My5QL Server installations use this method going

Attention: This new authentication plugin on the server side requires new versions
A of connectors and clients which add suppert for this new 8.0 default authentication

Currently MySQL 8.0 Connectors and community drivers which use libmysg|client 80 support
this new methad. If clients and applications cannot be updated to support this new
authentication method, the MySQL 8.0 Server can be configured to use the legacy MySOL

following cases:

@ Use Legacy Authentication Method (Retain MySQL 5:x Compatibility)
Using the old MySQL 5.x legacy authentication method should only be considered in the

- If applications cannot be updated to use MySQL & enabled Connectors and drivers.

- For cases where re-compilation of an existing

This new method will significantly improve your security.

is not feasible.
- An updated, language specific connectar or driver is not yet available.

Security Guidance: When possible, we highly recommend taking needed steps towards
upgrading your applications, libraries, and database servers to the new stronger authentication

|| Net» || Concel
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Accounts and roles

-] MySQL Installer

MySQL. Installer
MySQL Server 80.11

Accounts and Roles

X
Accounts and Roles
Root Account Password
Enter the password for the root account, Please remember to store this password in a secure
place.
MySOL Root Password: |l""""
Repeat Password: [IITIIII
Password strength:
MySQL User Accounts
Create MySQL user accounts for your users and applications, Assign a role to the user that
consists of a set of privileges.
MySQL Username Host User Rale I Add User I
Edit User
Delete
| < Back ‘ ‘ Next » ‘ ‘ Cancel |

1. Inthe Root Account Password section, enterand make note of the changed

password

« If youwant the Discovery Serverinstallation package to use the default
password value, enterkryon2020! as the password

» Ifyouchoose to use adifferent password here, be sure to make note ofit.

You willneed to specify it as an installation parameter during Discovery

Server installation.

2. Inthe MySQL User Accounts section, click the Add User button, and create a

user with the following properties:

Username: root
Host: <All Hosts (%)>
Role: DB Admin

Authentication: MySQL
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« Password: same password as you enteredinstep 1 above

[22] MySQL User Details X

Please specify the username, password, and database role.

Authentication (@) MySaL

Confirm Password |°"0"000 |

Username |root |

Host [<Al Hosts (%)> ~|

Role | DB Admin v

Password |......... |

Password Strength;

| ok || cancel |

3. Then click the OK button to return to the Accounts and Roles screen, which

should look like this afterthe user has been created:

=] MySOL Installer

MySQL. Installer
MySQL Server 8.0.11

Accounts and Roles

4. Repeatsteps2- 3, creating an additional user pdbdew

X
Accounts and Roles
Root Account Password
Enter the password for the root account. Please remember to store this password in a secure
place.
My5QL Raot Passward: ‘ ......... ‘
Repeat Password: [sesessane |
Password strength:
MySQL User Accounts
Create MySQL user accounts for your users and applications. Assign a role to the user that
consists of a set of privileges.
MySOL Username Hast User Role | Add User {
!J root % DB Admin | e
Delete
| <Back || Net> | Cancel
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Apply configuration

e Atthe end of the configuration process, you will be prompted to apply the
configuration. Click the Execute button, and you're done installing MySQL!

Apply Configuration

< Back Cancel

Configure the database configuration file

1. Open the database configuration file my . ini, and add the following line:

# Set default time zone

default-time-zone = '+00:00"

default-time-zone="'timezone' where 'timezone'represents the UTC time
zone of the server, forexample, default-time-zone="'+00:00" (the format
'system' isnotsupported)

2. Werecommend the following settings fo improve database performance. Set
the following parametervaluesinmy.ini:

long query time=l1

max connections=200

table open cache=1000

tmp table size=64M
thread cache size=200

key buffer size=128M

innodb flush log at trx commit=1
innodb log buffer size=16M
innodb buffer pool size=8G
innodb log file size=1000M
innodb thread concurrency=8
innodb buffer pool instances=8
innodb open files=2000

innodb stats on metadata=O0FF
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innodb checksum algorithm=crc32

back 1log=200

max allowed packet=1G

table definition cache=500

character set server=utf8mb4

collation server=utf8mb4 unicode ci
3. Save thefile

4. Restart the database service
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Configuring a Preexisting Database Engine
Installation

<— to return to silent installation instructions

Kryon Process Discovery supports using a dedicated Windows version of MariaDB
10.3.7 (or higher) and MySQL 8.0.11 (or higher). If you already have MariaDB or MySQL
installed on yourserver, follow the steps below to configure database installation.

Preexisting database engine configurations must always be done prior to Discovery
Serverinstallation.

Configure the database configuration file

1. ForMySQL, open the database configuration file my. ini, and add the
following line:

# Set default time zone

default-time-zone = '+00:00"

default-time-zone="'timezone' where 'timezone'represents the UTC time
zone of the server, forexample, default-time-zone='+00:00" (the format
'system' isnotsupported)

2. Forboth MySQL and MariaDB, we recommend the following settings to
improve database performance. Set the following parameter values in
my.ini:
long query time=l1
max connections=200
table open cache=1000
tmp table size=64M
thread cache size=200
key buffer size=128M
innodb flush log at trx commit=l
innodb log buffer size=16M
innodb buffer pool size=8G
innodb log file size=1000M
innodb thread concurrency=8

innodb buffer pool instances=8
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innodb open files=2000

innodb stats on metadata=0FF

innodb checksum algorithm=crc32

back 1og=200

max allowed packet=1G

table definition cache=500

character set server=utf8mb4

collation server=utf8mb4 unicode ci
3. Savethefile

4. Restartthe database service
Configure the discovery server json configuration file parameters
See here for afull explanation of Discovery Server JSSON configuration file parameters.

1. Openthe JSON file provided with the installation package,
PDServeré4BitSetup.exe.json with a text editor

2. Enterthe values foryourexisting database engine (between the double-
quotes that correspond to the parameters below):

"DB SERVICE NAME": "your service name"

"DB SERVER": "your DB server"

"DB PORT": "your DB port"

"DB ROOT NAME": "DB root user name"
"DB_ROOT PASSWORD": "DB root user password"
"DB USER NAME": "DB user name"

"DB_USER PASSWORD": "DB user password"

3. Save the JSON file
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Configuring the Event Log File Structure

You can combine Kryon Process Discovery with Process Mining techniques by
downloading an Event Log (in csv format) to apply to an external process mining tool.

By default, the Event Log's file structure uses comma-separated values. Some process
mining tools require semicolon delimiters instead.

You can configure the Event Log file structure to use semicolon delimiters, as follows:

1. Goto [Installation Folder]/Kryon/PD Server/Micro Services/
Kryon.DocManager/ and open the file appsetting.Production. json.

2. Change the value of the UseCsvSemicolonDelimiter parameterfrom false
fo frue.
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APPENDIX B: Technical Data

The following sections include additional technical data.

In this Chapter:

Discovery Robots and Application MoNItonNG ... o 80
Browsing Recorded Sessions Data ... . 82
Installed Components & SOTtWAIrE .. 84
Discovery ServerInstallation Configuration File ... . . 85
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Discovery Robots and Application Monitoring

Discovery Robots run silently on youremployees’' machines, collecting data on how
they utilize business applications to perform their daily tasks. On the Applications tab
of the Process Discovery Console, you can define which applications the Discovery
Robots should monitorand which to ignore. You can choose eitherone of three
approaches:

e Option 1: Define the list of the only applications you want the Discovery Robot
to monitor (Recommended)

e Option 2: Define alist of application to exclude

e Option 3:Set the robot to record and monitor all applications

BEST PRACTICE
Q', Applications to include:

Whatis the best approach to defining the applications to include in
the recorded sessions?e

Day 1 of recordings: Set applications to exclude. Application that you
know you don't want . At the end of the day, review the day’s output.

Day 2 of recordings: Set the applications to include based on the first
day's results.

. J

Regardless of the approach you choose, there are two kinds of application types you
can monitor:

e Desktop applications—forexample, Outlook. Included in this category are
terminal emulators, applications that allow remote access to alegacy text
terminal

e Web applications—a URL like video.google.co.uk

NOTE
/4 Recording keystrokes from different languages

Discovery Robots can record keystrokes from a number of keyboard
languages, including:

Albanian, Latvian, Armenian, Lithuanian, Bulgarian, Macedonian,
Catalan, Norwegian, Croatian, English, Polish, Czech, Portuguese,
Danish, Romanian, Dutch, Russian, Estonian, Slovak, Finnish, Slovene,
French, , Spanish, German, Swedish, Greek (Modern), Turkish,
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Hungarian, Ukrainian, Icelandic, Russian, Italian, Hebrew

Remote Desktop Workstations

When the discovery robots are installed on RDP client workstations,
application filtering is not done on recordings from the remote
computer.

Terminal emulators
Supported character-sets include: Latin, Cyrillic, and Hebrew.

Supported screen backgrounds: any color but white

- got here while configuring, take me back to Defining Applications fo Record -
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Browsing Recorded Sessions Data

Anotheruseful feature of the Toolkit is that you can use it to browse the raw data of
the Recorded Sessions , review the full recordings or monitorthe PD process. The
Browse feature allows you to view all data captured during the session, from

beginning to end, bothimages and metadata.

Browsing recorded sessions:

1. Open the Kryon Process Discovery Toolkit, Toolkit.exe, locatedin

{InstallFolder}\PDServer\Support\Toolkit.

2. Download all oronly selectedrecording as explained in Exporfing Recorded

Sessions.

3. You canonly checkone recording at a time - make sure only one item is
checked in the Databases list on the right pane. From the menu, select

Browse> Browse Raw Data.

B File B Database [y RabbitMQ [ Save As | (&) Browse

DATABASES

RAW DATA DATABASES

saseqgeleq @

4 V] [ caUsers\Administrator\Desktop

4[] [ feffdade-10b9-402e-bfe6-932ee3b2bd3b.sqlite

b [ B feffdade-10b9-402e-bfe6-932ee3b2bd3b

= Browse Raw Data

Browse CV Results

@ Run CV

4.  You canscroll through the images by clicking the < and > buttons or using the
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keyboardright orleft arrow.

@ Mark Browser | Current User Action 17203 € > In-Memory Range 1 - 100 - -

UserActionindex: 3
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ApplicationType: Web (0)
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& @ @ Secure | hitps//vevo22dreshuteck coma/tickere Titersalli & UserName: Itay Bri
EventType: MOUSE_LEFT_CLICK (14)
= Alltekets Gesared e Q 0 B @ KeyStrokeType: SingleKey (1)
Combinations: EMPTY
Date crestad = sieur Tablaow | ¢ Export 17387 a 4 Resolution:
- 2 Height: 768
Contact Subject suate Group  Agent prioeiy sats 2 a Width: 1366
X0
Y:0
ScreenDpi: 96
DpiAwareMode: True
MouseCursorType: NOT_DETECTED
MousePositionOnScreen:
Bueky ¥: 554
MousePosition:
X410
Babon./~v  eMeiv.  Opny - ¥:554
BrowserType: Chrome (2)
P URL: https://vevo22.freshdesk.com/
= BrowserClientRectangle:
- e Height: 654
Width: 1358
X8
Y:74
‘WindowRectangleLeft: 0
‘WindowRectangleTop: 0
‘WindowSizeHeight: 728
WindowSizeWidth: 1366
Padded: False
RobotVersion: EMPTY

agemts

B MEUROGES  vintage tabie s - Out of sock? = Low opans

aTe DR payment tabed? e Sscalation,_ /v . opans

e $0% adding 3 mew payment mathod Ealion /v wwedume  Opene

»

=
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Installed Components & Software

Discovery server

The following software is automatically installed on the Discovery Server by the Kryon
Process Discovery serverinstallation package, if not previously installed:

e Microsoft .NET Framework 4.7.2
e Microsoft .NET Core 2.2 - Windows Server Hosting
e Microsoft Visual C++ 2015-2019 Redistributable (x64)

e RabbitMQ Server (the queue manager for communications between the
Discovery Robots and the Discovery Server)

e Erang OTP (the programming language on which RabbitMQ is built)

e NodelS (JavaScript runtime used by Kryon Process Discovery Admin)

e Seq (centralized logging component)

The following software can be optionally installed by the Kryon Process Discovery
serverinstallation package:

e HeidiSQL (database viewer)

e Notepad++

Discovery robot

The following software is automatically installed on the client machine during the
Discovery Robotinstallation, if not previously installed:

e Microsoft NET Framework 4.7.2
e Microsoft Visual C++ 2015-2019 Redistributable (x64/x86 as appropriate)

Third party components

Third party software provided as part of or with the Licensed Product is solely
governed by itsrespective license terms as set forth in:

https://public.kryon.io/#PD-Versions/21.3/Documents/
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Discovery Server Installation Configuration File

Configuration of the Discovery Server installation is done by editing the JSON file
provided with the installation package, PDServer64BitSetup.exe. json.

To edit the JSON file:

1. Openthe JSON file with a text editor

2. Enterthe value forthe relevant parameterbetween the coresponding
double-quotes, forexample:

"TENANTS DB USER PASSWORD": "pdpasswordl234!",

Note: The syntax for specifying folder and file locations in JSON uses a double
backslash in each location in which Windows syntax would use a single
backslash, forexample:

C:\\Program Files\\MariaDB\\

3. Save the JSON file

The following is a full explanation of Discovery Server JSON configuration file

parameters:
Parameter Name Description
INSTALLFOLDER Folderin which the core Discovery Server files will

be installed

The format for the location of the (missing orbad
snippet) install folderis {1ocal drive}:\
{InstallFolder}.

o The InstallFolder should be targeted to a
local folder on a drive with more than 500GB
of free disk space

The InstallFolder can't be the rootfolder
of adrive
(forexample, c: \ is not allowed)

The {InstallFolder} foldername can't
include spaces

(forexample, .C:\Install Folderisnot
allowed

The InstallFolder folderpath cannotbe
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longerthan 19 characters (20 if a backslash
is added at the end)

Default value: {lL.ocal fixed drive with the
most free space}:\Kryon

ENABLE_TLS_IN_REGISTRY If set to True, installation willmodify the registry of
the machine on which the Discovery Serveris
installed to:

e enable SSL/TLS 1.2; and

e disable earlier versions of SSL/TLS and SSL

Must be set to True if you will be deploying SSL/TLS
Configuration

Default value: True
LOCAL_MARIADB USE Whensetto True:

* [fthere is no preexisting instance of MariaDB
installed on the local machine, the Kryon
Process Discovery Serverinstallation
package willautomatically install MariaDB

* |Ifthereis a preexisting instance of MariaDB
on the local machine (and the installation
package is able to connect to it using the
values specified in the DB_ROOT_NAME, DB_
ROOT_PASSWORD, DB_PORT, and DB_
SERVICE_NAME parameters), the Kryon
Process Discovery Serverinstallation
package will create Kryon Process
Discovery application database #1 and
Kryon Process Discovery application
database #2 within it

Default value: True

DB_INSTALLDIR The database install directory

Default value: C: \Kryon\MariaDB

DB_SERVICE NAME Used when LOCAL_MARIA_DB_USE is sefto True
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The name of the MariaDB Windows service

» [fthere is no preexisting instance of MariaDB,
the installation package will configure
MariaDB to use this service name

» If thereis a preexisting instance of MariaDB,
the installation package will attempt to
connect to it using this service name (should
match the service name configured for this
instance)

Default value: MariaDB

DB_SERVER Discovery Server IP address or FQDN (Fully Qualified
Domain Name) of the machine on which the
database is installed

Do notchange the default value if the
database is installed on the same machine
as the Discovery Server

* Must be changed from the default value if
the database is installed on aremote
machine

Default valve: <local machine name>

DB_PORT The network port by which the Discovery Server will
access the database
Default value: 3306

DB_ROOT NAME The userthat accesses the database as a

superuser (e.g., for creating database schema,
etfc.)

Default value: root
DB_ROOT_PASSWORD The password used to access the database as a

superuser (e.g., for creating database schema,
etfc.)

*  Must match the root password created
during database instance installation
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Default value: Kryon2020'!

DB _USER NAME The user of Discovery Server that accesses the
database as aregularuser

Default value: pdbdev

DB _USER_PASSWORD The password used by the Discovery Server to
access the database as aregular user

Default value: Kryon2020!

PD DEFAULT TENANT ID ID of the default Kryon Process Discovery Team

* If you wishto change the default Team ID,
you must do so here (i.e., it cannot be
changed post-installation)

e You can add additional Teams here by
separatfing the Team IDs with commas (e.g.:
default, tenant2, tenant3)

 Team ID: can be 3to 42 characters - use only
lower-case letters and numbers (no spaces
or special characters allowed)

e Additional Teams can also be added at any
time afterinstallation. For additional
information, see Managing Teams.

Default value: default

L = C=E When set fo True:

* [fthereis no preexisting instance of
RABBITMQ installed on the local machine,
the Kryon Process Discovery Server
installation package willautomatically it

* [fthereis a preexisting instance of RABBITMQ
on the local machine, the Kryon Process
Discovery Serverinstallation package will
create the Process Library database and
authentication platform database schema
within it
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Default value: True

MESSAGES_ BROKER HOST The FQDN (Fully Qualified Domain Name, i.e., DNS
name) of the machine on which RabbitMQ Server
will be installed

o Recommended: Leave empty so that the
package will be installed on the local
machine

Default value: 1ocalhost

MESSAGES_ BROKER PORT The network port forcommunication between the
Discovery Robots and RabbitMQ Server

» Recommended: Leave the default value of
5672 when not using TLS, orchange to 5671
when using TLS. This will minimize
configuration changes required post-
installation.

Default value: 5672

RABBITMQ ADMIN NAME Used when LOCAL_RABBITMQ_USE is set to True

* Theinstallation package creates aregular
useraccount

Default value: admin

RABBITMQ ADMIN PASSWORD | The password used to access RabbitMQ Server

Default value: Kryon2020'!

DOC_MANAGER_PORT The internal port forcommunication between the
Discovery Server and the Document Manager

Default value: 50007

PDSERVER_PORT The PD Admin (formerly Orchestrator) port

Default value: 8788

AB APPLICATION_SERVER The FQDN (Fully Qualified Domain Name, i.e., DNS
name) of the User Management Tool platform
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application server

o Recommended: Leave empty so that the
application serverwill be set to local
machine

* If notleft empty, should match the value of
CX_APPLICATION_SERVER

Default value:
AB CONSOLE_PORT Recommended: Do not change from default
value

Default value: 5058

AB_KEYCLOAK AUTHADMIN The default password for authadmin user of
PASSWORD Keycloak

Default value: Kryon123!

AB_SERVICE_LOGON_USER The username and password that will be used to
access the authentication platform Windows

AB_SERVICE LOGON _ service

PASSWORD

CX APPLICATION_SERVER The FQDN (Fully Qualified Domain Name, i.e., DNS

name) of the Process Library application server

o Recommended: Leave empty so that the
application serverwill be set to local
machine

* Ifnotleft empty, should match the value of
AB_APPLICATION_SERVER

CX PORT AUTH Network ports forused communication between
Process Library and its backend APIs

(28 OB R Default value: CX_PORT AUTH 5002
Default value: CX_PORT GATEWAY 5001
Default value: CX_PORT _DISCOVERY 5004

CX_ PORT_DISCOVERY

CX_PORT_SETTINGS Default value: CX_PORT SETTINGS 5003
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PORT_NGINX Default value: PORT_NGINX 80
INSTALL NPP if set to True, Notepad++ source code editoris
installed

* If Notepad++ already is installed on the
server, a new instance is notinstalled

Default value: True
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Configuring Discovery Robots

The basic Discovery Robot setting are configured upon installation through the
installation wizard. Once Discovery Robots are installed on the employee workstation,
you can apply additional Discovery Robot configurations by editing the Discovery
Robot Configuration File. You should receive from your organization the specific
configuration requirements for each Discovery Robot.

Discovery Robot Configuration File

You canlocate and edit the Discovery Robot settings in the Discovery Robot
Configuration File.

The Discovery Robot Configuration file name and location depends on the following:

Before the first run of Process Discovery Robot:

${InstallationFolder}/PDDR/pddr.appsettings template.config
(The usual pathis: C:\Program Files\PDDR)

After the first run of Process Discovery Robot:
$localappdata%/Kryon/ActionsRecorder/config/pddr.appsettings.confi

g

<add key="messagesBrokerHost" Sets the address of the Discovery Server

value=" FODN /IP Address"/> <add key="messagesBrokerHost"

value="{{Discovery Server IP
address or FQDN (Fully Qualified

Domain Name) }}"/>

e MUST be changed from the default
value of localhost

<add key="messagesBrokerPort" Sets the port number of the Process

value="port#"/> Discovery server. You can edit and
change the port number. The default port
numberis 5672.

<add key="stealthMode" To hide Discovery Robot's fray icon on the
value="false"/> machine's end-user(s), change the key
value to "true".

<add key="persistRecords" By default, recordings by Discovery Robots
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value="false"/>

<add key="HashUserName"

value="false"/>

<add key="standaloneMode"

value="false"/>

<add
key="applicationsConfigPath"

value="."/>

kryonsystems.com @ +1-800-618-4318

are not maintained on the employee
workstation once they have been
uploaded to the Discovery Server.

To maintain the recordings on the
workstation afteruploading to the
Discovery Server, for debugging purposes,
change the key value to "true".

By default, the username is visible in the
Discovery Robot's data.

To comply with privacy regulations (such
as the GDPR) and/orcompany-issued
privacy and security policies, you can
hash the username from all
recorded/transmitted data by setting the
option to hash (i.e., encrypt) the user
name.

To hash the username, change the key
value to "true".

In standalone mode, the Discovery Robot
records user actions while they remain
disconnected from the Discovery Server

e false =the Discovery Robotis not
in standalone mode

e true =the Discovery Robotisin
standalone mode

Default Value false

For additional configuration of standalone
robots, see the section Standalone
Discovery Robotsin Process Discovery User
Guide.

Usedwhen standaloneMode issetto

True

e Setsthe pathto the local
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<add
key="offlineRecordsStoreLimit"
value=2000/>

<add
key="EmulatorCommandMaxLength"

value="5"/>

<add key="CaptureScreenshots"

value="true"/>

<add
key="UnicodeHookingProvider"

value="false"/>

kryonsystems.com @ +1-800-618-4318

Applications for Discovery
configuration (b1lwl . json) file that
defines which applications are
recorded

o “indicates same folderDiscovery
Robot’s exe file

Default Value " . "

Usedwhen standaloneMode issetto

True

e Definesthe maximum number of
records to save locally

Default Value 2000

Due to Plland GDPR regulations, all input
fields of emulator applications are
automatically masked.

You cansetto unmaskup to a
configurable number of characters, so
they can be interpreted as actions. The
available rangeis 1 to 10.

Default Value 5

By default, the parameteris set to capture
screenshots when recording sessions

("true").

To record work-patterns and collect
metadata without capturing screenshots,
change the key value to "false".

Sets which hooking provider to use for
recording keyboard strokes. Unicode
capabilities enable support for multiple
language keyboards.

e false =Use alegacy providerthat
supports only ASCII

Page 94



Installation & Upgrade Guide v21.3 | APPENDIXB: Technical Data

e true =Use aproviderthat supports
both ASCIl and Unicode (for
multiple language keyboards)

Default Value false

°* <add key="TlsEnabled" To configure SSL/TLS on Discovery Robots,
value="false"/> edit the keys as detailed below:

* <add key="TlsServer" e y="TlsEnabled"
value=""/> value="true" />

* <add key="TlsPort" e <add key="TlsServer" value="
value="5671"/> {certificate server_ name}"/>

° {certificate server name}
must be the name exactly as
specified on the server
certificate file.

* <add key="TlsPort" value="

{ssl_listeners port"/>

° Change this key only if you are
using a portothers5671 for
SSL/TLS communications.

°  This should be the same port as
yousetforssl listeners (in
the rabbitmg.configfile)
when configuring the Discovery
Server.

NOTE: Only SSL/TLS v1.2is supported.

<add key="CaptureMethod" The ‘CaptureMethod’ parameters sets the

value="MIRROR DRIVER"/> (default] |PDDR capturing method.By default, the
capturing method is set to "MIRROR_
DRIVER". However, you might need to

Othervalue option: change the value to "DESKTOP_
"DESKTOP DUPLICATION" DUPLICATION" in the following specific
nGpI™ case:

When working via RDP (accessing a
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remote desktop from yourlocal server) on
aremote machine with PDDR and
Windows 10 installed.

Once you change the key value and save
your changes, make sure to restart the PD
service.

In case there is a failure in Mirror driver /
desktop duplication - the fallbackis GD.
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Standalone Discovery Robots

A Discovery Robotin standalone mode works offline from the server. The major things
to keep in mind if you want to use a standalone robot are:

e The Discovery Robot doesn't upload recordings to the server. They are stored
on the userworkstation.

¢ The default number of actions that are recorded and stored on the employee
workstation is 2000 recorded actions. When the limit is reached, the Discovery
Robot stops recording (You can configured the limit by editing the
offlineRecordsStorelLimit parametferinthe pddr.appsettings.config,
explained below)

e Since the Discovery Robotisn't connected to the Discovery Server, it usesits
own local configuration file (b1wl . JSON) to define which applications it
records

e You canfindrecorded datasaved on the employee workstationin
$Localappdata%$\Kryon\ActionsRecorder\db

Steps for setting up a standalone Robot

1. Openthefile
$LOCALAPPDATA%\Kryon\ActionsRecorder\config/pddr.appsettings.

configwith atext editorand edit the keys as explained:

d. Inpddr.appsettings.config, change the value of the following keys,
andsave:

change:

<add key="standaloneMode" value="false"/>
fo:

<add key="standaloneMode" value="true"/>

b. TheofflineRecordsStoreLimit parameterdefinesthe numberof
actions that are recorded and stored on the local device. The defaultis
2000 recorded actions.

To change the recording limit:

Inpddr.appsettings.config, change the value of the following keys,
andsave:

change:

<add key="offlineRecordsStoreLimit" value="2000"/>
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fo:

<add key="offlineRecordsStoreLimit" value="[new value]"/>

2. Create and download a copy of the configuration file (b1wl.JsSON) from the
Discovery Server:

a

Access Kryon Process Discovery Console > Seftings page
b. Clickthe Applications tab
The Applications for Discovery screen opens

c. Define applications fordiscovery in the list of eitheroption 1 or2 (we
recommend option 1), as explained in Discovery Robots and Application
Monitoring

d. Clickthe Save Listbutton to download the b1wl.JsoN file

Applications for Discovery

You can choose one of two methods to define applications for discovery.

Option 1 Option 2

Define included applications (Recommended) Define excluded applications

- Enter application identifier Select application type ~ Enter application identifier

Identifier Application type Identifier

e. Saveblwl.JsSONinthe folderlocation as definedin the
applicationsConfigPath parameterin pddr.appsettings.config.
The defaultlocationis the same folder as pddr . appsettings.config.

To change the path:

Inpddr.appsettings.config, change the value of the following keys,
andsave:

change:
<add key="applicationsConfigPath" value="."/>
fo:

<add key="applicationsConfigPath" value="[new path]"/>

Note: The syntax for specifying folder and file locations in JSON uses a
double backslash in each location in which Windows syntax would use a
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single backslash, forexample:

C:\\Program Files\\YourFolder\\
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Image Masking

Hide potentially sensitive recorded information collected by Process Discovery.

When masking is enabled, every screen capture displayed on the Console goes
through the masking mechanism that:

1. Analyzes all the text on the recorded screen
2. |dentifies potentially sensitive information

3. Blurs out the target text

Enabling Image-Masking

You can enable image-masking before installing Process Discovery v20.11
(recommended), or afterinstallation.

Option 1: Pre-Installation

Before you run the Process Discovery installation, perform the following:

1. OpentheKryon PDServer64BitSetup.exe.jsonfile.

2. Addthe masking parameter:
"INSTALL MASKING": "true"

3.  Make sure to save the changes
4. Run the installation as usual

5. Afterdeploying and running Process Discovery, you can verify the Image-
Masking installation.

Option 2: Post-Installation

1. Installing the Required Components:

a. Openthefile"$ProgrambData%\Kryon\installer-

assets\config\prod\scripts\config.prod.properties.json"to

edit.
b. Change the "INSTALL MASKING" parameterto "true".

c. Change the parameters INSTALL MONGODB and INSTALL TESSERACT to

True.
d. Save the changes.

e. Open CMD as administrator and run:
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C:\Kryon\installer-assets\config\prod\scripts

powershell .\configureAll.psl -h C:\Kryon -configDir "C:\Kryon\config" -
n prod -servicesDir "C:\Kryon\PDServer\MicroServices" -utilsDir
"C:\Kryon\PDServer\Support"

2. Running Image-Masking through WatchDog:
a. Openthefile"

$ProgramData%$\Kryon\PDServer\Configuration\KryonProcessDisc

overyConfiguration.Production.json"to edit.

b. Searchforthe Kryon.Service.Masking section and change the Enabled
parametervalue to True.

c. Save the changes.
d. Restart the "Kryon Server- Process Discovery Service” windows service.
3. Verifying Image-Masking Installation:

a. OpenSeqgandsearch formasking log messages
http://localhost/seq/#/eventsefilter=masking

events  dashboards help  setting

SIGNALS
[ | () None

[pd-masking-service] RabbitMQ Consumer for queue: pd-masking-requests intialized successfully
i =pd-masking: ', exchange_name="pd-mask

', exchange_type="direct, message_tl=300, queue_arguments={x-dead-

, ‘codex_tenant default, rawdata_collection_prefix pd-ra umerConfig” {consumer_name': ‘pd-masking-service, ‘exchange_na QUERIES

[Watchdog] StateMachine: a
[Watchdog] MonitoredApplication.Start: About to start application monitor job for Kryon. Service. Masking

=2 Available Properties

b. Testthe Masking APl at Verify by calling http://localhost:50200/pd-
masking/v1/isalive

4. Enabling Image-Maskling:

a. Openthefile $Programbata%\Kryon\config\prod\services\kryon-
raw-fetcher-svc-default.json to edif.

b. Change the masking parameterto true
c. Save the changes.

d. Restart the “Kryon Server- Process Discovery Service” windows service.
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Accessing Logs

The following sections describe:

e Accessing Discovery ServerLogs

e Accessing Discovery Robot Logs

Accessing Discovery Server Logs

As you work with Kryon Process Discovery, you will likely find it helpful to view the
Discovery Server logs. To do so:

1. From aweb browserwith access to the Discovery Server, enter the following
URL:

http://{Discovery Server IP address or FQDN (Fully Qualified

Domain Name) }/seq
The Seq page opens, displaying the logs:

Personal v events dashboards help settings adminwv ::;5:

Seq

11 Aug 2019 14:53:29.004
11 Aug 2019 14:52:28.985
11 Aug 2019 14:52:28 439
11 Aug 2019 14:51:28.972

11 Aug 2019 14:48:28.931
11 Aug 2019 14:47:28.917
11 Aug 2019 14:47:28. 432
11 Aug 2019 14:46:28.903
11 Aug 2019 14:45:28 890
11 Aug 2019 14:44:28.876
11 Aug 2019 14:43:28.862
11 Aug 2019 14:42:28.848
11 Aug 2019 14:42:28.427
11 Aug 2019 14:41:28 835
11 Aug 2019 14:40:28.821
11 Aug 2019 14:39:28.807
11 Aug 2019 14:38:28.794

[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f

[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f...

[Orchestrator Thread 6920] [UserActicnAnalyzerService] getting cv status for,
[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f

[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f...

[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f

[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f...
[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f...

[Orchestrator Thread 6920] [UserActionAnalyzerService] getting cv status for

[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f...

[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f

[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f...
[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f...

[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f

[Orchestrator Thread 6920] [UserActionAnalyzerService] getting cv status for..

[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f
[Orchestrator Thread 6920] [AgentsService] getting agents data flow status f

[Orchestrator Thread 6920] [AgentsService] getting agents data flow status ...

Orchestrator Thread 6920] [AgentsService] getting agents data flow status f

SIGNALS
(=) None
(=) @Level
Errors
= Wamings

(=) Exceptions

QUERIES

== Available Properties
Count by Hour
Z: Latest as Table

=i Space by Event Type

Seq 5.1.3093 — Copyright © 2019
Single-User License |[Ensblelupdate check

Formore information about using Seq, see the Kryon Seq Tutorial at
https://kryonsystems.force.com/KryoNet/s/article /Seg-Tutorial.

Accessing Discovery Robot Logs

You can view Discovery Robotlog files on the employee workstation, oryou can
download them directly to the Discovery Server without having to manage them
from the client machines.

There are two log files:
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e pddr.log contains debugandinformationlevellogs

e pddr-Error.logcontainsermorlogs

To view discovery robot log files on the employee workstation

1. Right-click the roboft's tfray icon, and select Kryon Process Discovery Options.

2. Fromthe Advanced Tab, click Open Folder

General | Applications | Advanced
Server: EC2AMAZ-KNG55G3. processdiscovery.com
Queue ID: PDDR-6ESCA5A2EGDOB1337COB1BETO04B84DFCAF3BCA5A...

Capture method:  Mirror driver

Local activity: Open folder

Local data storage: Delete local data

The Logs folder opens containing both the pddr.log andpddr-Error.log
files
To download robot log files to the discovery server
1. Access Kryon Process Discovery Admin

2. Clickon Robots

3. The Discovery Robots screen opens:

Discovery Robots
Current Status Robot Queue Name Robot User Name Prior Status Recording Guid Version Data Flow

©

194627 Regular

Linoy Belchich Recording, 0, 0023 40 34d592-8af4-44ad-87ac-4a18483b8C

4. Clickthe More ( ) icon at the left of the robot's row and select Request Log

Discovery Robots

* Current Status

Robot Queue Name

o

8, Disable Robot

W HoidRobot

Cz  Prioritize Robot

Robot User Name

Linoy Belchich

Prior Status

Recording, 0,00:01:14

Recording Guid

234d592¢-Baf4-A4ad-87ac-4a118d83Mb8c

19.46.27

5. Select the file(s) you want to upload and click Request [#] File(s)
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[] pddr-Erroriog (5.8 KB) *

[] pddriog 220kB) &

Request 0 file

6. The logs are downloaded to the Discovery Server's Download folder
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Managing Recorded Sessions via Admin CLI
Exporting/Importing recoded session is executed perTeam (‘tenant’) only.
To perform an export/import, you need to get the ID of the relevant Team first:
Getting the Team (Tenant) ID

1. From the Process Discovery Console, go fo Seftings

2. Click Teams

3. CopytheTeam ID

Teams

+ Add new team

Team ID Team name Team GUID ID

&

V4 myawesometeam My Awesome Team 4f3ef7d0-9239-11eb-aaaf-d34046d19312

Exportingrecorded sessions data

1. OpenCMD

2. Runandsetthe below:

cd C:\Kryon\PDServer\Support\kryon-admin-cli

set CONFIG_DIR=C:\Kryon\config

set NODE_ENV=prod

set KRYON_ENC_CFG=C:\Kryon\config\prod\general\kryon-decrypt.json
set NODE_PATH=C:\Kryon\PDServer\MicroServices\node_modules

3. Run'node bin\cli.js' with the following parameters:
o For--tenant,update the relevantTeam ID (fenant ID)
« For--path, update the uploadedraw data locationin the machine

« Update yourmachine FQDN in both locations

EXAMPLE:
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node bin\cli.js --tenant=b5bf5cf0-915f-11eb-8dcc-8b77d90a1433 --
provider=rawData --command=uploadRawDataToGW --
path=C:\Users\Administrator\Desktop\data --authHost=kryon-pd-
83266.processdiscovery.com --robotsGwHost=kryon-pd-
83266.processdiscovery.com --
vaultAuthPath=C:\Kryon\PDServer\Support\pddr.keys

Importing recorded sessions data

1. OpenCMD

2. Runandsetthe below:

cd C:\Kryon\PDServer\Support\kryon-admin-cli

set CONFIG_DIR=C:\Kryon\config

set NODE_ENV=prod

set KRYON_ENC_CFG=C:\Kryon\config\prod\general\kryon-decrypt.json
set NODE_PATH=C:\Kryon\PDServer\MicroServices\node_modules

3. Run'node bin\sli.js'withthe following parameters:
o For--tenant, update the relevant Team ID (fenant ID)

« For--path, update the location fo which you want to save the
downloaded data

EXAMPLE:

node bin\cli.js --tenant=86b6a8e@-67a3-11leb-a999-23eb75c380fb --
provider=rawData --command=downloadRawData --dbProviderName=mongodb --
path="C:/Temp'
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