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CHAPTER 1: Introduction

Welcome to Verint Robotic Process Automation Discovery – the first step in Kryon's Full-Cycle
Automation solution. Kryon Process Discovery is a powerful, proprietary, AI-based platform
designed to discover your organization's business processes, correlate variants, and make
recommendations for delivering rapid automation of repetitive processes without prolonged and
expensive consulting.
This guide covers the installation and administration of the Kryon Process Discovery platform.

INTENDED AUDIENCE

The Verint Robotic Process Automation Discovery platform is an enterprise system involving
multiple components and numerous networking/security considerations. This guide is intended for
the System Administrator and other IT professionals with, at least, general knowledge of Windows
(server and desktop editions), database management, and networking and security protocols.
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What is Kryon Kryon Process Discovery™?
Kryon Process Discovery is an automated, data-driven AI technology which finds, maps and
documents existing businesses tasks in near real-time. The Discovery Robot working silently on
employee’s computers records every activity the employee does throughout his workday.
By examining the digital footprint left by users, a detailed representation of the business process is
automatically created. The data is then analyzed to recommend and create process models, called
wizards.
Business analysts can then use the Kryon Process Discovery Console to develop these wizards and
export them to Kryon RPA Studio to be fine-tuned and tested by RPA developers and automated.
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Kryon Process Discovery Components

DISCOVERY ROBOTS

Lightweight clients installed on employee desktops that silently monitor business-related activities
without impacting end-user productivity. They provide full visibility into all business activities at
the application level by collecting behavioral data about every user, process, and application
across the entire business unit or organization – even when the user’s computer is off-network and
offline. The data collected by Discovery Robots (a screen shot/metadata for each user action) is
sent to the Discovery Server for analysis.

DISCOVERY SERVER
The Discovery Server utilizes the data collected by the robots perform complex algorithmic
processes, including:
l

l

l

Computer Vision – extraction of relevant information from every screen shot
Action Tagging – identification of the specific action on each screen and assignment of a
unique tag to each, facilitating recognition and matching of repeated actions
Process Mapping – comparison and compilation of extracted and tagged information;
mapping of processes and variants

l

Automation recommendation engine – calculation of automation recommendations

l

Output of process and variant data to the Discovery Console

The Discovery Server includes PD Application Databases. These are the databases (either
MariaDB or MySQL) in which all the data collected by the Discovery Robots is stored. The data
collected by the Discovery Robots is transferred almost immediately to the application databases
and remains on the client machine for a short time.
Server applications include:
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l

RabbitMQ Server
The queue manager for communications between the Discovery Robots and the
Discovery Server

l

NGINX Server
The Discovery Console web server
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PROCESS DISCOVERY ADMIN
The System Administrator uses the Kryon Process Discovery Admin to:
l

Manage tenants and user access to data of one or more tenants

l

Set which applications the Discovery Robots monitor

l

Manage and schedule algorithms

l

Delete recorded data

l

Manage Discovery Robots

PROCESS DISCOVERY USER MANAGEMENT TOOL
Kryon Process Discovery User Management Tool grants user access to the Discovery Console

PROCESS DISCOVERY CONSOLE
A browser-based application providing an overview of discovered processes, with the ability to
drill down into all the underlying details. The Process Discovery Console presents real-time, visual
maps of each process and all its different variations, allowing managers to visualize how each
activity, application, and human interaction relates to process efficiency.
The Business Analyst generates from the Discovery Console a of a selected process and its
variants. The report is in MS Word format so the Business Analyst can annotates it to record indepth knowledge and wizard design guidelines for the RPA developer
The Discovery Console provides a quick and convenient interface for sending processes directly to
Kryon Studio as pre-developed automation wizards.
INTEGRATION WITH RPA STUDIO

RPA Studio is an Integrated Development Environment (IDE) that enables easy creation and
editing of simple and advanced automation wizards.
The integration between the Discovery Console and Studio allows managers to send processes
directly to automation as pre-developed wizards, including wizards steps, action variations,
decision points, and application data manipulations. Automation developers can then use Studio’s
intuitive interface and robust toolbox of available commands to make any necessary revisions.
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Installation Overview
The major steps in installing Kryon Process Discovery are:
1.

Installing the Kryon Process Discovery Server

2.

Installing Discovery Robots on employee workstations

Installation Package Contents
1.

Kryon Process Discovery Server installation files
l

l

l

2.

PDServer64BitSetup.exe - Kryon Process Discovery Server installation
executable file
[License file name].llk - The license file. it may come with the installation
package; in which case you can install it when you install the server. Otherwise you can
install it later, when it is available

Discovery Robot Installation File
l

3.

PDServer64BitSetup.exe.json - Kryon Process Discovery Server Installation
configuration file. See Discovery Server Installation Configuration File

DiscoveryRobotSetup.exe

Kryon Process Discovery Documentation
l

Installation and Administration Guide, Verint Robotic Process Automation Discovery
20.3 (this manual)

l

Kryon Process Discovery User Guide, Verint Robotic Process Automation Discovery 20.3

l

System Architecture, Verint Robotic Process Automation Discovery 20.3

l

Release Notes, Verint Robotic Process Automation Discovery 20.3

Both Kryon Process Discovery Server and Discovery Robot Installation packages install
additional Windows components and software to the server machine. See Installed Components &
Software
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System Requirements for Discovery Server
Hardware & software requirements
Item

Requirement

Processor (minimum)

Intel i7 or Xeon / 16 core*

RAM (minimum)

32GB

Free disk space (SSD)

Minimum 150GB, recommended 500GB

OS

Windows Server 2016 or higher

Database

Server installation installs MariaDB 10.4.7 or
you can connect to a preexisting dedicated
Windows version database server ( MariaDB
10.3.7 or higher / MySQL 8.0.11 or higher)

Supported browser for accessing Discovery
Console

Chrome v69 or higher, Edge v69

*When a single server with 16 cores is not possible, installation on 2 servers with 8 cores each is
an option. Contact Kryon Support for details if this is option is required.

TIP
HOW MANY CORES?

To verify the number of processor cores are installed on a machine:
1.

Open the Windows Task Manager > Performance tab

2.

The Logical processors field provides the information you're looking for

Yes, it might seem counter intuitive, but for purposes of Process Discovery, it's the
Logical processors field you're interested in – not the Cores field!
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System Requirements for Discovery Robots
Employee Monitor Hardware & Software Requirements
Item

Requirement

Processor

i3 / 2 cores minimum
i5 / 4 cores recommended
1.

Windows desktops

2.

Remotely managed workstations, like:

l

Supported workstations

l

OS

Supported browsers for Discovery Robot
recording

Supported languages for multi-language
keyboard recording

Remote client machines of a terminal
server running Microsoft Terminal
2016 and up
Cloud desktops running Amazon
WorkSpaces client application

Windows 10 (64- or 32-bit); or Windows 7 (64or 32-bit)
l

Chrome v69 or higher

l

Edge v17 or higher

l

Internet Explorer v11 or higher

l

Mozilla Firefox 63

Albanian, Latvian, Armenian, Lithuanian,
Bulgarian, Macedonian, Catalan, Norwegian,
Croatian, English, Polish, Czech, Portuguese,
Danish, Romanian, Dutch, Russian, Estonian,
Slovak, Finnish, Slovene, French, , Spanish,
German, Swedish, Greek (Modern), Turkish,
Hungarian, Ukrainian, Icelandic, White
Russian, Italian, Hebrew
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CHAPTER 2: Installing the Kryon Process
Discovery Server

The following sections describe steps to install Discovery Server and databases on a single server.
For guidelines for a silent installation, refer to Silent Installation of Discovery Server .
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Troubleshooting Discovery Server Installation - Logs

26
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Discovery Server Installation Steps
Follow these steps to install the Discovery Server:

Step 1: Verify Server Requirements
Ensure that the Server meets the required hardware and software specifications.

Step 2: Open Network Ports
1.

The following default external ports are opened automatically in the Windows Firewall
during the Discovery Server installation process. These ports are intended for an
installation that does not use TLS (see below for TLS ports). Open them in your hardware
firewall prior to installing the server
Default Port

Port Used
by

Port Used for

5672

Queue
Manager
(RabbitMQ)

Communication between the Discovery Robots
and the Discovery Server

80

Console
(NGINX)

Communication between the Discovery Console
and the Discovery Server

(Not using TLS)

If you will be using TLS, open the following ports in your hardware firewall prior to
installing the server.
Default Port

Port Used
by

Port Used for

5671

Queue
Manager
(RabbitMQ)

Communication between the Discovery Robots
and the Discovery Server

443

Console
(NGINX)

Communication between the Discovery Console
and the Discovery Server

(Not using TLS)

2.

(optional) You can override the default port setting if you want. At this time, make sure the
ports you choose to use are open in the hardware firewall. Be sure to write down the port
numbers you use; later you will need to configure them in the installation settings.

3.

(optional) The following default backend ports are used in the Discovery Server.We
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recommend NOT to open them in the firewall. They are customizable, if required:
Default Port

Port Used for

5058

Communication between the Discovery Serverand the User
Management Tool

5001-5004

Communication between the Discovery Server and the
Discovery Console

If you want to customize backend port settings, see Overriding Backend Port Defaults

Step 3: (optional) Kryon Process Discovery Database Engine
The Discovery Server installation package automatically installs MariaDB 10.4.7.
You can opt to connect to a preexisting MySQL 8.0.11 (or higher) or MariaDB 10.3.7 (or higher), if
you have one, later in this installation procedure.
If you want to manually install MySQL or MariaDB, you should do so now.
OPTIONAL STEPS:
l

Manually Installing the Database Engines

Step 4: (optional) Update RabbitMQ Permissions
The Discovery Server installation package automatically installs RabbitMQ Server.
You can opt to connect to a preexisting RabbitMQ installation, if you have one, later in this
installation procedure.
If you want to connect to a preexisting RabbitMQ installation from a Discovery Server installation,
you may need to add permissions to the admin RabbitMQ user at this time. To do so, follow the
steps in Add Permissions to Admin User of Pre-existing RabbitMQ Version.

Step 5: Copy Installation Files to Local Folder
l

Download the Kryon Process Discovery Server installation files to a local folder on the
Server:
o

PDServer64BitSetup.exe

o

If you have received your Kryon Process Discovery license file from your contact at
Kryon or the Kryon distribution partner, download it also

If you don't have a license now, you can install it after Discovery Server installation is completed.
See Step 10: (optional) Install Kryon Process Discovery License After Installation.
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Step 6: Run Kryon Process Discovery Server Setup Wizard
1.

Go to the folder where you copied the installation package on the local drive and double
click the installation executable file, PDServer64BitSetup.exe, to open the Kryon
Process Discovery Server Setup Wizard

2.

Click Start. The Setup Wizard begins

SYSTEM CHECK

The Setup Wizard collects system information from the server to verify compliance with system
requirements.
1.

If the system does not meet minimum requirements, the wizard automatically cancels
installation

2.

If your machine doesn't meet recommended system requirements, but does meet
minimum requirements, you can continue the Setup Wizard by selecting Install anyways
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3.

Click Next

Step 7: Installation Package Contents
Default installation package contents are displayed.
l

To accept the default values, click Next and skip to Step 8: Set Install Folder Location;
otherwise, click Customize and follow the steps below:
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CUSTOMIZE PREREQUISITES

Mandatory components cannot be customized, however, you will probably want to install
Notepad++ and the HeidiSQL Database viewer, if not already installed.
1.

Select the optional components you want to install

2.

Click Next

CUSTOMIZE APPLICATION DATABASE

If you want to configure the MariaDB database engine that's automatically installed as part of the
installation package, you can use this window to:
l

l

Override the default port 3306
Provide strong passwords for the two users created: root and pdbdev (the default for both
is Kryon2020!)

Or, you can use this window to connect to a pre-installed database engine.
To configure the automatically installed the application database engine:
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1.

Select Install locally

2.

Leave the default port 3306 unchanged or enter another port number

3.

Provide strong passwords for both the Root and Pdbdev usernames

4.

Click Next

To connect to a pre-installed application database:
1.

Select Connect to an existing database

2.

Enter the pre-installed Server Host Name

3.

Enter the port number of the existing database

4.

Enter the user names and passwords for both the Administrative and applications users
Note: The Administrative user needs full permissions to create schema and tables.
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5.

Click Test Connection to verify that your server connection is working

6.

Click Next

CUSTOMIZE QUEUE MANAGER

If you want to configure the queue manager (RabbitMQ server) that's automatically installed as
part of the installation package, you can use this window to:
l

Override the default port 5672.

l

Provide a strong password for the admin user (the default is Kryon2020!)

Or, you can use this window to connect to a preexisting RabbitMQ installation
To automatically install the queue manager:
1.

On the Customize Queue Manager window, select Install locally

2.

Leave the default port 5672 unchanged or type in your own port number (for TLS change
port to 5671)

3.

Provide a strong password for the admin user name
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4.

Click Next

To connect to a preexisting queue manager instance:
1.

On the Customize Queue Manager window, select Connect to an existing database

2.

Type in the port number of the preexisting RabbitMQ server

3.

Enter the RabbitMQ Server Host Name

4.

Enter the admin username and provide a strong password

5.

Click Test Connection to verify that your server connection is working

6.

Click Next

CUSTOMIZE CONSOLE

1.

Leave the default port 80 unchanged or type in your own port number (to work with TLS
use port 443)
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Click Next

Step 8: Set Install Folder Location
By default the InstallFolder location is {local fixed drive with the most free
space}:\Kryon\.
1.

If you want to select a different Install folder location than the default:
a.

Refer to the guidelines for Overriding the Default Server Install Folder Location

b.

Click Change and select the new location

2.

If the selected folder doesn't meet recommended disk space, but does meet minimum
requirements, you can continue the Setup Wizard by selecting Install anyways

3.

Click Next

Step 9: Add License
If you have received your Kryon Process Discovery license file from your contact at Kryon or the
Kryon distribution partner, and you downloaded it to the server in Step 5: Copy Installation Files to
Local Folder, you can install it now.
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If you don't have your license yet, no worries! You can follow the steps in Step 10: (optional) Install
Kryon Process Discovery License After Installation, when you have your license.
1.

If you have already downloaded a license file you can upload it now. Click Browse and
select the file; or
Select Proceed without a license file.

2.

Click Install. During installation, the wizard provides status updates so that you can monitor
the installation progress as setup continues.
When the wizard finishes, the Discovery Server is installed, but there are still a few more
steps you need to do on the Server before you're done:

NEXT STEPS
l

Step 10: (optional) Install Kryon Process Discovery License After Installation

l

Step 11: (optional) Configure TLS on the Discovery Server

l

Step 12: Verify Installation
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Step 10: (optional) Install Kryon Process Discovery License After Installation
Follow these steps to set up your Process Discovery license (if you did not do so previously during
installation):
1.

Copy the license file you received to the Install Folder you set in step 7

2.

From the Windows Services app or the Windows Task Manager > Services tab:
l

l

Restart the Kryon Server - Process DiscoveryService
Check the Status column of the Kryon Server - Process Discovery Service to ensure
that it shows Running

NOTE
If you have not yet received your license file, check with your contact at Kryon or the
Kryon distribution partner with whom your organization is working.

Step 11: (optional) Configure TLS on the Discovery Server
(optional) If you will be using TLS to secure communication between the Discovery Robots and
the Discovery Server, you should configure it now.
OPTIONAL STEPS:
l

Configuring TLS on the Server

Step 12: Verify Installation
Verify the Discovery Server installation by checking that you can connect to the following
components:

NOTE
If you're connecting remotely to the Discovery Server or if you defined the server's
FQDN when you installed it, enter the FQDN of the server instead of localhost
in the URLs in the following steps:

1.

Connect to RabbitMQ Management Plugin
From a web browser on the Discovery Server, enter the following URL:
http://{FQDN of Server}:15672
Log in to RabbbitMQ using the username admin and the default password Kryon2020!
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2.

Connect to SEQ:
From a web browser on the Discovery Server, enter the following URL:
http://localhost/seq

3.

Connect to Process Discovery Admin:
From a web browser on the Discovery Server, enter the following URL:
http://localhost/pdadmin

4.

Connect to Process Discovery User Management Tool:
a.

Open an incognito window in Chrome
Enter the following URL:
localhost/auth/admin/kryon/console/#/realms/kryon

b.

Login with the following username and password:
Username: authadmin
Default temporary password: Kryon123! (you may be asked to change the
password. If you do, be sure to write it down)

5.

Connect to Process Discovery Console:
a.

From a web browser on the Discovery Server, enter the following URL:
localhost/console

b.

Login with the following username and password:
Username: Pdconsole
Default temporary password: Pd123456! (if you changed the password in step 4,
use the new password you created)

if you have connected successfully to the above, you're done installing the server!
NEXT STEPS

Install the Discovery Robots
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Troubleshooting Discovery Server Installation - Logs
The Discovery Server installer records detailed logs of the entire installation process, including all
components. These logs can be a useful resource for troubleshooting.
TO LOCATE THE LOGS:

1.

Right-click the Windows Start button

2.

Select Run

3.

Type %temp%, then hit <ENTER>

4.

A Windows Explorer window opens to the logged-in user's %temp%\ folder
l

If you are logged into a local machine, the logs are in this folder

l

If you connected remotely, the logs are located one directory level up

The bundle setup log is in the relevant Temp folder and its name is PDServer64BitSetup_
{execution timestamp}.log.
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CHAPTER 3: Installing Discovery Robots

Discovery Robots run silently in your employees’ machines, collecting data on how they utilize
business applications to perform their daily tasks.
The following sections describe steps to install Discovery Robots in employee workstations. There
are two option for installing Discovery Robots on the employee machines:
l

Silent Installation of Discovery Robots ; or,

l

UI Setup Wizard of Discovery Robots

IN THIS CHAPTER:
Before Installing a Discovery Robot

28

Silent Installation of Discovery Robots

29

UI Setup Wizard of Discovery Robots

32

Configuring Discovery Robots

37

Discovery Robot Installation Logs

42
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Before Installing a Discovery Robot
1.

Before you start installing Discovery Robots, your organization's RPA team should provide
you with a list of client workstation(s) where Discovery Robots will be installed

2.

Ensure that each client workstation meets the required hardware and software
specifications

3.

Have available the Discovery Robots installation package file –
DiscoveryRobotSetup.exe

4.

Have available the PDDR.keys file from the Discovery Server
The keys file is generated as part of the Discovery Server installation process. You can find
it on the Discovery Server in {InstallFolder}\PDServer\Support

5.

Make a note of the Fully Qualified Domain Name (FQDN) of the Discovery Server

How to find out your server's FQDN

6.

a.

Click the Windows Start button and enter cmd into the text box. Hit
<Enter> to open your Windows command line utility

b.

Type ipconfig and hit <Enter>. This displays the IP address for your
Windows server. Use this IP address to view the fully qualified domain
name of the server

c.

Type ping -a IP where IP is the IP address for the computer. Hit
<Enter>. The "-a" switch returns the domain name of your server

Lastly, you should receive from your organization's RPA team the specific configuration
requirements for each Discovery Robot. You will need these requirements handy when
you configure the robots after they are installed.
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Silent Installation of Discovery Robots
This section describes procedures for a silent installation of the Discovery Robots. See UI Setup
Wizard of Discovery Robots to install using the UI Setup Wizard.
When you run a silent install of the Discovery Robots, you can simply execute the installation file
DiscoveryRobotSetup.exe; or you can choose to:
1.

Run the installation file with a START /WAIT command that let's you see the exit codes of
the installation when it completes; or

2.

Include installation parameters in the command line; or

3.

Both

If you choose to add parameters in the command line, Silent mode installation supports the
inclusion of the following installation parameters:
Parameter Name

Default Value
(if unspecified/left blank)

Description

InstallFolder

C:\Program
Files\PDDR

Folder in which the Discovery
Robot files will be installed

AddToStartup

true

Determines whether the Discovery
Robot will run automatically each
time a user of the machine logs in
to Windows

messagesBrokerHost

localhost

{Discovery Server IP
address or FQDN (Fully
Qualified Domain Name)}
of the Discovery Server
l

stealthMode

false

Must be changed from the
default value either as an
installation parameter or
by changing the value in
the Discovery Robot
configuration file (after
installation)

Determines whether the robot's
icon will appear in the Windows
taskbar:
l

l

false = icon will appear
in the taskbar
true = icon will not
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Parameter Name

Default Value
(if unspecified/left blank)

Description
appear in the taskbar
(robot will be invisible to
user)

persistRecords

false

Determines whether a copy of the
robot's will be maintained on the
robot (in addition to syncing to the
server). Setting this parameter to
true is recommended for
debugging purposes only.

TO RUN THE DISCOVERY ROBOT INSTALLATION PACKAGE SILENTLY:

1.

Access the command prompt and run as an administrator

2.

Change directory to the location of where you copied the installation files by typing in:
CD {Folder location}
For example, CD C:\FolderName\

3.

Hit <ENTER>

4.

Based on your installation preferences:
a.

To simply run the installation file, type in: DiscoveryRobotSetup.exe silent

b.

To see the exit codes of the installation when it completes, type in: START /WAIT
DiscoveryRobotSetup.exe -silent

c.

To specify parameters to either of option a or b above: add the parameters to the
command line. The command line would look like this when parameters are specified:

l

l

When using START /WAIT:
START /WAIT DiscoveryRobotSetup.exe [Parameter1=Value1
Parameter2=Value2 Parameter3=Value3] -silent
When not using START /WAIT:
DiscoveryRobotSetup.exe [Parameter1=Value1
Parameter2=Value2 Parameter3=Value3] -silent

NOTE
Parameters must be specified using exact parameter names. For
example, DiscoveryRobotSetup.exe /Silent
InstallFolder="C:\The folder\The Company\The
PDDR"
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6.

During installation the system may restart one or more times. Following restart, Discovery
Robot installation will resume right where it left off.

7.

You can view an exit code following installation when you install using a START /WAIT
command, as explained above:

l

Immediately after installation completes, run the ECHO command with the %errorlevel%
parameter, by typing in the command line: ECHO %errorlevel%.
The exit codes are shown in the command line as follows:
o

0 = success

o

1602 = user canceled

o

1641, 3010 = success, but must reboot to finish install

7.

Continue by configuring the Discovery Server address and additional Discovery Robot
settings as required.

8.

When done configuring Discovery Robot settings, restart the robot
a.

Right-click the robot's tray icon, and select Quit

b.

Run {MainRobotFolder}/ pddr.exe to start the robot
NOTE: The {MainRobotFolder} is the folder in which the files were installed
l

l

By default, this folder is C:\Program Files\PDDR
If you specified a different location during installation, the {MainRobotFolder}
is the folder you specified
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UI Setup Wizard of Discovery Robots
Follow these steps to install a Discovery Robot in UI mode. For instructions for a silent install, see
Silent Installation of Robots.
TO INSTALL A DISCOVERY ROBOT ON EACH CLIENT MACHINE:

1.

Copy the installation file DiscoveryRobotSetup.exe.and the PDDR.keys file to the same
folder on the employee machine
(The keys file is generated as part of the Discovery Server installation process. You can
find it on the Discovery Server at {InstallFolder}\PDServer\Support)

2.

Right-click the file DiscoveryRobotSetup.exe, and select Run as administrator

3.

The Kryon Discovery Robot Installation welcome screen opens:

4.

Click the Start button. The System Check screen opens.
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5.

The System Check collects system information to verify compliance with system
requirements.
a.

If the system does not meet minimum requirements, the wizard automatically cancels
installation

b.

If your machine doesn't meet recommended system requirements, but does meet
minimum requirements, you can continue the Setup Wizard by selecting Install
anyways

6.

Click Next. The Installation Folder screen opens

7.

By default, the Discovery Robot files are installed on the client workstation in
C:\Program Files\PDDR. If you want to change the installation folder location,
click Change and select another location
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8.

If your machine doesn't meet recommended free disk space, but does meet minimum
requirements, you can continue with the selected install folder location by selecting Install
anyways

9.

Click the next button. Installation begins
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10.

The computer may restart one or more times during installation.
Following restart, Discovery Robot installation will resume right where it left off.

11.

When installation is complete, the Success message appears:

12.

Continue by configuring the Discovery Server address and additional Discovery Robot
settings as required.

13.

When done configuring Discovery Robot settings, restart the robot
a.

Right-click the robot's tray icon, and select Quit

b.

Run {MainRobotFolder}/ pddr.exe to start the robot
NOTE: The {MainRobotFolder} is the folder in which the files were installed
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l

l

By default, this folder is C:\Program Files\PDDR
If you specified a different location during installation, the {MainRobotFolder}
is the folder you specified
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Configuring Discovery Robots
Once Discovery Robots are installed on the employee workstation, they need to be configured.
You should receive from your organization's RPA team the specific configuration requirements for
each Discovery Robot.

Mandatory Discovery Robot Settings
For all deployments, except if the robot will be standalone, the address of the Discovery Server
should to be set in the Discovery Robot Configuration File.
SET THE ADDRESS OF THE DISCOVERY SERVER IN THE DISCOVERY ROBOT CONFIGURATION FILE:

1.

Open the file
%LOCALAPPDATA%\Kryon\ActionsRecorder\config\pddr.appsetting
s.config with a text editor and edit the keys as explained:

2.

In pddr.appsettings.config, change the value of the following key, and save:
change:
<add key="messagesBrokerHost" value="localhost"/>
to:
<add key="messagesBrokerHost" value="{Discovery Server IP
address or FQDN (Fully Qualified Domain Name)}"/>

Other Discovery Robot Settings
Additional configuration settings are required when:
1.

The deployment involves multiple tenants

2.

You want to hide the Discovery Robots tray icon from appearing in the employee
workstation's task bar

3.

You want to maintain Discovery Robot recordings on the employee workstation for
support purposes

4.

You want to encrypt user name in all Discovery Robot recorded/transmitted data

5.

Discovery Robots are deployed on cloud desktops running Amazon WorkSpaces client
application

6.

You want to use TLS to secure communication between the Discovery Robots and the
Discovery Server

7.

You used a port other than the default external port 5672 when you installed the Discovery
Server

8.

The robot will be a standalone robot

9.

You want to configure keyboard command lengths for emulator applications
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1. FOR KRYON PROCESS DISCOVERY DEPLOYMENTS WITH MULTIPLE TENANTS
A Discovery Robot can actively record on only one tenant at a time. To assign the robot to
a tenant other than the default:
l

In pddr.appsettings.config, change the value of the following key, and save:
change:
<add key="tenant" value="default"/>
to:
<add key="tenant" value="{ID of new tenant}"/>

2. TO CHANGE VISIBILITY OF THE DISCOVERY ROBOT'S TRAY ICON
By default, the Discovery Robot's tray icon is visible to the machine's end-user(s). If you
want the Discovery Robot's tray icon to be hidden:
l

in pddr.appsettings.config, change the value of the following key, and save:
change:
<add key="stealthMode" value="false"/>
to:
<add key="stealthMode" value="true"/>

3. TO MAINTAIN DISCOVERY ROBOT RECORDINGS ON THE WORKSTATION FOR

DEBUGGING PURPOSES
By default, recordings by Discovery Robots are not maintained on the employee
workstation once they have been uploaded to the Discovery Server. If you want to
maintain the recordings on the workstation after uploading to the Discovery Server, for
debugging purposes:
l

in pddr.appsettings.config, change the value of the following key, and save:
change:
<add key="persistRecords" value="false"/>
to:
<add key="persistRecords" value="true"/>

4. TO CHANGE VISIBILITY OF THE USER NAME IN ALL RECORDED/TRANSMITTED

DATA
By default, the user name is visible in the Discovery Robot's data. To comply with privacy
regulations (such as the GDPR) and/or company-issued privacy and security policies, you
can hash the user name from all recorded/transmitted data by:
l

in pddr.appsettings.config, change the value of the following key, and save:
change:
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<add key="HashUserName" value="false"/>
to:
<add key="HashUserName" value="true"/>
5. FOR DISCOVERY ROBOT DEPLOYMENTS ON CLOUD DESKTOPS RUNNING

AMAZON WORKSPACES CLIENT APPLICATION AND SIMILAR SYSTEMS
By default, recordings are made using the mirror driver. For Discovery Robot
deployments on cloud desktops running Amazon WorkSpaces client application and similar
systems, change your recording method to work with BitBlt (GDI)
l

in pddr.appsettings.config, change the value of the following key, and save:
change:
<add key="UseGDICaptureMethod" value="false"/>
to:
<add key="UseGDICaptureMethod" value="true"/>

6. TO USE TLS TO SECURE COMMUNICATION WITH THE DISCOVERY SERVER
To configure TLS on Discovery Robots, in pddr.appsettings.config, edit the
following keys as detailed below.
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Original parameter

Required change

<add key="TlsEnabled"
value="false"/>

<add key="TlsEnabled"
value="true"/>

<add key="TlsServer"
value=""/>

<add key="TlsServer" value="
{certificate_server_name}"/>
l

<add key="TlsPort"
value="5671"/>

{certificate_server_name}
in the key above must be the name
exactly as specified on the server
certificate file

<add key="TlsPort" value="
{ssl_listeners_port"/>
l

l

Change this key only if you are using a
port other 5671 for TLS
communications
This should be the same port as you set
for ssl_listeners (in the
rabbitmq.config file) when
configuring the Discovery Server

7. TO CONFIGURE A PORT OTHER THAN THE DEFAULT EXTERNAL PORT 5672
If when you installed the Discovery Server you configured a different port than the default
external port 5672, you need to configure the Discovery Robot to use it:
l

in pddr.appsettings.config, change the value of the following key, and save:
change:
<add key="messagesBrokerPort" value="5672"/>
to
<add key="messagesBrokerPort" value="the port number you
are using"/>

8. TO CONFIGURE A STANDALONE ROBOT:
A Discovery Robot in standalone mode works offline from the server.
l

In pddr.appsettings.config, change the value of the following keys, and save:
change: <add key="standaloneMode" value="false"/>
to: <add key="standaloneMode" value="true"/>
For additional configuration and administration of standalone robots, see Standalone
Discovery Robots
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9. TO CONFIGURE KEYBOARD COMMAND LENGTHS FOR EMULATOR APPLICATIONS:
Due to PII and GDPR regulations, all input fields of emulator applications are automatically
masked. Kryon Process Discovery also enables the option to not mask up to a configurable
number of characters, so they can be interpreted as actions. The default is 5 and the
available range is 1 to 10.
l

In pddr.appsettings.config, change the value of the following keys, and
save:
change: <add key="EmulatorCommandMaxLength" value="5"/>
to: <add key="EmulatorCommandMaxLength" value="your number
from 1-10"/>
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Discovery Robot Installation Logs
The Discovery Robot installer records detailed logs of the entire installation process. These logs
can be a useful resource for troubleshooting.
TO LOCATE THE LOGS:

1.

Right-click the Windows Start button

2.

Select Run

3.

Type %temp%, then hit <ENTER>
A Windows Explorer window opens to the logged-in user's Temp folder, where you can
find the logs (look for files with names that start DiscoveryRobotSetup)
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Accessing Kryon Process Discovery Admin
TO ACCESS

1.

PROCESS DISCOVERY ADMIN:

From a web browser on the Discovery Server or from another machine, enter the
following URL:
http://{FQDN of Server}/pdadmin/app/

2.

The following screen opens:
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Managing Tenants
Tenants are organizational segments or units that share a single Discovery Server. Kryon Process
Discovery settings and data are managed individually per tenant:
l

User permissions

l

Managing applications for discovery

l

Starting the algorithm

l

Algorithm settings

l

Assignment/status of Discovery Robots

l

Managing recorded data

CREATING A TENANT

NOTE
The following instructions explain how to set up the Discovery Server for multiple
tenants. A Discovery Robot can actively record on only one tenant at a time. To
assign the robot to a tenant other than the default, see FOR Kryon Process
Discovery DEPLOYMENTS WITH MULTIPLE TENANTS
At the time the Discovery Server is installed, a default tenant is created. (Unless a different name
is specified by installation parameter, the tenant's name is default).
The process of creating a new tenant on the system involves two main steps:
l

Creating the tenant in Kryon Process Discovery Admin; and

l

Adding the tenant to the Discovery Server's configuration

TO CREATE THE TENANT IN

PROCESS DISCOVERY ADMIN:

1.

Access Kryon Process Discovery Admin

2.

Click on the arrow to the left of the Default button on the top menu bar of the screen.

3.

Select manage tenants
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4.

The following screen opens:

5.

Click the +Add New Tenant button

6.

In the dialog box that opens, enter the Tenant ID and Tenant Name of the new tenant; and
select the Database user from the dropdown box

Tenant ID: can be 3 to 42 characters - use only lower-case letters and numbers
(no spaces or special characters allowed)
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Tenant Name: can be up to 50 characters - use only letters and numbers (no
spaces and special characters allowed)
TO ADD THE TENANT TO THE DISCOVERY SERVER'S CONFIGURATION:

1.

Open the following file on the Discovery Server with a text editor:
C:\ProgramData\Kryon\PDServer\Configuration\KryonProcessDiscoveryC
onfiguration.Production.json

2.

In the section UnifyConfigurationVariables, add the exact Tenant ID of the
new tenant (with a comma between each tenant ID)
l

The full line should now read "tenant": "{existing_tenant},{new_
tenant}",

EXAMPLE
l

l

Assume your deployment has existing tenants named northamerica and
APAC. You want to add a new tenant named EMEA.
After adding the tenant, the relevant line in the configuration file would
read:
"tenant": "northamerica,apac,emea",

3.

Save the edited file

4.

From the Windows Services app or the Windows Task Manager > Services tab:
l

l

Restart the Kryon Server - Process Discovery Service
Check the Status column of the Kryon Server - Process DiscoverybService to ensure
that it shows Running
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Managing Discovery Console Users
You can use the Kryon Process Discovery Components to view the Kryon Process Discovery data
from one or more tenants. To do this:
The first time you log in to Discovery Console, use these credentials:
l

Username: pdconsole

l

Temporary password: Pd123456!
o

You will be prompted to change the temporary password upon first login to Discovery
Console

The pdconsole user is initially given permissions to view data only for the default tenant.
CREATING A DISCOVERY CONSOLE USER

The process of creating Discovery Console users involves two main steps:
1.

to add the user in the user management tool:; and

2.

to assign the user to a tenant in Kryon Process Discovery Admin:

TO ADD THE USER IN THE USER MANAGEMENT TOOL:

1.

Access the User Management Tool

2.

In the left navigation bar, click

3.

On the screen that opens, click the

4.

On the Add User screen, enter the new Username (the only required field on this screen)

5.

Click the Save button

6.

The new user is created, and a screen displaying the user details opens

button
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7.

Click on the Credentials tab

8.

On the Credentials screen, enter and confirm a password for the user

9.

If the user should be required to change the password when they next log in, set the
Temporary slider to

10.

Click the

11.

In the confirmation dialog that appears, click Change password, and you're ready to set up
the new user in Kryon Process Discovery Admin

button to save the new password

TO ASSIGN THE USER TO A TENANT IN

KRYON PROCESS DISCOVERY ADMIN:

1.

Access Process Discovery Admin

2.

Click on

and select Users
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3.

The following screen opens:

4.

Click

5.

In the dialog box that opens, enter the name of the new user exactly as you created it in
the User Management Tool

6.

From the drop-down box, select one or more tenants to which the user should have access

a.
l

7.

The username can be 3 to 100 characters
A user cannot be deleted from Process Discovery Admin once it is created
o

You can, however, remove a user's permissions to view all Kryon Process Discovery
data by removing that user's permissions to all tenants

o

You can also remove a user's access to the Discovery Console through the User
Management Tool

Click the Add button, and you're done!

TO RESET A USER PASSWORD:

1.

Access the User Management Tool

2.

In the left navigation bar, click Users

3.

On the screen that opens, use the Search field to find the user whose password you need to
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reset, or click on View All users to see a list of all users in your organization
4.

From the resulting list, click

5.

A screen displaying the user details opens

6.

Click on the Credentials tab

7.

On the Credentials screen, enter and confirm a new password for the user

8.

If the user should be required to change the password when they next log in, set the

in the relevant user's row

Temporary slider to
9.
10.

Click the Reset Password button to save the new password
In the confirmation dialog that appears, click Change password
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Accessing the User Management Tool
TO ACCESS THE USER MANAGEMENT TOOL:

1.

Open an incognito window in Chrome

2.

Enter the following URL: http://{AB_APPLICATION_
SERVER}/auth/admin/kryon/console/#/realms/kryon
l

NOTE: In the URL above, {AB_APPLICATION_SERVER} = the value used for the
AB_APPLICATION_SERVER installation parameter (FQDN) at the time of the Kryon
Process Discovery Server installation
o

If this parameter was not specified, the default (and recommended) value is the
local machine name of the Discovery Server. If this is the case, you can use this
URL: {FQDN of
Server}/auth/admin/kryon/console/#/realms/kryon.

The User Management Tool Login screen opens
3.

Log in to the User Management Tool with these credentials:
l

Username: authadmin

l

Temporary password: Kryon123!
o

4.

You will be prompted to change the temporary password upon first login

The following screen opens:
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Managing Applications for Discovery
Discovery Robots run silently on your employees’ machines, collecting data on how they utilize
business applications to perform their daily tasks. On the Applications tab of the Process Discovery
Admin, you can set which applications the Discovery Robots monitor. You can choose either one of
two approaches:
l

l

Option 1 (Recommended): Create a list of applications that are monitored (defining which
applications are included)
Option 2: Create a list of applications that are NEVER monitored (defining which
applications are excluded)
o

Using option 2 may slow down Kryon Process Discovery by using up resources on
irrelevant information

BEST PRACTICES
Applications to include:
What is the best approach to defining the applications to include in the recorded
sessions?
Day 1 of recordings: Set applications to exclude. Application that you know you don't
want . At the end of the day, review the day’s output.
Day 2 of recordings: Set the applications to include based on the first day's results.
For either option, there are two kinds of application types you can monitor:
l

l

Desktop applications – for example, Outlook. Included in this category are terminal
emulators, applications that allow remote access to a legacy text terminal
Web applications – a URL like video.google.co.uk

NOTES
Recording keystrokes from different languages
Discovery Robots can record keystrokes from multilanguage keyboards including:
Albanian, Latvian, Armenian, Lithuanian, Bulgarian, Macedonian, Catalan,
Norwegian, Croatian, English, Polish, Czech, Portuguese, Danish, Romanian, Dutch,
Russian, Estonian, Slovak, Finnish, Slovene, French, , Spanish, German, Swedish,
Greek (Modern), Turkish, Hungarian, Ukrainian, Icelandic, White Russian, Italian,
Hebrew
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Remote Desktop Workstations
When the discovery robots are installed on RDP client workstations, application
filtering is not done on recordings from the remote computer.
Terminal emulators
Supported character-sets include: Latin, Cyrillic, and Hebrew.
Supported screen backgounds: any color but white

TO ACCESS THE APPLICATIONS TAB IN

PROCESS DISCOVERY ADMIN:

1.

Access Process Discovery Admin

2.

Click the

tab

The following screen opens:

TO DEFINE WHICH APPLICATIONS TO MONITOR:

1.

Select the correct tenant from the tenant dropdown list (in the upper-right corner of the
Admin screen), since these settings are managed individually for each tenant

2.

Choose which method to use (either option 1 or option 2, but not both)

3.

For a desktop application, in the selected option:
a.

From the Select application type drop down list, select Desktop

b.

In Enter application identifier, type in the application's process name without the .exe
extension. (The process name appears in the Windows Task Manager > Details tab).
For example, outlook, winword

c.

If the application is a terminal emulator, select This is a terminal emulator to record
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the special keyboard strokes used by these applications

d.
4.

Click the

button

For a web application, in the selected option:
a.

From the Select application type drop down list, select Web

b.

In Enter application identifier, type in the website's URL – without the protocol
(usually, http or https) and without the path (that is, the section of the URL following
the domain name).
For example, for URL https://video.google.co.uk/videoplay, enter
video.google.co.uk

c.

Click the

button

5.

Repeat for all applications. They appear in the list below

1.

Select the correct tenant from the tenant dropdown list (in the upper-right corner of the
Admin screen), since these settings are managed individually for each tenant

2.

In the list, to the right of the application identifier, click Delete
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Discovering Processes

Kryon Process Discovery's AI Engine is made up of proprietary machine learning algorithms that
identify every process and variant, to provide you with a complete map of all your processes.
The recording of client actions begins once you install the Discovery Robots on the client
machines and run them. The Recorded sessions – (consisting of a screenshot/metadata for each
user action) are transferred in real time to the Discovery Server.
Process Discovery processes the data from the recorded sessions in three phases, called the
Discovery Sequence:
1.

Computer Vision – analyzes each image based on advanced visual recognition technology.

2.

Action Tagging – identifies each specific action and window on each screen and assigns
them a unique tag

3.

Process Mapping– compares and compiles the recorded data to map the processes and
process variants

The Computer Vision phase occurs automatically, immediately when data from the Discovery
Robots is transferred to the server.The next two phases are not automatic. You must run them
manually or you can schedule them.
When and how often to run the Discovery Sequence to discover processes depends very much on
your organization and the volume of data collected by the Discovery Robots.
The following steps explain:
l

Manually running the Discovery Sequence

l

Scheduling the Discovery Sequence

l

Controlling the AI Engine

Page 56

Installation & Administration Guide | Discovering Processes

Manually Discovering Processes
To manually discover processes by running Action Tagging and Process Mapping:
1.

Access Kryon Process Discovery Admin

2.

Click on Discovery

3.

The Discovery page opens:

4.

Select the correct tenant from the tenant dropdown list (in the upper-right corner of the
Admin screen), since these settings are managed individually for each tenant. The
recorded sessions for the selected tenant appear in the list.

5.

To run Action Tagging and Process Mapping on all the recorded sessions, click the Discover
Processes button. Kryon Process Discovery waits for CV to finish for all the recorded
sessions first, and then runs.
To run on only selected recorded sessions, tick the checkbox of the recorded sessions and
click the Discover Processes button. Kryon Process Discovery waits for CV to finish on the
selected recorded sessions first, and then runs.

After the Discovery Sequence is finished, the discovery results appear above the list; and processes
and their variant become visible in the Discovery Console.

TIP
Advanced Features

You can run Action Tagging or Kryon Process Discovery separately on all or selected
recorded sessions. Simply click the down arrow next to the Discover Processes
button for all recorded sessions (or you can also select specific recorded sessions)
and select Start Action tagging Now or Start Process Mapping Now).
When you use this method, the system doesn't wait for CV to finish first; the
selected action runs immediately.
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Scheduling the Discovery Sequence
Depending on the length of the Kryon Process Discovery cycle your organization wants to adopt,
you can schedule the Discovery Sequence to run automatically at intervals you specify.
TO SCHEDULE THE DISCOVERY SEQUENCE:

1.

Open the following file with a text editor:
{InstallFolder}\PDServer\Orchestrator\Config\production.jso
n

2.

Edit the line under "pipe" that reads "schedule": null by replacing null value
with a cron expression (inside double-quotes) representing the schedule you want to adopt.
Learn more about how to create cron expressions here.

EXAMPLE
Scheduling the algorithm using a cron expresion

Assume you want to schedule the Discovery Sequence to run every night at
midnight.
l

l

The cron expression representing every night at midnight is 0 0 0
* * ?
The pipe section of {InstallFolder}\PDServer\Orchestrator\
config\production.json would look like this:
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Controlling the AI Engine
The AI Engine algorithms that power the Discovery Sequence are extremely powerful – recording
and processing all user actions (in desktop and web applications that have been defined in the
Applications tab). As you use Kryon Process Discovery, you may find that you wish to narrow the
focus Discovery Sequence to provide more streamlined results and make analysis easier. You can
do so by customizing the AI Engine's's default settings.

TIP
Try... then modify

The default algorithm configuration is the recommended starting point. We
recommend initially running the Discovery Sequence with the default settings, then
modify them as necessary if you wish to narrow/broaden its results.
For safety purposes, the AI Engine Controls are not visible through the default Kryon Process
Discovery URL. You must access as an admin.
TO ACCESS THE AI ENGINE CONTROLS:

1.

Access Kryon Process Discovery Admin, but change the URL to:
http://{FQDN of Server}/pdadmin/app/discovery?admin=true

2.

Select the correct tenant from the tenant dropdown list (in the upper-right corner of the
Admin screen), since these settings are managed individually for each tenant
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Configuring Process Mapping
1.

Click on the Process Mapping Configuration tab to work with the process mapping
algorithm settings.

2.

To change a setting, simply edit it directly within the relevant field
You can return a setting to its default value at any time simply by clicking the Set Default
button to the right of the setting

The following settings can be edited to narrow/broaden Kryon Process Discovery results:
Setting(s)

Description/optional change

pdProcessMinTimeSec

Sets the minimum and maximum duration of a series of actions (in
seconds) for Kryon Process Discovery to consider it a process.

pdProcessMaxTimeSec

The default minimum value of 40 seconds and maximum value of
2400 seconds (40 minutes) can be changed as required:
l

l

pdMinRepeatsForBP

Lower minimum and/or higher maximum value → more
identified processes
Higher minimum and/or lower maximum value → fewer
identified processes

Sets the minimum number of times a series of user actions must
take place for Kryon Process Discovery to consider it a process.
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Setting(s)

Description/optional change
The default value of 5 can be changed as required:

MaxDistBetweenVariants

l

Lower value → more identified processes

l

Higher value → fewer identified processes

Determines when similar variants are considered a single process.
The default value of 3 can be changed as required:
l

l

Lower value → more identified processes, each containing
fewer variants
Higher value → fewer identified processes, each containing
more variants

Working with Action Tagging
The Action Tagging tab allows you to view Action Tagging algorithm results and fine tune them.
The algorithm organizes windows and the objects found on them by tagging them per application.
On the tab, you can:
l

Merge windows

l

Merge objects

l

Temporarily exclude applications from being processed by the Discovery Sequence
algorithms

Merge windows
Sometimes the same window can be categorized as two (or more) separate windows. In this case,
you can manually merge them, thus showing the algorithm to consider them as the same window.
1.

Click on the Action Tagging tab to work with the Action Tagging algorithm results.

2.

In the panel at the left select the Application and click its Windows. The windows on
which actions were made appear in the pane to the right.

3.

Click to select two or more widows that you want to merge. Click the Merge Windows
button. The windows merge into a new group.

4.

If you want to unmerge the group later, simply click the group to select it and click the
Unmerge Windows button.

Merge objects
Sometimes the same object is categorized as two (or more) separate objects. In this case, you can
manually merge them, thus showing the algorithm to consider them as the same object.
1.

Click on the Action Tagging tab to work with the Action Tagging algorithm results.

2.

In the panel at the left select the Application and click its Objects. The objects on which
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actions were made appear in the pane to the right.
3.

Click to select two or more objects that you want to merge. Click the Merge Objects
button. The objects merge into a new group.

4.

If you want to unmerge the group later, simply click the group to select it and click the
Unmerge Objects button.

Temporarily exclude application from Kryon Process Discovery
If an unnecessary application has been recorded, you may want to exclude it from the being
processed by the Discovery Sequence algorithms. You can temporarily exclude it via the Action
Tagging tab.

BEST PRACTICE
To reduce noise: Once you've discovered that an unnecessary application is being
recorded, we recommend you remove the application from the Applications to
Include list on the Applications for Discovery page of PD Admin. This way, the
Discovery Robots will not record the application in future recorded sessions.

1.

Click on the Action Tagging tab to work with the Action Tagging algorithm results.

2.

In the panel at the left select the Application whose recordings you want to exclude.

3.

Click the Temporarily Exclude This Application button. The name of the application
appears crossed out in the left pane list. The next time the Discovery Sequence runs actions
done using the application will not be processes.

4.

You can always return the application by clicking Include the Application.

Adding/Deleting Trainings from Train the Robots
The Train the Robots tab lists all trainings that have been made using the Train the Robots feature.
You can delete trainings or add new trainings manually.
1.

Click on the Train the Robots tab to work with the Train the Robots results.

2.

To delete selected trainings, select the check box to the left of the row(s) and click the
Delete Selected Rows button.

3.

To manually add a training, click the Add New Hint button. The Train the Robots dialog
opens.
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a.

Select the Session ID.

b.

Enter the Action Index IDs of the start and end points.

c.

Click Add.
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Managing Recorded Sessions
The following sections describe how to manage data from recorded sessions:
IN THIS SECTION:

Exporting Recorded Sessions

65

Importing Recorded Sessions

67

Browse Raw Data from Recorded Sessions

69

Deleting Recorded Sessions

70
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Exporting Recorded Sessions
The following steps explain how to export recorded data for back up or for debugging purposes
using the Kryon Process Discovery Toolkit.

TIP
If you plan to uninstall the Kryon Process Discovery Server, make sure to back up the
user databases before.

1.

Open the Kryon Process Discovery Toolkit, Toolkit.exe, located in
{InstallFolder}\PDServer\Support\Toolkit

2.

From the menu, select Database> Download DB Data As Sqlite.

3.

Enter the following:

l

Tenant name: N/A

l

User Name: pdbdev (default)

l

Password: Kryon2020! (default)

l

Click Download All to download all data
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or
Click Select Recording and select the data you want to download. Then click OK

4.

The files are downloaded to the folder: C:\ProgramData\Kryon\Toolkit\db\RawData
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Importing Recorded Sessions
1.

Save data to a folder on the local drive

2.

Open the Kryon Process Discovery Toolkit, Toolkit.exe, located in
{InstallFolder}\PDServer\Support\Toolkit

3.

From the menu, select File > Open Local DB Folder

4.

Browse for the path of the folder where you saved the imported raw data

5.

Click OK. The files appear in the Raw Data Databases list on the left side of the screen
Files in the list appear with either of these two sets of icons:
Database Icons - ready for upload

6.

Database Icons - migrate database
before uploading

If the database icons indicate that your database is ready for upload, skip directly to step 7.
Otherwise, to migrate the database:
a.

Tick all or some of the data you want to migrate

b.

Select File > Migrate DB Files
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When the migration process finishes, notice the icons have changed and the data is ready
for upload. Continue to the next step.
7.

Tick all or some of the data you want to upload

8.

From the menu, select Upload Sqlite Data to DB

9.

Select the tenant name, if required. Otherwise, leave as default
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10.

Hit the OK button

Browse Raw Data from Recorded Sessions
Another useful feature of the Toolkit is that you can use it to browse the raw data of the Recorded
Sessions , review the full recordings or monitor the PD process. The Browse feature allows you to
view all data captured during the session, from beginning to end, both images and metadata .
1.

Open the Kryon Process Discovery Toolkit, Toolkit.exe, located in
{InstallFolder}\PDServer\Support\Toolkit.

2.

Download all or only selected recording as explained in Exporting Recorded Sessions

3.

You can only check one recording at a time - make sure only one item is checked in the
Databases list on the right pane. From the menu, select Browse> Browse Raw Data.
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4.

You can scroll through the images by clicking the < and > buttons or using the keyboard
right or left arrow.

Deleting Recorded Sessions
After you have run Kryon Process Discovery for a time and your Business Process Analyst has
already analyzed the data and exported relevant processes as automations, best practice would
suggest deleting existing data from the database and starting again from the beginning – perhaps
in a different department or on different applications.
Clearly, this is a procedure that should be undertaken with great caution, and you should be quite
sure you have backed up the database and/or extracted all relevant information and/or exported
all required automations before proceeding.
1.

Access Kryon Process Discovery Admin, but change the URL to:
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l

http://{FQDN of Server}/pdadmin/app/discovery?admin=true

The Discovery screen opens with administrative options enabled:

2.

Click the More ( ) button to access the following options delete specific recorded session
and discovery sequence data. You can delete all or selected recorded sessions and their
data:

l

Delete All Discovered Processes: to delete all process mapping data

l

Delete All Action Tagging: to delete all tagging

l

Delete All CV: to delete all CV data

l

Delete All Sessions Data: to delete the whole recorded session(s) from the database

l

Sync CV: reruns the CV algorithm

For all options, be sure to select the correct tenant from the tenant dropdown list (in the upperright corner of the Kryon Process Discovery Admin screen), since these settings are managed
individually for each tenant.
DELETING DATA FROM THE ENTIRE DATABASE:

After you select one of the options, you will receive a confirmation message, warning that the
action is irreversible.
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Managing Discovery Robots
The following sections describe Discovery Robots management:
Turning a Discovery Robot On/Off
Managing Robot Licenses
Standalone Discovery Robots
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Turning a Discovery Robot On/Off
Kryon Process Discovery Admin allows you to turn Discovery Robots on/off without having to
manage them from the client machines themselves.
When a robot is turned off it stops sending data to the server almost immediately.
l

l

Any data recorded prior to turning the robot off will still be processed. But any activity that
occurs on the machine while the robot is turned off will not be recorded.
The robot can be turned back on whenever it connected to the server (simply clicking the
Enable button).

A Discovery Robot can be turned off when it is not connected to the server (i.e., the icon in the
Current Status column is red).
l

The next time the robot is connected to the server, it won't be active. The icon in the
Current Status column will turn green, but the robot's row in the table will remain gray.

TO TURN A DISCOVERY ROBOT ON/OFF:

1.

Access Kryon Process Discovery Admin

2.

Click on

3.

The following screen opens:

4.

Select the correct tenant from the tenant dropdown list (in the upper-right corner of the
Admin screen), since these settings are managed individually for each tenant

5.

To turn a Discovery Robot off, click the More (
Disable Robot

) icon at the left of the row and select

6.

To turn a Discovery Robot on, click the More (
Enable Robot

) icon at the left of the row and select
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Managing Robot Licenses
Since a robot needs a license only when it's running, you can float a limited number of robot
licenses among a larger number of robots.
Install a robot on as many employee workstations as you want. You can release a robot's license at
any time, making the license available for another robot to make use of. In this way, you can
maximize robot resources.
Manage robot licenses on the Kryon Process Discovery Admin Robot License Management tab.
TO MANAGE ROBOT LICENSES:

1.

Access Kryon Process Discovery Admin

2.

Click on

3.

Click on Robot Licenses

4.

The Robot License Management screen opens:

5.

and select Robot Licenses

a.

You can filter the list according to tenant, robot name, machine name, IP, robot status
and more.

b.

The License column shows if the robot has a license assigned or not.

To assign a robot license to one or several robots, tick the checkbox of the robot(s) you
want to assign, and click the Assign button. You can only assign a license to a robot when
it's status is connected
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6.

To release a robot license from one or several robots, tick the checkbox of the robot(s) you
want to release, and click the Release button
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Standalone Discovery Robots
A Discovery Robot in standalone mode works offline from the server. The major things to keep in
mind if you want to use a standalone robot are:
l

l

l

l

The Discovery Robot doesn't upload recordings to the server. They are stored on the
employee workstation.
The default number of actions that are recorded and stored on the employee workstation
is 2000 recorded actions. When the limit is reached, the Discovery Robot stops recording
(You can configured the limit by editing the offlineRecordsStoreLimit
parameter in the pddr.appsettings.config, explained below)
Since the Discovery Robot isn't connected to the Discovery Server, it uses its own local
configuration file (blwl.JSON) to define which applications it records
You can find recorded data saved on the employee workstation in
%Localappdata%\Kryon\ActionsRecorder\db

STEPS FOR SETTING UP A STANDALONE ROBOT

1.

Open the file
%LOCALAPPDATA%\Kryon/ActionsRecorder\config/pddr.appsetting
s.config with a text editor and edit the keys as explained:
a.

In pddr.appsettings.config, change the value of the following keys, and
save:
change:
<add key="standaloneMode" value="false"/>
to:
<add key="standaloneMode" value="true"/>

b.

The offlineRecordsStoreLimit parameter defines the number of actions
that are recorded and stored on the local device. The default is 2000 recorded actions.
To change the recording limit:
In pddr.appsettings.config, change the value of the following keys, and
save:
change:
<add key="offlineRecordsStoreLimit" value="2000"/>
to:
<add key="offlineRecordsStoreLimit" value="[new
value]"/>

2.

Create and download a copy of the configuration file (blwl.JSON) from the Discovery
Server:
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a.

Access Kryon Process Discovery Admin

b.

Click the

tab

The Applications for Discovery screen opens
c.

Define applications for discovery in the list of either option 1 or 2 (we recommend
option 1), as explained in Managing Applications for Discovery

d.

Click the Save List button to download the blwl.JSON file

e.

Save blwl.JSON in the folder location as defined in the
applicationsConfigPath parameter in pddr.appsettings.config.
The default location is the same folder as pddr.appsettings.config.
To change the path:
In pddr.appsettings.config, change the value of the following keys, and
save:
change:
<add key="applicationsConfigPath" value="."/>
to:
<add key="applicationsConfigPath" value="[new path]"/>
Note: The syntax for specifying folder and file locations in JSON uses a double
backslash in each location in which Windows syntax would use a single backslash, for
example:
C:\\Program Files\\YourFolder\\
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Accessing Logs
The following sections describe:
l

Accessing Discovery Server Logs

l

Accessing Discovery Robot Logs
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Accessing Discovery Server Logs
As you work with Kryon Process Discovery, you will likely find it helpful to view the Discovery
Server logs. To do so:
1.

From a web browser with access to the Discovery Server, enter the following URL:
http://{Discovery Server IP address or FQDN (Fully
Qualified Domain Name)}/seq
The Seq page opens, displaying the logs:

For more information about using Seq, see the Kryon Seq Tutorial at
https://kryonsystems.force.com/KryoNet/s/article/Seq-Tutorial.
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Accessing Discovery Robot Logs
You can view Discovery Robot log files on the employee workstation, or you can download them
directly to the Discovery Server without having to manage them from the client machines.
There are two log files:
l

pddr.log contains debug and information level logs

l

pddr-Error.log contains error logs

TO VIEW DISCOVERY ROBOT LOG FILES ON THE EMPLOYEE WORKSTATION

1.

Right-click the robot's tray icon, and select Kryon Process Discovery Options.

2.

From the Advanced Tab, click Open Folder

The Logs folder opens containing both the pddr.log and pddr-Error.log files
TO DOWNLOAD ROBOT LOG FILES TO THE DISCOVERY SERVER

1.

Access Kryon Process Discovery Admin

2.

Click on Robots

3.

The Discovery Robots screen opens:

4.

Click the More (

) icon at the left of the robot's row and select Request Log
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5.

Select the file(s) you want to upload and click Request [#] File(s)

6.

The logs are downloaded to the Discovery Server's Download folder
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APPENDIX A: Additional Configuration Options

If any of the following scenarios apply to your installation, follow the steps in the relevant topic(s):

IN THIS CHAPTER:

Overriding Default Backend Ports

83

Changing External Ports After Installing the Server

84

Manually Installing the Database Engines

86

MariaDB – Manual installation

87

MySQL - Manual installation

91

Configuring a Preexisting Database Engine Installation

98

Add Permissions to Admin User of Pre-existing RabbitMQ Version

100

Configuring TLS on the Server

103

Troubleshooting TLS Configuration

107

Configuring Train the Robots

109

Configuring the Event Log File Structure

109
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Overriding Default Backend Ports

← to return to regular installation instructions
← to return to silent installation instructions
(optional) The following default backend ports are used in the Discovery Server. We recommend
NOT to open them in the firewall. They are customizable, if required:
Default Port

Port Used for

5058

Communication between the Discovery Server and the User Management
Tool

5001-5004

Communication between the Discovery Server and the Discovery Console

3306

Internal port for database communications

If you choose to change the ports, the following should be changed before installing the Discovery
Server:
l

Alternative to ports 5001-5004

l

Alternative to port 5058

l

Alternative to port 3306 (for silent installation only)

Alternative to ports 5001-5004
Internal ports for Discovery Console
To install with non-default ports, ensure that the ports you open in your hardware firewall match
the database ports you specify in the installation parameters of the JSON file provided with the
installation package, PDServer64BitSetup.exe.json.
For instructions how to edit the JSON file, see Discovery Server Installation Configuration File.
TO CHANGE THE PORT:

1.

Open the JSON file with a text editor

2.

Change the port values of the following parameters, as required:

l

CX_PORT_AUTH

l

CX_PORT_GATEWAY

l

CX_PORT_DISCOVERY

l

CX_PORT_SETTINGS

3.

Save the JSON file
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Alternative to port 5058
Internal port for User Management Tool
To install with non-default ports, ensure that the ports you open in your hardware firewall match
the database ports you specify in the installation parameters of the JSON file provided with the
installation package, PDServer64BitSetup.exe.json.
For instructions how to edit the JSON file, see Discovery Server Installation Configuration File.

TO CHANGE THE PORT:
1.

Open the JSON file with a text editor

2.

Change the port values of the following parameter, as required:

l

3.

AB_CONSOLE_PORT
Save the JSON file

Alternative to port 3306
Internal port for database communications
In a silent installation, use the following instructions if you want to use an alternative to port 3306:
To install with non-default ports, ensure that the ports you open in your hardware firewall match
the database ports you specify in the installation parameters of the JSON file provided with the
installation package, PDServer64BitSetup.exe.json.
For instructions how to edit the JSON file, see Discovery Server Installation Configuration File.
TO CHANGE PORT

3306:

1.

Open the JSON file with a text editor

2.

Change the port value of the following parameter, as required:

l

3.

DB_PORT
Save the JSON file

Changing External Ports After Installing the Server

← Click to return to silent installation instructions
To use a another port instead of 5672, follow these instructions:

EDIT THE RABBITMQ.CONFIG FILE:
For Communication Between Discovery Robots & Discovery Server
1.

Right-click the Windows Start button

2.

Select Run
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3.

Type %appdata%/RabbitMQ, then hit <ENTER>

4.

From the window that opens, open the rabbitmq.config file with a text editor

5.

Change the value of tcp_listeners from 5672 to the port number you are using
%% -*- mode: erlang -*[
{rabbit, [
tcp_listeners, [5672]},
]
}
].

EDIT PROCESS DISCOVERY CONFIGURATION FILES:
Change to the Process Discovery configuration files as follows:
1.

With a text editor, open each of the configuration files listed below, and change the value
of the specified key from 5672 to the port number you are using.
a.

In C:\ProgramData\Kryon\PDServer\Configuration\, open the file
KryonProcessDiscoveryConfigurationProduction.json with a text
editor and edit the following keys as detailed below.
Change the value of MessageBrokersPort from 5672 to the port number you
are using

b.

In {MainPDFolder}\Orchestrator\Config\, open the file
production.json with a text editor and edit the following keys as detailed below.
Change the value of Port from 5672 to the port number you are using

Keep in mind, you need to configure each Discovery Robot configuration file with the new port
when you install the Discovery Robots. See to configure a port other than the default external
port 5672
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Manually Installing the Database Engines

← to return to regular installation instructions
← to return to silent installation instructions
Databases are installed on the Discovery Server to collect, analyze, and work with the data
received from the robots. Kryon Process Discovery uses four application databases managed by
one or the other database engine:
Database

Database engine

PD application database #1 (data segregated
by tenant)
PD application database #2 (data aggregated
for all tenants)

MariaDB 10.3.7 (or higher) or
MySQL 8.0.11 (or higher)

Discovery Console database
User Management platform database
You can choose manually install MariaDB 10.3.7 (or higher) or MySQL 8.0.11 (or higher). Each of
these options is covered in a separate section below:
l

MariaDB – Manual installation

l

MySQL - Manual installation
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MariaDB – Manual installation
NOTE
The Administrative user needs full permissions to create schema and tables.
Kryon Process Discovery supports the Windows version of MariaDB 10.3.7 (or higher). If you are
installing MariaDB manually, you can download the software from here:
https://downloads.mariadb.org/.
You should use the default options for each screen in the MariaDB installation wizard, with the
following important exceptions:

ROOT PASSWORD
1.

Select the option to modify the root password, and enter and make note of the changed
password
l

l

2.

If you want the Kryon Process Discovery Server installation package to use the default
password value, enter Kryon2020! as the password
If you choose to use a different password here, be sure to make note of it.

Be sure to select the option to enable access from remote machines for 'root' user

TCP PORT
1.

You can choose to change the default TCP port – 3306– if you wish. But if you do so, be
sure to make note of it.
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2.

Complete the installation using the default options for each screen in the MariaDB
installation wizard.

3.

If you are doing a regular installation, you're done! For a silent installation, continue on.
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(RECOMMENDED) CONFIGURE THE DATABASE CONFIGURATION FILE
1.

Open the database configuration file my.ini and set the following parameter values to
improve database performance:
long_query_time=1
max_connections=200
table_open_cache=1000
tmp_table_size=64M
thread_cache_size=200
key_buffer_size=128M
innodb_flush_log_at_trx_commit=1
innodb_log_buffer_size=16M
innodb_buffer_pool_size=8G
innodb_log_file_size=1000M
innodb_thread_concurrency=8
innodb_buffer_pool_instances=8
innodb_open_files=2000
innodb_stats_on_metadata=OFF
innodb_checksum_algorithm=crc32
back_log=200
max_allowed_packet=1G
table_definition_cache=500
character_set_server=utf8mb4
collation_server=utf8mb4_unicode_ci

2.

Save the file

3.

Restart the database service

UPDATE THE INSTALLATION CONFIGURATION FILE (FOR SILENT INSTALLATION)

For a silent installation, change the following values in the JSON file provided with the installation
package, PDServer64BitSetup.exe.json:
1.

Open the JSON file provided with the installation package, PDServer64BitSetup.exe.json
with a text editor

2.

Edit the MariaDB root password : change the value of the DB_ROOT_PASSWORD
parameter with the password you gave for the root above
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3.

Installation creates an additional application user, Pdbdev with default password
Kryon2020!. If you want to change this user name and password:
(optional) Edit the value of the DB_USER_NAME with your preferred user name and edit
the value of the DB_USER_PASSWORD parameter with a new password

4.

Save the JSON file. You're done!
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MySQL - Manual installation
If you choose to use MySQL for the application databases, it must always be manually installed
prior to Discovery Server installation.
Kryon Process Discovery supports the Windows version of MySQL 8.0.11 (or higher). (Note that
later versions are NOT supported.) You can download the software from here:
https://downloads.mysql.com/archives/get/file/mysql-installer-community-8.0.11.0.msi.
(missing or bad snippet)

NOTE
The Administrative user needs full permissions to create schema and tables.
Run the installation package, and install with the following options:
CHOOSING A SETUP TYPE

1.

Select Server only, then click the Next > button

2.

On the next screen, click the Execute button, and the package will be installed
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3.

You will then be prompted to configure the package

GROUP REPLICATION
l

Select Standalone MySQL Server / Classic MySQL Replication

TYPE AND NETWORKING

1.

From the Config Type dropdown list, select Server Computer

2.

In the Connectivity section:
l

Select the option for TCP/IP

l

Select the option to Open Windows Firewall port for network access

l

Port Number: You can choose to change the default Port Number– 3306– if you wish.
But if you do so, be sure to make note of it. You will need to specify it as an
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installation parameter during Discovery Server installation.

a.
AUTHENTICATION METHOD
l

Select Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)
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ACCOUNTS AND ROLES

1.

In the Root Account Password section, enter and make note of the changed password
l

l

2.

If you want the Discovery Server installation package to use the default password
value, enter Kryon2020! as the password
If you choose to use a different password here, be sure to make note of it. You will
need to specify it as an installation parameter during Discovery Server installation.

In the MySQL User Accounts section, click the Add User button, and create a user with the
following properties:
l

Username: root

l

Host: <All Hosts (%)>

l

Role: DB Admin

l

Authentication: MySQL
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l

Password: same password as you entered in step 1 above

3.

Then click the OK button to return to the Accounts and Roles screen, which should look
like this after the user has been created:

4.

Repeat steps 2 - 3, creating an additional user pdbdev
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APPLY CONFIGURATION
l

At the end of the configuration process, you will be prompted to apply the configuration.
Click the Execute button, and you're done installing MySQL!

CONFIGURE THE DATABASE CONFIGURATION FILE

1.

Open the database configuration file my.ini, and add the following line:
# Set default time zone
default-time-zone = '+00:00'
default-time-zone='timezone' where 'timezone' represents the UTC time zone
of the server, for example, default-time-zone='+00:00' (the format
'system' is not supported)

2.

We recommend the following settings to improve database performance. Set the following
parameter values in my.ini:
long_query_time=1
max_connections=200
table_open_cache=1000
tmp_table_size=64M
thread_cache_size=200
key_buffer_size=128M
innodb_flush_log_at_trx_commit=1
innodb_log_buffer_size=16M
innodb_buffer_pool_size=8G
innodb_log_file_size=1000M
innodb_thread_concurrency=8
innodb_buffer_pool_instances=8
innodb_open_files=2000
innodb_stats_on_metadata=OFF
innodb_checksum_algorithm=crc32
back_log=200
max_allowed_packet=1G
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table_definition_cache=500
character_set_server=utf8mb4
collation_server=utf8mb4_unicode_ci
2.

Save the file

3.

Restart the database service
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Configuring a Preexisting Database Engine Installation

← to return to silent installation instructions
Kryon Process Discovery supports using a dedicated Windows version of MariaDB 10.3.7 (or
higher) and MySQL 8.0.11 (or higher). If you already have MariaDB or MySQL installed on your
server, follow the steps below to configure database installation.
Preexisting database engine configurations must always be done prior to Discovery Server
installation.
CONFIGURE THE DATABASE CONFIGURATION FILE

1.

For MySQL, open the database configuration file my.ini, and add the following line:
# Set default time zone
default-time-zone = '+00:00'
default-time-zone='timezone' where 'timezone' represents the UTC time zone
of the server, for example, default-time-zone='+00:00' (the format
'system' is not supported)

2.

For both MySQL and MariaDB, we recommend the following settings to improve database
performance. Set the following parameter values in my.ini:
long_query_time=1
max_connections=200
table_open_cache=1000
tmp_table_size=64M
thread_cache_size=200
key_buffer_size=128M
innodb_flush_log_at_trx_commit=1
innodb_log_buffer_size=16M
innodb_buffer_pool_size=8G
innodb_log_file_size=1000M
innodb_thread_concurrency=8
innodb_buffer_pool_instances=8
innodb_open_files=2000
innodb_stats_on_metadata=OFF
innodb_checksum_algorithm=crc32
back_log=200
max_allowed_packet=1G
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table_definition_cache=500
character_set_server=utf8mb4
collation_server=utf8mb4_unicode_ci
2.

Save the file

3.

Restart the database service

CONFIGURE THE DISCOVERY SERVER JSON CONFIGURATION FILE PARAMETERS

See here for a full explanation of Discovery Server JSON configuration file parameters.
1.

Open the JSON file provided with the installation package, PDServer64BitSetup.exe.json
with a text editor

2.

Enter the values for your existing database engine (between the double-quotes that
correspond to the parameters below):
"DB_SERVICE_NAME": "your service name"
"DB_SERVER": "your DB server"
"DB_PORT": "your DB port"
"DB_ROOT_NAME": "DB root user name"
"DB_ROOT_PASSWORD": "DB root user password"
"DB_USER_NAME": "DB user name"
"DB_USER_PASSWORD": "DB user password"

3.

Save the JSON file
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Add Permissions to Admin User of Pre-existing RabbitMQ Version

← to return to regular installation instructions
← to return to silent installation instructions
When you are installing the Discovery Server with RabbitMQ already installed on the server
machine, you may need to add permissions to the admin user of RabbitMQ. Otherwise, the test
connection to RabbitMQ during installation may fail. Usually this can happen when RabbitMQ was
installed by a Discovery Server version previous to 20.2.
To check if you need to add permissions:
1.

From a web browser on the Discovery Server, enter the following URL: http://{FQDN
of Server}:15672

2.

Log into RabbitMQ.

3.

Click the Admin tab

4.

Click the Admin user in the Users table

5.

If the Current Permissions list only has one row (default), then you need to add

Page 100

Installation & Administration Guide | Add Permissions to Admin User of Pre-existing RabbitMQ Version

permissions.

To add permissions to the RabbitMQ Admin user:
6.

Click the Set permission button

7.

A new row appears in Current Permissions list. End of procedure.
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Configuring TLS on the Server

← to return to regular installation instructions
← to return to silent installation instructions
(optional) Configure TLS on the server-side if you will be using it to secure communication
between the Discovery Robots and the Discovery Server.
OBTAIN CERTIFICATE FILES

Three certificate files, issued by an authorized CA (certification authority), are required to
establish secured TLS communication:
1.

CA bundle

2.

Server certificate

3.

Server private key

These files:
l

Must be in PEM or CRT format; and

l

Can be installed in a location of your choice on the Discovery Server

TIP
To verify that a certificate is in PEM /CRT format, open it with a text editor. You
should see lines that look similar to:
"-----BEGIN CERTIFICATE-----"; or
"-----BEGIN RSA PRIVATE KEY-----"

Edit the rabbitmq.config file
1.

Right-click the Windows Start button

2.

Select Run

3.

Type %appdata%/RabbitMQ, then hit <ENTER>

4.

From the window that opens, open the rabbitmq.config file with a text editor

5.

Edit the file to read as follows:
%% -*- mode: erlang -*[
{ssl, [{versions, ['tlsv1.2']}]},
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{rabbit, [
{ssl_listeners, [5671]},
{ssl_options, [{cacertfile, "/path_to/ca_certificate_bundle.pem"},
{certfile, "/path_to/certificate.pem"},
{keyfile, "/path_to/private_key.pem"},
{ciphers, [{rsa,aes_256_gcm,null,sha384}]},
{verify, verify_none},
{fail_if_no_peer_cert, false} ,
{versions, ['tlsv1.2']}]}
]}
].
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NOTES
Provide actual path & certificate file names

In the above file, change the entries beginning with /path_to/ to the
actual paths and filenames of your certificate files. (Note that the paths
contain forward slashes.)
Changing the default port

By default, Process Discovery uses port 5671 for TLS communications. If you
wish to use a different port, replace 5671 in the above file with the port of
your choice. see Overriding port defaults.

Verify that rabbitmq.config is loading properly
1.

Right-click the Windows Start button

2.

Select Run

3.

Type %appdata%/RabbitMQ/log, then hit <ENTER>

4.

From the window that opens, open the largest log file with a text editor
RECOMMENDED: Use a text editor other than Windows Notepad (such as Notepad++ or
Sublime Text). Notepad eliminates line breaks when opening the file, making it almost
impossible to read!
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5.

Confirm that rabbitmq.config is the configuration file being loaded:

PROBLEMS SETTING UP TLS?
See Troubleshooting TLS Configuration
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Troubleshooting TLS Configuration
If you see that the configuration file is not being loaded properly, follow these troubleshooting
steps:
REPAIRING AN INCORRECTLY LOADING CONFIGURATION FILE

1.

Ensure that the folder %AppData%/RabbitMQ contains only one configuration file:
rabbitmq.config
l

l

2.

If there is a file called advanced.config, ensure that it is empty (it should contain only
[])

Run the CMD prompt as an administrator, and change the directory to {rabbit_
installation_folder}\sbin
l

3.

If there is a file called rabbitmq.conf, delete it

The rabbit installation folder is generally C:\Kryon\RabbitMQ\rabbitmq_
server-3.8.1 (or something similar)

Remove the rabbitmq service by typing the following command:
rabbitmq-service.bat remove

4.

Reinstall the service by typing:
rabbitmq-service.bat install

5.

Start the service by typing:
rabbitmq-service.bat start

6.

Return to step 1 above to open the log file and verify that rabbitmq.config is now
loading properly

7.

Check a bit further down in the log file and ensure that the service is listening on 2 ports:
regular and secured:

Follow these basic steps to troubleshoot connectivity issues with a TLS configuration:
ELIMINATE THE POSSIBILITY OF FIREWALL ISSUE
l

Confirm that ports 5672 (regular port) and 5671 (secured port) are open both on your
network firewall and the Windows firewall
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ELIMINATE THE POSSIBILITY OF A TLS CERTIFICATE ISSUE
l

l

Install a Discovery Robot on the same machine as the Discovery Server
If there is connectivity, you have isolated a network issue (i.e., you know that there is not
an issue with TLS certificates)

TROUBLESHOOT A NETWORK ISSUE
l

l

Install and open Wireshark on the server-side, and check to see if the client hello
message of the TLS handshake has arrived
If it has not, install and open Wireshark on the client-side, and check to see if the client
hello message has been sent
o

If the message has been sent but the server doesn't answer, we know that there is a
server-side issue

o

If the message has not been sent, we know that there is a client-side issue

o

We know that the client is connected to server if we see a client hello message
on the server-side
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Configuring Train the Robots
The Train the Robots feature in the Discovery Console adds recordings before and after the
discovered process to allow you to adjust the start/end points. Depending on availability of
recordings, Train the Robot adds up to the default 50 images before and 50 after.
To configure the number of slides that are added before and after the discovered process:
1.

On the Discovery Server's Windows Explorer, go to
C:\Kryon\Console\Web\ConsoleX\assets\data

2.

open appConfig.prod.JSON in Notepad++ and edit the value of the 'padding'
key from the default of 50 to the number of slides before and after that you want:

Configuring the Event Log File Structure
You can combine Kryon Process Discovery with Process Mining techniques by downloading an
Event Log (in csv format) to apply to an external process mining tool.
By default, the Event Log's file structure uses comma-separated values. Some process mining tools
require semicolon delimiters instead.
You can configure the Event Log file structure to use semicolon delimiters, as follows:
1.

Go to [Installation Folder]/Kryon/PD Server/Micro Services/
Kryon.DocManager/ and open the file appsetting.Production.json.

2.

Change the value of the UseCsvSemicolonDelimiter parameter from false to
true.
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APPENDIX B: Silent Installation of Discovery
Server

This section describes procedures for a silent installation of the Discovery Server:
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Discovery Server Installation Steps
Follow these steps to install the Discovery Server:

Step 1: Verify Server Requirements
Ensure that the Server meets the required hardware and software specifications.

Step 2a: (optional) Change Default Install Folder Location
The format for the location of the Discovery Server install folder is {local drive}:\
{InstallFolder}.
By default the InstallFolder location is {local drive with the most free
space}:\Kryon.
If you choose to change the location of InstallFolder:
l

l

l

l

It should be targeted to a local folder on a drive with more than 500GB of free disk space
The InstallFolder can't be the root folder of a drive
(for example, C:\ is not allowed)
The InstallFolder folder name can't include spaces
(for example, C:\Install Folder\ is not allowed)
The InstallFolder folder path cannot be longer than 19 characters (20 if a backslash
is added at the end)

TO CHANGE THE INSTALLFOLDER LOCATION:

1.

Open the Kryon Process Discovery Server Installation configuration file,
PDServer64BitSetup.exe.json, with a text editor

2.

Enter the value for InstallFolder parameter between the corresponding double-quotes, for
example:
"InstallFolder": "C:\\NewFolder
Note: The syntax for specifying folder and file locations in JSON uses a double backslash in
each location in which Windows syntax would use a single backslash, for example:
C:\\ProgramFiles\\MariaDB\\

3.

Save the JSON file

Step 2b: (optional) Kryon Process Discovery Database Engine
Databases are installed on the Discovery Server to collect, analyze, and work with the data
received from the robots. Kryon Process Discovery uses four application databases to work its
magic:
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Database

Database engine

PD application database #1 (data segregated
by tenant)
PD application database #2 (data aggregated
for all tenants)

MariaDB 10.3.7 (or higher) or MySQL 8.0.11
(or higher)

Discovery Console database
User Management platform database
The Discovery Server installation package automatically installs the MariaDB 10.4.7 database
engine
If you prefer, you can manually install the database engines yourself, or connect to an already
existing MariaDB 10.3.7 (or higher) or MySQL 8.0.11 (or higher)
Installation creates the following default users for the databases:
Database

Default User Names

Default User Password

MariaDB

root

Kryon2020!

pdbdev

Kryon2020!

OPTIONAL STEPS:
l

l

Configuring a Preexisting Database Engine Installation
Manually Installing the Database Engines to manually install MySQL 8.0.11 (or higher) or
MariaDB (10.3.7 or higher)

Step 2c: (optional) Update RabbitMQ Permissions
The Discovery Server installation package automatically installs RabbitMQ Server.
You can opt to connect to a preexisting RabbitMQ installation, if you have one, later in this
installation procedure.
If you want to connect to a preexisting RabbitMQ installation, you may need to add permissions to
admin RabbitMQ user at this time. To do so, follow the steps in Add Permissions to Admin User of
Pre-existing RabbitMQ Version.

Step 2d: Open Network Ports
1.

The following default external ports are opened automatically in the Windows Firewall
during the Discovery Server installation process. These ports are intended for an
installation that does not use TLS (see below for TLS ports). Open them in your hardware
firewall prior to installing the server
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Default Port

Port Used
by

Port Used for

5672

Queue
Manager
(RabbitMQ)

Communication between the Discovery Robots
and the Discovery Server

80

Console
(NGINX)

Communication between the Discovery Console
and the Discovery Server

(Not using TLS)

If you will be using TLS, open the following ports in your hardware firewall prior to
installing the server.
Default Port

Port Used
by

Port Used for

5671

Queue
Manager
(RabbitMQ)

Communication between the Discovery Robots
and the Discovery Server

443

Console
(NGINX)

Communication between the Discovery Console
and the Discovery Server

(Not using TLS)

2.

You can override the default port setting if you want. At this time, make sure the ports you
choose are open in the hardware firewall. After installation you will configure the ports in
the server configuration file. Be sure to write down the port numbers you use; you will
need them!

(optional) The following default backend ports are used in the Discovery Server. We recommend
NOT to open them in the firewall. They are customizable, if required:
Default Port

Port Used for

5058

Communication between the Discovery Server and the User
Management Tool

5001-5004

Communication between the Discovery Server and the Discovery
Console

3306

Internal port for database communications

If you want to customize backend port settings, see:
l

Alternative to ports 5001-5004

l

Alternative to port 5058

l

Alternative to port 3306
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Step 2e: Copy Installation Files to Local Folder
1.

Download the Kryon Process Discovery Server installation files to a local folder on the
Server. Do not copy these files to the Install Folder location.

l

PDServer64BitSetup.exe

l

PDServer64BitSetup.exe.json

2.

If you have received your Kryon Process Discovery license file (.llk) from your contact at
Kryon or the Kryon distribution partner, you can at this point prepare it to be installed
automatically at the time of Kryon Process Discovery Server installation. If you wish to
install it after Discovery Server installation, copy the file to the same folder in which
PDServer64BitSetup.exe is located
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Step 3: Run the Discovery Server Installation Package
1.

Access the command prompt and run as an administrator

2.

Change directory to the location of where you copied the installation files by typing in:
CD {Folder location}
For example, CD C:\FolderName\

3.

Hit <ENTER>

4.

Type in:
START /WAIT PDServer64BitSetup.exe -silent

5.

Hit <ENTER>

6.

The installation can take up to 20 minutes, depending on the Server processor power. If
needed, the system restarts automatically to complete the install

TO VERIFY THE DISCOVERY SERVER INSTALLATION
l

If the system doesn't require a restart, to verify the installation, immediately after the
process completes, run the ECHO command with the %errorlevel% parameter, by typing:
ECHO %errorlevel%. The exit codes are shown in the command line.
The exit codes are as follows:
o

0 = success

o

1 = reboot required

o

8 = incompatible machine

o

16 = database failure

o

32 = bad target folder

o

64 = incompatible target drive

o

256 = success with warnings

o

1024 = property value failure

o

2048 = package failure

or
After a system restart during installation, you can verify the installation by viewing the
Troubleshooting Discovery Server Installation - Logs.
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Step 4: (optional) Configure TLS on the Server-side
(optional) Configure TLS on the server-side if you will be using it to secure communication
between the Discovery Robots and the Discovery Server.
OBTAIN CERTIFICATE FILES

Three certificate files, issued by an authorized CA (certification authority), are required to
establish secured TLS communication:
1.

CA bundle

2.

Server certificate

3.

Server private key

These files:
l

Must be in PEM or CRT format; and

l

Can be installed in a location of your choice on the Discovery Server

TIP
To verify that a certificate is in PEM /CRT format, open it with a text editor. You
should see lines that look similar to:
"-----BEGIN CERTIFICATE-----"; or
"-----BEGIN RSA PRIVATE KEY-----"

Edit the rabbitmq.config file
1.

Right-click the Windows Start button

2.

Select Run

3.

Type %appdata%/RabbitMQ, then hit <ENTER>

4.

From the window that opens, open the rabbitmq.config file with a text editor

5.

Edit the file to read as follows:
%% -*- mode: erlang -*[
{ssl, [{versions, ['tlsv1.2']}]},
{rabbit, [
{ssl_listeners, [5671]},
{ssl_options, [{cacertfile, "/path_to/ca_certificate_bundle.pem"},
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{certfile, "/path_to/certificate.pem"},
{keyfile, "/path_to/private_key.pem"},
{ciphers, [{rsa,aes_256_gcm,null,sha384}]},
{verify, verify_none},
{fail_if_no_peer_cert, false} ,
{versions, ['tlsv1.2']}]}
]}
].
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NOTES
Provide actual path & certificate file names

In the above file, change the entries beginning with /path_to/ to the
actual paths and filenames of your certificate files. (Note that the paths
contain forward slashes.)
Changing the default port

By default, Process Discovery uses port 5671 for TLS communications. If you
wish to use a different port, replace 5671 in the above file with the port of
your choice. see Overriding port defaults.

Verify that rabbitmq.config is loading properly
1.

Right-click the Windows Start button

2.

Select Run

3.

Type %appdata%/RabbitMQ/log, then hit <ENTER>

4.

From the window that opens, open the largest log file with a text editor
RECOMMENDED: Use a text editor other than Windows Notepad (such as Notepad++ or
Sublime Text). Notepad eliminates line breaks when opening the file, making it almost
impossible to read!

Page 118

Installation & Administration Guide | Step 5: (optional) Change External Ports After Installing the Server

5.

Confirm that rabbitmq.config is the configuration file being loaded:

PROBLEMS SETTING UP TLS?
See Troubleshooting TLS Configuration

Step 5: (optional) Change External Ports After Installing the Server
To use a another port instead of 5672, follow these instructions:

EDIT THE RABBITMQ.CONFIG FILE:
For Communication Between Discovery Robots & Discovery Server
1.

Right-click the Windows Start button

2.

Select Run

3.

Type %appdata%/RabbitMQ, then hit <ENTER>

4.

From the window that opens, open the rabbitmq.config file with a text editor

5.

Change the value of tcp_listeners from 5672 to the port number you are using
%% -*- mode: erlang -*[
{rabbit, [
tcp_listeners, [5672]},
]
}
].

EDIT PROCESS DISCOVERY CONFIGURATION FILES:
Change to the Process Discovery configuration files as follows:
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1.

With a text editor, open each of the configuration files listed below, and change the value
of the specified key from 5672 to the port number you are using.
a.

In C:\ProgramData\Kryon\PDServer\Configuration\, open the file
KryonProcessDiscoveryConfigurationProduction.json with a text
editor and edit the following keys as detailed below.
Change the value of MessageBrokersPort from 5672 to the port number you
are using

b.

In {MainPDFolder}\Orchestrator\Config\, open the file
production.json with a text editor and edit the following keys as detailed below.
Change the value of Port from 5672 to the port number you are using

Keep in mind, you need to configure each Discovery Robot configuration file with the new port
when you install the Discovery Robots. See to configure a port other than the default external
port 5672

Step 6: (optional) Install Kryon Process Discovery License after
Installing the Server
Follow these steps to set up your Process Discovery license (if you did not do so previously during
installation):
1.

Copy the license file you received to the Install Folder

2.

From the Windows Services app or the Windows Task Manager > Services tab:
l

l

Restart the Kryon Server -Process Discovery Service
Check the Status column of the Kryon Server -Process DiscoveryService to ensure
that it shows Running

NOTE
If you have not yet received your license file, check with your contact at Kryon or the
Kryon distribution partner with whom your organization is working.

Step 7: Verify Installation
Verify the Discovery Server installation by checking that you can connect to the following
components:

NOTE
If you're connecting remotely to the Discovery Server or if you defined the server's
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FQDN when you installed it, enter the FQDN of the server instead of localhost
in the URLs in the following steps:

1.

Connect to RabbitMQ
Log in to RabbbitMQ using the user name admin and the default password
Kryon2020!.

2.

Connect to SEQ:
From a web browser on the Discovery Server, enter the following URL:
http://localhost/seq

3.

Connect to Process Discovery Admin:
From a web browser on the Discovery Server, enter the following URL:
http://localhost/pdadmin

4.

Connect to Process Discovery User Management Tool:
a.

Open an incognito window in Chrome
Enter the following URL:
localhost/auth/admin/kryon/console/#/realms/kryon

b.

Login with the following username and password:
Username: authadmin
Default temporary password: Kryon123! (you may be asked to change the
password. If you do, be sure to write it down)

5.

Connect to Process Discovery Console:
a.

From a web browser on the Discovery Server, enter the following URL:
localhost/console

b.

Login with the following username and password:
Username: Pdconsole
Default temporary password: Pd123456! (if you changed the password in step 4,
use the new password you created)

if you have connected successfully to the above, you're done installing the server!

NEXT STEPS
Install the Discovery Robots
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The following sections include additional technical data.
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Installed Components & Software
Discovery server
The following software is automatically installed on the Discovery Server by the Kryon Process
Discovery server installation package, if not previously installed:
l

Microsoft .NET Framework 4.7.2

l

Microsoft .NET Core 2.2 – Windows Server Hosting

l

Microsoft Visual C++ 2015-2019 Redistributable (x64)

l

RabbitMQ Server (the queue manager for communications between the Discovery Robots
and the Discovery Server)

l

Erlang OTP (the programming language on which RabbitMQ is built)

l

NodeJS (JavaScript runtime used by Kryon Process Discovery Admin)

l

Seq (centralized logging component)

The following software can be optionally installed by the Kryon Process Discovery server
installation package:
l

HeidiSQL (database viewer)

l

Notepad++

Discovery robot
The following software is automatically installed on the client machine during the Discovery
Robot installation, if not previously installed:
l

Microsoft .NET Framework 4.7.2

l

Microsoft Visual C++ 2015-2019 Redistributable (x64/x86 as appropriate)
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Discovery Server Installation Configuration File
Configuration of the Discovery Server installation is done by editing the JSON file provided with
the installation package, PDServer64BitSetup.exe.json.

TO EDIT THE JSON FILE:
1.

Open the JSON file with a text editor

2.

Enter the value for the relevant parameter between the corresponding double-quotes, for
example:
"TENANTS_DB_USER_PASSWORD": "pdpassword1234!",
Note: The syntax for specifying folder and file locations in JSON uses a double backslash in
each location in which Windows syntax would use a single backslash, for example:
C:\\Program Files\\MariaDB\\

3.

Save the JSON file

The following is a full explanation of Discovery Server JSON configuration file parameters:
Parameter Name

Description

INSTALLFOLDER

Folder in which the core Discovery Server files will be
installed
The format for the location of the Discovery Server install
folder is {local drive}:\{InstallFolder}.
l

The InstallFolder should be targeted to a local
folder on a drive with more than 500GB of free disk
space
The InstallFolder can't be the root folder of a
drive
(for example, C:\ is not allowed)
The {InstallFolder} folder name can't
include spaces
(for example, .C:\Install Folder is not
allowed
The InstallFolder folder path cannot be
longer than 19 characters (20 if a backslash is added
at the end)

Default value: {Local fixed drive with the
most free space}:\Kryon
ENABLE_TLS_IN_REGISTRY

If set to True, installation will modify the registry of the
machine on which the Discovery Server is installed to:
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Parameter Name

Description
l

enable TLS 1.2; and

l

disable earlier versions of TLS and SSL

Must be set to True if you will be deploying TLS
Configuration
Default value: True
LOCAL_MARIADB_USE

When set to True:
l

l

If there is no preexisting instance of MariaDB
installed on the local machine, the Kryon Process
Discovery Server installation package will
automatically install MariaDB
If there is a preexisting instance of MariaDB on the
local machine (and the installation package is able
to connect to it using the values specified in the DB_
ROOT_NAME, DB_ROOT_PASSWORD, DB_PORT,
and DB_SERVICE_NAME parameters), the Kryon
Process Discovery Server installation package will
create Kryon Process Discovery application database
#1 and Kryon Process Discovery application database
#2 within it

Default value: True
DB_INSTALLDIR

The database install directory
Default value: C:\Kryon\MariaDB

DB_SERVICE_NAME

Used when LOCAL_MARIA_DB_USE is set to True
The name of the MariaDB Windows service
l

l

If there is no preexisting instance of MariaDB, the
installation package will configure MariaDB to use
this service name
If there is a preexisting instance of MariaDB, the
installation package will attempt to connect to it
using this service name (should match the service
name configured for this instance)

Default value: MariaDB
DB_SERVER

Discovery Server IP address or FQDN (Fully Qualified
Domain Name) of the machine on which the database is
installed
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Parameter Name

Description
l

l

Do not change the default value if the database is
installed on the same machine as the Discovery
Server
Must be changed from the default value if the
database is installed on a remote machine

Default value: <local machine name>
DB_PORT

The network port by which the Discovery Server will access
the database
Default value: 3306

DB_ROOT_NAME

The user that accesses the database as a superuser (e.g., for
creating database schema, etc.)
Default value: root

DB_ROOT_PASSWORD

The password used to access the database as a superuser
(e.g., for creating database schema, etc.)
l

Must match the root password created during
database instance installation

Default value: Kryon2020!
DB_USER_NAME

The user of Discovery Server that accesses the database as
a regular user
Default value: pdbdev

DB_USER_PASSWORD

The password used by the Discovery Server to access the
database as a regular user
Default value: Kryon2020!

PD_DEFAULT_TENANT_ID

ID of the default Kryon Process Discovery tenant
l

l

l

l

If you wish to change the default tenant ID, you must
do so here (i.e., it cannot be changed postinstallation)
You can add additional tenants here by separating
the tenant IDs with commas (e.g.:
default,tenant2,tenant3)
Tenant ID: can be 3 to 42 characters - use only
lower-case letters and numbers (no spaces or
special characters allowed)
Additional tenants can also be added at any time
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Parameter Name

Description
after installation. For additional information, see
Managing Tenants.
Default value: default

LOCAL_RABBITMQ_USE

When set to True:
l

l

If there is no preexisting instance of RABBITMQ
installed on the local machine, the Kryon Process
Discovery Server installation package will
automatically it
If there is a preexisting instance of RABBITMQ on
the local machine, the Kryon Process Discovery
Server installation package will create the Discovery
Console database and authentication platform
database schema within it

Default value: True
MESSAGES_BROKER_HOST

The FQDN (Fully Qualified Domain Name, i.e., DNS name)
of the machine on which RabbitMQ Server will be installed
l

Recommended: Leave empty so that the package
will be installed on the local machine

Default value: localhost
MESSAGES_BROKER_PORT

The network port for communication between the
Discovery Robots and RabbitMQ Server
l

Recommended: Leave the default value of 5672
when not using TLS, or change to 5671 when using
TLS. This will minimize configuration changes
required post-installation.

Default value: 5672
RABBITMQ_ADMIN_NAME

Used when LOCAL_RABBITMQ_USE is set to True
l

The installation package creates a regular user
account

Default value: admin
RABBITMQ_ADMIN_
PASSWORD

The password used to access RabbitMQ Server

DOC_MANAGER_PORT

The internal port for communication between the
Discovery Server and the Document Manager

Default value: Kryon2020!
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Parameter Name

Description
Default value: 50007

PDSERVER_PORT

The PD Admin (formerly Orchestrator) port
Default value: 8788

AB_APPLICATION_SERVER

The FQDN (Fully Qualified Domain Name, i.e., DNS name)
of the User Management Tool platform application server
l

l

Recommended: Leave empty so that the application
server will be set to local machine
If not left empty, should match the value of CX_
APPLICATION_SERVER

Default value:
AB_CONSOLE_PORT

Recommended: Do not change from default value
Default value: 5058

AB_KEYCLOAK_AUTHADMIN_
PASSWORD

The default password for authadmin user of Keycloak

AB_SERVICE_LOGON_USER

The user name and password that will be used to access the
authentication platform Windows service

AB_SERVICE_LOGON_
PASSWORD
CX_APPLICATION_SERVER

Default value: Kryon123!

The FQDN (Fully Qualified Domain Name, i.e., DNS name)
of the Discovery Console application server
l

l

Recommended: Leave empty so that the application
server will be set to local machine
If not left empty, should match the value of AB_
APPLICATION_SERVER

CX_PORT_AUTH

Network ports for used communication between Discovery
Console and its backend APIs

CX_PORT_GATEWAY

Default value: CX_PORT_AUTH 5002

CX_PORT_DISCOVERY

Default value: CX_PORT_GATEWAY 5001
Default value: CX_PORT_DISCOVERY 5004

CX_PORT_SETTINGS

Default value: CX_PORT_SETTINGS 5003

PORT_NGINX

Default value: PORT_NGINX 80

INSTALL_NPP

if set to True, Notepad++ source code editor is installed
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Parameter Name

Description
l

If Notepad++ already is installed on the server, a
new instance is not installed

Default value: True
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Discovery Robot Configuration File
You can access the Discovery Robot Configuration File pddr.appsettings.config in
%LOCALAPPDATA%\Kryon\ActionsRecorder\config\
Original parameter

Description/change

<add key="messagesBrokerHost"
value="localhost"/>

This parameter sets the address of the
Discovery Server
<add key="messagesBrokerHost"
value="{{Discovery Server IP
address or FQDN (Fully
Qualified Domain Name)}}"/>
l

<add key="tenant"
value="default"/>

l

l

l

l

<add key="stealthMode"
value="false"/>

l

l

MUST be changed from the default
value of localhost
For Kryon Process Discovery
deployments with more than one
tenant, this key sets the tenant ID to
which the Discovery Robot is
assigned
To assign the robot to a tenant other
than the default, change the value of
this key to the ID of the new tenant
Tenant ID: can be 3 to 42 characters use only lower-case letters and
numbers (no spaces or special
characters allowed)
Note that a Discovery Robot can be
actively recording on only one tenant
at a time
If you want the Discovery Robot's
tray icon to be visible to the
machine's end-user(s) → no change
If you want the Discovery Robot's
tray icon to be hidden → change to
<add key="stealthMode"
value="true"/>

<add key="persistRecords"
value="false"/>

l

If you want to maintain data of
Discovery Robot recordings for
debugging purposes → change to
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Original parameter

Description/change
<add key="persistRecords"
value="true"/>

<add key="HashUserName"
value="false"/>

This parameter sets the option to hash (i.e.,
encrypt) the user name in all data
recorded/transmitted by the Discovery
Robot.
l

This option is used primarily for
compliance with privacy regulations
(such as the GDPR) and/or companyissued privacy and security policies
o

If you want the user name to be
visible for thisDiscovery Robot's
data → no change

o

If you want the user name to be
hashed → change to
<add
key="HashUserName"
value="true"/>

<add key="UseGDICaptureMethod"
value="false"/>

l

If your Kryon Process Discovery
deployment is on cloud desktops
running Amazon WorkSpaces client
application and similar systems, set
your recording method to work with
BitBlt (GDI) → change to
<add
key="UseGDICaptureMethod"
value="true"/>
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Original parameter

Description/change

<add key="standaloneMode"
value="false"/>

Indicates whether the Discovery Robot is in
standalone mode. In standalone mode, the
Discovery Robot records user actions while
they remain disconnected from the
Discovery Server
l

l

false = the Discovery Robot is not
in standalone mode
true = the Discovery Robot is in
standalone mode

Default Value false
<add
key="applicationsConfigPath"
value="."/>

Used when standaloneMode is set to
True
l

l

Sets the path to the local Applications
for Discovery configuration
(blwl.json) file that defines which
applications are recorded
“.” indicates same folder Discovery
Robot’s exe file

Default Value "."
<add
key="offlineRecordsStoreLimit"
value=2000/>

Used when standaloneMode is set to
True
l

Defines the maximum number of
records to save locally

Default Value 2000
<add
key="EmulatorCommandMaxLength"
value="5"/>

Only for Emulator apps: Due to PII and GDPR
regulations, we automatically mask all input
fields of emulator applications.We also
enable the option to not mask up to a
configurable number of characters, so they
can be interpreted as actions.
l

Allowed values 1 to 10

Default Value 5
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