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This guide is for the administrator of a webMethods Integration Server. It provides an overview
of how the server operates and explains common administrative tasks such as starting and stopping
the server, configuring the server, setting up user accounts and security, and managing packages
and services.

Note:

This guide describes features and functionality that may or may not be available with your
licensed version of webMethods Integration Server. For information about the licensed
components for your installation, see the Settings > License page in the Integration Server
Administrator.

Integration Server provides a subset of the functionality available in webMethods Microservices
Runtime. If your webMethods Integration Server is equipped with a Microservices Runtime license,
you can use features and functionality available in Microservices Runtime. For more information
about Microservices Runtime, see Developing Microservices with webMethods Microservices Runtime.

Unlike Integration Server, Microservices Runtime does not allow multiple instances, does not
make use of OSGi, and does not use the Java Service Wrapper. Consequently, the directory
structures of Integration Server and Microservices Runtime are different and some configuration
differences exist due to the fact that Microservices Runtime does not use the Java Service Wrapper
for passing properties to Microservices Runtime.

When reviewing the webMethods Integration Server Administrator’s Guide, keep in mind that references
to Integration Server_directory [instances/instanceName for Integration Server correspond to the
Integration Server_directory in Microservices Runtime. Differences between Integration Server and
Microservices Runtime are noted in the webMethods Integration Server Administrator’s Guide when
they exist.

Note:

The directory and configuration differences apply to a Microservices Runtime only. That is, an
Integration Server equipped with an Microservices Runtime license and an Integration Server
without the Microservices Runtime license have the same directory structure, use OSGi, and
makes use of the Java Service Wrapper.

Document Conventions

Convention Description
Bold Identifies elements on a screen.
Narrowfont Identifies service names and locations in the format folder.subfolder.service, APIs,

Java classes, methods, properties.

Italic Identifies:

Variables for which you must supply values specific to your own situation or
environment.

New terms the first time they occur in the text.

References to other documentation sources.
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Convention Description

Monospace font Identifies:

Text you must type in.
Messages displayed by the system.
Program code.

{} Indicates a set of choices from which you must choose one. Type only the
information inside the curly braces. Do not type the { } symbols.

Separates two mutually exclusive choices in a syntax line. Type one of these
choices. Do not type the | symbol.

[] Indicates one or more options. Type only the information inside the square
brackets. Do not type the [ ] symbols.

Indicates that you can type multiple options of the same type. Type only the
information. Do not type the ellipsis (...).

Online Information and Support

Software AG Documentation Website

You can find documentation on the Software AG Documentation website at http://
documentation.softwareag.com. The site requires credentials for Software AG's Product Support
site Empower. If you do not have Empower credentials, you must use the TECHcommunity
website.

Software AG Empower Product Support Website

If you do not yet have an account for Empower, send an email to empower@softwareag.com with
your name, company, and company email address and request an account.

Once you have an account, you can open Support Incidents online via the eService section of
Empower at https://empower.softwareag.com/.

You can find product information on the Software AG Empower Product Support website at
https://fempower.softwareag.com.

To submit feature/enhancement requests, get information about product availability, and download
products, go to Products.

To get information about fixes and to read early warnings, technical papers, and knowledge base
articles, go to the Knowledge Center.

If you have any questions, you can find a local or toll-free number for your country in our Global
Support Contact Directory at https://empower.softwareag.com/public_directory.asp and give us
a call.

webMethods Integration Server Administrator’s Guide 10.5 19


http://documentation.softwareag.com
http://documentation.softwareag.com
mailto:empower@softwareag.com
https://empower.softwareag.com/
https://empower.softwareag.com
https://empower.softwareag.com/Products/default.asp
https://empower.softwareag.com/KnowledgeCenter/default.asp
https://empower.softwareag.com/public_directory.asp

Software AG TECHcommunity

You can find documentation and other technical information on the Software AG TECHcommunity
website at http://techcommunity.softwareag.com. You can:

®m  Access product documentation, if you have TECHcommunity credentials. If you do not, you
will need to register and specify "Documentation” as an area of interest.

m  Access articles, code samples, demos, and tutorials.

m  Use the online discussion forums, moderated by Software AG professionals, to ask questions,
discuss best practices, and learn how other customers are using Software AG technology.

®  Link to external websites that discuss open standards and web technology.

Data Protection

Software AG products provide functionality with respect to processing of personal data according
to the EU General Data Protection Regulation (GDPR). Where applicable, appropriate steps are
documented in the respective administration documentation.
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What Does an Administrator Do?

In an IS environment, the administrator is responsible for installing, configuring, and maintaining
the webMethods Integration Server. He or she is also responsible for ensuring the server is secure,
available to clients, and running at peak performance. Usually, one person is appointed as the
administrator, although most sites identify at least one other person to act as a backup.

Typical Administrative Responsibilities

If you are the webMethods Integration Server administrator for your site, you might be involved
in some or all of the following activities.

m Installing and upgrading the server, which includes tasks such as equipping the server
computer with appropriate hardware and software, downloading and installing the server
program, and implementing upgrades as needed.

= Starting and stopping the server, which includes shutting down the server when necessary
(e.g., for routine maintenance or reconfiguration) and restarting it afterwards. It also includes
performing your site's standard recovery procedures following a hardware or software failure
of the server computer. For information about these activities, see “Starting and Stopping the
Server” on page 37.

m  Configuring server settings, which includes setting basic operating parameters such as the
maximum session limits, log file options, and port assignments. For information about these
activities, see “Configuring the Server” on page 105.

®=  Administering users and groups, which includes defining user names and passwords for
authorized users and assigning them to groups. For information about this task, see “Managing
Users and Groups” on page 83. Alternatively, you can configure the server to acquire user
and group information from an external system (e.g., LDAP). For more information, see
“Configuring a Central User Directory or LDAP” on page 635.

®=  Administering server security, which includes identifying other administrators, assigning
access controls to individual services, and configuring the server's use of digital certificates.
For more information about this task, see “Customizing Authentication Using JAAS” on
page 527, “Configuring Integration Server for Secure Communication” on page 457, “Customizing
Authentication Using JAAS” on page 527, and “Configuring Integration Server for Secure
Communication” on page 457.

®  Managing packages and services, which includes tasks such as activating/deactivating/copying
packages and updating services and/or packages as necessary. For more information about
this task, see “Managing Packages” on page 653 and “Managing Services” on page 703.

®  Administering multiple instances of the server, which includes performing all or some of
the activities listed above to manage two or more Integration Servers running on the same
machine. For more information about running multiple instances of Integration Server on the
same machine, see “Running Multiple Integration Server Instances” on page 63.
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The Integration Server Administrator

The Integration Server Administrator is the utility you use to accomplish administrative tasks.
You use it to monitor server activity, examine log information, add users, enable/disable services,
and adjust the server's performance features. For information about the Integration Server
Administrator, see “Using the Integration Server Administrator ” on page 77.

Receiving Administrative Messages from the Server

The Integration Server issues e-mail messages for a variety of failure conditions (for example,
internal errors, binding errors, and transaction manager errors). As an administrator, you are the
one who should receive these messages and take appropriate action when errors occur.

To ensure that you (or an appropriate alternate) receive messages from the server, you must set
the E-mail Notification parameters using the Integration Server Administrator as described in
“Specifying an E-Mail Address and SMTP Server for Error Messages” on page 744.

The Administrator User

Every Integration Server is installed with a predefined user account called "Administrator." By
default, this user is the only one who can perform administrative tasks with the Integration Server
Administrator.

The Administrator's Password
The predefined password assigned to the Administrator user account is "manage".

Important:

Change this password immediately after installing the webMethods Integration Server. Otherwise,
your server will be vulnerable to anyone who knows the default password that webMethods
installs on its servers. Change the predefined passwords for the Developer and Replicator user
accounts as well. Software AG also recommends a best practice of creating an individual account
for each administrator and developer instead of using the predefined accounts. Disable the
predefined accounts after creating individual accounts

When assigning a password, make it something that is difficult to guess. For example, make it a
mixture of upper- and lowercase letters, numbers, and special characters. Passwords cannot be
null values or empty strings. Do not use a name, a phone number, your license plate, your social
security number, or other generally available information. Do not write passwords down. Do not
tell anyone the password unless you are sure of that person's identity.

For instructions on changing a password, see “Adding an Administrator User” on page 88.

Adding Backup Administrators

Itis a good idea to designate at least one individual as a "backup administrator,” who can administer
the Integration Server when you are not available.
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To add a backup administrator to your server, create a regular user account for the user (if he or
she does not already have one); then add that user account to the "Administrators" group.

Only members of the "Administrators" group can use the Integration Server Administrator. For

information about creating user accounts and adding them to groups, see “Managing Users and
Groups” on page 83.

Note:

If you use an external directory for user and group information, see “About Granting

Administrator Privileges to External Users” on page 649 for information about adding
administrators.
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The Role of the Server

The webMethods Integration Server hosts packages that contain services and related files. The
Integration Server comes with core Integration Server packages. For example, all Integration Server
instances include packages that contain built-in services that your developers might want to invoke
from their services or client applications and services that demonstrate some of the features of the
Integration Server. You can create additional packages to hold the services that your developers
create. Your developers can create services that perform functions, such as integrating your business
systems with those of your partners, retrieving data from legacy systems, and accessing and
updating databases.

webMethods Integration Server provides an environment for the orderly, efficient, and secure
execution of services. It decodes client requests, identifies the requested services, invokes the
services, passes data to them in the expected format, encodes the output produced by the services,
and returns output to the clients.

Additionally, the server authenticates clients, verifies that they are authorized to execute the
requested service, maintains audit-trail logs, and promotes throughput using facilities such as
service result caching.

About Integration Server Instances

webMethods Integration Server allows you to create and run multiple instances of the server on
one machine. When you install webMethods Integration Server, you specify a name for the initial
instance. The default name of the initial instance is “default”. The Software AG installer creates
the instance under the Software AG_directory \IntegrationServer \instances directory. You can
create additional instances of Integration Server using the scripts provided by Integration Server
or through Software AG Command Central.

Each instance has a home directory under Software AG_directory \ IntegrationServer \ instances that
contains its own packages, configuration files, log files, and updates. You administer and apply
packages and updates to each Integration Server instance separately. You can apply the latest fixes
using the Software AG Update Manager.

The Software AG_directory \ IntegrationServer directory is the parent directory for all server instances
you create. It contains common and shared files that all server instances use, such as common jar
files and fixes. For information about creating and running multiple Integration Server instances,
see “Running Multiple Integration Server Instances” on page 63.

Note:
Unless otherwise specified, the terms Integration Server and “the server” in this guide refer to
an Integration Server instance.

Architecture

The Integration Server listens for client requests on one or more ports. You can associate the type
of protocol that the server uses for each port. The server supports HTTP, HTTPS, FIP, FTPS, and
e-mail ports.
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Most clients use an HTTP or HTTPS port for communication with the server. Because the server
supports both HTTP and HTTPS, it can listen on an HTTP port for non-secure client requests and
an HTTPS port for secure requests.

Note:

Unlike HTTP, FTP, and e-mail, HTTPS and FTPS provide for secure data transmission. They
do this through encryption and certificates. Without HTTPS or FTPS, unauthorized users might
be able to capture or modify data, use IP spoofing to attack servers, access unauthorized services,
or capture passwords. If you must pass passwords, make sure the back-end application has
minimal privileges.

A typical use for an FTP or FTPS port is to get a directory listing, change to the directory that
contains the service you want to invoke, put a file that contains input to the service, and run the
service. The server returns the output from the service to the directory in which the service resides.
Use an e-mail port to receive requests through an e-mail server, such as POP3 or IMAP.

You can define as many ports as you want on each Integration Server instance. The default server
instance has an HTTP port at 5555.

Note:

The default server instance also defines a diagnostic port at 9999. The diagnostic port uses the
HTTP protocol and provides you access to the Integration Server when it is unresponsive. For
more information about the diagnostic port, see “Diagnosing the Integration Server ” on page 937.

The Server Listens for Requests on Ports that You Specify
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HTTP requests

HTTPS requests

FTP requests

FTPS requests

E-mail
message

There may be times when you want to use the standard port numbers used by web servers: port
80 for HTTP requests and port 443 for HTTPS requests. If your Integration Server runs on a
Windows system, this is not a problem. However, if your Integration Server runs on a UNIX
system, using a port number below 1024 requires that the server run as "root." For security reasons,
Software AG discourages this practice. Instead, run your Integration Server using an unprivileged
user ID on a high number port (for example 1024 or above) and use the port remapping capabilities
present in most firewalls to move requests to the higher numbered ports.

Services

Client requests involve executing one or more services. The server maintains successfully loaded
services as runnable objects within the server's program space.

When you initialize the server, the server loads the services that are contained in enabled packages
into memory. When you or another administrator enable a disabled package, the server loads
services that are in that package.

Services Execute within the Integration Server's Virtual Machine
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webMethods Integration Server

When a client invokes a service, that service runs as a thread within the Integration Server program.
Depending on what function the service is to accomplish, it can also create additional threads to
perform tasks simultaneously.

Retrieving Data for Services

Tasks that services perform often include retrieving data from data sources. The server can retrieve
data (for example, XML and HTML data) from local data sources or by issuing HTTP, HTTPS,

FTP, FTPS, e-mail, or file polling requests to resources such as web servers and JDBC-enabled
databases.

There are a number of methods you can use to send files from a client to the Integration Server.
The Integration Server provides the following automated mechanisms:

m  Post a file to a service via HTTP or HTTPS.

m  FTP afile to a service.

®  Submit a file to a service via a file polling port.
®m E-malil a file to a service as an attachment.

Note:

If you use Trading Networks, you can send some files, specifically flat files, directly to Trading
Networks. For more information about how Trading Networks processes flat files, see the
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"Defining and Managing Flat File Document Types" chapter in webMethods Trading Networks
Administrator’s Guide.

When a client submits a file to the Integration Server, the server uses the appropriate content
handler to parse the contents of the file and pass them to the target service.

For all transmission methods except file polling, the client specifies the service to be executed. For
file polling, the server always executes the service associated with the file polling port.

For more information about sending and receiving XML files, see webMethods Service Development
Help. For more information about sending and receiving flat files, see the Flat File Schema Developer’s
Guide. Refer to the webMethods Integration Server Built-In Services Reference for information about
services you can invoke from the service you write.

When the server uses HTTP or HTTPS to access data from external data sources, you can optionally
route the requests through a proxy server.

The Server Gets Data from Local Resources or Resources on the Internet

optional

HTTP
requests

HTTPS

How the Server Executes Services

When the Integration Server receives a request from a client, it performs the following actions:

1. The server authenticates the client.
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10.

11.
12.
13.
14.

If a session already exists for the client, the server uses the existing session. If one does not
exist, the server creates a session.

The server determines the content-type of the service request so it can prepare data for the
requested service.

The server uses the supplied service name to look up the service.

The server determines whether access to the requested service is being controlled based on
the port on which the request came in. If there is no restriction, the server continues with the
execution of the service.

The server checks whether the requested HTTP method is allowed for the service. If it is not,
the server sends an back an error message, else the server continues with the execution of the
service.

The server looks up the Access Control List (ACL) for the service and determines whether the
client is to be granted access to the service. If the ACL indicates that the client is allowed to
access the service, the server continues with the execution of the service.

If auditing is enabled, the server adds an entry to the Audit Log to mark the start of the request.
The server starts gathering service statistics for the service.

The server checks to see if the results for this service are in the service-results cache. If service
results are cached and the inputs for the cached results match the inputs for this request, the
server returns the cached results. If matching results are not cached, the server invokes the
service. If the service is a flow service, which can consist of several services, it invokes each
service in the flow.

Note:
For each service in a flow, the server performs steps 6 through 11.

The server ends the gathering of server statistics for the service.
If auditing is enabled, the server adds an entry to the Audit Log to mark the end of the request.
The server encodes the service results as specified by the content type.

The server returns the results to the client.

Integration Server Security

Integration Server’s security mechanisms prevent its unauthorized administration, prevent data
from being intercepted during transmission, and protect Integration Server services from
unauthorized access. You can configure Integration Server to:

Use an Enterprise Gateway Server to intercept requests from external clients before passing
the requests to your Integration Server. This allows you to isolate Integration Server behind
an internal firewall.

Require clients to present valid credentials (i.e., user name and password or a client certificate)
to authenticate a connection.
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®m  Authorize access to individual services by user groups, through use of Access Control Lists
(ACLs) that you associate with a service. For the greatest security, associate all services with
an ACL.

®  Provide transport-level security through Secure Sockets Layer (SSL), and message-level security
for web services through WS-Security.

= Digitally sign documents and verify digital signatures.
m  Control access to services based on the port through which a service request is received.

®  Restrict who can access Integration Server Administrator, and who can use Software AG
Designer to connect to the Integration Server.

®  Require clients to present valid user names (with passwords) that have Administrator privileges
before allowing access to the Integration Server Administrator functions.

= Simplify security administration by storing Integration Server SSL certificates and private keys
in industry-standard keystore files.

m  Allow different client certificates to be used for different connections.

Integration Server security also depends on the security of its underlying operating system. Make
sure you do the following:

m  Follow all vendor recommendations for secure configuration.
®  Remove unnecessary network services that may contain security flaws, such as telnet.

m  Regularly check for and install updates and patches from the operating system vendor that
might affect security.

See your operating system’s documentation for instructions on accomplishing these tasks.

For information about security auditing, refer to the webMethods Audit Logging Guide.

Integration Server Logging

Logging for the platform provides important data you need to monitor platform activity and
correct problems. Integration Server maintains this logging data. For complete information and
instructions about working with logging data, see the webMethods Audit Logging Guide, “Setting
Up the Server Log” on page 213, and “Setting Up Universal Messaging Client Logging” on page 341.

Logging, Data Protection, and Privacy

Integration Server includes personally identifiable information (PII) such as user names, email
addresses, and client IP addresses in the logs. Integration Server includes PII in logs for purposes
of auditing, monitoring activity with the server, and diagnosing and correcting problems. The
length of time that Integration Server stores log data depends on the log:
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Log

Server log

File-based audit
log

Audit log that
writes to a
database

Configuration
variables log

Wrapper log

Data duration

Data remains in the server log for the duration of the existence of the
log file which depends on the watt.server.serverlogFilesToKeep server
configuration parameter. This parameter limits the number of server
log files that Integration Server maintains on the file system.file. When
Integration Server reaches the limit for the number of server log files,
Integration Server deletes the oldest archived server log file each time
Integration Server rotates the server log.

For more information about watt.server.serverlogFilesToKeep, see
“Limiting the Number of Server Log Files Kept by Integration Server
” on page 219.

For information about removing data from the Integration Server server
log, see “Removing Personal Data from Log Files” on page 1202.

Data remains in the log for the duration of the log file existence which
depends on the value of watt.server.audit.logFilesToKeep server
configuration parameter. This parameter limits the number of audit
log files that Integration Server maintains on the file system for each
logger. When the number of log files for an audit logger reaches the
established limit, Integration Server deletes the oldest audit log file.

For more information about watt.server.audit.logFilesToKeep, see
“Server Configuration Parameters” on page 1017.

For information about removing data from an Integration Server audit
log, see “Removing Personal Data from Log Files” on page 1202.

Data remains in the database table for the log in the ISCoreAudit
database until it is removed.

For information about removing data from an Integration Server audit
log, see “Removing Personal Data from Log Files” on page 1202.

The length of time that data remains in the configuration variables log
depends on whether the log is for an on-premises Microservices
Runtime or a Microservices Runtime running in a Docker container.
The configuration variables log is overwritten at startup of an
on-premises Microservices Runtime. The configuration variable log for
a Microservices Runtime running in a Docker container is destroyed
when the container is destroyed.

For information about removing data from a configuration variables
log, see “Removing Personally Identifiable Information from the
Configuration Variables Log” on page 1206.

Data remains in the wrapper log for the duration of the log file existence
which depends on the value of the wrapper.logfile.maxfiles property
for the Java Service Wrapper. For the wrapper.conf file delivered with
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Log

SSL session log

Data duration

Integration Server, this property is set to 5. For more information about
this property, see “Logging Properties” on page 60.

For information about removing data from the wrapper log, see
“Removing Personally Identifiable Information Logged by Axis2,
Kerberos, SAML, and other Third Party Libraries” on page 1207

Data remains in the inboundSSLSessions.log until it is removed. The
watt.net.ssl.server.sessionlog.maxFileSize server configuration
parameter limits the size of the inboundSSLSessions.log file. When the
file reaches the maximum size limit, Integration Server renames the
file to sslsession_<DATE(YYYYMMDD)>_TIME(HHMMSS).log and
creates a new inboundSSLSessions.log file.

For more information about watt.net.ssl.server.sessionlog.maxFileSize,
see “Server Configuration Parameters” on page 1017.

For information about removing data from the inbound SSL session
log, see “Removing Personally Identifiable Information from the SSL
Session Log” on page 1206.

Integration Server Caching

Caching is an optimization feature that can improve the performance of services by maintaining
frequently used data in memory. Caching can significantly improve response time of services that

retrieve information from high-traffic web servers and databases.

Integration Server uses the caching capabilities of Ehcache to provide:

m  Service results caching. When you enable services to cache results, Integration Server saves
the service invocation results in the cache for a specified period of time. While the results are
in cache, rather than re-invoking the service, Integration Server can quickly retrieve the service
results for subsequent clients' requests for the service. For more information about service

caching, see “Caching Service Results” on page 733.

m  Data caching. With Ehcache, you can define individual caches in which services can cache
data. Services that want to cache data do so using the caching services provided in the pub.cache
folder. Ehcache enables you to cache virtually any kind of object. Additionally, it provides
advanced features such as off-heap caching and distributed caching. For more information

about using Ehcache, see “Configuring Ehcache on Integration Server ” on page 749.

About Integration Server Fixes

Software AG delivers fixes for Integration Server via the Software AG Update Manager. In addition
to including resolutions to product defects, a fix may also include enhancements to existing
functionality and features. Any of these items can result in new or changed built-in services, APIs,

or configuration parameters. Review the fix contents carefully before applying the fix.
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The fix readme file serves as the documentation for the functionality delivered in a fix. The released
product documentation is not typically updated for fix functionality. In the event that the released
product documentation is updated for functionality delivered in a fix, the refreshed product

documentation will include a note identifying the fix in which the functionality was made available.

webMethods Integration Server Administrator’s Guide 10.5 35



2 An Overview of the Server

36 webMethods Integration Server Administrator’s Guide 10.5



3 Starting and Stopping the Server

m  Starting the webMethods Integration SErver ..........cccoiii i 38
B What Happens When You Start the Server? ..., 43
m  Running Integration Server as a Windows Application vs. a Windows Service .............. 44
m  Increasing File Descriptors on Mac OS X or Other UNIX System ..........cocccvvivveeeeennnnnns 46
m  Changing Settings in the Configuration File custom_wrapper.conf ...........ccccccvvvveveeennee. 47
m  Passing Java System Properties to Integration Server ...........cccccoooiiiii 51
B Shutting Down the INtegration SEIVET .......ccooeiiiiiii e 52
B Viewing ACIVE SESSIONS ....ccooi i, 54
I o TS 1T TS o] o PP 54
B Viewing the Integration Server ProCess ID .........ccuveviiiiiiiiiiiiiiiiieeee e 54
B Restarting the INtegration SEIVET ...........oviiiiiiiiie e 55
B SEIVEI RECOVEIY ..o 56
B The Java SErviCe WIAPPEL ....uuuiiii i e eeeieietiis e e e e e ee ettt e s e e e e e e e ettt s e e e e e e e seeatannneeaeeeeeennnns 58

B Re-registering a Windows Service after Installing a New Version of the Java Service
LAY o 1T 61

webMethods Integration Server Administrator’s Guide 10.5 37



3 Starting and Stopping the Server

Starting the webMethods Integration Server

The webMethods Integration Server must be running in order for clients to execute services. If
you are using the server in a development environment, it must be running in order for your
developers to build, update, and test services using the Software AG Designer.

Keep the following points in mind when starting Integration Server:

® Integration Server stores some configuration files and log files on disk. Make sure that there
is enough free disk space on the Integration Server machine to accommodate these files.
Running out of disk space can affect performance and can lead to errors.

®m  Make sure that the external database to which Integration Server connects is available before
staring Integration Server. If the database is unavailable at Integration Server startup, some
components, such as the scheduler, will not be initialized and will not work properly.

For information about starting Microservices Runtime, see Developing Microservices with webMethods
Microservices Runtime .

Starting an Integration Server Instance on Windows
Start an instance of Integration Server from the Windows Start menu as described below.

Note:

If you are running the Windows Server 2008 r2 operating system or Windows Server 2012 with
the User Account Control security feature enabled, you must start Integration Server with full
Administrator privileges. To start Integration Server with full Administrator privileges, navigate
to the list of programs or applications for Software AG. For example, in Windows Server 2008,
navigate to All Programs > Software AG. Right-click Start instanceName, and select the Run
as Administrator option. If you are not logged into the operating system with Administrator
privileges, you will be prompted to supply Administrator credentials.

To start Integration Server on Windows

—_

Click Start.

2. In the All Programs menu, click the Software AG folder.
3. Click the Start Servers folder.

4. Click Start Integration Server.

5. Click Start Integration Server instanceName .

Note:
If your Integration Server has been configured to request a master password for outbound
password encryption, you will be prompted for this password in a popup window or from
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the server console. Refer to “Managing Outbound Passwords” on page 538 for more
information about this password.

Starting Integration Server on UNIX

Keep the following points in mind when starting Integration Server on UNIX using the startup.sh
script file:

1.

2.

Run the startup.sh script only when logged in as a non-root user. Running the script as root
might reduce the security of your system.

The server can consume more files and sockets on a UNIX system than on other systems.
Therefore, if you are running the server on a UNIX system, Software AG recommends that
run it with at least 1024 file descriptors. You can increase the number of available file descriptors
by entering the following command from the UNIX command prompt before starting the
server:

ulimit -n number
To start Integration Server on UNIX

Navigate to the following directory:

Software AG_directory \ profiles\IS_instance_name\bin
where instance_name is the name of the Integration Server instance.

Note:

The startup.bat/sh and shutdown.bat/sh scripts contained in the Integration Server_directory
\instances\ instance_name\bin directory are deprecated. Software AG recommends the use
of the scripts contained in the Software AG_directory \ profiles\IS_instance_name\bin directory.
If you will manage Integration Server through Command Central, you must use the scripts
located in the Software AG_directory \ profiles\IS_instance_name\bin directory.

Execute the startup.sh script file.

Note:

If your Integration Server has been configured to request a master password for outbound
password encryption, you will be prompted for this password in a popup window or from
the server console. Refer to “Managing Outbound Passwords” on page 538 for more
information about this password.

Starting a Server Instance from the Command Prompt

You can start server instances from the command prompt. When you start a server instance from
the command prompt, you have the option of overriding certain settings in the configuration file.
You can also start the server instance in "debug" mode, so you can record or display server activity.
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Note:

If you are running the Windows Server 2008 r2 operating system with the User Account Control
security feature enabled, the command prompt you use to run the startup.bat service must be
launched with full Administrator privileges. To launch the command prompt with full
Administrator privileges, navigate to All Programs > Accessories, right-click on the Command
Prompt listing, and select the Run as Administrator option. If you are not logged into the

operating system with Administrator privileges, you will be prompted to supply Administrator
credentials.

To start a server instance from the command prompt in Integration Server

1. Atacommand prompt, type the following command:

cd
Software AG_directory
\profiles\IS_instance_name\bin

where instance_name is the name of the Integration Server instance.

Note:

The startup.bat/sh and shutdown.bat/sh scripts contained in the Integration Server_directory
\instances\ instance_name\bin directory are deprecated. Software AG recommends the use
of the scripts contained in the Software AG_directory \ profiles\IS_instance_name\bin directory.
If you will manage Integration Server through Command Central, you must use the scripts
located in the Software AG_directory \ profiles\IS_instance_name\bin directory.

2. Type the following command to start the server instance:

For Windows: bin\startup.bat -switch -switch ...

For UNIX: bin/startup.sh -switch-switch ...

where switch is optional and can be one of the following :

switch Description

-port portNumber Specifies the port on which the server listens for HTTP requests.
portNumber specifies the TCP/IP port number
Example: -port 8080
This switch overrides the value assigned to watt.server.port.

Note:

In addition to overriding the value of watt.server.port, the -port
switch permanently adds a new HTTP port to the WmRoot
package. This new port is added as the primary port and contains
default values. If a port with the same TCP/IP number already
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switch Description

exists in the WmRoot package, the -port switch overrides its
settings with the new default values. In effect, deleting the existing
port and then adding a new port with default settings.

Note:

To use port 80 (the standard for HTTP) or port 443 (the standard
for HTTPS), UNIX users must be running as "root." For security
reasons, a better method is to use a higher number port (5555 for
HTTP and 8080 for HTTPS), and if necessary have the firewall
remap port 80 to the desired port. See “Architecture” on page 26
for a discussion of remapping ports.

-debug level Specifies the level of detail you want the server to maintain in its
server log for this session.

level indicates the level of detail you want to record in the log.

Specify... To record...

Fatal Fatal messages only.

Error Error and fatal messages.

Warn Warning, error, and fatal messages.

Info Informational, warning, error, and fatal
messages.

Debug Debug, informational, warning, error, and

fatal messages.

Trace Trace, debug, informational, warning, error,
and fatal messages.

For this session, this switch overrides the value specified for the
Default facility on the Settings > Logging page and assigned to
watt.debug.level.

Note:

Prior to Integration Server 7.1, Integration Server used a
number-based system to set the level of debug information written
to the server log. Integration Server maintains backward
compatibility with this system. For more information about the
number-based logging levels, see the description of the
watt.debug.level property in “Server Configuration
Parameters” on page 1017.
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switch

Description

-log destination

Specifies where you want the server to write its server log
information for this session. Specify one of the following for
destination:

Option Description

filename Specity the fully qualified path or relative
path to the file in which you want the server
to write server log information for this
session. Relative path is relative to the
Integration Server home directory:
Integration Server_directory
\instances \ instance_name

The filename must specify a directory and
filename.

The default destination is controlled by the
watt.debug.logfile server configuration
parameter.

none Write server log information to the computer
screen (STDOUT).

Server log messages written to STDOUT
include the identifier “ISSERVER” to help
differentiate server log messages from other
messages written to the console.

both Write server log information to the computer
screen (STDOUT) and to the destination
specified by the watt.debug.logfile
parameter.

The filename and none values override the value assigned to
watt.debug.logfile for this session.

Note:

For SSL session logging, a-1log switch value specifies where
Integration Server writes the SSL session information. For a -1log
switch value of none, Integration Server writes the SSL session
information to a separate file (inboundSSLSessions.log). For a
switch value of both, Integration Server writes the SSL session
information to the inboundSSLSessions.log file and to the console.
For more information on SSL session logging, see “Setting Up
SSL Session Logging” on page 473.

Note:

42

webMethods Integration Server Administrator’s Guide 10.5



3 Starting and Stopping the Server

switch Description

A -log switch value of none or both also determines where
Microservices Runtime or an Integration Server equipped with
an Microservices Runtime license writes the configuration
variables log. However, Microservices Runtime ignores a filename
value. If you specify a filename, Microservices Runtime writes
the configuration variables log file to this location only:
Integration Server_directory
/instances/instanceName/logs/configurationvariables.log. For more
information about configuration variable templates and the
associated logging, see Developing Microservices with webMethods
Microservices Runtime. .

-quiesce Specifies to start the server in quiesce mode.

For more information about quiesce mode, see “Quiescing the Server
for Maintenance” on page 929.

Note:

If the server cannot disable or suspend an asset or activity as it
enters quiesce mode, the server displays a warning message and
continues the quiesce process. If the condition stated in the
warning interferes with a maintenance task you intend to perform,
resolve the issue stated in the warning and then restart the server
in quiesce mode.

What Happens When You Start the Server?

When you start Integration Server, it performs a series of initialization steps to make itself ready
for client requests. The server:

1.

Establishes the operating environment by using the configuration parameters located in the
configuration file ( Integration Server_directory \instances\instance_name\ config\ server.cnf).

Initializes processes that perform internal management.

Loads information about all the enabled packages and their services that reside in the
Integration Server_directory \instances\ instance_name\ packages directory. If a package depends
on other packages, the server loads the prerequisite packages first. The server does not load
disabled packages.

Executes the startup services for each loaded package.

Initializes the guaranteed delivery engine. The server checks the job store for pending
guaranteed delivery transactions. It retries the pending transactions as the guaranteed delivery
configuration settings specify. For more information, refer to “Configuring Guaranteed
Delivery” on page 739.

Schedules internal system tasks.
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How to Tell if the Server Is Running Correctly

To determine whether your server is running, start your browser and point it to the Integration
Server instance. (See “Starting the Integration Server Administrator ” on page 78 if you need
instructions for this step.)

m  [f the server is running, you will be prompted for a name and password.

m  If the server is not running, your browser will issue an error message similar to the following:

"Cannot open the Internet site http://localhost:5555."
"A connection with the server could not be established."

If Integration Server detects a problem with the master password or outbound passwords at
startup, it will place you in safe mode, which is a special mode from which you can diagnose and
correct problems. When Integration Server is in safe mode, it displays the Integration Server
Administrator, but Integration Server is not connected to any external resources.

When you are placed into safe mode because of problems with the master password or outbound
passwords, you will see the following message in the upper left corner of the Server Statistics
screen of the Integration Server Administrator:

SERVER IS RUNNING IN SAFE MODE. Master password sanity check failed -- -invalid
master password provided.

These problems can be caused by a corrupted master password file, a corrupted outbound password
file, or by simply mis-typing the master password when you are prompted for it. If you suspect
you have mis-typed the password, shut down the server and restart it, this time entering the correct
password. If this does not correct the problem, refer to “When Problems Exist with the Master
Password or Outbound Passwords at Startup” on page 546 for instructions.

Running Integration Server as aWindows Application vs. a
Windows Service

Integration Server can run as either a Windows application or a Windows service.

m  Use a Windows application if you want to control when the Integration Server initializes.
When Integration Server is a Windows application, you must manually start it.

If you installed the Integration Server as a Windows service and now want it to be a Windows
application, you can manually remove the Windows service for the Integration Server. After
removing the Windows service, the Integration Server will still be available as a Windows
application. See “Switching the Server from a Windows Service to a Windows Application” on
page 45.

= Use a Windows service to have Integration Server automatically initialize when the machine
on which it is installed initializes. When you use a Windows service, you do not have to
manually restart Integration Server following a machine restart.

If you installed Integration Server as a Windows application and now want it to be a Windows
service, you can manually register the Integration Server service.
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See “Switching the Server from a Windows Application to a Windows Service” on page 45.

Note:

If you want the Integration Server to prompt for the master password for outbound
passwords at server initialization, do not run it as a Windows service. For more information
about outbound passwords and the master password, refer to “Configuring Integration
Server for Secure Communication” on page 457.

You can run multiple Integration Server instances as applications and multiple Integration Server
instances as services on a single machine. For example, you can run two instances of Integration
Server as an application and two instances of Integration Server as services on the same machine.

Note:Microservices Runtime cannot be registered as a Windows service. An Integration Server
equipped with an Microservices Runtime license can be registered as a Windows service.

Switching the Server from a Windows Service to aWindows
Application

If Integration Server was installed as a Windows service, and you want Integration Server to run
as a Windows application, you must remove the Windows service for the Integration Server.

To manually remove the Windows service for the Integration Server

1. If the Windows service is running, stop it. You can stop the Windows service by either using
the Integration Server Administrator to shut down the Integration Server or from the Services
dialog box in the Microsoft Windows Control Panel.

2. Open a command prompt, navigate to the Software AG_directory \ profiles\IS_instance_name\bin
directory and run the following command to remove the Integration Server service:

service.bat -remove

Note:

The installSvc.bat file located in Integration Server_directory \instances\instance_name
\support\win32 directory is deprecated. Software AG recommends using the service.bat
file from the Software AG_directory \ profiles\IS_instance_name\bin directory.

Switching the Server from aWindows Application to aWindows
Service

To switch the server from a Windows application to a Windows service, you must manually
register the Integration Server instance to run as a Windows service.

Note:

The user whose identity will be used to run the Integration Server as a Windows service must
be a Windows Administrator or member of the Windows Administrators group.
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To manually register an Integration Server instance to run as a Windows service

1. Edit the custom_wrapper.contf file to fit your environment.

For example, you might change the Java minimum heap size by updating the
wrapper.java.initmemory property. The custom_wrapper.conf file is located in the
Software AG_directory \ profiles\IS_instance_name\ configuration directory.

For more information about setting values in the custom_wrapper.conf file, see Software AG
Infrastructure Administrator’s Guide.

2. Open a command prompt, navigate to the Software AG_directory \ profiles\IS_instance_name \bin
directory and run the following command to create the Integration Server service:

service.bat -install

Note:

The installSvc.bat file located in Integration Server_directory \instances\instance_name
\support\win32 directory is deprecated. Software AG recommends using the service.bat
file from the Software AG_directory \ profiles\IS_instance_name\bin directory.

In the Microsoft Windows Control Panel in the Services dialog box, verify that the service for
Integration Server has been created.

3. Start the service from one of the following places:

m  Services dialog box in the Microsoft Windows Control Panel

®  Command prompt using the following command:

net start <SVCNAME>

where <SVCNAME> is the name of the service created in the previous step.

Increasing File Descriptors on Mac OS X or Other UNIX System

The ability of Integration Server to handle traffic is constrained by the number of file descriptors
available to the Integration Server process. On most systems, 64 file descriptors are available to
each process by default. If Integration Server is running on a Mac OS X or other UNIX system,
Software AG recommends that you increase the number of file descriptors available to the
Integration Server process to at least 1024.

Note:

You might have to increase this number depending on the number of files Integration Server
needs to have open at one time. It is dangerous to set the rlim_fd_max value higher than 1024
because of limitations with the select function, so if Integration Server requires more file
descriptors, set the setrlimit value directly.
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Changing Settings in the Configuration File custom_
wrapper.conf

The custom_wrapper.conf, which is used at Integration Server startup, contains configuration
settings. You can override these settings for a single Integration Server session by starting
Integration Server from the command prompt and using switches to override values in the
custom_wrapper.conf file. However, you might want to permanently change some of the
configuration values in the custom_wrapper.conf so that all sessions use the modified configuration
values.

Note:Microservices Runtime does not use the custom_wrapper.conf. For Microservices Runtime,
set configuration information in the following file: Integration Server_directory /bin/setenv.bat(sh)

To override settings in the configuration file

1. In a text editor, open the custom_wrapper.conf file from the following directory:

Software AG_directory \ profiles\IS_instance_name\ configuration

where instance_name is the name of the Integration Server instance.
2. Add the following property to custom_wrapper.conf:

wrapper.app.parameter.n=switch

where # is the next unused sequential number for the wrapper.app.parameter properties in
the file and switch is the switch command.

wrapper.app.parameter.n=switch_parameter
where 7 is the sequential number and switch_parameter is the value of the switch.

Most switches require that you add an additional property to custom_wrapper.conf as the
very next property in the sequence, as follows:

For example, to change the default port number to 8080, you would enter the following to
custom_wrapper.conf:
wrapper.app.parameter.7=-port

wrapper.app.parameter.8=8080

For more information about the wrapper . app.parameter property, see Software AG Infrastructure
Administrator’s Guide.

The following table describes the switches you can use to override settings in the configuration
file:
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switch

-port

-debug

Description

Specifies the port on which the server listens for HTTP
requests. If you add a wrapper.app.parameter property to
custom_wrapper.conf for the -port switch, you must also
add awrapper.app.parameter property in which you specify
the TCP/IP port number to use.

The first wrapper.app.parameter property specifies that
you want to override the port by using the -port switch,
and the nextwrapper.app.parameter property specifies the
port number to use. For example:

wrapper.app.parameter.7=-port
wrapper.app.parameter.8=8080

Note:
Keep the following points in mind when overriding the
port number:

This switch overrides the value assigned to
watt.server.port.

The -port switch permanently adds a new HTTP
port to the WmRoot package. This new port is added
as the primary port and contains default values. If
a port with the same TCP/IP number already exists
in the WmRoot package, the -port switch overrides
its settings with the new default values. In effect,
deleting the existing port and then adding a new
port with default settings.

To use port 80 (the standard for HTTP) or port 443
(the standard for HTTPS), UNIX users must be
running as "root." For security reasons, a better
method is to use a higher number port (5555 for
HTTP and 8080 for HTTPS), and if necessary have
the firewall remap port 80 to the desired port. See
“Architecture” on page 26 for a discussion of
remapping ports.

Specifies the level of detail you want the server to maintain
in its server log for this session. The -debug switch overrides
the value specified for the Default facility on the Settings
> Logging page and assigned to watt.debug.level.

If you add a wrapper.app.parameter property to
custom_wrapper.conf for the -debug switch, you must also
add awrapper.app.parameter property in which you specify
the level of detail you want to record in the log. You can
specify the following levels:

Specify To record
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switch

-log

Description

Fatal Fatal messages only.

Error Error and fatal messages.

Warn Warning, error, and fatal messages.

Info Informational, warning, error, and fatal
messages.

Debug Debug, informational, warning, error,
and fatal messages.

Trace Trace, debug, informational, warning,

error, and fatal messages.

The first wrapper.app.parameter property specifies that
you want to override the debug level by specifying the
-debug switch, and the next wrapper.app.parameter
property specifies the level of detail you want to record in
the log. For example:

wrapper.app.parameter.ll=-debug
wrapper.app.parameter.12=fatal

Note:

Prior to Integration Server 7.1, Integration Server used
a number-based system to set the level of debug
information written to the server log. Integration Server
maintains backward compatibility with this system. For
more information about the number-based logging
levels, see the description of the watt.debug.level
property in “Server Configuration Parameters” on
page 1017.

Specifies where you want the server to write its server log
information for this session. If you add a
wrapper.app.parameter property to custom_wrapper.conf
for the -log switch, you must also add a
wrapper.app.parameter property in which you specify the
destination of the log information. You can specify the
following destinations:

Option Description

filename Specify the fully qualified path or
relative path to the file in which you
want the server to write server log
information for this session. Relative
path is relative to the Integration
Server home directory:
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switch Description

Integration Server_directory
\instances\ instance_name

The filename must specify a directory
and filename.

The default destination is controlled
by the watt.debug.logfile server
configuration parameter.

none Write server log information to the
computer screen (STDOUT).

both Write server log information to the
computer screen (STDOUT) and to the
destination specified by the
watt.debug.logfile parameter.

The first wrapper.app.parameter property specifies that
you want to override the destination of the log information
by specifying the -log switch, and the next
wrapper.app.parameter property specifies either the
complete path for the home directory or none. For example:

wrapper.app.parameter.13=-1log
wrapper.app.parameter.l4=none

Note:
A swtich value of filename or none overrides the value
assigned to watt.debug.logfile for this session.

Note:

A -log switch value of none or both also determines
where Microservices Runtime or an Integration Server
equipped with an Microservices Runtime license writes
the configuration variables log. However, Microservices
Runtime ignores a filename value. If you specify a
filename, Microservices Runtime writes the configuration
variables log file to this location only:

Integration Server_directory
/instances/instanceName/logs/configurationvariables.log.

-quiesce Specifies that Integration Server starts the server in quiesce
mode. When you add a wrapper.app.parameter property
to custom_wrapper.conf for the -quiesce switch,
Integration Server starts in quiesce mode. The -quiesce
switch does not require an additional
wrapper.app.parameter property. For example:
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switch Description
wrapper.app.parameter.l15=-quiesce

For more information about quiesce mode, see “Quiescing
the Server for Maintenance” on page 929.

3. Inthe custom_wrapper.conf, update the wrapper.app.parameter.2 property to reflect the total
number of wrapper . app.parameter properties that you added in the previous steps.

For example, if wrapper.app.parameter.2 is set to 4 (the default) and you add two
wrapper.app.parameter properties, you would increase the value of wrapper.app.parameter.2
by two. After making your edits, the wrapper.app.parameter.2 would appear as follows:

wrapper.app.parameter.2=6

For more information about the wrapper . app.parameter property, see Software AG Infrastructure
Administrator’s Guide.

4. Save and close custom_wrapper.conf.

Passing Java System Properties to Integration Server

You can pass Java system properties to Integration Server by modifying the custom_wrapper.conf
file.

Note:Microservices Runtime does not use the custom_wrapper.conf. For Microservices Runtime,
set Java system properties in the following file using the JAVA_CUSTOM_OPTS property:
Integration Server_directory /bin/setenv.bat(sh)

To pass Java system properties to Integration Server

1. Open the custom_wrapper.conf file in a text editor. You can find the custom_wrapper.conf
file in the following directory:

Software AG_directory \ profiles\IS_instance_name\ configuration

2. Add awrapper.java.additional. n property that specifies the property name and value that
you want to pass to Integration Server, where 7 is a unique sequence number. The property
name must be preceded by -D.

For example, the wrapper.java.additional properties in the custom_wrapper.conf file would
look similar to the following:

wrapper.java.additional.11=-Dmy.propl=valuel
wrapper.java.additional.12=-Dmy.prop2=value2

For more information about setting values in the custom_wrapper.conf file, see Software AG
Infrastructure Administrator’s Guide.
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3. Save and close the file.

4. Restart the server for the changes to take effect.

Shutting Down the Integration Server

You can shut down the server to stop the Integration Server and all active sessions. You can perform
this task from Integration Server Administrator or from the command prompt.

For information about shutting down Microservices Runtime, see Developing Microservices with
webMethods Microservices Runtime .

Shutting Down the Integration Server from Integration Server
Administrator

Use this procedure to shut down the Integration Server and all active sessions from Integration
Server Administrator.

To shut down the server

1. Open the Integration Server Administrator if it is not already open.

2. Inthe upper right corner of any Integration Server Administrator screen, click Shutdown and
Restart.

3. Select whether you want the server to wait before shutting down or to shut down immediately.

Delay number minutes or until all client sessions are complete. Specify the number of
minutes you want the Integration Server to wait before shutting down. It then begins monitoring
user activity and automatically shuts down when all non-administrator sessions complete or
when the time you specify elapses (whichever comes first).

Perform action immediately. The server and all active sessions terminate immediately.

4. For instructions on how to view the active sessions, refer to “Viewing Active Sessions” on
page 54.

5. Click Shutdown.

Shutting Down Integration Server from Windows

You can shut down any instance of Integration Server and all active session from the Windows
start menu.

Note:
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If you are running the Windows Server 2008 r2 operating system or Windows Server 2012 with
the User Account Control security feature enabled, you must shut down Integration Server with
full Administrator privileges. To shut down Integration Server with full Administrator privileges,
navigate to the list of programs or applications for Software AG. For example, in Windows
Server 2008, navigate to All Programs > Software AG. Right-click Stop instanceName, and
select the Run as Administratoroption. If you are not logged into the operating system with
Administrator privileges, you will be prompted to supply Administrator credentials.

To shut down Integration Server on Windows

1. Click Start.

2. Inthe All Programs menu, click the Software AG folder.
3. Click the Stop Servers folder.

4. Click Stop Integration Server.

5. Click Stop Integration Server instanceName .

Shutting Down Integration Server from the Command Prompt

Use this procedure to shut down the server and all active sessions from the command prompt.

To shut down the server from the command prompt

1. Atacommand prompt, type the following command to switch to the server instance's home
directory:

cd
Software AG_directory
\profiles\IS_instance_name\bin

where instance_name is the name of the Integration Server instance.

Note:

The startup.bat/sh and shutdown.bat/sh scripts contained in the Integration Server_directory
\instances\ instance_name\bin directory are deprecated. Software AG recommends the use
of the scripts contained in the Software AG_directory \ profiles\IS_instance_name\bin directory.
If you will manage Integration Server through Command Central, you must use the scripts
located in the Software AG_directory \ profiles\IS_instance_name\bin directory.

2. Type the following command to stop the server:

For Windows: shutdown.bat
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For UNIX: shutdown. sh

Viewing Active Sessions

When Integration Server is running, you can view the sessions that are currently active.

To view active sessions

1. Open the Integration Server Administrator if it is not already open.
2. Inthe Server menu of the Navigation panel, click Statistics.

3. Click on the current number of sessions.

Killing Sessions

You can kill a single session or all sessions except the session you are currently running.

To kill sessions

1. Open the Integration Server Administrator if it is not already open.
2. Inthe Server menu of the Navigation panel, click Statistics.

3. In the Total Sessions field, in the Current column, click the current number of sessions.

Integration Server displays the Sessions screen.

4. Click X in the Kill column of the session you want to kill.

Note:
Alternatively, you can click Kill All Except Your Session above Current Sessions to kill
all sessions except the session you are currently running.

Integration Server kills the current sessions that are registered in the Integration Server database
and not the in-flight sessions. Integration Server does not kill active JMS trigger sessions. The

icon, X in the Kill column is disabled for active JMS trigger sessions until the sessions expire.

Viewing the Integration Server Process ID

Each instance of Integration Server runs on an operating system as a separate JVM process. There
are times when it is necessary to perform a thread dump or stop a particular instance of Integration
Server (for example, in Windows Task Manager). In order to do this, it is necessary to know the
process ID of the Integration Server process (or server process ID) on which to perform the
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particular operation. You can view the server process ID in the Integration Server Administrator
About page.

To view the process ID

1. Open the Integration Server Administrator if it is not already open.
2. Click About in the upper right-hand part of the screen.

3. Scroll down to the Server Process |d field in the Server Environment area.

Restarting the Integration Server

Restart the server when you need to stop and reload Integration Server. You should restart the
server when:

®  You make certain configuration changes. Some configuration changes require the server to
be restarted before they take effect. This document indicates when you are required to restart
the server for configuration changes.

= You want to incorporate updated services that cannot be dynamically reloaded. This typically
occurs for non-Java services.

To restart the server

1. Open the Integration Server Administrator if it is not already open.

2. Inthe upper right corner of any Integration Server Administrator screen, click Shutdown and
Restart.

3. Select whether you want the server to wait before restarting or to restart immediately.

= Delay number minutes or until all client sessions are complete. Specify the number of
minutes you want the Integration Server to wait before restarting. It then begins monitoring
user activity and automatically restarts when all non-administrator sessions complete or
when the time you specify elapses (whichever comes first).

®  Perform action immediately. The server and all active sessions terminate immediately.
Then the server restarts.

For instructions on how to view the active sessions, refer to “Viewing Active Sessions” on
page 54.

4. Click Restart.

webMethods Integration Server Administrator’s Guide 10.5 55



3 Starting and Stopping the Server

Server Recovery

If a hardware or software problem causes Integration Server to fail, restart the server using the
normal startup procedure. The server will attempt to perform cleanup and initialization processes
to reset the operating environment.

As part of the recovery process, the server automatically:
®  Reloads the cache environment to its pre-failure state.

m  Restores the transaction manager's guaranteed delivery queues. See “Configuring Guaranteed
Delivery” on page 739 for additional information about guaranteed delivery recovery options.

Services that your site has created might have their own unique recovery requirements. Consult
with your developers for information about these requirements.

Some circumstances might require manual intervention to restart the server.

Tip:

Before restarting Integration Server, you can collect diagnostic data to troubleshoot run-time
issues. For information about using the diagnostic port and utility, see “Diagnosing the
Integration Server ” on page 937. Also refer to this chapter for information on generating thread
dump to troubleshoot reasons for server slowdown or unresponsiveness.

Unapplied Changes to Integration Server Configuration Files

If Integration Server shut down improperly while you were making changes that affect configuration
files (*.cnf), Integration Server might display the following message upon restart:

[ISS.0025.0070C] Integration Server detected files in config/work directory which suggests
unapplied configuration changes.

When saving changes to configuration files, Integration Server first saves the configuration changes
in a temporary file in the Integration Server_directory /instances/instanceName/config/work directory.
After saving the changes in a temporary file, Integration Server moves the temporary file to the
actual configuration file. This ensures that if unexpected behavior occurs before the configuration
changes are initially saved to the temporary file, only the temporary file is impacted. The actual
configuration file is not corrupted. At start up, if Integration Server detects files in the
Integration Server_directory /instances/instanceName/config/work, it suggests that changes to a
configuration file were not saved to the temporary file and that, therefore, the changes were not
made to the actual configuration file. Use the contents of the Integration Server_directory
/instances/instanceName/config/work directory to determine which configuration files were in the
process of being changed. Decide whether or not you want to redo the changes to the configuration
files. Delete the files under the directory and redo the configuration change if you so choose.
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Integration Server Data Integrity and Recoverability
Considerations

The Integration Server utilizes a webMethods physical storage technology to persist critical
operational data. This storage technology employs database-like technology of logging and
transactional management. Under normal operations these facilities maintain the integrity,
consistency, and recoverability of data persisted to these files. However, even with these safeguards,
abnormal server shutdown and catastrophic failures can occur, which could result in these files
being left in an unrecoverable state.

Shutting down Integration Server by any means other than the Integration Server Administrator
may result in critical data files being left in an unrecoverable state. This will result in the inability
to restart the Integration Server without manual intervention to remove or recover the damaged
data files.

Important:
Establish site-specific backup and restore procedures to protect these critical data files.

The mission-critical nature of the data stored in the Integration Server's data files requires that it
be backed up periodically for disaster recovery. As in all critical data resources, the potential exists
for a physical failure to leave the Integration Server data files in a corrupted state. In these situations
the method of recovery is to replace these data files with the most current backup. The frequency
and nature of these backups depends on the critical nature of the data being stored. Backups of
these data files should be an offline process with the Integration Server in an idle or shutdown
state, i.e. no disk activity.

Important:

Implement site-specific procedures to periodically backup the critical Integration Server data
files. You can use any file-system backup utility. Perform the backup process only when the
Integration Server is shutdown or in a quiesce state, (no disk activity). This restriction ensures
that the backup will capture these critical data files in a consistent state. Backing up an active
Integration Server may result in capturing a snapshot of the data files that are in an inconsistent
state and therefore unusable for recovery purposes.

Critical Integration Server Data Files

There are two subdirectories in Integration Server's currently working directory that contain critical
data files that must be backed up for recovery purposes. These subdirectories are:

m ./DocumentStore

The files in this subdirectory contain the locally persisted documents being processed by
Integration Server. The loss of these files will result in the loss of any persisted documents.
Back up these six files:

ISResubmitStoredata0000000
ISResubmitStorelog0000000
ISTransStoredata0000000
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ISTransStorelog0000000

TriggerStoredata0000000

TriggerStorelog0000000
® ./WmRepository4

The files in this subdirectory contain metadata for Integration Server. The loss of these files
could result in loss of configuration information and may require manual reconfiguration.
Back up these two files:

FSDdata0000000
FSDIlog0000000

The Java Service Wrapper

webMethods Integration Server runs on the on the Software AG Common Platform, which in turn
runs in a Java Virtual Machine (JVM). The Java Service Wrapper is an application developed by
Tanuki Software, Ltd. It is a utility program that launches the JVM in which Integration Server
runs.

In addition to launching the JVM, the Java Service Wrapper offers features for monitoring the
JVM, logging console output, and generating thread dumps. The following sections describe how
Integration Server uses the features of the Java Service Wrapper. For an overview of the Java
Service Wrapper, see the webMethods cross-product document, Software AG Infrastructure
Administrator’s Guide.

Note:

Microservices Runtime does not use the Java Service Wrapper.

The Java Service Wrapper Configuration Files

For Integration Server, the configuration files for the Java Service Wrapper reside in the following
directory.

Software AG_directory \ profiles\IS_instanceName\ configuration

When you start Integration Server, property settings in the following files determine the
configuration of the JVM and the behavior of the logging and monitoring features of the Java
Service Wrapper.

File name Description

wrapper.conf Contains property settings that are installed by Integration
Server.
Important:
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File name Description

Do not modify the contents of this file unless asked to do so
by Software AG.

custom_wrapper.conf  Contains properties that modify the installed settings in
wrapper.conf.

If you need to modify the property settings for the Java Service
Wrapper, you make your changes in this file.

Note:

Beginning with Integration Server version 9.7, Integration
Server no longer obtains settings from setenv.bat/sh or
server.bat/sh. At startup, Integration Server obtains all
classpath modifications from custom_wrapper.conf. For more
information about how Integration Server builds classpaths,
see “How the Integration Server Classpath Is Set” on page 914.

The following sections describe configuration changes that Integration Server supports for Java
Service Wrapper. For Integration Server, do not make any configuration changes to the Java Service
Wrapper other than the ones described in the following sections.

JVM Configuration

When the Java Service Wrapper launches the JVM, it provides configuration settings that, among
other things, specify memory settings and the directories in the classpath. When you start
Integration Server, the Java Service Wrapper receives these configuration settings from the
wrapper.conf and custom_wrapper.conf files in the Software AG_directory

\ profiles\IS_instance_name\ configuration folder.

If you need to modify the default property settings for Integration Server, you can override the
settings using the custom_wrapper.conf file, which is located in the Software AG_directory

\ profiles\IS_instance_name\ configuration. For more information for configuring
custom_wrapper.conf properties for Integration Server, see “Configuring the Server” on page 105.
For general information about the Java Service Wrapper, see Software AG Infrastructure
Administrator’s Guide.

The Wrapper Log

The Java Service Wrapper records console output in a log file. The log contains the output sent to
the console by the wrapper itself and by the JVM in which Integration Server is running. The
wrapper log is especially useful when you run Integration Server as a Windows service, because
console output is normally not available to you in this mode.

The Java Service Wrapper log for Integration Server is located in the following file:

Software AG_directory \ profiles\IS_instanceName\logs\ wrapper.log
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To view the log, open the log file in a text editor.

Logging Properties

The wrapper.console and wrapper. log properties in the wrapper configuration files determine the
content, format, and behavior of the wrapper log.

The logging settings that Integration Server installs are suitable for most environments. However,
you can modify the following properties if the installed settings do not suit your needs. For
procedures and additional information, see the webMethods cross-product document, Software
AG Infrastructure Administrator’s Guide.

Property Value

wrapper.console. format The format of the messages displayed in the console.

wrapper.console.loglevel The level of detail displayed in the console.

wrapper.logfile The file into which console output for Integration Server is
logged.

wrapper.logfile.format The format of the messages recorded in the wrapper log file.

wrapper.logfile.loglevel The level of detail recorded in the wrapper log file. This setting

must be a level that is equal to or lower than the setting in
wrapper.console. loglevel.

wrapper.logfile.maxsize The maximum size to which the log can grow.
wrapper . logfile.maxfiles The number of old logs the Java Service Wrapper retains.
wrapper.syslog.loglevel Which messages are written to the Event Log on Windows

systems, or the syslog on UNIX systems.

Fault Monitoring

The Java Service Wrapper can monitor the JVM for the certain conditions and then restart the JVM
or perform other actions when it detects these conditions.

The following table describes the fault-monitoring features Integration Server uses or allows you
to configure. To learn more about these features, see the webMethods cross-product document,
Software AG Infrastructure Administrator’s Guide.

Feature Enabled?  User configurable?

JVM timeout Yes No. Do not modify the wrapper.ping properties unless
asked to do so by Software AG.

Deadlock detection No No. Do not enable this feature.

Console filtering No No. Do not enable this feature.

60 webMethods Integration Server Administrator’s Guide 10.5



3 Starting and Stopping the Server

Generating a Thread Dump

The Java Service Wrapper provides a utility for generating a thread dump of the JVM. A thread
dump can help you locate thread contention issues that can cause thread blocks or deadlocks.

For information about generating a thread dump using the Java Wrapper Service, see the
webMethods cross-product document, Software AG Infrastructure Administrator’s Guide.

Re-registering aWindows Service after Installing a New Version
of the Java Service Wrapper

If you are running Integration Server as a Windows service, you must re-register the service when
the version of the Java Service Wrapper changes. Software AG may provide updated versions of
the Java Service Wrapper in a webMethods Shared Libraries Tanuki fix or in a new release.
Re-registering the service involves removing the Windows service and then registering (installing)
it again.

To re-register the Windows service for Integration Server

1. If the Windows service is running, stop it. You can stop the Windows service by either using
the Integration Server Administrator to shut down the Integration Server or from the Services
dialog box in the Microsoft Windows Control Panel.

2. Open a command prompt, navigate to the Software AG_directory \ profiles\IS_instance_name \bin
directory and run the following command to remove the Integration Server service:

service.bat -remove
3. Run the following command to register the Windows service for Integration Server:

service.bat -install
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Overview of Integration Server Instances

You can create and run multiple instances of Integration Server on the same host machine with a
single physical installation of webMethods Integration Server. This is not the same as clustering,
which is described in webMethods Integration Server Clustering Guide. When running multiple
instances of Integration Server on the same host machine, each server has its own packages,
configuration files, log files, and updates; however, unlike clustering, all of the server instances
can share common libraries. Sharing the common library files reduces the amount of overhead
and effort involved when installing fixes and patches on each server.

You manage each server instance separately using the Integration Server Administrator. You can
also perform certain management, configuration, and monitoring tasks from a single location
using Software AG Command Central. For information about using Software AG Command
Central to manage Integration Server instances, see the Command Central documentation.

Note:Microservices Runtime does not support running multiple instances.

Guidelines for Running Multiple Integration Server Instances
on the Same Machine

The following guidelines apply to running two or more Integration Server instances on the same
machine:

®  The common libraries are located under Software AG\ common and Integration Server_directory
\lib. The files in these libraries can be used by all server instances. For example, you can make
custom jar files available to all server instances by placing them in the Integration Server_directory
\lib\jars\ custom directory.

m  Updates and custom jars located at the instance level take precedence over the updates and
custom jars located in the common libraries.

®  Every port number on each server instance must be unique unless the host machine has more
than one NIC. The ports include the primary port, diagnostic port, and all other ports described
in “Configuring Ports” on page 149.

®  You donot need an additional license to create and run multiple Integration Server instances.
However, creating and running additional server instances will increase the number of
concurrent processes. Before creating additional server instances, check your system resources
and your Software AG license.

About Creating a New Integration Server Instance

You can create a new Integration Server instance using the Integration Server instance creation
script, is_instance.bat/sh, which is located in the Integration Server_directory \instances directory.

When you create a new Integration Server instance, the script creates a new folder under the
SoftwareAG\ profiles\IS_instance_name directory containing OSGI component files.

64 webMethods Integration Server Administrator’s Guide 10.5



4 Running Multiple Integration Server Instances

The script also creates a home directory for the instance under Integration Server_directory
\instances\ instance_name. The home directory contains the predefined packages described in
“Predefined Packages” on page 654.

If you want the server instance to use components or services contained in other packages, you
must add the packages to the Integration Server. For example, if you want the server instance to
use webMethods Deployer, webMethods API Gateway, or webMethods Application Platform,
you must add the WmDeployer, WmAPIGateway, or WmAppPlat packages respectively to the
Integration Server instance. The Software AG Installer installs packages in the package repository,
which is located under the Software AG_directory \ IntegrationServer \ packages directory.

For information about how to create a new Integration Server instance, see “Creating a New
Integration Server Instance” on page 66. For information about how to add packages to a server
instance, see “Updating Packages on a Server Instance” on page 70.

About the is_instance Script

The is_instance.bat/sh script creates, updates, and deletes an Integration Server instance. It also
installs, updates, or deletes packages and language packs on an Integration Server instance and
updates the properties of the database, which is used by the Integration Server instance.

The is_instance.bat/sh script is located in the following directory:

Integration Server_directory \instances

Syntax

At the command prompt, use the following syntax:
Integration Server_directory \instances\is_instance.bat command parameters

If the command syntax is not correct, the script writes error information to the console.

Is_instance Script Commands

The following table provides descriptions for the commands that can be used with the
is_instance.bat/sh script.

Command Description

create Creates a new instance of Integration Server. For more
information about using this parameter, see “Creating a
New Integration Server Instance” on page 66.

update Adds the specified list of packages to the Integration
Server instance and updates the properties of the database,
which is used by thelntegration Server instance. For more
information about using this parameter, see “Updating
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Command Description

Packages on a Server Instance” on page 70 and “Updating
Database Properties of a Server Instance” on page 71.

deletePackages Deletes packages from the Integration Server instance. For
more information about using this parameter, see
“Deleting Packages from a Server Instance” on page 72.

updatelLanguagePack Updates language pack files for the Integration Server
instance. “Deleting Packages from a Server Instance” on
page 72.

delete Deletes the Integration Server instance. For more

information about using this parameter, see “Deleting a
Server Instance” on page 74.

Creating a New Integration Server Instance

Use the create command to create a new Integration Server instance.

Before creating a new instance, review the information in “Guidelines for Running Multiple
Integration Server Instances on the Same Machine” on page 64 and “About Creating a New
Integration Server Instance” on page 64.

To create a new Integration Server instance

1. Navigate to the following directory:
Integration Server_directory \instances

2. Run the instance script as follows:

is_instance.bat/sh create
-Dinstance.name=1instance_name
-Dprimary.port=primary_port_number
-Dinstance.ip=default_bind_address
-Ddiagnostic.port=diagnostic_port_number
-Djmx.port=jmx_port_number
-Dlicense.file=license_file_location
-Dinstall.service=install_service
-Ddb.alias=database_alias_name
-Ddb.type=database_type
-Ddb.username=database_username
-Ddb.password=database_password
-Ddb.url=database_URL

-Dpackage. list=package_list

Where Specify

instance_name A unique name for the new instance.
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Where Specify

primary_port_number Optional. A default HTTP port number for the new
instance. The port number must be unique for each
Integration Server instance. The default value is 5555.

default_bind_address Optional. Default IP address to which to bind ports on
this instance of Integration Server. Specify a bind address
if your machine has multiple IP addresses and you want
to use the same port number across different instances of
Integration Server on the machine. In this case, each
instance must specify a different bind address. If you do
not specify a default bind address, the port listens to all
network interfaces which prevents the same port number
from being used on multiple instances.

Note:Integration Server uses the supplied
default_bind_address value as the value of the
watt.server.inetaddress configuration property.

diagnostic_port_number  Optional. A default diagnostic port number for the new
instance. The port number must be unique for each
Integration Server instance. The default value is 9999.

jmx_port_number Optional. A default JMX port number for the new instance.
The port number must be unique for each Integration
Server instance. The default value is 8075.

license_file_location Optional. The location of your Integration Server license
file.

The script copies the license file from the specified location
to
IntegrationServer/instances/instance_name/config/licenseKey.xml
file.

This parameter is optional; however, if a license file
location is not specified, the Integration Server instance
will shut down after 30 minutes.

Note:

If the location name contains spaces, you must surround
the name of the location with quotation marks (” ). For
example:

-Dlicense.file="1license file location”

install_service Optional. Whether to register the service for the instance.
The default is false.

Note:
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Where

database_alias_name

database_type

database_username
database_password

database_URL

package_list

Specify
This option is valid only for Windows platforms.

Optional. The alias name for the database. The default
value for embedded database is Embedded Database Pool
and JDBC_POOL_ALIAS for external database.

Optional. The type of database. Specify one of the
following databases:

B sqlserver - Microsoft SQL Server
m oracle - Oracle

m db2-DB2

These values are not case-sensitive. If this parameter is
left unspecified, the new Integration Server instance uses
the embedded IS internal database, which is the default.

Optional. User name to connect to the database.
Optional. Password of the database user.

Optional. The connection URL for the database.

For example:

jdocmm:oracle: //<server>: <1521 | port>; serviceName=value> [ ;<gptiond>=value>. ... ]

Optional. A comma-separated list of packages to add to
the server instance. For example, WmPRT ,WmTN.

The packages that you specify must be part of the
webMethods Integration Server package repository.
Software AG Installer installs packages in the package
repository, which is located under the

Software AG_directory \IntegrationServer \ packages
directory.

Specity all to add all non-predefined packages in the
webMethods Integration Server package repository located
in the Integration Server_directory \ packages directory. For
a list of predefined packages, see “Predefined Packages” on
page 654.

Note:

If you want the server instance to use components or
services contained in other packages, you must add the
packages to the Integration Server instance. For
example, if you want the server instance to use
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Where Specify

webMethods Deployer, webMethods API Gateway, or
webMethods Application Platform, you must add the
WmbDeployer, WmAPIGateway, or WmAppPlat

packages respectively to the Integration Server instance.

3. Optionally, add packages to the server instance after it is created. For instructions, see “Updating
Packages on a Server Instance” on page 70.

4. Start the Integration Server instance by running the startup.bat/sh file located in the
Software AG_directory \ profiles\IS_instance_name\bin directory.

Note:

The startup.bat/sh and shutdown.bat/sh scripts contained in the Integration Server_directory
\instances\ instance_name\bin directory are deprecated. Software AG recommends the use
of the scripts contained in the Software AG_directory \ profiles\IS_instance_name\bin directory.
If you will manage Integration Server through Command Central, you must use the scripts
located in the Software AG_directory \ profiles\IS_instance_name\bin directory.

Note:

If you added the package WmAppPlat, which is for webMethods Application Platform, the
new Integration Server instance includes a configured instance of Tomcat. This Tomcat instance
uses ports 8072 and 8074 as the default HTTP and HTTPS ports, respectively. These default
ports conflict with the ports used by Tomcat on the default instance of Integration Server. You
must use Command Central to change the default HTTP and HTTPS port numbers for Tomcat
on the new instance of Integration Server. For more information about creating an Integration
Server instance with webMethods Application Platform, see the webMethods Application Platform
User’s Guide

Updating an Integration Server Instance

Use the update command to update existing packages, to install other packages on a server instance.
Also, to update the database properties when Integration Server is in the offline mode.

To update an Integration Server instance

1. Run the is_instance script as follows:

is_instance.bat update -Dinstance.name=instance_name
-Ddb.alias=database_alias_name

-Ddb. type=database_type
-Ddb.username=database_username
-Ddb.password=database_password
-Ddb.url=database_URL

-Dpackage. list=package_list
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For details, see “Updating Packages on a Server Instance” on page 70 and “Updating Database
Properties of a Server Instance” on page 71.

Note:

When you install or update packages using the installer, you have the option to install
packages on the initial instance created by the installer. If you select this option, packages
are copied to that instance automatically during installation; therefore, you do not need to
run the update command on that instance.

Updating Packages on a Server Instance

Use the update command to update existing packages and to install other packages on a server
instance.

To update packages on an Integration Server instance

Stop the Integration Server instance.

Navigate to the following directory:
Integration Server_directory \instances

Run the is_instance script as follows:

is_instance.bat update -Dinstance.name=instance_name
-Dpackage. list=package_list

Where Specify

instance_name The name of the instance to which you want to add packages.

package_list A comma-separated list of packages to add to the server

instance. For example, WmPRT ,WmTN.

The packages that you specify must be part of the webMethods
Integration Server package repository. Software AG Installer
installs packages in the package repository, which is located
under the Software AG_directory \IntegrationServer\ packages
directory.

Specify all to add all non-predefined packages in the
webMethods Integration Server package repository located in
the Integration Server_directory \ packages directory. For a list of
predefined packages, see “Predefined Packages” on page 654.

Note:
If you want the server instance to use components or services
contained in other packages, you must add the packages to
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Where Specify

the instance. For example, if you want the server instance to
use webMethods Deployer, webMethods API Gateway, or
webMethods Application Platform, you must add the
WmDeployer, WmAPIGateway, or WmAppPlat packages
respectively to the instance.

The script adds the packages to the Integration Server_directory
\instances\ instance_name\ packages directory.

Updating Database Properties of a Server Instance

Use the update command to update the database properties when Integration Server is in the
offline mode.

Note:

If the Integration Server instance is using embedded database, you cannot update the database
properties.

To update database properties of an Integration Server instance

1. Stop the Integration Server instance.

2. Navigate to the following directory:
Integration Server_directory \instances

3. Run the is_instance script as follows:
is_instance.bat update -Dinstance.name=instance_name
-Ddb.alias=database_alias_name
-Ddb.type=database_type
-Ddb.username=database_username

-Ddb.password=database_password
-Ddb.url=database_URL

Where Specify

instance_name The name of the instance for which you want to update the
database properties.

database_alias_name  The alias name for the database.
database_type Optional. The type of database.
Specify one of the following databases:

m  sqlserver - Microsoft SQL Server
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Where Specify
m  oracle - Oracle
m db2-DB2
These values are not case-sensitive.

database_username Optional. User name to connect to the database. This
parameter is mandatory only if you specify the database_type.

database_password Optional. Password of the database user. This parameter is
mandatory only if you specify the database_type.

database_URL Optional. The connection URL for the database. This parameter
is mandatory only if you specify the database_type.

Note:
On restart, if the Integration Server instance fails to connect to the database due to incorrect
database configuration, Integration Server falls back to the previous database configuration.

Deleting Packages from a Server Instance

The deletePackages command removes the specified package or list of packages from a server
instance.

To delete packages from an Integration Server instance

1. Stop the Integration Server instance.

2. Navigate to the following directory:
Integration Server_directory \instances
3. Run the is_instance script as follows:

is_instance.bat deletePackages -Dinstance.name=instance_name -Dpackage.list=package_list

Where Specify

instance_name The name of the instance from which you want to delete
packages.

package_list A comma-separated list of packages to remove from the

Integration Server instance. For example, packageA, packageB.

The is_instance script removes the specified packages located under the
Integration Server_directory \instances\instance_name\ packages\ package_name directory.
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Updating Language Packs on a Server Instance

After installing, modifying, or removing language pack files on webMethods Integration Server,
you must run the updatelLanguagePack command on each server instance to synchronize and
propagate the files.

Note:

When you install or update language packs using the installer, you have the option to install
packages on the instance created by installer. If you select this option, language packs are
synchronized on that instance automatically during installation; therefore, you do not need to
run the updatelLanguagePack command on the instance created by installer.

To update language pack files on an Integration Server instance

1. Stop the Integration Server instance.

2. Navigate to the following directory:
Integration Server_directory \instances

3. Run the is_instance script as follows:

is_instance.bat updatelLanguagePack -Dinstance.name=instance_name -Dinstall.mode=mode -Dpackag

Where Specify
instance_name The name of the instance to update.
mode The processing mode to indicate whether the script is to add or

remove language pack files (such as jars and DSPs, HTMLs,
class) from the instance. Specify one of the following:

®  dnstall to add or update language pack files. When this
option is specified, the script copies the language pack files
from the package repository to the specified instance.

Note:

Be sure to install the language pack using the Software AG
Installer before you update the instance. If the files do not
exist in the package repository, the script cannot update
the instance.

®  uninstall to remove language pack files. When this option
is specified, the script removes the language pack files from
the instance.

Note:
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Where Specify

Be sure to uninstall the language pack using the
Software AG Installer before running

-Dinstall.mode=uninstall or the files will not be removed
from the instance.

package_list Optional. A comma-separated list of packages to which to add
the language pack.

Note:

If you do not specify -Dpackage. list, you must specify
-Dfeature.list. However, you can specify both
-Dpackage.list and -Dfeature. list. You need to specify

-Dpackage.list and/or -Dfeature.list only when
-Dinstall.mode is set to install.

For example, to install the language pack on the Integration
Server instance that functions as the API Gateway, specify:

-Dpackage. list=WmAPIGateway

feature_list Optional. A comma-separated list of features to which to add

the language pack. Review the product documentation for a list
of features.

Note:

If you do not specify -Dfeature. list, you must specify
-Dpackage. list. However, you can specify both
-Dpackage.list and -Dfeature. list. You need to specify
-Dpackage.list and/or -Dfeature.list only when
-Dinstall.mode is set to install.

Deleting a Server Instance

The delete command removes all files and folders located under the Integration Server_directory
\instances\ instance_name and Software AG\ profiles\IS_instance_name directories.

Important:

After you delete a server instance, you cannot retrieve any of its files or directories, including
any custom directories.

To delete an Integration Server instance

1. Stop the Integration Server instance.

2. Navigate to the following directory:
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Integration Server_directory \instances

3. Run the is_instance script as follows:

is_instance.bat delete -Dinstance.name=instance_name

Where Specify

instance_name The name of the instance you want to delete.
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What Is the Integration Server Administrator?

The Integration Server Administrator is an HTML-based utility you use to administer the
webMethods Integration Server. It allows you to monitor server activity, manage user accounts,
make performance adjustments, and set operating parameters.

You can run the Integration Server Administrator from any browser-equipped workstation on
your network. (The Integration Server Administrator is a browser-based application that uses
services to accomplish its work.)

Starting the Integration Server Administrator

To use the Integration Server Administrator, open your browser and point it to the port on the
host machine where the Integration Server instance is running.

The server must be running in order to use Integration Server Administrator. If the server is not
running, your browser will issue an error similar to the following:

"Cannot open the Internet site http://localhost:5555."
"A connection with the server could not be established."

To start the Integration Server Administrator

1. Start your browser.

2. Point your browser to the host and port where the Integration Server instance is running.

Examples

If the server were running on the default port on the same machine where you are running
the Integration Server Administrator, you would type:

http://localhost:5555

If the server were running on port 4040 on a machine called QUICKSILVER, you would type:
http://QUICKSILVER:4040

3. Log on to the server with a user name and password that has administrator privileges.

If you just installed the Integration Server, you can use the following default values:

User Name: Administrator
Password: manage
Important:

Use the exact combination of upper- and lowercase characters shown above; user names and
passwords are case sensitive.
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Starting Integration Server Administrator on Windows

Start Integration Server Administrator from the Windows Start menu as described below.

To start Integration Server Administrator on Windows

1. Click Start.

2. Inthe All Programs menu, click the Software AG folder.

3. Click the Administration folder.

4. Click Integration Server Administrator.

5. Click Integration Server Administrator for instanceName .

6. Log on to the server with a user name and password that has administrator privileges.

If you just installed the Integration Server, you can use the following default values:

User Name: Administrator
Password: manage
Important:

Use the exact combination of upper- and lowercase characters shown above; user names and
passwords are case sensitive.

Accessing Integration Server Administrator through My
webMethods

If you are working in My webMethods, you can also access Integration Server Administrator
through the My webMethods ESB Administration window. Use the following procedure to add
an Integration Server Administrator to the ESB Administration window.

To make Integration Server Administrator available through My webMethods

1. From My webMethods, go to Navigate > Applications > Administration > Integration >
ESB.

2. Click Add Server ... and complete the fields as follows:
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Field Entry

Description Brief description for the Integration Server.

Server Host Host machine for an Integration Server you want to administer from
My webMethods.

Server Port Integration Server port to which My webMethods Server will send
requests.

Single Sign On If you use the My webMethods Server single sign-on feature, users

who log on to My webMethods Server will be able to administer the
Integration Server without having to log on to it as well. For
instructions on setting up the single sign-on feature, see “Accessing
Integration Server Data through My webMethods ” on page 525.

Use Secure Whether My webMethods Server should use SSL to connect to the
Connection Integration Server.
Note:

You can only select this option if the Integration Server is
configured to use SSL and certificates. For more information, see
“Configuring Integration Server for Secure Communication” on
page 457.

Color Choose the color to use for the border around the interface. If you
have multiple s, you can use this feature to distinguish Integration
Servers from each other; for example, you could use orange for
Integration Servers in your production environment, and blue for
Integration Servers in your test environment.

3. Click OK.

Basic Operations of Integration Server Administrator

When you start the Integration Server Administrator, your browser displays the Statistics screen.

The Integration Server Administrator Screen
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The Navigation panel on the left side of the screen displays the names of menus from which you
can select a task. To start a task, click a task name in the Navigation panel. The server displays a
screen that corresponds to the task you select.

Logging Off the Integration Server Administrator

Log off the Integration Server Administrator when you no longer need to continue your current
session. When you log off the Integration Server Administrator, the server cleans up your session
and clears the cache in the browser.

To log off the Integration Server Administrator

1. Click Log Off in the upper right corner of the Integration Server Administrator screen.
Integration Server displays a dialog box to ensure you want to log off.
2. Click OK to log off the Integration Server Administrator.

The browser displays a screen confirming that the session is terminated.

Getting Help

You can obtain information about the Integration Server Administrator by clicking the Help link
in the upper right corner of any Integration Server Administrator screen. The help system displays
a description of the parameters for the screen and a list of procedures you can perform from the

screen. From this window, click Show Navigation Area to view the help system's table of contents
from which you can search for a specific procedure or screen description.

The Server Configuration File

Configuration settings for the Integration Server are stored in the server configuration file
(server.cnf). This file resides in the Integration Server_directory \instances \instance_name\ config
directory and contains parameters that determine how the server operates.

Typically, you will use the Integration Server Administrator to set parameters in the server.cnf
file, but there may be times when you need to edit the file directly with a text editor.

For a list of parameters in the server.cnf file and their default values, see “Server Configuration
Parameters” on page 1017.

Software AG Command Central

Software AG Command Central is a tool that release managers, infrastructure engineers, system
administrators, and operators can use to perform administrative tasks from a single location.
Command Central can assist with the following configuration, management, and monitoring tasks:

® Infrastructure engineers can see at a glance which products and fixes are installed, and where.
Engineers can also easily compare installations to find discrepancies.
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m  System administrators can configure environments using a single web Ul, command-line tool,
or API so maintenance can be performed with a minimum of effort and risk.

®  Release managers can prepare and deploy changes to multiple servers using command-line
scripting for simpler, safer lifecycle management.

m  Operators can monitor server status and health, as well as start and stop servers from a single
location. They can also configure alerts to be sent to them in case of unplanned outages.

For more information about Software AG Command Central, see the Command Central
documentation.
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Users and Groups

Use the Integration Server Administrator to define user and group information to the server. The
definition for a user contains the user name, password, and group membership. The definition
for a group contains the group name and a list of users in the group. The server stores and maintains
the information.

Alternatively, you can set up the webMethods Integration Server to access the information from
an external directory if your site uses one of the following external directories for user and group
information:

®  Central user management
m  Lightweight Directory Access Protocol (LDAP)

This chapter describes only how the Integration Server works when user and group information
is defined internally. For information about using an external directory with the Integration Server,
see “Configuring a Central User Directory or LDAP” on page 635.

Purpose of Users and Groups

Integration Server uses user and group information to authenticate clients and determine the
server resources that a client is allowed to access.

If the server is using basic authentication (user names and passwords) to authenticate a client, it
uses the user names and passwords defined in user accounts to validate the credentials a client
supplies.

After a client is authenticated (whether through basic authentication or client certificates), the
server uses the group membership to determine if a client is authorized for the requested action,
such as, using the Integration Server Administrator or invoking a service.

Access to the server's resources is controlled at the group level. By setting up users and groups,
you can control who can:

m  Configure and manage the server. Only users that are members of the Administrators group
(administrator privilege) can access the Integration Server Administrator.

m  Create, modify, and delete services that reside on the server. Only users that are members
of the Developers group (developer privileges) can connect to the server from Software AG
Designer.

m  Access services and files that reside on the server. Access to services and files is protected at
the group level.

Defining a User Account

When you create a user account on Integration Server, you specify a user name, password, and
group membership.
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= User name. A user name is a unique name that identifies a client. You can specify a user name
that represents an actual person (e.g., "JDSmith" for John D. Smith), or you can specify a user
name to represent applications, job functions, or organizations. For example, you might set
up generically named user names such as "MktgPurchAgent," "MktgTimeKeeper," and so
forth, to represent job functions.

m  Password. A password is an arbitrary string of characters that you associate with a user name.
The server uses the password when authenticating a client who has submitted a valid user
name. For more information about authentication, see “Customizing Authentication Using
JAAS” on page 527.

A password is meant to be a secret code shared only by the server, the server administrator,
and the owner of the user account. Its purpose is to give the server added assurance that a
request is coming from a legitimate user. Only administrators can assign a password to a user
name and change a password for an existing account. For additional security, the server hashes
passwords before storing them.

Note:Integration Server also provides password digest as an authentication option.

®  Group membership. The group membership identifies the groups to which a user belongs.
Access to the server's resources is controlled at the group level:

Only users that are members of the Administrators group can configure and manage the server
using the Integration Server Administrator. For more information about controlling access to
the Integration Server Administrator, see “FIPS 140-2 Compliance” on page 1190.

Only users that are members of the Developers group can connect to the server from Software
AG Designer to create, modify, and delete services. For information, see “Adding a Developer
User” on page 89.

The server protects access to services and files using Access Control Lists (ACLs). You set up
ACLs that identify groups that are allowed or not allowed to access a resource. For more
information about protecting services and files, see “Controlling Access to Resources with
ACLs” on page 501.

Predefined User Accounts

The server has the following predefined user accounts:

User Groups Description
Administrator  Everybody A user account that has administrator privileges. You can
Administrators use the Administrator user account to access the
Replicators Integration Server Administrator to configure and manage
the server.

The predefined password for the Administrator account

is "manage".
Default Everybody The server uses the information defined for the Default
Anonymous user when the client does not supply a userid.
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User Groups Description
Developer Everybody A user that can connect to the server from Software AG
Developers Designer to create, modify, and delete services that reside
on the server.
The predefined password for the Developer account is
"isdev".
Replicator Everybody The user account that the server uses during package
Replicators replication. For more information about package

replication, see “Copying Packages from One Server to
Another” on page 673.

The predefined password for the Replicator account is
"iscopy."

Important:Software AG strongly recommends that you change the passwords for all the
predefined user accounts as soon as you complete installation of Integration Server. Otherwise,
your server will be vulnerable to anyone who knows the default passwords that webMethods
installs on its servers. Software AG also recommends a best practice of creating an individual
account for each administrator and developer instead of using the predefined accounts. Disable
the predefined accounts after creating individual accounts.

Adding User Accounts

Use the following procedure to add a user account for a user.

To add a user account to the server

1. Open the Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click User Management.

3. (lick Add and Remove Users.

4. Inthe Create Users section of the screen, specify the following information:

Parameter Specify

User Names A unique user name made up of a combination of letters, numbers, or
symbols. You can specify one user name per line. Press ENTER to
separate the lines.

Important:

User names are case sensitive. When you create a user account, type
it exactly as you want the client to enter it.
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Parameter Specify
Note:
The string "SAMLart" is a reserved word in Integration Server. Do
not create an Integration Server user name consisting of this word.
Password A password made up of a combination of letters, numbers, or symbols.

A password is required and cannot be a null value or an empty string.

Important:
Passwords are case sensitive. Type these values exactly as you want
the client to enter it.

Be sure to select passwords that are difficult to guess. For example, use
a mixture of upper- and lowercase letters, numbers, and special
characters. Do not use a name, phone number, social security number,
license plate or other generally available information.

Re-Enter Password The same password again to make sure you typed it correctly.

5. Select Allow Digest Authentication to use password digest as an authentication option.

6. Click Create Users.

Deleting User Accounts

When a user account is no longer needed, you can delete the account. However, before you delete
the user account make sure to update any locations in Integration Server where the account is
used, such as execution users for triggers or users tasks, user mappings for client certificates, and
outbound connection configurations such as remote server aliases. For a more complete list of
locations that a user account might be used, see

Keep the following points in mind when deleting user accounts:

When you delete a user, Integration Server automatically removes the user from the members
lists of all the groups to which it was assigned.

The following built-in user accounts cannot be deleted: Administrator, Default, Developer,
and Replicator.

Deleting a user account does not remove all of the user account data or other identifying data
that appears in places such as log files. For information about removing user data from log
files, see

To delete a user account from the server
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1. Open the Integration Server Administrator if it is not already open.
2. Inthe Security menu of the Navigation panel, click User Management.
3. Click Add and Remove Users.

4. Inthe Remove Users section of the screen, select the user names for the user accounts you
want to delete.

5. Click Remove Users. The server issues a prompt to verify that you want to delete the user
account. Click OK to remove the user account.

Adding an Administrator User

A user has administrator privileges if he or she belongs to the Administrators group or to any
other group added to the Allow List of the Administrators ACL. To determine if a user has
administrator privileges, the server authenticates the user to obtain his or her user name. (For
information about how the server determines the user name, see “Customizing Authentication
Using JAAS” on page 527.) After determining the user name, the server determines if the user
belongs to a group that is allowed and does not belong to any group that is denied access by the
Administrators ACL. If so, the server allows access to the Integration Server Administrator.

To grant administrator privileges to a user, you must assign that user to the Administrators group
or to a group you have added to the Allow list of the Administrators ACL. In addition, you must
make sure the user is not a member of a group that is denied access by the Administrators ACL.

Important:

The user to whom you want to grant administrative privileges must already have a user account
on the Integration Server. If the user does not already have a user account, create one before
you perform the following steps.

To grant administrative privileges to a user

1. Open the Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click User Management.

Under Local User Management, the Groups area of the screen (on the right) contains two
lists. Users in this Group is a list of users currently in the selected group. Remaining Users
is a list of users not currently in the selected group.

3. Inthe Groups area of the screen, in the Select group list, select Administrators.

4. Inthe Remaining Users list, select (highlight) the user or users to whom you want to grant
administrator privileges.
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To select additional users without deselecting currently selected users, press the CTRL key
while you click on the users you want to select. To deselect a user, press the CTRL key while
you click the currently selected entry.

5. After you have selected all the users you want to add to the group, click mm—=ms——. The
server moves the selected users to the Users in this Group list.

6. Click Save Changes.

Adding a Developer User

A developer can use Software AG Designer to view, create, modify, and delete packages, folders,
services, and other elements that reside on the server. Before the server allows a connection from
Designer, it ensures that the user has developer privileges.

A user has developer privileges if he or she belongs to the Developers group or to any other group
added to the Allow List of the Developers ACL. To determine if a user has developer privileges,
the server authenticates the user to obtain their user name. (For information about how the server
determines the user name, see “Customizing Authentication Using JAAS” on page 527.) After
determining the user name, the server determines if the user belongs to a group that is allowed
and does not belong to any group that is denied access by the Developers ACL. If so, the server
allows the connection between Designer and the server to be established.

To grant developer privileges to a user, you must assign that user to the Developers group or to
a group you have added to the Allow list of the Developers ACL. In addition, you must make sure
the user is not a member of a group that is denied access by the Developer ACL.

Important:

List, Read, and Write ACLs are a mechanism for protecting against accidental tampering or
destruction of elements. A developer making a deliberate attempt can bypass this mechanism.
Do not rely on ACLs for protection in a hostile environment.

Important:
The user to whom you want to grant developer privileges must already have a user account on

the Integration Server. If the user does not already have a user account, create one for the user
before you perform the following steps.

To grant developer privileges to a user

1. Open the Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click User Management.

Under Local User Management, in the Groups area of the screen (on the right) contains two
lists. Users in this Group is a list of users currently in the selected group. Remaining Users
is a list of users not currently in the selected group.

3. Inthe Groups area of the screen, in the Select group list, select Developers.
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In the Remaining Users list, select (highlight) the user or users to whom you want to grant
developer privileges.

To select additional users without deselecting currently selected users, press the CTRL key
while you click on the users you want to select. To deselect a user, press the CTRL key while
you click the currently selected entry.

After you have selected all the users you want to add to the group, click mmm—ms——. The
server moves the selected users to the Users Currently in this Group list.

Click Save Changes.

Changing Passwords

You can change the password for your user account or other user accounts. Keep the following
points in mind when changing passwords:

Do not change a password if you are outside of the corporate firewall and you did not use SSL
to connect to the Integration Server.

Passwords cannot be null values or empty strings.

Be sure to select passwords that are difficult to guess. For example, use a mixture of upper-
and lowercase letters, numbers, and special characters. Do not use a name, phone number,
social security number, license plate or other generally available information; the security of
your system depends on it.

You cannot use the Integration Server Administrator or Software AG Designer to administer
users or groups stored in an external directory. This restriction includes changing the passwords
of these users.

To change a user's password

1. Open the Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click User Management.

3. Inthe Users section of the screen, select the user name for the user whose password you want

to change and click change password.

4. Enter the following information:

Parameter Specify

New Password The new password, made up of any combination of letters,
numbers, or symbols. Null values and empty strings are invalid.
Important:
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Parameter Specify

Passwords are case sensitive. Type this value exactly as you
want the client to enter it.

Be sure to select passwords that are difficult to guess. For example,
use a mixture of upper- and lowercase letters, numbers, and special
characters. Do not use a name, phone number, social security
number, license plate or other generally available information.

Confirm Password The same password again to make sure you typed it correctly.

5.

6.

Select Allow Digest Authentication to use password digest as an authentication option.

Click Save Password.

Configuring Password Requirements and Expiration Settings

For security purposes, you can specify password requirements for user accounts. Using Integration
Server Administrator, you can specify the following

Password length and formation requirements. For more information, see “Setting Password
Requirements” on page 91

Password expiration settings. For more information, see “Setting Password Expiration
Requirements” on page 93

Account locking settings. For more information, see “Configuring Account Locking Settings” on
page 95

Setting Password Requirements

For security purposes, Integration Server places length and character restrictions on passwords
for administrator and non-administrator users. Integration Server contains a default set of password
requirements; however, you can change these with the Integration Server Administrator.

To set password length and character requirements for non-Administrator users

Open the Integration Server Administrator if it is not already open.

In the Security menu of the Navigation panel, click User Management.
Click Password Restrictions.

Click Edit Password Restrictions.

Fill in information in the following fields:
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Field Description Default
Enable Password Change Whether users are allowed to change their Yes
passwords. These users must have developer
privileges.

Password Enforcement =~ Whether Administrator users are allowed to choose Lax

Mode passwords that are not impacted by the password
restriction settings. For Administrator users, when
this property is set to Strict, Integration Server
enforces the password restrictions. When set to Lax,
the password restrictions are not enforced. For
non-administrators the restrictions are always
enforced.

Minimum Password Length Minimum number of characters (alphabetic 8
characters, digits, and special characters combined)
the password must contain.

Maximum Password Maximum number of characters (alphabetic 64

Length characters, digits, and special characters combined)
the password must contain. Maximum number of
characters that a password can have is 128.

Minimum Number of Minimum number of uppercase alphabetic 0
Uppercase Characters characters the password must contain.
Minimum Number of Minimum number of lowercase alphabetic 0
Lowercase Characters characters the password must contain.

Minimum Number of Digits Minimum number of digits the password must 0

contain.
Minimum Number of Minimum number of special characters, suchas 0
Special Characters (neither asterisk (*), period (.), and question mark (?) the
alphabetic nor digits) password must contain.

Note:

A password cannot begin with an asterisk (*).
Maximum Number of Maximum number of identical characters in a row 3
Identical Characters in a a password can contain.
Row

Number of Old Passwords Maximum number of previously set passwords that 0

to Remember (per user) Integration Server saves for a user (excluding the
current password). You cannot choose a password
that matches any of the stored passwords.
Maximum number of saved passwords is 12.

Note:
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Field Description Default

Setting a new value to this field takes effect
immediately upon saving. All the previously
saved passwords, corresponding to the old value
set for this field, are deleted and cannot be
retrieved.

For example, If initially administrator sets the
value of this field to five, then Integration Server
saves the last five passwords. If the administrator
changes the value of this field to three, then
Integration Server maintains only the latest three
password entries and removes the oldest two
entries. Similarly, if administrator changes it to
six, then Integration Server maintains six latest
entries.

6. Click Save Password Settings.

Setting Password Expiration Requirements

For security purposes, Integration Server allows administrators to set password expiration
requirements on passwords for administrator and non-administrator users. Integration Server
contains a default set of password expiry setting; however, you can change these with the
Integration Server Administrator. An administrator user receives a reminder email to reset the
password before certain number of days, as specified in the Password Expiration Settings page
of Integration Server Administrator.

To configure password expiration settings

1. Open the Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click User Management.
3. Click Password Expiration Settings.

4. Click Edit Password Expiration Settings.

5. To grant administrative privileges to users, perform the following:
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Field

Description

Applies to Users

Remaining Users

List of users to whom the expiration interval setting is applicable.

Use the NG . . IE—

buttons to move user names on or off this list.

List of users to whom the expiration interval setting is not

applicable. Use the I
— buttons to move user names on or off

this list.

6. Fill in information in the following fields:

Field

Description Default

Enabled

Expiration Interval

Expiration Notice Email
Addresses

Expiration Email
Reminders

Whether to enable the password expiry settings.
This option is disabled by default. Select Enabled
to enable the password expiry settings.

Number of days after which a password will expire, 90
if not changed. The value should be a non-zero
integer.

Note:

Upon save, when this option is enabled, any
password that a user had set before the expiration
interval are considered expired and the user must
reset them. For example, if you changed your
password 10 days ago and now, the
Administrator changes the Expiration Interval to
5 days, then your password has expired and
needs to be reset.

List of email addresses to which Integration Server
sends an email notification informing that the user
password is about to expire or has already expired.
If the field is left blank, then Integration Server uses
the email address specified in the Internal Email
field of Email Notification section on Resource
Settings Screen ( Settings > Resources).

Note:Integration Server uses the SMTP server
and port details specified in the Email
Notification section on Resource Settings Screen
( Settings > Resources).

Specifies the number of days prior to password 3
expiry that Integration Server should start sending
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Field Description Default

the reminder emails for password reset. The emails
are sent daily until the user either updates the
password is or changes the expiration interval. Set
the value to 0 to prevent Integration Server from
sending the reminder emails for soon to expire
passwords. Default is 3.

Note:Integration Server continues to send
reminder emails until the user resets the
password, even after the password has expired.
Reminder emails are sent for expired passwords,
even if you set the value to 0.

7. Click Save Changes.

Configuring Account Locking Settings

For security purposes, it is important to lock a user account when the user fails to provide the
correct password after a specified number of failed login attempts to Integration Server. A locked
user account remains locked for a specific period of time, after which the account gets unlocked.
Integration Server allows administrators to configure the account locking settings for administrator
and non-administrator users. Using Integration Server Administrator, you can set the values for
number of attempts by a user before locking the account and also the duration of the lock interval.
Integration Server also allows administrators to manually unlock locked user accounts.

To configure account locking settings

1. Open the Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click User Management.
3. Click Account Locking Settings.

4. Click Edit Account Locking Settings.

5. Fill in information in the following fields:

Field Description Default
Enabled Whether to enable the account locking settings.

Select Enabled to enable the account locking

settings.
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Field Description Default
Maximum Login Number of attempts in the specified time interval None
Attempts (minutes, hours, or days) to provide the correct

password before locking the account.
Lockout Duration Duration for which the account remains locked. © None

Apply Account Locking List of users to whom the account locking settings All Users
Policy To apply. except
Predefined

Specify one of the following: Users

m  All Users except Predefined Users- indicates
that account locking rules apply to all user
accounts except the predefined user accounts
(Administrator, Default, Developer, and
Replicator).

m  All Users - indicates the account locking rules
apply to all user accounts.

6. Click Save Changes.

Unlocking User Accounts

Integration Server unlocks a user account after the specified locked duration. However, you can
use Integration Server Administrator to manually unlock user accounts.

To unlock user accounts

1. Open the Integration Server Administrator if it is not already open.
2. In the Security menu of the Navigation panel, click User Management.
3. Click Account Locking Settings.

4. Click Locked Users.

5. From the list of locked user accounts, click X to unlock the user account.

6. Click Save Changes.

Disabling and Enabling User Accounts

There may be times when you need to disable a user account. Doing so makes password cracking
attacks harder by eliminating well-known user names. When you disable a user account, login
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attempts with that user name will fail authentication and be rejected. For example, you might
disable the user account of a developer who is on vacation, or the account of a trading partner
whose trading privileges are suspended. Because the user has been disabled rather than deleted,
you can later reinstate the account without changing the password or resetting permissions.

For deployment, you should disable the Administrator user to prevent someone from trying to
guess the password and gain access to your system. Before disabling the Administrator user, you
must first create another user, for example SmithAdmin, and add it to the Administrators,
Developers, and Replicators groups. Then disable the Administrator user. (Internal server functions
that run as the Administrator user, such as start up and shut down services, will still be able to
run as Administrator.) Then you can use the SmithAdmin user to administer your Integration
Server.

Disabling a User Account

Use the following procedure to disable a user account.

Important:
Before you disable the Administrator user, make sure you have defined another user with
administrator privileges so you are not locked out of the server.

To disable a user account

1. Open the Integration Server Administrator if it is not already open.
2. Inthe Security menu of the Navigation panel, click User Management.
3. Click Enable and Disable Users.

4. Inthe Enabled Users list select (highlight) the user or users you want to disable.
To select additional users without deselecting currently selected users, press the CTRL key
while you click on the users you want to select. To deselect a user, press the CTRL key while
you click the currently selected entry.

5. At the bottom of the Enabled Users area of the screen click INEG_—_—cam.

The server moves the selected users to the Disabled Users area of the screen.

6. Click Save Changes.

Enabling a User Account

Use the following procedure to enable a user account. The only time you will need to enable a
user account is if the system administrator explicitly disabled it.

To enable a user account
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1. Open the Integration Server Administrator if it is not already open.
2. Inthe Security menu of the Navigation panel, click User Management.
3. Click Enable and Disable Users.

4. Inthe Disabled Users list select (highlight) the user or users you want to enable.
To select additional users without deselecting currently selected users, press the CTRL key
while you click on the users you want to select. To deselect a user, press the CTRL key while
you click the currently selected entry.

5. At the bottom of the Disabled Users area of the screen click n——

The server moves the selected users to the Enabled Users area of the screen.

6. Click Save Changes.

Defining Groups

A group is a named collection of users that share privileges. The privileges can be:
®  Administrator privileges

®  Replicator privileges

®  Developer privileges

m Privileges to invoke a service

m  Privileges to allow the server to serve files

Privileges to invoke a service or access files are granted and denied by Access Control Lists (ACLs)
that you set up. When an administrator creates ACLs, he or she identifies groups that are allowed
to access services and files and groups that are denied access to services and files.

Administrator, replicator, and developer privileges are typically granted by adding a user to the
Administrators, Replicators, or Developers group, respectively. Alternatively, you can create new
groups and add them to the allow lists of the Administrators, Replicators, or Developers ACLs.

Create groups that identify groups of users that will share the same privileges. When you create
a group definition, you specify a group name and the members of the group.

= Group name. A group name is a unique name that identifies the group. You can use any name,
for example, a name that defines a department (Marketing) or job function (Programmers).

m  Members. List of user names that are members of the group.

Predefined Groups

Integration Server is installed with the following predefined groups.
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Group Name

Members

Description

Administrators

Administrator

This group identifies users that have administrator
privileges. A user must have administrator privileges to
configure and manage the server.

Important:

Membership in this group gives substantial power to
affect the configuration of the Integration Server. Use
caution in assigning membership in this group to
individuals who can be trusted to use the privilege
carefully.

Anonymous

Default

This group identifies users that have not supplied a userid.

Developers

Developer

This group identifies users that have developer privileges.
A user must have developer privileges to connect to the
server from the Designer.

Important:

Membership in this group gives substantial power to
affect the configuration of the Integration Server. Use
caution in assigning membership in this group to
individuals who can be trusted to use the privilege
carefully.

Everybody

Administrator
Default Developer
Replicator

All users are a member of this group. Every new user is
automatically added to the Everybody group.

Replicators

Administrator
Replicator

This group identifies users that have replicator privileges.
The Replicators group gives its members the authority to
perform package replication. (By default, the server uses
members of the Replicators group for package replication.)

Users do not have to be members of the Replicators group
to perform package replication. As long as user is a
member of a group that is assigned to the Replicators ACL,
it can perform package replication.

For more information about package replication, see
“Copying Packages from One Server to Another” on
page 673.

Membership in this group gives substantial power to affect
the configuration of the Integration Server. Use caution
in assigning membership in this group to individuals who
can be trusted to use the privilege carefully.
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Adding Groups

Use the following procedure to add groups.

To add a new group to the server

1. Open the Integration Server Administrator if it is not already open.
2. Inthe Security menu of the Navigation panel, click User Management.
3. Click Add and Remove Groups.

4. Inthe Create Groups area of the screen, type a unique group name made up of a combination
of letters, numbers, or symbols.

Important:
Group names cannot contain spaces and special characters such as comma (,), quotation

marks (“ or ), backslash (\), and forward slash (/).

You can add more than one group at a time by specifying multiple lines, one group to a line.
Press ENTER to separate lines.

5. Click Create Groups.

Adding Users to a Group

Use the following procedure to add users to a group.

Note:
You cannot change the membership of the Everybody group.

To add users to a group

1. Open the Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click User Management.

The server displays the following screen.
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Select User: Administrator r Select group: Administrators

Groups user belongs to Remaining Groups Users in this Group Remaining Ls
Administrators Anonymous Administrater 4| | Nong-—-
Everybody Developers Default
Replic ators Developer
Replic ator

-
Save Changes

The Groups area of the screen (on the right) contains two lists. Users in this Group is a list
of users currently in the group. Remaining Users is a list of users not currently in the group.

3. Under Groups, in the Select group list, select the group to which you want to add a user.

4. Inthe Remaining Users list select (highlight) the user or users you want to add to the group.
To select additional users without deselecting currently selected users, press the CTRL key
while you click on the users you want to select. To deselect a user, press the CTRL key while

you click the currently selected entry.

5. After you have selected all the users you want to add to the group, click mmm—=m——. The
server moves the selected users to the Users Currently in this Group list.

6. Click Save Changes.

Removing Users from a Group
Use the following procedure to remove users from a group.

Note:
You cannot change the membership of the Everybody group.

To remove a user from a group

1. Open the Integration Server Administrator if it is not already open.
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2. In the Security menu of the Navigation panel, click User Management.

The server displays the following screen.

Select User: Administrator ¥ Select group: Administrators

Groups user belongs to Remaining Groups Users in this Group Remaining Users
Administrators ANCny mous Administrater L] | Nong——-
Everybody Developers Default
Replicators Developer
Replicator

Savet}hangesl

The Groups area of the screen (on the right) contains two lists. Users in this Group is a list
of users currently in the group. Remaining Users is a list of users not currently in the group.

3. Under Groups, in the Select group list, select the group from which you want to remove a
user.

4. Inthe Users in this Group area of the screen, select (highlight) users that you want to remove
from the group.

To select additional users without deselecting currently selected users, press the CTRL key
while you click on the users you want to select. To deselect a user, press the CTRL key while
you click the currently selected entry.

5. At the bottom of the Users in this Group area of the screen click I The server

moves the selected users to the Remaining Users area of the screen.

Viewing Group Membership

Use the following procedure to view the members or a group or change the members in a group.

- To view group membership for a group
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1. Open the Integration Server Administrator if it is not already open.

2. Inthe Security menu of the Navigation panel click User Management.

The server displays the following screen.

Select User: Administrator A

Select group: Administrators
Groups user belongs to Remaining Groups Users in this Group Remaining Us
Administrators AnNCnymous Administrater 4| | NoMNE-—-
Everybody Developers Default
Replic ators Developer
Replic ator

-
Save Changes

The Groups area of the screen (on the right) contains two lists. Users Currently in this Group

is a list of users currently in the selected group. Remaining Users is a list of users not currently
in the selected group.

3. Under Groups, in the Select group list, select the group for which you want to view
membership.

4. The server displays the users in the Users in this Group list.

Removing Groups

Use the following procedure to remove groups that you no longer need.

Note:

You cannot delete any of the following groups: Administrators, Developers, Replicators,
Anonymous, and Everybody.

» To delete a group from the server

1. Open the Integration Server Administrator if it is not already open.
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2. Inthe Security menu of the Navigation panel, click User Management.
3. Click Add and Remove Groups.
4. In the Remove Groups area of the screen, select the groups you want to remove.

5. Click Remove Groups.
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Viewing and Changing Licensing Information

When you purchase a webMethods Integration Server, your organization is granted a license to
use it with certain features and functionality and with a specified number of concurrent users
(simultaneous sessions).

The license expires after a time period specified by your particular purchase agreement.

The License Key

Before you install Integration Server, you are provided with a license key file that you place in the
file system of the machine on which Integration Server will run. This file contains your license
key, which is a special code associated with your license.

When you install Integration Server, the setup program asks you to provide the name and location
of this file. The setup program then copies this file to the Integration Server_directory

\instances \instance_name\ config directory with the name licenseKey.xml. If this file is inadvertently
deleted, Integration Server reverts to demo mode. In this mode, there are only two licensed sessions
and the server automatically shuts down 30 minutes after it is started.

Viewing Licensing Information

To view licensing information or change the license key for your Integration Server, use the
Licensing screen in the Integration Server Administrator.

To view licensing information

1. Open the Integration Server Administrator if it is not already open.

2. In the Settings menu of the Navigation panel, click Licensing.

Integration Server displays a list of features, with a check mark next to each feature you are
licensed to use.

3. To view more detailed licensing information, click Licensing Details.

Integration Server displays detailed information, including the actual license key, the list of
features you are licensed to use, the maximum number of concurrent sessions allowed to run
on the server, and partner and Trading Networks information.

Changing Licensing Information

When your license expires or you change your license to include different features, you can use
Integration Server Administrator to change the license file for Integration Server.

For information about changing the license file used with an Integration Server image running in
a Docker container, see the description of the SAG_IS_LICENSE_FILE ENV variable in “Environment
Variables for Use with Docker” on page 1183.
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Note:

Before changing the licensing information in Integration Server Administrator you must obtain
anew license key file from Software AG and copy it to the file system of the machine on which
Integration Server runs.

Use the following procedure to change the license key used with Integration Server.

To change the License Key

1. Open the Integration Server Administrator if it is not already open.
2. Inthe Settings menu of the Navigation panel, click Licensing.
3. Click Licensing Details.

4. Click Edit Licensing Detail.
The server displays the Edit screen.

5. Inthe Integration Server License Key File field, enter the pathname for the license key file
you obtained from Software AG.

6. Click Save Changes.

Integration Server copies the contents of the license key file to Integration Server_directory
\instances\instance_name\ config\ licenseKey.xml and updates the Integration Server License
Key File field to reflect that name.

Note:Integration Server updates the expiration date automatically after you click Save
Changes. It is not necessary to restart Integration Server.

Renewal Reminders

Approximately 30 days before your license expires, Integration Server sends an e-mail message
to the administrative-message recipient, reminding him or her to renew the license. In addition,
the server displays the following message at the top of all pages on the Integration Server
Administrator:

License key expires in about xxx days ... contact Software AGfor a new key.

Renewing a Key

If you need to obtain a new key or renew your license, contact your Software AG sales
representative.

Adding Licensed Features
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Available features are based on your contract with Software AG. To add features to your contract,
contact your Software AG sales representative.

Licensed Sessions

Your license allows a specified number of users to have sessions in the Integration Server
concurrently. The Integration Server creates a session when a developer connects to the server
from Software AG Designer or an IS client connects to the server to execute services. If a user
attempts to access the server while the maximum number of sessions are in use, the server rejects
the request and returns the following error to the user:

Server has reached client limit.

You can view the current number of active sessions and the licensed session limit using the
Statistics screen in the Integration Server Administrator. This value is permanently associated
with your license key and can only be changed by obtaining a new license.

Any connection made to the server by a non-Administrator user (that is, a user that is not part of
the Administrators group) consumes a licensed session. The session exists until it times out (based
on the server's Session Timeout setting) or the requester stops the session by invoking the
wm.server.disconnect service.

If a user invokes a stateless service and a session does not already exist for the user, the server
creates a session. If the user is a non-Administrator, the user consumes a licensed session. After
the service completes, the server removes the session and reduces the number of licensed sessions
in use.

Note:
If Integration Server receives multiple requests simultaneously and does not have the resources

to handle them, the server's performance might decrease. You can tune performance by adjusting
the concurrent stateful sessions limit on the server. For more information, see “Managing Server
Sessions” on page 110.

Viewing Active Sessions

Use the following procedure to view the number of active sessions and to check the licensed
sessions limit.

To view the number of active sessions and the licensed sessions limit

1. Open the Integration Server Administrator if it is not already open.

2. Inthe Server menu of the Navigation panel, click Statistics.

The server displays the current number of active sessions in use in the Total Sessions field.
The server displays the maximum number of licensed sessions your license allows in the
Licensed Sessions fields.
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For detailed information about the active sessions, click the number in the Total Sessions
field.

Managing the Server Thread Pool

To better tune your server's performance, you can configure the minimum and maximum number
of threads. The server uses threads to execute services, retrieve documents from the messaging
provider, and execute triggers. When the server starts, the thread pool initially contains the
minimum number of threads. The server adds threads to the pool as needed until it reaches the
maximum allowed. If this maximum number is reached, the server waits until processes complete
and return threads to the pool before beginning more processes.

You can also set a warning level for available threads. When the percentage of available threads
is equal to or less than the warning level, the server generates a journal log message to alert you
to the reduced thread availability. The server generates another journal log message when the
number of available threads is greater than the threshold.

To view system threads that are running on the server, navigate to the Server > Statistics >
System Threads screen. See “Canceling or Killing a Thread” on page 709 for more information.

To configure the server thread pool
1. Open the Integration Server Administrator if it is not already open.
2. In the Settings menu of the Navigation panel, click Resources.
3. Click Edit Resource Settings.
4. Under Server Thread Pool, update the server thread pool settings, as follows:

For this parameter... Specify...

Maximum Threads The maximum number of threads that the server maintains in
the server thread pool. If this maximum number is reached, the
server waits until processes complete and return threads to the
pool before running more processes. The default is 75.

Minimum Threads The minimum number of threads the server maintains in the
server thread pool. When the server starts, the thread pool initially
contains this minimum number of threads. The server adds
threads to the pool as needed until it reaches the maximum
allowed, which is specified in the Maximum Threads field. The
default is 10.

Available Threads Threshold at which the server starts to warn of insufficient

Warning Threshold available threads. When the percentage of available server threads
equals this percentage, the server generates a Journal log message
indicating the current available thread percentage and stating;:
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For this parameter... Specify...

Available Thread Warning Threshold Exceeded

The default is 15%.

When you enter a percentage and save your changes, the server
automatically calculates the number of threads and displays the
number next to the specified percentage.

Tip:

When the percentage of available threads falls below the
warning level, you might want to decrease the number of
documents the server receives and processes for webMethods
messaging triggers. For more information, see “Managing
webMethods Messaging Triggers” on page 827.

Scheduler Thread Throttle Percentage of server threads the scheduler function is permitted
to use. The default is 75%.

5. Click Save Changes.

Managing Server Sessions

Integration Server starts a new session for every remote client that connects to it. If a session
becomes idle or inactive for a long period of time or if too many stateful sessions are created
simultaneously, the server's performance might be affected.

Integration Server provides various controls that you can use to manage sessions. Specifically,
you can:

®  Limit the number of minutes an idle session can remain active.
®  Limit the number of stateful sessions that can be created on the server concurrently.

®  Set a warning level for available stateful sessions.

Setting the Session Timeout Limit

Once a session starts, it remains active until the client application specifically issues a disconnect
instruction to the server (which forces an immediate termination) or the session "times out" due
to inactivity, whichever comes first.

If a session is idle for a long period of time, it usually means that the client is no longer active or
that the connection between client and the server has been lost. The server constantly monitors
for inactive sessions, and terminates sessions that are idle for more than the allowed period of
time. If the server did not take steps to clear out such sessions, they would remain active indefinitely,
wasting valuable server resources.
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To set the session timeout limit

1. Open the Integration Server Administrator if it is not already open.
In the Settings menu of the Navigation panel, click Resources.

2. Click Edit Resource Settings.

3. Under Session in the Session Timeout field, enter maximum number of minutes an idle
session can remain active (in other words, how long you want the server to wait before
terminating an idle session).

To set the Session Timeout parameter appropriately, you must be familiar with the clients
that use your server. If your clients are all Java programs, you can usually reduce the timeout
value to 6 or 7 minutes. You may need to experiment with this setting to find the appropriate
value for your site. By default, the server uses a timeout limit of 10 minutes. This is an
appropriate value for most sites. However, you may have to increase this value if your clients
normally have lengthy delays (greater than 10 minutes) between successive requests.

4. Click Save Changes.

Setting the Stateful Session Limit

Integration Server starts a new session for every remote client that connects to it. This can be a
problem if the server receives multiple requests simultaneously and does not have the resources
to handle them.

The number of concurrent sessions allowed is specified by your license. However, you can tune
performance by setting the stateful session limit using the Resources screen in Integration Server
Administrator. When you set a stateful session limit and the number of concurrent stateful sessions
exceeds that limit, the server rejects new requests and returns an error message to the user.

You can also set a warning level for available stateful sessions. When the percentage of available
stateful sessions is equal to or less than the warning level, the server generates a message in the
server log to alert you of stateful session use and availability.

To set the stateful sessions limit

1. Open the Integration Server Administrator if it is not already open.
In the Settings menu of the Navigation panel, click Resources.

2. Click Edit Resource Settings.

3. Under Session, update the server session settings, as follows:

webMethods Integration Server Administrator’s Guide 10.5 11



7 Configuring the Server

For this parameter...

Specify...

Enable Stateful Session
Limit

Maximum Stateful
Sessions

Available Stateful
Sessions Warning
Threshold

4. Click Save Changes.

Whether you want Integration Server to limit the number of
concurrent stateful sessions. If you want to enable a stateful
session limit, select Yes; otherwise, select No.

When enabled, the number of stateful sessions that can exist
simultaneously on the server is defined by the Maximum Stateful
Sessions parameter.

You can view statistics for stateful sessions on the Server >
Statistics screen in Integration Server Administrator. When
disabled, statistics for stateful sessions are still gathered and
displayed on the Server > Statistics screen.

The maximum number of concurrent stateful sessions that can
exist on the Integration Server. If a user attempts to access the
server and execute a stateful service while the maximum number
of stateful sessions are in use, the server rejects the request and
returns the following error to the user:

Server is not accepting new requests at this time.

The value must be a positive integer. If a value is not specified
or the feature is disabled, the maximum number of concurrent
sessions is determined by the licensed sessions limit specified in
your Integration Server license file.

Threshold at which Integration Server starts to warn of
insufficient available stateful sessions. When the percentage of
available stateful sessions equals or falls below the value of this
property, Integration Server generates a server log message
stating:

{0}% or more of maximum number of concurrent stateful
sessions are in use. {1} sessions are available

The default is 25%.

Configuring Outbound HTTP Settings

Outbound HTTP parameters control how the server presents and processes outbound HTTP and
HTTPS requests (i.e., requests that Integration Server issues on behalf of a client). The parameters
control behavior such as how long the server waits for a response, how many times it retries a

failed request, and so forth.

Developers can override some of the server's outbound HTTP setting defaults at run time, as

described below.

12
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Parameter Description

User Agent Specifies the value that the server uses in the HTTP User Agent request
header that it sends when requesting a web document. The User Agent
header tells a web server what type of browser is making the request. In
the case of the Integration Server, the User Agent header indicates the
type of browser that the Integration Server appears to be to the web
server. Some web servers examine this header to determine a client's
capabilities so they can tailor their responses accordingly.

When you install the Integration Server, the User Agent parameter is
set to Mozilla/4.0 [en] (WinNT; I). You can change this value as you need;
however, the value you set should satisfy the majority of services that
your server executes.

Be sure your developers know the User Agent value your server uses.
If their applications require a different User Agent, they can override
the server's default at run time by including an HTTP User Agent header
with their request.

Maximum Redirects Specifies the number of times that the Integration Server allows a request
to be redirected (i.e., automatically sent to another URL by the target
server. If a request exceeds the specified number of redirections, the
Integration Server immediately returns an I/O exception to the client.

When you install the Integration Server, Maximum Redirects is set to
5. You will need to increase this value if the targets that you access
typically redirect their requests more than this. (This may happen if the
target operates in a clustered environment.)

Timeout Specifies the length of time the server waits for a response from a target
server. If the Integration Server does not receive a response in the allotted
time, it retries the request up to the number of times specified by the
Retries parameter. When the allowed number of retries is exceeded, the
server returns an exception.

When you install the Integration Server, the Timeout parameter is set to
300 seconds (5 minutes). To set Integration Server to wait indefinitely for
a response from the target server, set this parameter to 0.

Important:

If you set the Timeout parameter to 0 and the target server does not
respond to the request, the Integration Server making the request
cannot process new requests due to thread pool exhaustion.

You can also specify number of seconds the server waits for an HTTP
request to be fulfilled using the watt.net.timeout server configuration
parameter. For more information, see “Server Configuration
Parameters” on page 1017.
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Parameter

Description

Retries

Specifies the number of times the server reissues a request that has timed
out (i.e., one from which it did not receive a response within the time
period specified by the Timeout parameter).

When you install the Integration Server, Retries is set to 0. This means
that the server automatically returns an exception if it does not get a
response within the allotted time. Set Retries to a value greater than 0 if
you want the server to retry (reissue) timed-out requests. The server will
retry the request the number of times you specify.

Make sure that your developers know the Retries value that your server
uses. If they need to use a different value, they can explicitly assign a
Retries value to their service.

Specifying Outbound HTTP Settings

Use the following procedure to specify the Outbound HTTP Settings.

To set the Outbound HTTP Settings

1. Open the Integration Server Administrator if it is not already open.

2. In the Settings menu of the Navigation panel, click Resources.

3. Click Edit Resource Settings.

4. Set the Outbound HTTP Settingsas follows:

For this parameter... Specify...

User Agent

The string that you want the server to supply in the HTTP User
Agent header if the client does not specify a value. Type the string
exactly as you want it to appear in the HTTP header, including
spaces, symbols, and punctuation.

Maximum Redirects An integer that indicates the number of times to allow a request to

Timeout

Retries

be redirected before the server returns an I/O exception to the client.

An integer that indicates the number of seconds the server waits
for a response from the target server before retrying the service or
returning a timeout error to the client.

An integer that indicates the number of times the server retries a
service that has timed out before returning an exception to the
client.

14
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5. Click Save Changes.

Setting Up Aliases for Remote Integration Servers

You can set up aliases for remote servers. Communication through the alias is optimized, making
transactions with the remote server faster.

Use a remote alias when:

® Invoking services on other Integration Server s . After you establish aliases, you can use the
pub.remote:invokeand pub.remote.gd:*services to invoke services on remote servers by identifying
the remote servers by their aliases.

m  Presenting multiple client certificates. The Integration Server can present a single client
certificate to all servers or it can present different client certificates to different SSL servers. In
addition, the Integration Server can present certificates provided for this purpose by other
organizations. Setting up remote aliases for these SSL servers makes it easier to present different
certificates to them. See “Using Multiple Client Certificates” on page 523 for more information.

m  Performing package replication. For a subscriber to set up a subscription with a publisher or
pull a package from the publisher, you must define the publishing server as a remote server
to the subscriber. The alias tells the subscribing server how to connect to the publishing server
to set up the subscription or pull the package. See “The Subscribing Server” on page 687 for
more information.

The definition for an alias contains the connection information the server requires to connect to a
remote server. It identifies the host name or IP address of the remote server and indicates whether
the server should use an HTTP or HTTPS connection to connect to the remote server.

The alias also identifies a user name and password that the server supplies to the remote server.
The remote server uses the user name and password to authenticate the client and to determine
if the client is authorized to execute the requested service.

In effect, the alias grants access to a remote service by allowing the user to impersonate an
authorized user on the remote server. Therefore, to prevent unauthorized users from accessing
services on remote servers, the alias also contains access control information. You specify an ACL
that protects the use of the alias. If a client that is authorized to use the alias makes a request, the
server will request the service on the remote server. If a client that is not authorized to use the
alias makes a request, the server rejects the request and does not invoke the service on the remote
server.

Adding an Alias for a Remote Integration Server

Use the following procedure to add an alias for a remote Integration Server.

To add an alias for a remote server

1. Open the Integration Server Administrator if it is not already open.
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2.

In the Settings menu of the Navigation panel, click Remote Servers.

3. Click Create Remote Server Alias.

4. Set the Remote Server Alias Properties as follows:

For this parameter...

Specify...

Alias

Host Name or IP

Address

Port Number

User Name

Password

Execute ACL

Max Keep Alive
Connections

Keep Alive Timeout

Use SSL

Name that you want to use for the alias. You can give the remote
server any alias name but it cannot include the following illegal
characters: #-&@"%*:$./\\ *;,~+=)(I1 {][><" .

Host name or IP address of the remote server for which you are
creating an alias (e.g., workstation5.webmethods.com).

Note:
This field does not accept white-space characters (or blank spaces).

Port number on which the remote server listens for incoming requests
from your server (e.g., 5555).

User name for a user account on the remote server. When you invoke
a service using this alias, the remote server uses this user account
for authentication and access control. Specify a user name that has
access to the services you want to invoke on the remote server.

Password identified in the user account for User Name.

ACL that governs which user groups on your server can use this
alias for the remote server. Select an ACL from the drop down list.
By default, only members of groups governed by the Internal ACL
can use this alias.

Sets the default number of client keep alive connections to retain for
a given target endpoint. If not specified, five keep alive connections
are retained. This field specifies the maximum number of client
connections that should be retained for any given remote host. In
other words, this is not a maximum number of connections that can
be established, but a limit on the number of inactive client connections
to retain for reuse.

Specifies the length of time (in minutes) that your server maintains
an idle connection to a remote server. This value will cause the
connection to be retained for possible reuse until it times out. If the
specified keep alive timeout value expires, the connection will close
and the HTTP Listener will attempt to create a new one.

Whether you want your server to connect to the remote server using
Secure Sockets Layer (SSL). If you want to use SSL, select yes;
otherwise, select no.
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For this parameter...  Specify...

Important:
If you select yes, the remote server must be configured to listen
for incoming HTTPS requests.

Keystore Alias A user-specified, text identifier for an Integration Server keystore.

(optional) ) . . . .
The alias points to a repository of keys and their associated SSL

certificates.

Key Alias (optional)  The alias for the Integration Server private key and associated
certificate, which must be stored in the keystore specified by the
above keystore alias.

You must create a key alias with a third-party certificate utility, such
as Java keytool. You cannot create a key alias with Integration Server
Administrator.

Retry Server Host name or IP address (for example,
workstation6.webmethods.com) of a remote server you want your
local Integration Server to connect to if the primary remote server is
unavailable. The retry server you specify will use the same port as
the primary remote server. If the remote server is part of a cluster,
the local Integration Server will, by default, try to connect to other
Integration Servers in the cluster before trying to connect to the retry
server. If clients are using the pub.remote:invoke service to run services
on a remote server, it is possible to change this default behavior by
using the $retryCluster input parameter with the service. If you set
this parameter to false, the service will not try to use other Integration
Servers in the cluster. Instead, the service will immediately try using
the retry server specified on this screen.

5. Click Save Changes.

Testing the Connection to a Remote Server

After you add an alias, you can test the connection to the remote server to ensure that the host
name (or IP address) and port number specified for the alias identifies an Integration Server that
is currently running. Use the following procedure to test the connection.

To test the connection to a remote server

1. Open the Integration Server Administrator if it is not already open.
2. Inthe Settings menu of the Navigation panel, click Remote Servers.

3. Click the » icon in the Test column for the alias you want to test.
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The server displays a status line that indicates whether the connection is successful or not. The
status line is displayed above the list of existing aliases.

Editing an Alias

If you need to update the information for an alias, you can edit it to make your changes. Use the
following procedure to edit an alias.

To edit an alias for a remote server

1. Open the Integration Server Administrator if it is not already open.

2. Inthe Settings menu of the Navigation panel, click Remote Servers.
3. Locate the alias you want to edit and click on the alias name.

4. Update the information for the alias.

5. Click Save Changes.

Deleting an Alias

If you no longer need an alias for a remote server, you can delete it. Use the following procedure
to delete an alias.

To delete an alias for a remote server

1. Open the Integration Server Administrator if it is not already open.
2. In the Settings menu of the Navigation panel, click Remote Servers.

3. Locate the alias you want to delete and click the X icon in the Delete field. The server displays
a dialog box that prompts you to verify your action. Click OK to verify that you want to delete
the alias.

Specifying Third-Party Proxy Servers for Outbound Requests

When Integration Server executes a request against a remote server, it issues an HTTP, HTTPS,
FTP, or SOCKS request to the specified target server. For example, Integration Server might invoke
a service on a remote Integration Server or execute a web service connector that invokes a web
service. If your Integration Server sits behind a firewall, and must route these HTTP, HTTPS, FTP,
or SOCKS requests through a third party proxy server, you can use Integration Server Administrator
to identify one or more proxy servers to which Integration Server will route these requests.
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For Integration Server to use a proxy server, you must define a proxy server alias. The proxy server
alias identifies a proxy server and a port on the server through which you want to route requests.

You can configure Integration Server to route requests to one or more proxy server aliases for each
type of outbound request (HTTP, HTTPS, FTP, and SOCKS).

You can specify a default proxy server for each protocol type. Integration Server uses the default
proxy server alias when one is not specified by the pub.client:http, pub.client:ftp.login, or pub.client.ftp
service. Integration Server also uses the default proxy server alias when executing a web service
connector associated with an HTTP/S consumer web service endpoint alias that does not specify
a proxy alias.

Note:

If you have configured and enabled a SOCKS proxy server alias, it acts as a fallback proxy server
for HTTP, HTTPS, and FTP proxy server aliases. Even if a SOCKS proxy is set as the default
proxy server alias, Integration Server gives precedence to the configured HTTP, HTTPS, and

FTP proxy server aliases for the corresponding outbound requests before attempting to connect
through the SOCKS proxy alias.

How Integration Server Uses Proxy Servers

When Integration Server sends a request to a remote server, Integration Server routes the request
through a proxy server unless the domain of the target server is listed as a proxy bypass. When a
domain appears on the proxy bypass list, Integration Server sends requests directly to the target
server. If a domain is not on the proxy bypass list, the proxy server that Integration Server uses
to send the request depends on the following conditions:

®  Whether the request specifies a proxy server alias
= Whether a default proxy server alias exists and is enabled.

The following table describes how Integration Server determines which proxy server to use when
sending a request. This process applies to the HTTP, HTTPS, FIP, and SOCKS protocols.

Proxy Server = Default Proxy Action taken by Integration Server
Alias Specified? Server Alias Exists?

Yes NA If the specified proxy server alias is enabled,
Integration Server sends the request using the
proxy server in the specified proxy alias. If the send
attempt fails, Integration Server does not attempt
to make a direct connection to the remote server.
Also, Integration Server does not use the proxy
server specified in the default proxy alias or any
other proxy server to send the request.

If the specified proxy server alias is disabled, the
send request fails.
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Proxy Server = Default Proxy Action taken by Integration Server
Alias Specified? Server Alias Exists?

No Yes If the default proxy server alias is enabled,
Integration Server sends the request using the
proxy server in the default proxy server alias. If the
send attempt fails, Integration Server either sends
the request to the remote server using a direct
connection or throws an exception depending on
the settings specified for the
watt.net.proxy.fallbackToDirectConnection
parameter.

If the default proxy server alias is not enabled,
Integration Server sends the request using a proxy
server for any of the configured proxy server
aliases. If the attempt to send a request made using
that proxy server fails, Integration Server tries to
send using another proxy server alias. Integration
Server continues making attempts, using each
enabled proxy server alias (in an unspecified order)
until the request is sent or all proxy servers have
been tried but failed. After all proxy servers fail,
Integration Server either sends the request to the
remote server using a direct connection or throws
an exception depending on the settings specified
for the watt.net.proxy.fallbackToDirectConnection
parameter.

No No Depends on the value specified for the
watt.net.proxy.useNonDefaultProxies parameter.

If watt.net.proxy.useNonDefaultProxies parameter
is set to true, Integration Server makes outbound
requests using each enabled proxy server alias (in
an unspecified order) until the request is sent
successfully or all proxy servers have been tried
but failed. After all proxy servers fail, Integration
Server sends the request to the remote server using
a direct connection or throws an exception
depending on the settings specified for the
watt.net.proxy.fallbackToDirectConnection
parameter.

If no proxy server aliases exist for the specified
protocol, Integration Server sends the request to
the remote server using a direct connection or
throws an exception depending on the settings
specified for the
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Proxy Server = Default Proxy

Action taken by Integration Server

Alias Specified? Server Alias Exists?

Creating a Proxy Ser

watt.net.proxy.fallbackToDirectConnection
parameter.

If the watt.net.proxy.useNonDefaultProxies
parameter is set to false, Integration Server does
not attempt to make outbound requests using the
enabled proxy server aliases. Integration Server
sends the request to the remote server using a direct
connection.

ver Alias

Proxy server alias names must be unique across protocols. In other words, you cannot have proxy
server aliases of the same name but of different protocols. For example, you can have only one
proxy server alias named “myProxy” across the HTTP, HTTPS, FTP, or SOCKS protocols.

To create a proxy server alias

1. Open the Integration Server

2. In the Settings menu of the

Administrator if it is not already open.

Navigation panel, click Proxy Servers.

3. Click Create Proxy Server Alias.

4. Under Proxy Server Alias Properties, provide information in the following fields:

For this parameter...

Specify...

Alias
Host Name or IP Address
Port Number

User Name (optional)

Password (optional)

Protocol

Proxy Type

The alias name to use for this host/port combination.
The host name or IP address of the proxy server.
The port on which this proxy server listens for requests.

The user name Integration Server must use when accessing this
proxy server.

The password Integration Server must use to access this proxy
server.

The type of protocol (HTTP, HTTPS, FTP, or SOCKS) to use for
the host/port combination.

If you select FTP, additional parameters appear to help you
configure the Proxy Type. For requests that the proxy server will
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For this parameter...

Specify...

be forwarding to an FTP server, you must specify the following
information:

m The name of the FTP server
m The name of a user on the FTP server
m  The password for that user.

The method you use to send this information to the FTP proxy
server depends on the type of proxy server you have. Integration
Server supports the following proxy server types:

0. No proxy
Do not use an FTP proxy server. This is the default.
1. ftp_user@ftp_host no proxy auth

Connect to the proxy server, but do not log into it. Then send the
following:

USER ftp_user@ftp_host

PASS ftp_password

2. ftp_user@ftp_host proxy auth

Connect to the proxy server, and log into it with:
USER proxy_user

PASS proxy_password

Then send the following:

USER ftp_user@ftp_host

PASS ftp_password

3. site command

Connect to the proxy server, and log into it with:
USER proxy_user

PASS proxy_password

Then send the following:

SITE ftp_host
USER ftp_user
PASS ftp_password

4. open command

Connect to the proxy server, and log into it with:
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For this parameter...

Specify...

SOCKS Version

Default

USER proxy_user
PASS proxy_password

Then send the following:

OPEN ftp_host
USER ftp_user
PASS ftp _password

5. ftp_user@proxy_user@ftp_host

Connect to the proxy server and log into it. Then send the
following:

USER ftp_user@proxy_user@ftp_host
PASS ftp_password@proxy_password

6. proxy_user@ftp_host

Connect to the proxy server, and log into it with:

USER proxy_user@ftp_host
PASS proxy_password

Then send the following:

USER ftp_user
PASS ftp_password

7. ftp_user@ftp_host proxy_user

Connect to the proxy server, but do not log into it. Then send the
following:
USER ftp_user@ftp_host proxy_user

PASS ftp_password
ACCT proxy_password

If you select SOCKS as the protocol, additional parameters appear
to help you configure the SOCKS version. Select SOCKS v4or
SOCKS v5 based on what version of SOCKS protocol you would
like to use to connect to the proxy server.

Note:

SOCKS protocol version 4 does not support authentication. Do
not specify authentication credentials (i.e. username and
password) if you select SOCKS protocol version 4.

Whether this proxy server alias should be the default proxy server
alias for its protocol type or not. Click Yes or No. Only one default
proxy server alias can be set for each protocol type.

webMethods Integration Server Administrator’s Guide 10.5 123



7 Configuring the Server

5.

Click Save Changes.

Editing a Proxy Server Alias

If you need to make changes to the properties of a particular proxy server alias, you can edit it.

—_

To edit a proxy server alias

Open the Integration Server Administrator if it is not already open.
In the Settings menu of the Navigation panel, click Proxy Servers.

On the Proxy Servers List table, under Alias column, click on the name of the proxy server
alias you wish to edit.

The Edit screen appears.

Modify the required Proxy Server Alias Properties.

Click Save Changes.

Disabling a Proxy Server Alias

Use the following procedure to disable a proxy server alias.

To disable a proxy server alias

Open the Integration Server Administrator if it is not already open.
In the Settings menu of the Navigation panel, click Proxy Servers.

On the Proxy Servers main screen, click Yes under the Enabled column of the Proxy Servers
List.

Integration Server displays a dialog box that prompts you to confirm your action.

Click OK to disable the proxy server alias.

Enabling a Proxy Server Alias

Use the following procedure to enable a proxy server alias.

To enable a proxy server alias
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1. Open the Integration Server Administrator if it is not already open.
2. Inthe Settings menu of the Navigation panel, click Proxy Servers.

3. On the Proxy Servers main screen, click No under the Enabled column of the Proxy Servers
List.

Integration Server displays a dialog box that prompts you to verify your action.

4. Click OK to enable the proxy server alias.

Specifying a Default Proxy Server Alias

You can identify a default proxy server alias for each protocol type. Integration Server uses the
default proxy server alias when one is not specified by the pub.client:http, pub.client:ftp.login, or pub.client.ftp
services. Integration Server also uses the default proxy server alias when a consumer web service
endpoint alias for the HTTP or HTTPS protocols does not specify a proxy server alias.

You can make any proxy server alias the default alias. However, there can be only one default
proxy for a given protocol type.

To select the default proxy server alias for a protocol

1. Open the Integration Server Administrator if it is not already open.
2. Inthe Settings menu of the Navigation panel, click Proxy Servers.

3. On the Proxy Servers List table, under Alias column, click on the name of the proxy server
alias to use as the default.

4. Under Proxy Server Alias Properties, click Yes in the Default section to make this your new
default proxy server.

5. Click Save Changes.

If another proxy server alias is already configured as the default proxy server alias for that
protocol, Integration Server displays a dialog box that prompts you to confirm the change.

6. Click OK to change the default proxy server alias.

Deleting a Proxy Server Alias

If you no longer need a proxy server alias, you can delete it.

To delete a proxy alias
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1.

Open the Integration Server Administrator if it is not already open.
In the Settings menu of the Navigation panel, click Proxy Servers.

In the Proxy Servers List, locate the alias you want to delete and click the X icon in the Delete
column.

Integration Server displays a dialog box that prompts you to confirm your action.

Click OK to delete the selected proxy server alias.

Bypassing a Proxy Server

If you are using a proxy server for outbound HTTP, HTTPS, FTP, or SOCKS requests, you can
optionally route selected requests directly to their targets, bypassing the proxy.

To do this, use the Integration Server Administrator to define a list of domains to which you want
Integration Server to issue requests directly.

To specify the proxy bypass addresses

Open the Integration Server Administrator if it is not already open.
In the Settings menu of the Navigation panel, click Proxy Servers.
Click Edit Proxy Bypass.

In the Addresses field, type the fully qualified host and domain name of each server to which
you want the Integration Server to issue requests directly. Type the host name and the domain
name exactly as they appear in the URLs the server uses. To enter multiple names, separate
each with commas.

You can use the asterisk (*) to identify several servers with similar names. The asterisk matches
any number of characters. For example, if you want to bypass requests made to localhost,
www.yahoo.com, home.microsoft.com, and all hosts whose names begin with NYC, you would

type:

localhost,www.yahoo.com,home.microsoft.com, NYCx.x

Click Save Changes.

The proxy bypass addresses appear under Proxy Bypass on the Proxy Servers main screen.
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Configuring Where the Integration Server Writes Logging,
Status, and Other Information

Integration Server collects and stores data about the different areas of Integration Server functioning,
including internal processing (scheduled jobs, Guaranteed Delivery, trigger joins), auditing and
logging, central user management, document history, and process integrity. This data is stored in
various database components that are identified to Integration Server through functional aliases.
For information about the data stored in the different database components, and instructions on
configuring functional aliases, see “Connecting Integration Server to Database Components in an
External RDBMS” on page 139.

Switching from the Embedded Database to an External RDBMS

If you installed your Integration Server with an embedded database, you can later switch to an
external RDBMS.

To switch from an embedded database to an external RDBMS

1. Navigate to the Security > Certificates > Client Certificates screen on the Integration Server
Administrator, and make a note of the certificate mappings.

2. Create the IS Internal and Cross Reference database components and connect them to JDBC
connection pools. For instructions, see “Connecting Integration Server to Database Components
in an External RDBMS” on page 139.

Note:
After you connect the database components to the JDBC connection pools, Integration Server
will begin writing to the external RDBMS. You do not have to set any properties.

3. Run the migration utility pub.scheduler:migrateTasksToJDBC to migrate your scheduled tasks
from the embedded database to the external RDBMS. See the webMethods Integration Server
Built-In Services Reference for more instructions.

Note:
This service migrates scheduled tasks only; certificate mappings and run-time data stored
in the embedded database will not be migrated.

4. Navigate to the Security > Certificates > Client Certificates screen on the Integration Server

Administrator and re-specify your certificate mappings. See “Importing a Certificate (Client
or CA Signing Certificate) and Mapping It to a User” on page 519 for instructions.

Working with Extended Configuration Settings

There may be times when you want to view special server property settings. These properties are
specified in the server.cnf file, however you can view them and edit them using the Integration
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Server Administrator. Typically, you do not need to change these settings unless directed to by
webMethods documentation or Software AG Global Support.

Important:

Typically, you will use the Integration Server Administrator to set properties in the server.cnf
file, but there may be times when you need to edit the file directly with a text editor. Before
updating this file directly, be sure to shut down the Integration Server .

To view and edit extended configuration settings

Open the Integration Server Administrator if it is not already open.

In the Settings menu of the Navigation panel, click Extended.
The server displays a screen that lists configuration properties specified in the server.cnf file.

By default, no properties are shown. If the properties you want to view are shown, skip this
step. To select properties to be displayed, click Show and Hide Keys.

The server displays a list of all properties included in the server.cnf file (their values are not
shown.) Select the box to the left of each property you want the server to display and click
Save Changes. The server displays the Extended Settings screen again, this time with the
selected properties and their values displayed.

To add, delete, or change a property setting, click Edit Extended Settings and type your
changes.

Important:
Any change you make here will be reflected in the server.cnf file.

Click Save Changes.

Any properties you added will automatically display a check mark + in the Show and Hide
Keys list and will be displayed, with their values, in the Extended Settings list.

Restart the server for the changes to take effect.

a. Inthe upper right corner of any Integration Server Administrator screen, click Shutdown
and Restart.

b. Select whether you want the server to wait before restarting or to restart immediately.

c. Click Restart.
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Specifying Character Encoding

To ensure interpretability with other applications, Integration Server supports multiple forms of
character encoding. The following table shows the default settings and the server properties that
control them.

Action Default Setting Controlling Property

Reading and writing text files Your JVM's file.encoding watt.server.fileEncoding
property

Reading text from and writing UTF-8 watt.server.netEncoding

text to the network

Important:
Consult with Software AG Global Support before changing these settings. The default settings
are appropriate in most cases. Setting them incorrectly can cause unpredictable results.

Configuring the JVM

The configuration settings for the JVM in which Integration Server runs are specified by properties
contained in the custom_wrapper.conf. These settings are given to the Java Service Wrapper when
it launches the JVM. The procedures for updating the JVM configuration settings are provided in
the following topics:

m  “Specifying the JDK or JRE for Integration Server ” on page 129
m  “Changing the JVM Heap Size Used by Integration Server ” on page 130
m  “Passing Java System Properties to Integration Server ” on page 51

For more information about the Java Service Wrapper, see Software AG Infrastructure Administrator’s
Guide.

Specifying the JDK or JRE for Integration Server

Integration Server must point to a JDK or JRE. By default, Integration Server points to the location
of the JDK installed at the same time you installed Integration Server. If necessary, you can specify
a different location.

Before you specify the location of Java for Integration Server, determine whether you need to
specify the location of the JDK or the JRE. If you intend to use Designer to develop and compile
Java services on Integration Server, specify the location of the JDK. If you will not be using this
installation of Integration Server to compile Java services, you can specify the location of a JRE.

Important:

If you specity a different JDK or JRE, do not remove the JDK or JRE that Software AG Installer
installed with Integration Server. The JDK and JRE installed with Integration Server are required
to run the Software AG Uninstaller.
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Note:Microservices Runtime does not use the Java Service Wrapper, the wrapper.conf file, or
the custom_wrapper.conf file. To change the Java location s for Microservices Runtime, use a
text editor to open Integration Server_directory /bin/setenv.bat(sh) and set the JAVA_DIR property
to the JDK or JRE location.

To specify the Java location for Integration Server

1. Open the custom_wrapper.conf file in a text editor. You can find the wrapper.conf file in the
following location:

Software AG_directory \ profiles\IS_instance_name\ configuration

2. Add the wrapper.java.command property and set it so that it specifies the location of the JDK
or JRE installation directory. For example:

wrapper.java.command=C:\SoftwareAG\jvm\jvm\bin\java

Note:

If your Integration Server runs on a UNIX system, you must also modify the library path
property so that it points to the location of the JDK or JRE installation directory. Library
path is represented by LIBPATH on AIX and LD_LIBRARY_PATH on all other flavors of Linux.

3. Save and close the file.

4. Restart Integration Server.

Note:

If you change the Java location and you use Integration Server to develop and compile Java
services, you must also change the value of the watt.server.compile configuration parameter.
For more information about watt.server.compile, see “Server Configuration Parameters” on
page 1017.

Changing the JVM Heap Size Used by Integration Server

The JVM heap or on-heap size indicates how much memory is allotted for server processes. At
some point, you might need to increase the minimum and maximum heap size to ensure that the
JVM that Integration Server uses does not run out of memory. You will want to consider the heap
size when you configure your server to publish and subscribe to documents and when you configure
an on-heap cache.

The heap size is controlled by the following Java properties specified in the custom_wrapper.conf
file.

Property Description
wrapper.java.initmemory The minimum heap size. The default value is 256 MB.
wrapper.java.maxmemory The maximum heap size. The default value is 1024 MB.
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Your capacity planning and performance analysis should indicate whether you need to set higher
maximum and minimum heap size values.

Note:Microservices Runtime does not use the Java Service Wrapper and the custom_wrapper.conf
file. To change the memory settings for Microservices Runtime, use a text editor to set the
JAVA_MIN_MEM and JAVA_MAX_MEM properties in: Integration Server_directory
/bin/setenv.bat(sh).

To change the heap size

1. Open the custom_wrapper.conf file in a text editor. You can find the custom_wrapper.conf
file in the following location:

Software AG_directory \ profiles\IS_instance_name)\ configuration

2. Setthewrapper.java.initmemory and wrapper.java.maxmemory parameters so that they specify
the minimum and maximum heap size required by Integration Server. For example:

wrapper.java.initmemory=256
wrapper.java.maxmemory=512

3. Save and close the file.

4. Restart Integration Server.

Publishing and Retracting Information about Integration Server
Assets

You can publish information or metadata to a shared library or registry that resides in CentraSite.
By publishing this metadata, you make these assets available to other CentraSite users. You can
also retract published metadata from CentraSite.

The metadata that you can publish are about Integration Server assets, Integration Server
administrative assets, and Trading Networks (TN) document types. Integration Server
administrative assets include Adapter connections, Broker connections, and JMS connection aliases.
For a complete list of assets that you can publish, see webMethods Service Development Help.

You can use Software AG Designer to select the assets for which you want to publish or retract
metadata to or from CentraSite. Designer publishes metadata using the credentials defined in the
CentraSite connection in Designer.

You can also use the pub.metadata.assets:publishPackages service in the WmAssetPublisher package
to publish metadata for packages and administrative assets. You can create a scheduled task that
uses this service to publish metadata regularly. The pub.metadata.assets:publishPackages service uses
the CentraSite credentials defined in Integration Server to publish metadata.

Note:
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Before publishing metadata about Integration Server assets, you must configure Integration
Server to connect to CentraSite. For instructions, see “Configuring Integration Server to Connect

to CentraSite ” on page 132.

For detailed instructions on publishing and retracting metadata, see webMethods Service Development
Help. For information about administering the shared library in CentraSite, see the CentraSite
documentation.

Configuring Integration Server to Connect to CentraSite

Before you can publish metadata using the pub.metadata.assets:publishPackages service, you must
configure Integration Server to connect to the shared library in CentraSite.

To configure Integration Server to connect to CentraSite

5. Click Save Changes.

Open the Integration Server Administrator if it is not already open.

In the Settings menu of the Navigation panel, click Metadata.

Click Edit Configuration.

Under Metadata Library Configuration, provide information in the following fields:

For this parameter...

Specify...

IS Identifier

CentraSite URL

User Name

Password

The name or the IP address of the machine on which this
Integration Server is running. By default, Integration Server
populates this field with the IP address of the machine. You can,
however, enter a name here, which Integration Server will treat
as an alias. In addition, Integration Server includes this name
with the published metadata. You can use any name, but it cannot
include the following illegal characters:

#-&@MN%*:$./\\ ;,~+=) (1 {I[><".

The CentraSite URL to which to publish metadata about
Integration Server assets.

The name of the user account on CentraSite that will be used for
publishing and retracting metadata.

Password for User Name.

You can test the configured connection to ensure that Integration Server can connect to
CentraSite successfully using the details you provided. For instructions, see “Configuring
Integration Server to Connect to CentraSite ” on page 132.
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Testing the Connection to CentraSite

After you configure Integration Server to connect to CentraSite, you can test the connection to
ensure that the specified host name, IP address, and library name identify a CentraSite library that
is currently running.

To test the connection to CentraSite

1. Open the Integration Server Administrator if it is not already open.
2. Inthe Settings menu of the Navigation panel, click Metadata.

3. Click Test Connection.

Integration Server Administrator displays a status line that indicates whether the connection
is successful or not. The status line is displayed at the top of the screen.

Setting a Port for Remote Client JMX Monitoring

Integration Server enables you to use JMX monitoring from a remote client. JMX monitoring is
enabled by default, but you can set the J]MX monitoring remote port in the
com.software.jmx.connector.pid-port.properties file of the Integration Server you want to monitor,
where port is the current JMX monitoring port. You cannot disable JMX monitoring.

Note:

A JMX port is not enabled by default for Microservices Runtime. To enable a JMX port for
Microservices Runtime, modify Integration Server_directory /bin/setenv.bat(sh) to include
JMX_ENABLED=true and JMX_PORT=9192. For more information, see Developing Microservices with
webMethods Microservices Runtime .

To set the port for remote client JMX monitoring

1. On the Integration Server that you want to monitor remotely, open the
com.software.jmx.connector.pid-port.properties file in a text editor. You can find the
com.software.jmx.connector.pid-port.properties file in the following location:

Software AG_directory
\ profiles\IS_instance_name\ configuration\ com.softwareag.platform.config.propsloader

2. Specify the port number of the JMX port in the port property. This is 8075 by default.

3. Restart Integration Server.
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Configuring Integration Server to Accept a Debug Connection
During Startup

Using Integration Server, you can connect a debugging tool to remotely debug Java services
running on Integration Server. You can specify the port on which Integration Server listens for
the debugger to attach.

For information about using Software AG Designer to debug Java services that run on Integration
Server, see Software AG Designer Online Help.

Note:

A JMX port is not enabled by default for Microservices Runtime. To enable a JMX port for
Microservices Runtime, modify Integration Server_directory /bin/setenv.bat(sh) to include
IMX_ENABLED=true and JMX_PORT=9192.

To configure Integration Server to accept a debug connection during startup

1. Shut down Integration Server.

2. If you need to change the port number, perform the following;:

a. Open the startDebugMode.bat file in a text editor. You can find the startDebugMode.bat
file in the following location:

Software AG_directory \profiles\IS_instance_name\bin

Note:
For Microservices Runtime, open: Integration Server_directory /bin/startDebugMode.bat(sh)

b. Locate and change the DEBUG_PORT property to specify the port on which the server
should listen for the debugger to attach. The default is 10033.

c. Locate SUSPEND_MODE property and set it to y if you want the JVM to wait for a debugger
to attach.

d. Save your changes and close the startDebugMode.bat file.

3. If Integration Server and the debugging tool are on different machines and you require a
tirewall port, open a firewall port for the debug port.

4. Run startDebugMode.bat.

Integration Server logs the following on your console:

"Debug enabled (portNumber)"
Listening for transport dt_socket at address: portNumber

Integration Server restarts.
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Using CORS with Integration Server

CORS (Cross-Origin Resource Sharing) is a specification that provides the standards for user
agents (such as web browsers) to allow client-side web applications running in one origin to access
resources from another origin. For security reasons, cross-origin requests initiated by scripts are
usually restricted by user agents; however, user agents can use CORS to allow and define these
cross-origin communications.

How Integration Server Handles CORS Requests

Integration Server provides a set of extended settings to enable and configure processing of CORS
requests. A CORS request contains a set of HTTP headers that can be used to identify the request
and communicate with Integration Server. When support for CORS is enabled, Integration Server
checks all incoming requests for these headers. If a request contains CORS headers, Integration
Server attempts to validate the request. Integration Server processes valid requests and includes
CORS response headers in the response.

Note:
To use CORS, both the server and the client must communicate with the CORS headers as
defined by the CORS standard.

Configuring Integration Server to Accept CORS Requests

Use the following procedure to configure your Integration Server to accept and process CORS
requests.

To enable CORS processing on Integration Server

1. In the Settings menu of the Navigation panel, click Extended.
2. Click Edit Extended Settings.
3. Type watt.server.cors.enabled=true.

4. Specify the URIs from which Integration Server is to allow cross-origin requests to access
resources by doing one of the following;:

m  To specify the URIs as the value of watt.server.cors.allowedOrigin, do the following;:
watt.server.cors.allowedOrigins=<protocol>://<hostname>
or
watt.server.cors.allowedOrigins=<protocol>://<hostname>:<port>

Where <protocol> is either HTTP or HTTPS, <hostname> is the IP address or name of the
machine, and <port> is the port number.
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Note:

The host name and IP address cannot be used interchangeably. If you specify a host
name, and a cross-origin request is received that uses the corresponding IP address or
vice versa, Integration Server will reject the request.

= To specify a text file that contains allow of the allowed URISs, set the value to:
file:path\filename

For example: watt.server.cors.allowedOrigins=file:c:\cors\allowedOriginsList.txt

Note:

The file must use the same syntax as is required for URIs specified as the value for
watt.sever.cors.allowedOrigins with the difference that each line must be an allowed
origin server URI or a regular expression.

The values are case-sensitive. Use a space or comma delimiter to specify multiple values. You
can use an asterisk (¥) to indicate that any URI or origin is allowed. You can also use regular
expressions in the comma-separated list of allowed origin servers. For more information about
setting the watt.server.cors.allowedOrigins service configuration parameter, see “Server
Configuration Parameters” on page 1017.

5. Optionally, set any of the following parameters for CORS processing:

If you want to... Type...

Specify values that Integration Server watt.server.cors.exposedHeaders=
can include with the CORS <valuel,value2,value3>
Access-Control-Expose-Headers
header in response to a CORS
request.

Where value# is a response header that
applications can access. Examine your client-side
code to determine which response headers, if
any, are retrieved by the client and therefore need
to be exposed.

Specify the host and port on which watt.server.cors.host=<hostname>:<port>
clients can send cross-origin requests
to Integration Server.

Specify the amount of time in seconds watt.server.cors.maxAge= <number
a user agent is allowed to cache the of seconds>
results of a preflight request.

Have Integration Server set the CORS watt.server.cors.supportsCredentials=true
Access-Control-Allow-Credentials header
in response to all CORS requests.

Specify the request headers watt.server.cors.supportedHeaders=
Integration Server will allow in <headerl,header2,header3>
cross-origin requests. Integration
Server includes these headers as the
value of the Access-Control-Allow-Headers

Where header# is a header that a client can include
in an actual request. Examine your server-side
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If you want to... Type...

response header when replying to a code to determine which request headers, if any,

pre-flight request. are read by your server application and need to
be explicitly allowed.

Specify the HTTP methods watt.server.cors.supportedMethods=

Integration Server will allow in <methodl,method2,method3>

Cross-origin requests. )
Possible values are OPTIONS, HEAD, GET,

POST, PUT, PATCH, and DELETE. Integration
Server accepts any of these values by default.

See “Server Configuration Parameters” on page 1017 for important usage information and
detailed descriptions of these parameters.

6. Click Save Changes.

7. If you used a text file as the value of watt.server.cors.allowedOrigins, invoke the following
URL to execute an internal service that causes the referenced text file to be loaded into
Integration Server: http://host:port/invoke/wm.server.admin:refreshAllowedOrigins

Where host and port are the host and port of Integration Server
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Concepts

You connect Integration Server to database components in an external RDBMS as follows:

m  Define JDBC database connection pools. Connection pools specify the parameters for
connecting Integration Server to database servers that host database components. At run time,
Integration Server creates a separate instance of the connection pool for each database
component.

m  Direct functions to write to database components by pointing each function at the connection
pool for the database component. For example, point the ISCoreAudit Log function at the
connection pool for the ISCoreAudit database component, the Xref function at the connection
pool for the CrossReference database component, and so on. Integration Server provides a
predefined function for each type of data that can be written to a database component.

When you choose to use an external database during Integration Server installation, the Software AG
Installer asks you to supply database connection parameters. When you first start Integration
Server, Integration Server creates one JDBC connection pool from the supplied parameters and
configures the predefined functions to write to their database components using that pool.

The following table identifies the predefined functions and their database components that are
included with Integration Server.

Function Database Component

ISInternal ISInternal and DistributedLocking
ISCoreAudit ISCoreAuditLog

Xref CrossReference

DocumentHistory DocumentHistory

ProcessAudit ProcessAudit

Process Engine ProcessEngine

You cannot add or delete functions, but you can create a connection pool and point a function to
the new pool.

Pointing Functions at Connection Pools

You can refer to the following steps to point a
To point a function at a connection pool

1. In Integration Server Administrator, go to Settings > JDBC Pools.

2. Inthe Functional Alias Definitions area, click Edit for the function.
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3. Inthe Associated Pool Alias field, identify the connection pool at which to point the function.

4. If the Fail-Fast Mode Enabled option is available, choose whether to enable or disable.

Transient errors caused by an unavailable database can prevent a connection pool from
connecting to its database. You can configure a function to enter fail-fast mode to handle this
situation. In fail fast mode, all attempts by the function to get a database connection immediately
return a SQLException; this saves time by preventing retry attempts. When database
connectivity is restored, the function exits fail-fast mode and returns to normal operation.
Fail-fast mode can improve performance when you are using synchronous audit logging (see
the ).

Note:

Fail-fast cannot be used with the CentralUsers functional alias definition. Consequently, the
Fail-Fast Mode Enabled and Currently In Fail-Fast options do not appear when editing
the CentralUsers functional alias.

5. Click Save Settings.
6. Inthe Functional Alias Definitions area, initialize the pool by clicking Restart for the function.
7. Make sure Integration Server can connect to the database by clicking » for the function.

8. Restart Integration Server.

Installing the MySQL Community Edition Database Driver

Refer to the simple step below to install the MySQL Community Edition database driver.

1. Download the MySQL Community Edition database driver.

2. Extract the downloaded file and copy the driver JAR to: Software AG_directory

\IntegrationServer\lib\jars\custom.

Installing the Tibero JDBC Driver

Integration Server supports the use of the Tibero JDBC driver to connect to a Tibero database
instance.

Note:
Support for using Integration Server with the Tibero JDBC driver to connect to a Tibero database
is provided as part of PIE-64402, which is included in IS_10.5_Core_Fix6.

To install the Tibero JDBC driver

®  Download the Tibero JDBC Driver jar file and place it in the following directory:
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Software AG_directory \IntegrationServer\lib\jars\ custom

Creating a Driver Alias Definition

A driver alias definition identifies a database driver to Integration Server. While Integration Server
comes with some driver aliases already defined, you may need to create a driver alias definition.

To create a driver alias definition

1. Open the Integration Server Administrator if it is not already open.
2. Go to Settings > JDBC Pools > Create a Driver Alias Definition.

3. Provide the following information for the driver alias.

Parameter Description

Alias Name Alias name to use for the driver. The name can be any length and
contain any characters.

Alias Description Brief description of the driver alias.
Driver Class Name of the Java class for the JDBC driver.

Name . .
For the Tibero JDBC Driver, set the class name to:

com.tmax.tibero.jdbc.TbDriver

4. Click Save Settings.

Creating a Connection Pool

You can create a connection pool by copying an existing pool using Copy a Pool Alias Definition
or by specifying new field values as instructed in this section.

To create a connection pool by specifying new field values

1. InIntegration Server Administrator, go to Settings > JDBC Pools, click Create a Pool Alias
Definition, and complete the fields.

Parameter Specify

Alias Name Name to use for the connection pool. The name can include any
characters that are valid for a file name in your operating system.

Alias Description Brief description of the pool.
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Parameter Specify

Associated Driver Database driver for Integration Server to use to connect to the
Alias pool.

Database URL URL for the database server.

m  Use the DataDirect Connect connection option
MaxPooledStatements=35 on all database URLs except those
for Trading Networks. This connection option improves
performance by caching prepared statements. (Trading
Networks caches its prepared statements using its own
pooling mechanism).

m  For DB2, if Integration Server will connect to a schema other
than the default schema for the specified database user, you
must specify these connection options in the URL:

sAlternateId=schema;"InitializationString=
(SET CURRENT PATH=current_path,schema)"; MaxPooledStatements=35

AlternatelD is the name of the default schema that is used to
qualify unqualified database objects in dynamically prepared
SQL statements.

®  For MySQL Community Edition, you must specify connection
options for the relaxAutoCommit, useLegacyDatetimeCode, and
serverTimezone parameters. For example, you can provide
the connection options as follows:

jdbc:mysql://<server>:<3306|port>
/databaseName? relaxAutoCommit=true& uselLegacyDatetimeCode=false& serverTir

Note:

MySQL Community Edition 8.x does not support the
relaxAutoCommit parameter in the URL because it is
deprecated and Integration Server does not commit the
transactions automatically to MySQL Community Edition
8.x.

For MySQL Community Edition, you must specify the
useCursorFetch parameter in the URL to prevent the return
of all the query results in a single batch. The MySQL JDBC
driver used with the MySQL Community Edition does not
honor the cursor fetch size when returning the results of an
SQL query. Instead of returning the JDBC-configured number
of rows for each cursor fetch to Integration Server, the MySQL
JDBC driver returns all the rows for the query in a single
batch. This can result in the exhaustion of the available heap
memory for Integration Server. Any JDBC connection pool
that connects to MySQL Community Edition must specify
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Parameter Specify

the following connection option in the Database URL:
useCursorFetch=true

m  For Tibero, specify:
jdbc:tibero:thin:@<server>:<8629|port>:databaseName

Diagnostics DataDirect diagnostic feature for DataDirect Connect JDBC
drivers used by Integration Server to interact with an external
database.

Option  Description

Spy Enables the DataDirect Spy diagnostic feature for
DataDirect Connect JDBC drivers. DataDirect Spy
logs JDBC calls and SQL statement interactions
between Integration Server and an external RDBMS.

Snoop Enables the DataDirect Snoop tool for DataDirect
Connect JDBC drivers. The DataDirect Snoop tool
logs network packets between Integration Server and
an external RDBMS. You can use the resulting log file
for tracing and diagnostic purposes.

Spy Attributes Name and location of the log file where Integration Server will
log diagnostic data collected by the DataDirect Spy diagnostic
teature. This value also defines DataDirect Spy attributes. The
default value is:

SpyAttributes=(log=(file)/logs/spy/<alias_name>.log;
logTName=yes;timestamp=yes)

Where <alias_name> is the name of the JDBC connection pool alias.

Note:

Typically, you do not need to change the default value.
However, you can modify the value if the attributes do not
meet the needs of your system. Be aware that the diagnostic
tool collects data from the Integration Server_directory
/instances/instance_name/logs/spy directory. If you change the
log file location, the diagnostic utility might not import the
data logged by DataDirect Spy. For more information about
using the diagnostic utility, see “Using the Diagnostic
Utility” on page 939. For more information about setting
DataDirect Spy attributes, consult the documentation on the
DataDirect website.

Note:
MySQL Community Edition does not support this option.
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Parameter Specify

Snoop Logging  Name and location of the log file where Integration Server will

Parameters log diagnostic data collected by the DataDirect Snoop tool. This
value also defines DataDirect Snoop tool attributes. The default
value is:

ddtdbg.ProtocolTraceEnable=true;ddtdbg.Protocol
TraceMaxline=16;ddtdbg.ProtocolTraceLocation=/logs/snoop/
alias_name.log;ddtdbg.ProtocolTraceShowTime=true

Where alias_name isthe name of the JDBC connection pool
alias.

Note:
For DB2, include the following command at the end of the
value:

ddtdbg.ProtocolTraceEBCDIC=true

Typically, you do not need to change the default value. However,
you can modify the value if the attributes do not meet the needs
of your system. Be aware that the diagnostic tool collects data
from the Integration Server_directory
/instances/instance_name/logs/snoop directory. If you change
the log file location, the diagnostic utility might not import the
data logged by the DataDirect Snoop tool. For more information
about using the diagnostic utility, see “Using the Diagnostic
Utility” on page 939. For more information about setting the
DataDirect Snoop tool attributes, consult the documentation on
the DataDirect website.

Note:
MySQL Community Edition does not support this option.

User ID Database user for Integration Server to use to connect to the
database.

Password Password for Integration Server to use to connect to the database.
If no password is required, leave this field blank.

Minimum Minimum number of connections the pool must keep open at all
Connections times.

If multiple database components use this pool, each pool instance
keeps the specified number of connections open. For example, if
the ISCoreAuditLog and the DocumentHistory database
components both use this pool, and you specify keeping at least
3 connections open, the pool keeps a total of 6 connections open
- 3 for the ISCoreAuditLog pool instance and 3 for the
DocumentHistory pool instance.
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Parameter Specify

If your logging volume has sudden spikes, you can improve
performance by making sure the connections needed to handle
the increased volume open quickly. You can minimize connection
startup time during spikes by setting this value higher, so that
more connections remain open at all times.

Maximum Maximum number of connections the pool can have open at one
Connections time. When the number of connection requests reaches this value,
Integration Server blocks the requests.

Calculate this value as part of the total possible number of
connections that could be opened simultaneously by all functional
aliases and applications that write to the database. Make sure the
total number does not exceed the database's connection limit. If
one of the applications opens more connections than the database
allows, the database will reject subsequent requests for
connections from any application.

To continue the example described for Minimum Connections,
if Trading Networks also writes to the database and has a pool
that could open up to 5 connections, you could specify only 17
as the maximum number of connections for the current pool. The
ISCoreAuditLog pool instance could use up to 17 connections,
and the DocumentHistory pool instance could use the remaining
5 connections.

Available Number of connections, expressed as a percentage of Maximum
Connections Connections, that should be available in the pool at all times.

Warning Threshold . .
hen the number of connections falls to or below this number,

Integration Server logs a message to the server log. If the number
of connections later rises above this number, Integration Server
logs another message to the server log stating that the connection
pool threshold has been cleared. To disable this threshold, set the
value to 0.

Waiting Thread Maximum number of requests for connection that can be waiting
Threshold Count  at one time.

When this number is exceeded, Integration Server logs a message
to the server log and starts a 5-minute interval timer. If the
number of requests still exceeds this number at the end of the
interval, Integration Server logs another message to the server
log. To disable this threshold, set the value to 0.

Idle Timeout Length of time, in milliseconds, the pool can keep an unused
connection open. After the specified period of time elapses, the
pool closes unused connections that are not needed to satisfy the
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Parameter Specify

Minimum Connections value. The default expiration time is
60000 milliseconds.

2. Make sure Integration Server can connect to the database by clicking Test Connection.

3. Click Save Settings.

4. Check the values for the connection pool for the ISCoreAudit database component. If the
database user specified in the User ID field is not the database user that created the ISCoreAudit
database component, set the watt.server.audit.schemaName property to the name of the schema
that contains the ISCoreAudit database component (see “Server Configuration Parameters” on
page 1017).
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About Ports

Integration Server listens for requests on ports that you specify. Each port is associated with a
specific type of protocol: HTTP, HTTPS, FTP, FTPS, WebSockets, e-mail or file polling. In addition
to these port types, Integration Server also provides a diagnostic port, a quiesce port, and two

ports used by webMethods Enterprise Gateway.

Available Port Types

The following table describes the port types that you can configure:

Use this port type  To Refer to

HTTP Submit unsecured requests to the “Adding an HTTP Port” on page 155
server.

HTTPS Submit requests to the server using “Adding an HTTPS Port” on page 162
SSL encryption.

FTP Move files to and from the server. “Adding an FTP Port” on page 179

FTPS Move files to and from the server “Adding an FTPS Port” on page 175
using SSL encryption.

E-mail Receive requests through an e-mail “Adding an E-Mail Port” on page 181
server, such as POP3 or IMAP.

File polling Monitor the file system for the “Adding a File Polling Port” on
arrival of new files and perform  page 170
special processing upon arrival.

Diagnostic Access Integration Server “Adding an HTTP Diagnostic Port” on
Administrator when the server page 189
becomes unresponsive.

Quiesce Enter and exit quiesce mode for ~ “Quiescing the Server for

server maintenance.

Maintenance” on page 929

Enterprise Gateway
Server

Listen for requests from external
clients and maintain the connection
to the Internal Server in a
webMethods Enterprise Gateway
configuration.

“Configuring webMethods Enterprise
Gateway ” on page 557

Connect the Internal Server to the
Enterprise Gateway Server in a
webMethods Enterprise Gateway
configuration.

Internal Server

“Configuring webMethods Enterprise
Gateway ” on page 557
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Use this port type  To Refer to

webMethods/WebSodkets Submit requests for services using “Configuring WebSockets” on page 809
WebSocket protocol.

Default Ports

The default Integration Server instance has the following pre-configured ports:

Alias Protocol Port Type Port Number
DefaultPrimary HTTP Primary 5555
DefaultDiagnostic HTTP Diagnostic 9999

Note:

The alias assigned to a default port on Integration Server cannot be changed. If you want to use
a different alias for the port, protocol, and port type used by a default port, delete the port and
recreate it with the new alias. To use a different alias for the DefaultPrimary port, you must
designate another port as the primary port before deleting the DefaultPrimary port and recreating
it with a new alias.

If you are running multiple Integration Servers on the same machine, the primary and diagnostic
port numbers on each server must be unique. For more information about running multiple
Integration Server instances, see “Running Multiple Integration Server Instances” on page 63.

About the Port Alias

When you create a port, you specify an alias for the port. The port alias serves as a unique identifier
for the port. Often, the alias is a short descriptive name that identifies the purpose of the port. For
example, you might want the port alias to identify the primary function of the port, such as
AdminPort, WebServicePort, or projectNamePort.

When using Software AG Command Central, the port alias can make it easier to manage, configure,
and compare ports. For example, if you assigned all of the administration ports in a group of
Integration Servers the same name or similar names, you can more easily identify and therefore
more easily compare the administration ports.

A port alias must:
®  Be unique across the Integration Server.
m  Be between 1 and 255 characters in length.

®  Include one or more of the following: letters (a -z, A-Z), numbers (0-9), underscore (_), period
(.), and hyphen (-).

Once the port is created, the alias cannot be changed. The default ports provided with Integration
Server have pre-defined alias names as specified in “Default Ports” on page 152.
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When you upgrade to Integration Server 9.5 or later from a previous version that did not use port
aliases, Integration Server assigns each port, with the exception of e-mail ports and file polling
ports, an alias using the following naming convention:

protocolListener_portNumber_hostName_packageName

Where protocol is the protocol specified for the port, portNumber is the number assigned to the port,
hostName is the host name specified for the port, and packageName is the package with which the
port is associated.

For e-mail ports, Integration Server uses the following naming convention for the port alias:
EMailListener_userName_hostName_packageName

Where userName is the user name specified for the port, hostName is the host name specified for
the port, and packageName is the package with which the port is associated.

For file polling ports, Integration Server uses the following naming convention for the port alias:
FilePollingListener_monitoringDirectory@contentType

Where monitoringDirectory is the directory that Integration Server monitors for new files, and
contentType is the content type for the files the port processes. If the file polling port does not
specify a content type, Integration Server omits contentType from the port alias.

Integration Server uses the naming conventions described above to create an alias for a port
deployed from an earlier version of Integration Server and for a port installed with a package
created on an earlier version of Integration Server.

Note:
The alias that Integration Server assigns to a port cannot be changed.

Package Associations for Ports

All ports are associated with a package. By default, ports are associated with the WmRoot
package.You can associate all port types except the diagnostic port with an application package.
By doing so, when you replicate the package, the package continues to use a port with the same
number on the new server. This feature is useful if you create an application that expects input
on a specific port. The application will continue to work after it is replicated to another server.

When the package to which a port is assigned is disabled, the port is disabled as well. The port is
re-enabled when the package activates successfully.While the port is disabled, access to services

or other resources through those ports will fail until the port is successfully enabled. If you plan

to use hot deployment for packages, you may want to avoid associating ports with packages that
will be updated via hot deployment. This will avoid the situation where the port and its resources
are not available when Integration Server unloads the package during hot deployment.

Important:

Be careful when setting up a port that is associated with a package. When copied to the target
server, the new port might decrease security on that system. For example, suppose you replicate
a package that is associated with an HTTP port at 5556. The replication process creates an HTTP
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port at 5556 on the target server. If the target server normally uses only HTTPS ports because
of their greater security, then the new port presents a possible security hole on that server.

Considerations for Adding Ports

You can configure one or more additional ports. You can associate an HTTP, HTTPS, FTP, FIPS,
e-mail, or file polling protocol with the additional ports.

Important:
If you are running multiple Integration Server instances on the same host machine, the ports
on each server must have a unique port number.

Reasons to Add Additional Ports

You might add additional ports for the following reasons:

m If you have applications that require a specific port number.
® If you want to support multiple types of listening protocols.
= If you want to open several ports for the same protocol.

® If you want to deploy your server in a webMethods Enterprise Gateway configuration, in
which an Enterprise Gateway Server sits in your DMZ and intercepts requests before passing
them to the server behind your inner firewall. For instructions on adding Enterprise Gateway
ports, see “Configuring webMethods Enterprise Gateway ” on page 557.

Considerations for Configuring Ports

The following are prerequisites and considerations for configuring ports.

AS/400 Considerations

The port queue is the number of outstanding inbound connections that are queued in a TCP/IP
stack. If your server runs on AS/400, you should limit the size of the port queue by adding the line
“watt.server.portQueue=511" to the server property settings.

For instructions on adding server property settings, see “Working with Extended Configuration
Settings” on page 127.
Bind Addresses

When you add a port, you can specify an IP address to bind to the port. Specify a bind address in
the following situations:

®  Your machine has multiple IP addresses, and you want the port to use a specific address.
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= You want multiple ports to use the same port number. In this case, each port must specify a
different bind address. For example, if port 7777 is associated with a bind address, you cannot
add another port 7777 that does not specify a bind address.

If you do not specify a bind address, the port listens to all network interfaces.

Prerequisites to Configuring a Port for SSL

Before configuring an HTTPS, FTPS, or e-mail port, you must configure the server to use SSL and
obtain the certificates that the server uses to validate client certificates. In addition, for two-way
SSL authentication (server also authenticates client), the certificate for the partner application must
have an Integration Server certificate mapping.

m  Configure the server to use SSL. For information about configuring the server to use SSL, see
“Configuring Integration Server for Secure Communication” on page 457.

®m  Obtain CA certificates. These are the trusted root certificates that the server uses to validate
client certificates. One way to obtain these certificates is to extract them from a web browser.
Most web browsers that support SSL are shipped with the certificates of well-known certificate
authorities. Make sure the certificates are in DER format; if not, convert them to DER format
using your certificate management tool (such as Java keytool).

= Configure a certificate mapping for the partner application or resource. If the partner
application or resource that exchange information with Integration Server must be authenticated
using SSL, then that partner or resource must have a certificate mapping. These certificates
should be stored in the truststore and an alias created for the truststore prior to using them
with Integration Server. For information, see “HTTPS Ports” on page 521.

Port Usage and Security

For security reasons, by default, all ports except 5555 are configured to deny access to all services
except services specified in an allow list. You might need to perform additional steps to make
more services available through the port. See “Configuring How Ports Handle Client Certificates” on
page 207

Note:

If your Integration Server runs on a UNIX system, using a port number below 1024 requires
that the server run as “root.” For security reasons, Software AG discourages this practice. Instead,
run your Integration Server using an unprivileged user ID on a high number port (for example
1024 or above) and use the port remapping capabilities present in most firewalls to move requests
to the higher numbered ports.

Adding an HTTP Port

To add an HTTP port, complete the following steps.

To add an HTTP port

1. Open Integration Server Administrator if it is not already open.

webMethods Integration Server Administrator’s Guide 10.5 155



9 Configuring Ports

2.

In the Security menu of the Navigation panel, click Ports.

Click Add Port.

In the Add Port area of the screen, select webMethods /HTTP.

Click Submit. Integration Server Administrator displays a screen requesting information about
the port. Provide the following information:

For this parameter...

Specify...

Enable

Port

Alias

Description

Package Name

Bind Address (optional)

Backlog

Indicate whether to enable (Yes) or disable (No) this HTTP
listener.

The number you want to use for the port. Select a number that
is not already in use on this host machine.

Important:

If you are running multiple Integration Servers on the same
host machine, make sure the port numbers used on each
server are unique.

An alias for the port that is unique for this Integration Server.
An alias must be between 1 and 255 characters in length and
include one or more of the following: letters (a -z, A-Z), numbers
(0-9), underscore (_), period (.), and hyphen (-).

A description of the port.

The package associated with this port. When you enable the
package, the server enables the port. When you disable the
package, the server disables the port.

If you replicate this package, the Integration Server creates a
port with this number and the same settings on the target server.
If a port with this number already exists on the target server, its
settings remain intact. This feature is useful if you create an
application that expects input on a specific port. The application
will continue to work after it is replicated to another server.

IP address to which to bind this port. Specify a bind address if
your machine has multiple IP addresses and you want the port
to use this specific address. If you do not specify a bind address,
the server picks one for you.

The number of requests that can remain in the queue for an
enabled port before Integration Server begins rejecting requests.
The default is 200. The maximum value is 65535.

Note:
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For this parameter... Specify...

This parameter does not apply to disabled ports. Integration
Server refuses requests sent to disabled ports.

Keep Alive Timeout When to close the connection if the server has not received a
request from the client within this timeout value (in
milliseconds); or when to close the connection if the client has
explicitly placed a close request with the server.

Threadpool Whether the listener will use this pool exclusively for dispatching
requests. The existing Integration Server thread pool is a global
thread pool. If there is a very high load on this resource, the user
may have to wait for the global thread pool to process his
request. However, with the private thread pool option enabled,
requests coming into this port will not have to compete with
other server functions for threads.

To set up a private thread pool for requests coming to this port,
click Enable. You can change or accept the default settings given
below:

Threadpool Min refers to the minimum number of threads for
this private threadpool. The default is 1.

Threadpool Max refers to the maximum number of threads for
this private thread pool. The default is 5.

Threadpool Priority refers to the Java thread priority. The
default is 5.

Important:
Use this setting with extreme care because it will affect server
performance and throughput.

If you do not need to use the Threadpool feature, click Disable.

When you view the port’s details, the server reports the total
number of private threadpool threads currently in use for the
port.

6. Under Security Configuration, enter the following information:

For this parameter... Specify...

Client Authentication The type of client authentication you want Integration Server
to perform for requests that arrive on this HTTP port. Select one
of the following:

Option Description
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For this parameter... Specify...

Username/Password Integration Server prompts the client
for a user ID and password.

Digest Integration Server uses password
digest to authenticate all requests. If
the client does not provide the
authentication information, Integration
Server returns an HTTP
WWW-Authenticate header with
digest scheme to the client requesting
for authentication information. If the
client provides the required
authentication information, Integration
Server verifies and validates the
request.

A port that is configured to use
password digest for authentication of
client requests will process a request
from a user only if the user is
configured to allow password digest
for authentication. For more
information about configuring a user
for digest authentication, see “Adding
User Accounts” on page 86.

Request Kerberos Integration Server looks for a Kerberos

Ticket ticket in the HTTP Authorization
header using the Negotiate
authentication scheme. If it does not
find the ticket, Integration Server uses
user name and password for basic
authentication. If the client does not
provide any authentication
information, Integration Server returns
an HTTP WWW-Authenticate header
with negotiate scheme to the client
requesting for authentication
information. If the client provides the
required authentication information,
Integration Server verifies and
validates the request.

Require Kerberos Integration Server looks for a Kerberos

Ticket ticket in the HTTP Authorization
header using the Negotiate
authentication scheme. If it does not
find the ticket, Integration Server fails
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For this parameter... Specify...

the authentication. If the client does
not provide any authentication
information, Integration Server returns
an HTTP WWW-Authenticate header
with negotiate scheme to the client
requesting for authentication
information. If the client provides the
required authentication information,
Integration Server verifies and
validates the request.

Kerberos Properties Kerberos properties are used to enable Kerberos authentication

(Optional) by providing Kerberos-related details that will be used for
handling service requests that come with a Kerberos ticket. For
information on configuring Kerberos authentication, see
“Kerberos Authentication” on page 517.

JAAS Context

Principal

Principal Password

Specify the custom JAAS context used
for Kerberos authentication.

In the following example, JAAS
Context is KerberosClient:

KerberosClient {
com.sun.security.auth.module.
Krb5LoginModule required
useKeyTab=true
keyTab=alice.keytab;

}s

The is_jaas.cnf file distributed with
Integration Server includes a JAAS
context named
IS_KERBEROS_INBOUND that can be
used with inbound requests.

Specity the name of the principal to
use for Kerberos authentication.

Specify the password for the principal
that is used to authenticate the
principal to the KDC. Specify the
principal password if you do not want
to use the keytab file that contains the
principals and their passwords for
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For this parameter...

Specify...

7. Click Save Changes.

Retype Principal
Password

authorization. The passwords may be
encrypted using different encryption
algorithms.

If the JAAS login context contains
useKeyTab=false, you must specify the
principal password.

Re-enter the principal password.

Service Principal Name Displays username, which indicates

Format

that the principal name of the service
is represented as a named user defined
in the LDAP or central user directory
used for authentication to the KDC.

Service Principal Name Specify the name of the principal used

with the service that the Kerberos
client wants to access. Specify the
Service Principal Name in the
following format:

principal-name. instance-name@realm-name

8. On the Ports screen, click Edit to change the Access Mode if necessary. You may Set Access
Mode to Allow by Default or Reset to default access settings.

For more information about setting access mode for a port and controlling IP access for a port,
see “Controlling Access to Resources by Port” on page 487

is Yes. If it is not, click No to enable the port.

Advanced Controls for HTTP Ports

On the Ports screen, also check the list of ports to ensure that the status in the Enabled column

By default, Integration Server accepts port connections requests as soon as it receives them. This
can be a problem if the port receives multiple requests simultaneously and does not have the
resources to handle them. You can handle this by specifying a delay value using the Advanced
Controls screen. With a delay value in place, Integration Server will wait the specified number of
milliseconds before accepting a connection request on this port. The Advanced Controls screen
provides you the capability to control the rate at which the listener accepts connections, over the
size of the private thread pool, if it was enabled.
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Editing Advanced Controls

To edit advanced controls, complete the following steps.

To edit advanced controls

1. Open Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click Ports.
You will see a Port List table in the main area of the screen.

3. Inthe Advanced column of this table, click Edit.
Integration Server displays a screen requesting information about Listener and Private Thread
Pool Controls. Note that the Diagnostic HTTP Listener State and Private Threadpool areas of

the screen are already populated with predefined values.

4. Enter the following information:

For this parameter... Specify...

Listener controls The type of controls you want to set, to manage the rate at which
the listener accepts connections and other controls when the
private thread pool is enabled.

Suspend. Stops the listener from accepting any more connections
and subsequently dispatching any more requests.

Increase By. Increases the time that the listener will wait before
accepting new client connections.

Decrease By. Decreases the time that the listener will wait before
accepting new client connections.

Set To (Delay ms). Sets the delay time interval in milliseconds.

Private Thread Pool The type of thread pool control you want, in order to avoid the
Controls need for your port to compete with other server functions when
Integration Server is handling multiple connections.

Increase By. Increases the number of threads in the private
thread pool.

Decrease By. Decreases the number of threads in the private
thread pool.

Set To (Threads). Sets the number of threads in the private
thread pool.
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5. Click Apply to accept your changes. Else, click Cancel.

Adding an HTTPS Port

The HTTPS port enables Integration Server to authenticate the client and server securely and
encrypt the data exchanged. By default, the HTTPS listener uses the certificates for the default
Integration Server SSL key. However, you can configure the listener to use its own private key
residing in an Integration Server keystore (file- or SmartCard/HSM-based). For more information,
see “Configuring Server-Side SSL Settings” on page 463.

In addition, you can configure the type of client authentication that you want the server to perform.
Client authentication allows you to verify the identity of the client (for more information, see
“Authenticating Clients” on page 515).

To add an HTTPS port

—_

Open Integration Server Administrator if it is not already open.
2. Inthe Security menu of the Navigation panel, click Ports.

3. Click Add Port.

4. Inthe Add Port area of the screen, select webMethods /HTTPS.

5. Click Submit. Integration Server Administrator displays a screen requesting information about
the port.

6. Under Regular HTTPS Listener Configuration, enter the following information:

For this parameter... Specify...

Enable Indicate whether to enable (Yes) or disable (No) this HTTPS or
FTPS listener.

Port The number you want to use for the port. Select a number that

is not already in use on this host machine.

Important:

If you are running multiple Integration Servers on the same
host machine, make sure the port numbers used on each server
are unique.

Alias An alias for the port that is unique for this Integration Server.
An alias must be between 1 and 255 characters in length and
include one or more of the following: letters (a -z, A-Z), numbers
(0-9), underscore (_), period (.), and hyphen (-).
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For this parameter...

Specify...

Description

Package name

Bind Address (optional)

Backlog

Keep Alive Timeout

Threadpool

A description of the port.

Package associated with this port. When you enable the package,
the server enables the port. When you disable the package, the
server disables the port.

If you replicate this package, Integration Server creates a port
with this number and the same settings on the target server. If
a port with this number already exists on the target server, its
settings remain intact. This feature is useful if you create an
application that expects input on a specific port. The application
will continue to work after it is replicated to another server.

IP address to which to bind this port. Specify a bind address if
your machine has multiple IP addresses and you want the port
to use this specific address. If you do not specify a bind address,
the server picks one for you.

The number of requests that can remain in the queue for an
enabled port before Integration Server begins rejecting requests.
The default is 200. The maximum value is 65535.

Note:
This parameter does not apply to disabled ports. Integration
Server refuses requests sent to disabled ports.

When to close the connection if the server has not received a
request from the client within this timeout value (in
milliseconds); or when to close the connection if the client has
explicitly placed a close request with the server.

Whether the listener will use this pool exclusively for dispatching
requests. The existing Integration Server thread pool is a global
thread pool. If there is a very high load on this resource, the user
may have to wait for the global thread pool to process his
request. However, with the private thread pool option enabled,
requests coming into this port will not have to compete with
other server functions for threads.

Click Enable to enable the private thread pool settings. You can
change or accept the default settings given below:

Threadpool Min refers to the minimum number of threads for
this private threadpool. The default is 1.

Threadpool Max refers to the maximum number of threads for
this private thread pool. The default is 5.
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For this parameter...

Specify...

Threadpool Priority refers to the Java thread priority. The
default is 5.

Important:
Use this setting with extreme care because it will affect server
performance and throughput.

If you do not need to use the Threadpool feature, click Disable.

When you view the port’s details, the server reports the total
number of private threadpool threads currently in use for the
port.

7. Under Security Configuration, enter the following information:

For this parameter...

Specify...

Use JSSE

Client Authentication

If this port should support TLS 1.1 or TLS 1.2, click Yes to create
the port using the Java Secure Socket Extension (JSSE) socket
factory. The default is Yes.

If you set this value to No, the port supports only SSL 3.0 and
TLS 1.0.

Note:

To control the cipher suites used on Integration Server ports
that use JSSE and handle inbound requests, set the
watt.net.jsse.server.enabledCipherSuiteList. For more
information, see “Server Configuration Parameters” on
page 1017.

The type of client authentication you want Integration Server
to perform for requests that arrive on this HTTPS port. Select
one of the following;:

Option Description

Username/Password Integration Server prompts the client
for a user ID and password.

Digest Integration Server uses password
digest for authentication of all requests.
If the client does not provide the
authentication information, Integration
Server returns an HTTP
WWW-Authenticate header with
digest scheme to the client requesting
for authentication information. If the
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For this parameter... Specify...

Request Client
Certificates

Require Client
Certificates

client provides the required
authentication information, Integration
Server verifies and validates the
request.

Note:

A port that is configured to use
password digest for authentication
of client requests will process a
request from a user only if the user
is configured to allow password
digest for authentication. For more
information about configuring a
user for digest authentication, see
“Adding User Accounts” on

page 86.

Integration Server requests client
certificates for all requests. If the client
does not provide a certificate, the
server prompts the client for a userid
and password. If the client provides a
certificate:

The server checks whether the
certificate exactly matches a client
certificate on file and is signed by
a trusted authority. If so, the client
is logged in as the user to which
the certificate is mapped in
Integration Server. If not, the client
request fails, unless central user
management is configured.

If central user management is
configured, the server checks
whether the certificate is mapped
to a user in the central user
database. If so, the server logs the
client on as that user. If not, the
client request fails.

Integration Server requires client
certificates for all requests. The server
behaves as described for Request
Client Certificates, except that the
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For this parameter...

Specify...

Use ldentity Provider

Request Kerberos
Ticket

Require Kerberos
Ticket

client must always provide a
certificate.

Integration Server uses an OpenlD
Provider to authenticate requests.
Integration Server redirects all requests
sent to this port to the OpenID
Provider specified in Identity
Provider.

Integration Server looks for a Kerberos
ticket in the HTTPS Authorization
header using the Negotiate
authentication scheme. If it does not
find the ticket, Integration Server tries
to authenticate using the client
certificates from the SSL handshake. If
there are no client certificates,
Integration Server, uses user name and
password for basic authentication. If
the client does not provide any
authentication information, Integration
Server returns an HTTP
WWW-Authenticate header with
negotiate scheme to the client
requesting for authentication
information. If the client provides the
required authentication information,
Integration Server verifies and
validates the request.

Integration Server looks for a Kerberos
ticket in the HTTPS Authorization
header using the Negotiate
authentication scheme. If it does not
find the ticket, Integration Server fails
the authentication. If the client does
not provide any authentication
information, Integration Server returns
an HTTP WWW-Authenticate header
with negotiate scheme to the client
requesting for authentication
information. If the client provides the
required authentication information,
Integration Server verifies and
validates the request.
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For this parameter... Specify...
Kerberos Properties Kerberos properties are used to enable Kerberos authentication
(Optional) by providing Kerberos-related details that will be used for

handling service requests that come with a Kerberos ticket. For
information on configuring Kerberos authentication, see
“Kerberos Authentication” on page 517.

JAAS Context

Principal

Principal Password

Retype Principal
Password

Specify the custom JAAS context used
for Kerberos authentication.

In the following example, JAAS
Context is KerberosClient:

KerberosClient {
com.sun.security.auth.module.
Krb5LoginModule required
useKeyTab=true
keyTab=alice.keytab;

}s

The is_jaas.cnf file distributed with
Integration Server includes a JAAS
context named
IS_KERBEROS_INBOUND that can be
used with inbound requests.

Specify the name of the principal to
use for Kerberos authentication.

Specity the password for the principal
that is used to authenticate the
principal to the KDC. Specity the
principal password if you do not want
to use the keytab file that contains the
principals and their passwords for
authorization. The passwords may be
encrypted using different encryption
algorithms.

If the JAAS login context contains
useKeyTab=false, you must specify the
principal password.

Re-enter the principal password.
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For this parameter...

Specify...

Service Principal Name Displays username, which indicates

Format that the principal name of the service
is represented as a named user defined
in the LDAP or central user directory
used for authentication to the KDC.

Service Principal Name Specify the name of the principal used
with the service that the Kerberos
client wants to access. Specify the
Service Principal Name in the
following format:

principal-name. instance-name@realm-name

8. Under Listener Specific Credentials, enter the following information:

Note:

Use these settings only if you want to use a different set of credentials from the ones specified

on the Certificates Screen.

For this parameter...

Specify...

Keystore Alias

Key Alias

Truststore Alias

9. Click Save Changes.

Optional. A user-specified, text identifier for an Integration
Server keystore.

The alias points to a repository of private keys and their
associated certificates. Although each listener points to one
keystore, there can be multiple keys and their certificates in the
same keystore, and more than one listener can use the same
keystore alias.

For more information, see “Creating Keystore Aliases” on
page 481.

Optional. The alias for the private key, which must be stored in
the keystore specified by the above keystore alias.

Optional. The alias for the truststore. The truststore must contain
the trusted root certificate for the CA that signed Integration
Server certificate associated with the key alias. The truststore
also contains the list of CA certificates that Integration Server
uses to validate the trust relationship.

10. On the Ports screen, click Edit to change the Access Mode if necessary. You may Set Access
Mode to Allow by Default or Reset to default access settings.
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For more information about setting access mode for a port and controlling IP access for a port,
see “Controlling Access to Resources by Port” on page 487

11. On the Ports screen, also check the list of ports to ensure that the status in the Enabled column
is Yes. If it is not, click No to enable the port.

About File Polling Ports

A file polling port periodically polls a monitoring directory for the arrival of files. Integration
Server then runs a special file processing service against the file. A file polling port and processing
works in the following way:

1. Afile polling port on Integration Server periodically polls a monitoring directory for the arrival
of files. Each file polling port polls only one monitoring directory.

2. When it detects a new file, Integration Server moves the file to a working directory. Integration
Server renames the file to include a random internal counter which ensures file name
uniqueness. The resulting filename in the working directory adheres to the following naming
convention: FilePolling.<counter>.<file_Name>

Note:
All files in the working, completion, and error directory follow the above naming convention.

3. Integration Server executes the file processing service specified for the port. The service might
parse, convert, and validate the file then write it to the file system. This service, which you
write, is the only service that can be invoked through this port.

4. One of the following happens depending on whether or not the service processes the file
successfully:

m If processing of file completes successfully, Integration Server moves the file to the
completion directory.

m [If processing of the file ends with an error, Integration Server moves the file to an error
directory.

5. Integration Server cleans up the completion and error directories at a regular interval. You
can configure the how old a file must be before it can be removed from the completion or error
directories and how frequently Integration Server cleans up the completion and error directories.

Note:

If Integration Server shuts down or becomes unavailable before completing processing of a file
in the working directory, the file remains in the working directory after restart. Integration
Server will not restart or resume processing of a file left in the working directory. The
administrator needs to decide whether or not to move the file from the working directory to
the monitoring directory or to delete the file.

In a cluster of Integration Servers or non-clustered group of Integration Servers, file polling works
much the same way as it does on an individual Integration Server. The only difference is that more
than one Integration Server polls the monitoring directory. Once an Integration Server in a group
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retrieves a file from the monitoring directory, the file is not available to other Integration Servers
in the group.

To configure file polling, you must do the following:

®  Set up the Monitoring Directory on Integration Server. Other directories used for file polling
are automatically created by Integration Server.

m  Write a file processing service and make it available to Integration Server. See webMethods
Service Development Help and the Flat File Schema Developer’s Guide for examples of such services.

m  Set up the file polling port on Integration Server.

Adding a File Polling Port

Use the following procedure to add a file polling port to Integration Server.

To add a file polling port

—_

Open Integration Server Administrator if it is not already open.

2. Inthe Security menu of the Navigation panel, click Ports.

3. Click Add Port.

4. Inthe Add Port area of the screen, select webMethods /FilePolling.

5. Click Submit. Integration Server Administrator displays a screen requesting information about
the port.

6. Under Package, enter the following information:

For this parameter...  Specify...
Package Name The package associated with this port.

When you enable the package, the server enables the port.
When you disable the package, the server disables the port. If
you are performing special file handling, specify the package
that contains the services that perform that processing. If you
want to process flat files from this port, select WmFlatFile,

which contains built-in services you can use to process flat
files.

Note:

If you replicate this package, whether to a server on the
same machine or a server on a separate machine, a file
polling port with the same settings is created on the target
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For this parameter...  Specify...

server. If a file polling port already exists on the target
server, its settings remain intact. If the original and target
servers reside on the same machine, they will share the same
monitoring directory. If the target server resides on another
machine, by default, another monitoring directory will be
created on the target server's machine.

Alias An alias for the port that is unique for this Integration Server.
An alias must be between 1 and 255 characters in length and
include one or more of the following: letters (a -z, A-Z),
numbers (0-9), underscore (_), period (.), and hyphen (-).

Description A description of the port.

7. Under Polling Information, enter the following information:

For this parameter... Specify...
Monitoring Directory Directory on Integration Server that you want to monitor for
files.

Working Directory (optional) Directory on Integration Server to which the server should
move files for processing after they have been identified in the
Monitoring Directory. Files must meet age and file name
requirements before being moved to the Working Directory.
The default sub-directory, MonitoringDirectory \ . . \Work, is
automatically created if no directory is specified.

Completion Directory Directory on Integration Server to which you want files moved
(optional) when processing is completed in the Monitoring Directory or
Working Directory. The default sub-directory,

MonitoringDirectory \ . .\Done, is automatically created if no
directory is specified.

Note:

You can instruct Integration Server to append a time stamp
to a file before moving it to the Completion Directory. To
do this, update the properties.cnf file to include
appendTimeStampToFileName=true. The resulting name
follows this convention:
FilePolling.<timestamp>.<counter>.<file_Name>

The properties.cnf file is located here:
Integration Server_directory
\instances\ instanceName\ packages\ WmFlatFile\ config

If the properties.cnf file does not exist, create it.
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For this parameter...

Specify...

Error Directory (optional)

File Name Filter (optional)

File Age (optional)

Content Type

Directory on Integration Server to which you want files moved
when processing fails. The default sub-directory,
MonitoringDirectory \ . .\Error, is automatically created if no
directory is specified.

The file name filter for files in the Monitoring Directory.
Integration Server only processes files that meet the filter
requirements. If you do not specify this field, all files will be
polled. You can specify pattern matching in this field.

The minimum age (in seconds) at which a file in the Monitoring
Directory can be processed. Integration Server determines file
age based on when the file was last modified on the monitoring
directory. You can adjust this age as needed to make sure the
server does not process a file before the entire file has been
copied to the Monitoring Directory. The default is 0.

Content type to use for the file. The server uses the content
handler associated with the content type specified in this field.
If no value is specified, Integration Server performs MIME
mapping based on the file extension.

The File Polling port handles XML content in the following
manner:

m  [f the Content Type is 'text/xml', the XML content is passed
as node' {com.wm.lang.xml.Document} to the pipeline.

m  If the Content Type is not set, the default MIME mapping
of 'text/xml' is used. In this case also, the XML content is
passed as 'node' {com.wm. lang.xml.Document} to the pipeline.

m [f the Content Type is 'application/xml’, the XML content
is passed as 'ffdata' {java.io.BufferedInputStream} to the
pipeline.

Note:

To override the default encoding, update the properties.cnf
file to include filepollingport=encodingType where
encodingType is the encoding that you want the flat file parser
to use for parsing XML files.

The properties.cnf file is located here:
Integration Server_directory
\instances\ instanceName\ packages\ WmFlatFile\ config

If the properties.cnf file does not exist, create it.
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For this parameter...

Specify...

Allow Recursive Polling

Enable Clustering

Lock File Extension
(optional)

Number of files to process
per interval (optional)

Whether Integration Server is to poll all sub-directories in the
Monitoring Directory. Select Yes or No.

Whether Integration Server should allow clustering in the
Monitoring Directory. Select Yes or No.

Defines the polling for a particular extension. The default is
lock.

Specifies the maximum number of files that the file polling
listener can process per interval. When you specify a positive
integer, the file polling listener processes only that number of
files from the monitoring directory. Any files that remain in
the monitoring directory will be processed during subsequent
intervals. If you specify -1 or do not specify a value, the listener
processes all of the files in the monitoring directory. The default
is -1.

8. Under Security, in the Run services as user parameter, specify the user name you want to
use to run the services assigned to the file polling directory. Click @ to lookup and select a
user. The user can be an internal or external user.

9. Under Message Processing, supply the following information:

For this parameter...

Specify...

Enable

Processing Service

File Polling Interval

Log Only When Directory
Availability Changes

Whether to enable (Yes) or disable (No) this file polling port.

Name of the service you want Integration Server to execute
for polled files. The server executes this service when the file
has been copied to the Working directory. This service should
be the only service available from this port.

Important:

If you change the processing service for a file polling port,
you must also change the list of services available from this
port to contain just the new service. See below for more
information.

How often (in seconds) you want Integration Server to poll the
Monitoring Directory for files.

If you select No (the default), the listener will log a message
every time the monitoring directory is unavailable.

If you select Yes, the listener will log a message in either of
the following cases:
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For this parameter...

Specify...

Directories are an NFS
Mounted File System

Cleanup Service (Optional)

Cleanup At Startup

®  The directory was available during the last polling attempt
but not available during the current attempt

m  The directory was not available during the last polling
attempt but is available during the current attempt

For use on a UNIX system where the monitoring directory,
working directory, completion directory, and/or error directory
are network drives mounted on the local file system.

If you select No (the default), the listener will call the Java
File.renameTo() method to move the files from the monitoring
directory to the working directory, and from the working
directory to the completion and/or error directory.

If you select Yes, the listener will first call the Java
File.renameTo() method to move the files from the monitoring
directory. If this method fails, the listener will then copy the
files from the monitoring directory to the working directory
and delete the files from the monitoring directory. This
operation will fail if either the copy action or the delete action
fails. The same behavior applies when moving files from the
working directory to the completion and/or error directory.

The name of the service that you want to use to clean up the
directories specified under Polling Information.

Whether to clean up files that are located in the Completion
Directory and Error Directory when the file polling port is
started.

Cleanup File Age (Optional) The number of days to wait before deleting processed files

Cleanup Interval (Optional)

Maximum Number of
Invocation Threads

10. Click Save Changes.

from your directories. The default is 7 days.

How often (in hours) you want Integration Server to check the
processed files for cleanup. The default is 24 hours

The number of threads you want Integration Server to use for
a port. You can specify a value between 1 and 10, inclusive.

11. Make sure the port's access mode is properly set and that the file processing service is the only
service accessible from the port.

a. Inthe Ports screen, click Edit in the Access Mode field for the port you just created.

b. Click Set Access Mode to Deny by Default.
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c. Click Add Folders and Services to Allow List.

d. Type the name of the processing service for this port in the text box under Enter one folder
or service per line.

e. Remove any other services from the allow list.

f. Click Save Additions.

Note:

If you change the processing service for a file polling port, remember to change the
Allow List for the port as well. Follow the procedure described above to alter the allowed
service list.

Adding an FTPS Port

The FTPS (FTP over SSL) port enables the server to authenticate the FTP client and server in a
secure manner, and encrypt the control and data exchange between the FTP client and server.

Keep the following points in mind when configuring an FTPS port:
m  FTPS clients are always prompted for a userid and password.

= By default, the FTPS port will work only with secure clients. A secure client is a client that
secures the connection by issuing the AUTH command. You also can configure the FTPS
listener to operate with clients that are not secure.

®  You can configure the FTPS port to use its own certificate or use Integration Server certificate,
or to request or require client certificates. In addition, you can configure the listener to use a
private key and certificate chain residing in a keystore (file- or SmartCard/HSM-based). For
more information about client certificates, see “Authenticating Clients” on page 515.

m By default, Integration Server does not perform certificate mapping for FTPS ports. To use this
feature, you must set the watt.net.ftpUseCertMap configuration property to true. For more
information about how client authentication works for FTPS ports, see “Authenticating
Clients” on page 515. For more information about certificate mapping, see “Importing a
Certificate (Client or CA Signing Certificate) and Mapping It to a User” on page 519.

®  When a user logs in through an FTPS port, Integration Server can place the user in the default
FTP root directory or in the client user directory. Integration Server chooses the directory based
on the setting of the watt.server.login.userFtpDir parameter. For more information, see “Server
Configuration Parameters” on page 1017.

To add an FTPS port

—_

Open Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click Ports.
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3.

4.

Click Add Port.

In the Add Port area of the screen, select webMethods /FTPS.

5. Click Submit. Integration Server displays a screen requesting information about the port. Enter

the following information:

For this parameter...

Specify...

Enable

Port

Alias

Description

Package Name

Bind Address (optional)

Passive Mode Listen
Address (optional)

Select whether to enable (Yes) or disable (No) this FTPS port.

The number you want to use for the port. Select a number that
is not already in use on this host machine.

Important:

If you are running multiple Integration Servers on the same
host machine, make sure the port numbers used on each
server are unique.

An alias for the port that is unique for this Integration Server.
An alias must be between 1 and 255 characters in length and
include one or more of the following: letters (a -z, A-Z),
numbers (0-9), underscore (_), period (.), and hyphen (-).

A description of the port.

Package associated with this port. When you enable the
package, the server enables the port. When you disable the
package, the server disables the port.

If you replicate this package, Integration Server creates a port
with this number and the same settings on the target server.
If a port with this number already exists on the target server,
its settings remain intact. This feature is useful if you create an
application that expects input on a specific port. The application
will continue to work after it is replicated to another server.

IP address to which to bind this port. Specify a bind address
if your machine has multiple IP addresses and you want the
port to use this specific address. If you do not specify a bind
address, the server picks one for you.

Address to be sent by the PORT command. You can specify a
host name or IP address.

Note:

This option is not applicable when the FTPS port is bound
to an IPv6 address. In that case, the passive mode listen
address is the same as the port bind address.
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For this parameter... Specify...

When running in passive mode, the FTPS port sends a PORT
command to the FTPS client. The PORT command specifies
the address and port to which the client should connect to
create a data connection. If the FTPS port is behind a NAT
server, however, the address of the host on which Integration
Server runs is not visible to the FTPS client. Consequently the
PORT command does not contain the information the client
needs to connect to the server. To remedy this situation, you
can specify a value for the watt.net.ftpPassiveLocalAddr
property in the server configuration file (server.cnf), which is
located in the Integration Server_directory

\instances \ instance_name\ config directory (see “Server
Configuration Parameters” on page 1017).

Alternatively, you can use the Passive Mode Listen Address
field to specify the passive mode address for an individual
FTPS port. That way, you can specify a different passive mode
address for each FTPS port. If an address is specified in the
Passive Mode Listen Address field and in the
watt.net.ftpPassiveLocalAddr property, the PORT command
uses the value specified in the watt.net.ftpPassiveLocalAddr

property.

Secure Clients Only Select this check box to prevent the FTPS listener from
operating with non-secure clients.

6. Under Security Configuration, enter the following information:

For this parameter... Specify...

Use JSSE If this port should support TLS 1.1 or TLS 1.2, click Yes to create
the port using the Java Secure Socket Extension (JSSE) library.
The default is Yes.

If you set this value to No, the port supports only SSL 3.0 and
TLS 1.0 and Entrust IAIK library is used to create the outbound
FTPS connection.

Note:

To control the cipher suites used on Integration Server ports
that use JSSE and handle inbound requests, set the
watt.net.jsse.server.enabledCipherSuiteList. For more
information, see “Server Configuration Parameters” on
page 1017.
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For this parameter... Specify...

Client Authentication The type of client authentication you want Integration Server
to perform for requests that arrive on this FTPS port. Select one

of the following;:

Option

Description

Username/Password

Request Client
Certificates

Require Client
Certificates

Integration Server prompts the client
for a user ID and password.

Integration Server requests client
certificates for all requests. If the client
does not provide a certificate, the
server prompts the client for a userid
and password. If the client provides a
certificate:

m  The server checks whether the
certificate exactly matches a client
certificate on file and is signed by
a trusted authority. If so, the client
is logged in as the user to which
the certificate is mapped in
Integration Server. If not, the client
request fails, unless central user
management is configured.

m  If central user management is
configured, the server checks
whether the certificate is mapped
to a user in the central user
database. If so, the server logs the
client on as that user. If not, the
client request fails.

Integration Server requires client
certificates for all requests. The server
behaves as described for Request
Client Certificates, except that the
client must always provide a
certificate.

7. Under Listener Specific Credentials, enter the following information:

Note:

Use these settings only if you want to use a different set of credentials from the ones specified

on the Certificates Screen.
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For this parameter... Specify...

Keystore Alias Optional. A user-specified, text identifier for an Integration
Server keystore.

The alias points to a repository of private keys and their
associated certificates. Although each listener points to one
keystore, there can be multiple keys and their certificates in
the same keystore, and more than one listener can use the same
keystore alias.

For more information, see “Creating Keystore Aliases” on
page 481.

Key Alias Optional. The alias for the private key, which must be stored
in the keystore specified by the above keystore alias.

Truststore Alias Optional. The alias for the truststore. The truststore must
contain the trusted root certificate for the CA that signed
Integration Server certificate associated with the key alias. The
truststore also contains the list of CA certificates that
Integration Server uses to validate the trust relationship.

8. Click Save Changes.

9. On the Ports screen, click Edit to change the Access Mode if necessary. You may Set Access
Mode to Allow by Default or Reset to default access settings.

For more information about setting access mode for a port and controlling IP access for a port,
see “Controlling Access to Resources by Port” on page 487

10. On the Portsscreen, also check the list of ports to ensure that the status in the Enabled column
is Yes. If it is not, click No to enable the port.

Adding an FTP Port

Using an FTP port, you can move files to and from Integration Server. Complete the instructions
below to configure an FTP port.

When a user logs in through an FTP port, Integration Server can place the user in the default FTP
root directory or in the client user directory. Integration Server chooses the directory based on the
setting of the watt.server.login.userFtpDir parameter. For more information, see “Server
Configuration Parameters” on page 1017.

To add an FTP port

1. Open Integration Server Administrator if it is not already open.
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2. In the Security menu of the Navigation panel, click Ports.

3. Click Add Port.

4. In the Add Port area of the screen, select webMethods /FTP.

5. Click Submit. Integration Server displays a screen requesting information about the port. Enter

the following information:

For this parameter...

Specify...

Port

Alias

Description

Package Name

Bind Address (optional)

Passive Mode Listen
Address (optional)

The number you want to use for the port. Select a number that
is not already in use on this host machine.

Important:

If you are running multiple Integration Servers on the same
host machine, make sure the port numbers used on each
server are unique.

An alias for the port that is unique for this Integration Server.
An alias must be between 1 and 255 characters in length and
include one or more of the following: letters (a -z, A-Z),
numbers (0-9), underscore (_), period (.), and hyphen (-).

A description of the port.

Package associated with this port. When you enable the
package, the server enables the port. When you disable the
package, the server disables the port.

If you replicate this package, Integration Server creates a port
with this number and the same settings on the target server.
If a port with this number already exists on the target server,
its settings remain intact. This feature is useful if you create an
application that expects input on a specific port. The application
will continue to work after it is replicated to another server.

IP address to which to bind this port. Specify a bind address
if your machine has multiple IP addresses and you want the
port to use this specific address. If you do not specify a bind
address, the server picks one for you.

The address that should be sent by the PORT command. A
host name or IP address can be specified.

Note:

This option is not applicable when the FTP port is bound to
an IPv6 address. In that case, the passive mode listen address
is the same as the port bind address.
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For this parameter... Specify...

When running in passive mode, the FTP port sends a PORT
command to the FTP client. The PORT command specifies the
address and port to which the client should connect to create
a data connection. If the FTP port is behind a NAT server,
however, the address of the host on which Integration Server
runs is not visible to the FTP client. Consequently the PORT
command does not contain the information the client needs to
connect to the server. To remedy this situation, you can specify
a value for the watt.net.ftpPassiveLocal Addr property in the
server configuration file (server.cnf), which is located in the
Integration Server_directory \instances\instance_name\ config
directory (see “Server Configuration Parameters” on page 1017).

Alternatively, you can use the Passive Mode Listen Address
field to specify the passive mode address for an individual FTP
port. That way, you can specify a different passive mode
address for each FTP port. If an address is specified in the
Passive Mode Listen Address field and in the
watt.net.ftpPassiveLocalAddr property, the PORT command
uses the value specified in the watt.net.ftpPassiveLocalAddr

property.
6. Click Save Changes.

7. On the Ports screen, click Edit to change the Access Mode if necessary. You may Set Access
Mode to Allow by Default or Reset to default access settings.

For more information about setting access mode for a port and controlling IP access for a port,
see “Controlling Access to Resources by Port” on page 487

8. Onthe Ports screen, also check the list of ports to ensure that the status in the Enabled column
is Yes. If it is not, click No to enable the port.

Adding an E-Mail Port

By setting up one or more e-mail ports on your Integration Server, you can receive client requests
through an e-mail server (POP3 or IMAP). The client builds an e-mail that contains the name of
the service to run and parameters to pass to the service. The e-mail can also contain user ID and
password information.

Before adding an e-mail port, review the information in “Security Considerations for E-Mail
Ports” on page 189.

To add an e-mail port

1. Open Integration Server Administrator if it is not already open.
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In the Security menu of the Navigation panel, click Ports.

Click Add Port.

In the Add Port area of the screen, select webMethods /E-mail.

Click Submit. Integration Server displays the Edit E-mail Client Configuration screen

requesting information about the port.

Under Package, specify the following information:

For this parameter...

Package Name

Alias

Description

Specify...

The package associated with this port. When you enable
the package, the server enables the port. When you
disable the package, the server disables the port.

If you replicate this package, Integration Server creates
a port with this number and the same settings on the
target server. If a port with this number already exists on
the target server, its settings remain intact. This feature
is useful if you create an application that expects input
on a specific port. The application will continue to work
after it is replicated to another server.

An alias for the port that is unique for this Integration
Server. An alias must be between 1 and 255 characters in
length and include one or more of the following: letters
(a-z, A-Z), numbers (0-9), underscore (_), period (.), and
hyphen (-).

A description of the port.

7. Under Server Information, supply the following information:

For this parameter...

Specify...

Enable Whether to enable (Yes) or disable (N0) the e-mail port. The port
can receive requests only when it is enabled.

Type Type of mail server. Select POP3 or IMAP.

Host Name Name of the machine on which the POP3 or IMAP server is
running.

Port Port on the e-mail server to which Integration Server is to connect.
For a POP3 mail server, the defaults are 110 for explicit SSL and
995 for implicit SSL.
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For this parameter...

Specify...

User Name

Authentication

Password

Auth URL

Client ID

Client Secret

Scope

For an IMAP mail server, the defaults are 143 for explicit SSL
and 993 for implicit SSL.

User name that identifies you to the e-mail server.

The type of authentication that Integration Server should use to
connect to the specified e-mail server. Select Basic
Authentication or OAuth.

m  Select Basic Authentication if you want to authenticate the
user on the specified e-mail server with only login credentials
(username and password).

m  Select OAuth to authenticate the user on the specified e-mail
server using the credentials issued by the OAuth server.

Note:

Only the Authorization Code grant type is supported for
OAuth.

Note:

To obtain the OAuth credentials for Integration Server,
you must first register Integration Server with the OAuth
Server. For details about registering an application and
obtaining the OAuth credentials, see your authorization
server's documentation. If you are using Microsoft Azure
Active Directory as your OAuth server, see this article.

The password associated with the username that identifies you
on the e-mail server. This field applies only to Basic
Authentication.

The URL of the endpoint that Integration Server must use to
request authorization code. This field applies only to OAuth.

The unique public identifier that the OAuth server generates for

Integration Server during registration. This field applies only to
OAuth.

The unique string that the OAuth server provides to Integration
Server during registration. It is only known to Integration Server
and the OAuth server. This field applies only to OAuth.

The e-mail server access permissions configured for Integration
Server during registration. You can specify multiple scopes
separated by a space. This field applies only to OAuth.
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For this parameter...

Specify...

Access Token URL

Redirect URL

Authorization Code

Access Token Expiry
Time

Transport Layer Security

The URL of the endpoint that Integration Server must use to
request an access token from the OAuth server. This field applies
only to OAuth.

The URL that the OAuth server must use to send authentication
responses to Integration Server.

m If you are accessing Integration Server locally, enter the
redirect URLs in one of the applicable formats:

http://localhost: {port}/WmRoot/security-oauth-get-authcode.dsp
or
https://localhost: {port}/WmRoot/security-oauth-get-authcode.dsp

= If you are accessing Integration Server remotely, use
https://{ISHostName} : {port}/WmRoot/security-oauth-get-authcode.dsp.

This field applies only to OAuth.

Click Get Authorization Code to receive a unique string from
the OAuth Server that Integration Server requires to request an
access token.

Note:
Whenever you edit the OAuth credentials for an email port,
ensure to get the authorization code.

Specifies the time until when an access token issued to
webMethods Integration Server is valid. This field applies only
to OAuth. This is a read-only field and is generated based on the
access token.

Type of SSL encryption that Integration Server uses when
communicating with an e-mail server. You can configure the port
to use explicit, implicit, or no Transport Layer Security.

Specify... To...

None Default. Use a non-secure mode when
communicating with an e-mail server.

When you specify None, the e-mail server
authenticates the e-mail client using only the
username and password.

Explicit Use explicit security when communicating with
an e-mail server. With explicit security,
Integration Server establishes an un-encrypted
connection to the e-mail server and then upgrades
to the secure mode.
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For this parameter... Specify...

With explicit Transport layer Security, Integration
Server can communicate with e-mail servers that
support and do not support SSL encryption. If
the e-mail server does not support Transport
Layer Security, Integration Server will disconnect
the connection established to the e-mail server.
You can then establish an un-secure connection
with the e-mail server by selecting the None
option in the Transport Layer Security field and
enabling the port.

Implicit Use implicit security when communicating with
an e-mail server. With implicit security,
Integration Server always establishes an
encrypted connection to the e-mail server. Only
clients that support SSL will be permitted access.

Truststore Alias (optional) Optional. Alias for the truststore that contains certificates
presented by the e-mail server to Integration Server. If you do
not select a truststore alias, the default truststore alias specified
in the watt.security.trustStoreAlias property will be used. For
more information about this property, see “watt.security.” on
page 1048. For more information about truststore alias, see
“Creating Truststore Aliases” on page 482.

Time Interval How often (in seconds) Integration Server is to check for e-mails
in the POP3 or IMAP server.

Log out after each mail  For use with IMAP and multithreading only. If you select Yes,

check Integration Server logs out a read-only thread to the IMAP mail
server after checking for mail on that thread. The main read/write
thread to the IMAP server remains intact. If you select No, all the
read-only threads remain intact. Select Yes if your IMAP server
restricts the number of connections it will allow to remain logged
in.

Note:
OAuth-based authentication for email ports was introduced for PIE-66302 in
IS 10.5 Core_ Fix7.

8. Under Security, provide the following information:

For this parameter... Specify...

Run services as user If you select Yes in the Require authentication within message
field, the Run services as user field remains blank because
Integration Server expects the user name and password to be in
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For this parameter...

Specify...

Require authentication
within message

Use JSSE

the e-mail. If you select No in the Require authentication within
message field, you must enter the user under which the service
is to run on Integration Server.

If you select Yes, Integration Server checks for $user and $pass
parameters in the Subject line of the e-mail. The user name is the
user under which the service is to run on Integration Server. If
you select No, you must specify the user in the Run services as
user field above.

When you select No, @ appears next to this field. Click @ to look
up and select a user. The user can be an internal or external user.

Select Yes to use the JSSE library to create a port that supports
TLS 1.1 or TLS1.2.

Select No to use the Entrust IAIK library to create a port that
supports only SSL 3.0 and TLS 1.0.

Note:
JSSE library support introduced for PIE-61569 in
IS 10.5_Core_ Fix4.

9. Under Message Processing, complete the following information:

For this parameter...

Specify...

Global Service (optional)

Default Service (optional)

Send reply e-mail with
service output

Send reply e-mail on error

Service to be executed on Integration Server. This field
overrides a service specified in the Subject line of the e-mail.

Service to be executed if the e-mail does not provide a valid
service in the Subject line and the Global Service field is blank.

Click Yes if you want Integration Server to send any output
generated by the service to the original sender in an e-mail
attachment. Click No if you do not want to do so. If the original
e-mail contained multiple attachments, the reply contains an
equal number of attachments.

Click Yes if you want Integration Server to report any errors
that occurred during service execution to the original sender
in the Body portion of an e-mail. Click No if you do not want
to do so.

Note:

For more information about sending e-mail notifications
when errors occur, see “Sending Messages About Critical
Issues to E-mail Addresses” on page 220.
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For this parameter... Specify...
Delete valid messages Click Yes if you want to delete a valid e-mail from the IMAP
(IMAP only) server once Integration Server has successfully received the

e-mail. This setting helps prevent e-mails from accumulating
on the IMAP server, possibly affecting disk space and
performance. Integration Server always deletes e-mails on a
POP3 server. Click No if you want to retain the e-mails on the

IMAP server.
Delete invalid messages  Click Yes if you want to delete invalid e-mails from the IMAP
(IMAP only) server. Click No if you do want to remove these e-mails from
the server.

Invalid e-mails are those that reference services that cannot be
invoked. For example, if the referenced service does not exist,
the server will delete the e-mail. If the service was invoked,
but encountered errors, the server considers the associated
e-mail to be valid.

This setting helps prevent invalid e-mails from accumulating
on the IMAP server, possibly affecting disk space and
performance. Integration Server always deletes e-mails on a
POP3 server.

Multithreaded processing Click Yes if you want Integration Server to use multiple threads

(IMAP only) for this port. This setting allows the port to handle multiple
requests at once and avoid a bottleneck. Click No if you do not
need this feature.

Number of threads if Tells Integration Server the number of threads to use for this
multithreading is turned on. port. The default is set to 0.

Note:

If the e-mail port is configured to allow multithreading and
if the e-mail port receives a large number of messages in a
short period of time, the e-mail port will monopolize the
server thread pool for retrieving and processing messages.
This will slow down the performance of Integration Server.
To avoid this, you can limit the number of threads used to
process messages received by the e-mail port by setting the
watt.server.email.waitForServiceCompletion property. For
more information about this property, see “Server
Configuration Parameters” on page 1017.

Invoke service for each part Specifies whether Integration Server invokes the service for
of multipart message each part of a multi-part message or just once for the entire
message.
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10.

For this parameter... Specify...

If you specify No, the entire e-mail is passed to the appropriate
content handler and then to the specified service for execution.
When you send an entire multi-part e-mail, make sure the
server includes the e-mail headers from the beginning of the
message, so that the content handler and/or service knows how
to process the content type headers included in each part of
the e-mail. See Include e-mail headers when passing
message to content handler below.

If you specify Yes, Integration Server treats each part of the
message individually. That is, Integration Server sends each
part to the content handler and then to the specified service.
When you specify Yes, you probably do not want to include
the e-mail headers from the beginning of the message, because
each section has its own headers that the content handler and/or
the service already knows how to process. See Include e-mail
headers when passing message to content handler below.

Include e-mail headers Specifies whether Integration Server includes the e-mail headers
when passing message to when passing an e-mail message to the content handler. The
content handler e-mail headers are typically found at the beginning of an e-mail

message. Specify Yes if you are processing a multi-part
message as a single message. This ensures that the content
handler and/or service can properly process the body of the
e-mail. Specify No if you are processing the different parts of
an e-mail individually. If you are processing a single-part
e-mail, you probably do not want to include e-mail headers.

E-mail body contains URL Specifies how Integration Server treats input parameters it

encoded input parameters findsin e-mail messages. With this value set to Yes, Integration
Server considers a string such as ?one=1+two=2 to be a URL
encoded input parameter. It then decodes this string into an
IData object, puts it into the pipeline, and passes it to the
service. With this value set to No, Integration Server treats the
string as plain text and passes it to the appropriate content
handler.

Note:
Once Integration Server successfully processes an email message, the email message is not
re-processed if moved across folders.

Click Save Changes. If you have configured OAuth, Integration Server receives the access
token and displays the Access Token Expiry Time.

Note:
Whenever you create or edit an email port, you must clear the browser cache. This applies
only if you are using the OAuth authentication type.
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11. On the Ports screen, click Edit to change the Access Mode if necessary. You may Set Access
Mode to Allow by Default or Reset to default access settings.

Note:
If you set port access restrictions, be sure the watt.net.email.validateHost server configuration
property is set to true, so Integration Server honors your IP access restrictions.

For more information about setting access mode for a port and controlling IP access for a port,
see “Controlling Access to Resources by Port” on page 487

12. On the Ports screen, also check the list of ports to ensure that the status in the Enabled column
is Yes. If it is not, click No to enable the port.

Security Considerations for E-Mail Ports

Passing a userid and password in an e-mail presents a possible security exposure. While the e-mail
resides on the POP3 or IMAP server, someone might be able to access the information in the e-mail
using the userid and password. To make your communication with the e-mail server secure, you
can configure Integration Server to use either explicit or implicit Transport Layer Security (TLS)
through Secure Sockets Layer (SSL). Integration Server uses client certificates for implementing
Transport Layer Security and authenticates the connection using the userid and password.

Adding an HTTP Diagnostic Port

The diagnostic port is a special port that uses threads from a dedicated thread pool to accept
requests via HTTP. The diagnostic port uses a dedicated thread pool so that you can access
Integration Server when it becomes unresponsive.

When you install Integration Server, it automatically creates the diagnostic port at 9999. If another
port is running on that Integration Server at 9999, the server will disable the diagnostic port at
startup.

Each Integration Server can have only one diagnostic port. If you want to add a new diagnostic
port, you must delete the existing port first. For information about how to delete a port, see
“Deleting a Port” on page 205.

If you are running multiple Integration Servers on the same machine, you specified the diagnostic
port number for each server instance during the instance creation process. If the diagnostic port
numbers are not unique between Integration Server instances, the first Integration Server to start
on the machine will have a functioning diagnostic port, but Integration Servers that start after the
first one will not. For more information about running multiple Integration Servers on the same
machine, see “Running Multiple Integration Server Instances” on page 63.

For more information about the diagnostic port, see “Diagnosing the Integration Server ” on
page 937.

To add an HTTP diagnostic port
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Open Integration Server Administrator if it is not already open.

In the Security menu of the Navigation panel, click Ports.

Click Add Port.

Under Add Port, select HTTP Diagnhostic.

Click Submit.

On the Edit Diagnostic Port Configuration screen, enter the following information:

For this parameter

Specify

Port

Alias

Description

Package Name

The number you want to use for the diagnostic port. Select a
number that is not already in use on this host machine.

Note:
The watt.server.diagnostic.port server configuration
parameter overrides this port number.

Important:

If you are running multiple Integration Servers on the same
host machine, make sure the diagnostic port number on each
server is unique.

An alias for the port that is unique for this Integration Server.
An alias must be between 1 and 255 characters in length and
include one or more of the following: letters (a -z, A-Z), numbers
(0-9), underscore (_), period (.), and hyphen (-).

A description of the port.

The package associated with this port. The default package is
WmRoot. When you enable the package, the server enables the
port. When you disable the package, the server disables the port.

If you replicate this package, Integration Server creates a port
with this number and the same settings on the target server. If
a port with this number already exists on the target server, its
settings remain intact. This feature is useful if you create an
application that expects input on a specific port. The application
will continue to work after it is replicated to another server.

Note:

You cannot change the Package Name associated with this
port. The diagnostic port must always be associated with the
WmRoot package.
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For this parameter Specify

Bind Address (optional)  The IP address to which you want to bind this port. Specify a
bind address if your machine has multiple IP addresses and you
want the port to use a specific address. If you do not specify a
bind address, the server picks one for you.

Backlog The number of requests that can remain in the queue for an
enabled port before Integration Server begins rejecting requests.
The default is 200. The maximum value is 65535.

Note:
This parameter does not apply to disabled ports. Integration
Server refuses requests sent to disabled ports.

Keep Alive Timeout When to close the connection if the server has not received a
request from the client within this timeout value (in
milliseconds); or when to close the connection if the client has
explicitly placed a close request with the server.

Threadpool Whether the listener will use this pool exclusively for dispatching
requests. The existing Integration Server thread pool is a global
thread pool. If there is a very high load on this resource, the user
may have to wait for the global thread pool to process his
request. However, with the private thread pool option enabled,
requests coming into this port will not have to compete with
other server functions for threads.

Click Enable to enable the private thread pool settings. You can
change or accept the default settings given below:

Threadpool Min refers to the minimum number of threads for
this private threadpool. The default is 1.

Threadpool Max refers to the maximum number of threads for
this private threadpool. The default is 5.

Threadpool Priority refers to the Java thread priority. The
default is 5.

Important:
Use this setting with extreme care because it will affect server
performance and throughput.

If you do not need to use the Threadpool feature, click Disable.

When you view the port’s details, the server reports the total
number of private threadpool threads currently in use for the
port.

7. Under Security Configuration, enter the following information:
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For this parameter...

Specify...

Client Authentication

The type of client authentication you want Integration Server
to perform for requests that arrive on this HTTP port. Select one

of the following;:

Option

Description

Username/Password Integration Server prompts the client for

Digest

Request Kerberos
Ticket

a user ID and password.

Integration Server uses password digest
to authenticate all requests. If the client
does not provide the authentication
information, Integration Server returns
an HTTP WWW-Authenticate header
with digest scheme to the client
requesting for authentication
information. If the client provides the
required authentication information,
Integration Server verifies and validates
the request.

Note:

A port that is configured to use
password digest for authentication of
client requests will process a request
from a user only if the user is
configured to allow password digest
for authentication. For more
information about configuring a user
for digest authentication, see “Adding
User Accounts” on page 86.

Integration Server looks for a Kerberos
ticket in the HTTP Authorization header
using the Negotiate authentication
scheme. If it does not find the ticket,
Integration Server uses user name and
password for basic authentication. If the
client does not provide any
authentication information, Integration
Server returns an HTTP
WWW-Authenticate header with
negotiate scheme to the client requesting
for authentication information. If the
client provides the required
authentication information, Integration
Server verifies and validates the request.
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For this parameter... Specify...

Require Kerberos
Ticket

Integration Server looks for a Kerberos
ticket in the HTTP Authorization header
using the Negotiate authentication
scheme. If it does not find the ticket,
Integration Server fails the
authentication. If the client does not
provide any authentication information,
Integration Server returns an HTTP
WWW-Authenticate header with
negotiate scheme to the client requesting
for authentication information. If the
client provides the required
authentication information, Integration
Server verifies and validates the request.

Kerberos Kerberos properties are used to enable Kerberos authentication

Properties(Optional) by providing Kerberos-related details that will be used for
handling service requests that come with a Kerberos ticket. For
information on configuring Kerberos authentication, see
“Kerberos Authentication” on page 517.

JAAS Context

Principal

Principal Password

Specify the custom JAAS context used
for Kerberos authentication.

In the following example, JAAS Context
is KerberosClient:

KerberosClient {
com.sun.security.auth.module.
Krb5LoginModule required
useKeyTab=true
keyTab=alice.keytab;

s

The is_jaas.cnf file distributed with
Integration Server includes a JAAS
context named
IS_KERBEROS_INBOUND that can be
used with inbound requests.

Specify the name of the principal to use
for Kerberos authentication.

Specity the password for the principal
that is used to authenticate the principal
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10.

Adding an HTTPS Diagnostic Port

For this parameter... Specify...

Retype Principal
Password

Service Principal
Name Format

Service Principal
Name

Click Save Changes.

to the KDC. Specify the principal
password if you do not want to use the
keytab file that contains the principals
and their passwords for authorization.
The passwords may be encrypted using
different encryption algorithms.

If the JAAS login context contains
useKeyTab=false, you must specify the
principal password.

Re-enter the principal password.

Displays username, which indicates that
the principal name of the service is
represented as a named user defined in
the LDAP or central user directory used
for authentication to the KDC.

Specify the name of the principal used
with the service that the Kerberos client
wants to access. Specify the Service
Principal Name in the following format:

principal-name. instance-name@realm-name

On the Ports screen, click Edit to change the Access Mode if necessary. You may Set Access
Mode to Allow by Default or Reset to default access settings.

For more information about setting access mode for a port and controlling IP access for a port,
see “Controlling Access to Resources by Port” on page 487

On the Ports screen, also check the list of ports to ensure that the status in the Enabled column

is Yes. If it is not, click No to enable the port.

The diagnostic port is a special port that uses threads from a dedicated thread pool to accept
requests via HTTP/S. The diagnostic port uses a dedicated thread pool so that you can access
Integration Server when it becomes unresponsive.

Each Integration Server can have only one diagnostic port. If you want to add a new diagnostic
port, you must delete the existing port first. For information about how to delete a port, see
“Deleting a Port” on page 205.
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If you are running multiple Integration Servers on the same machine, you specified the diagnostic
port number for each server instance during the instance creation process. If the diagnostic port
numbers are not unique between Integration Server instances, the first Integration Server to start
on the machine will have a functioning diagnostic port, but Integration Servers that start after the
first one will not. For more information about running multiple Integration Servers on the same
machine, see “Running Multiple Integration Server Instances” on page 63.

To add an HTTPS diagnostic port

1. Open Integration Server Administrator if it is not already open.
2. Inthe Security menu of the Navigation panel, click Ports.

3. Click Add Port.

4. Under Add Port, select HTTPS Diagnostic.

5. Click Submit.

6. On the Edit Diagnhostic Port Configuration screen, under Diagnostic HTTPS Listener
Configuration, enter the following information:

For this parameter... Specify...

Enable Select whether to enable (Yes) or disable (No) this HTTPS
diagnostic port.

Port The number you want to use for the diagnostic port. Select a
number that is not already in use on this host machine.

Note:
The watt.server.diagnostic.port server configuration
parameter overrides this port number.

Important:

If you are running multiple Integration Servers on the same
host machine, make sure the diagnostic port number on each
server is unique.

Alias An alias for the port that is unique for this Integration Server.
An alias must be between 1 and 255 characters in length and
include one or more of the following: letters (a -z, A-Z), numbers
(0-9), underscore (_), period (.), and hyphen (-).

Description A description of the port.
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For this parameter...

Specify...

Package Name

Bind Address (optional)

Backlog

Keep Alive Timeout

Threadpool

The package associated with this port. The default package is
WmRoot. When you enable the package, the server enables the
port. When you disable the package, the server disables the port.

If you replicate this package, Integration Server creates a port
with this number and the same settings on the target server. If
a port with this number already exists on the target server, its
settings remain intact. This feature is useful if you create an
application that expects input on a specific port. The application
will continue to work after it is replicated to another server.

Note:

You cannot change the Package Name associated with this
port. The diagnostic port must always be associated with the
WmRoot package.

The IP address to which you want to bind this port. Specify a
bind address if your machine has multiple IP addresses and you
want the port to use a specific address. If you do not specify a
bind address, the server picks one for you.

The number of requests that can remain in the queue for an
enabled port before Integration Server begins rejecting requests.
The default is 200. The maximum value is 65535.

Note:
This parameter does not apply to disabled ports. Integration
Server refuses requests sent to disabled ports.

When to close the connection if the server has not received a
request from the client within this timeout value (in
milliseconds); or when to close the connection if the client has
explicitly placed a close request with the server.

Whether the listener will use this pool exclusively for dispatching
requests. The existing Integration Server thread pool is a global
thread pool. If there is a very high load on this resource, the user
may have to wait for the global thread pool to process his
request. However, with the private thread pool option enabled,
requests coming into this port will not have to compete with
other server functions for threads. Click Enable if you wish to
employ the private thread pool settings. You can change or
accept the default settings given below:

Threadpool Min refers to the minimum number of threads for
this private threadpool. The default is 1.
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For this parameter... Specify...

Threadpool Max refers to the maximum number of threads for
this private thread pool. The default is 5.

Threadpool Priority refers to the Java thread priority. The
default is 5.

Important:
Use this setting with extreme care because it will affect server
performance and throughput.

If you do not need to use the Threadpool feature, click Disable.

When you view the port’s details, the server reports the total
number of private threadpool threads currently in use for the
port.

7. Under Security Configuration, enter the following information:

For this parameter... Specify...

Client Authentication The type of client authentication you want Integration Server
to perform for requests that arrive on this HTTPS port. See
“Authenticating Clients” on page 515 for more information.

Select one of the following:

Option Description

Username/Password Integration Server prompts the client
for a user ID and password.

Digest Integration Server uses password digest
for authentication of all requests. If the
client does not provide the
authentication information, Integration
Server returns an HTTP
WWW-Authenticate header with digest
scheme to the client requesting for
authentication information. If the client
provides the required authentication
information, Integration Server verifies
and validates the request.

Note:

A port that is configured to use
password digest for authentication
of client requests will process a
request from a user only if the user
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For this parameter...

Specify...

Request Client
Certificates

Require Client
Certificates

Use Identity Provider

Request Kerberos
Ticket

is configured to allow password
digest for authentication. For more
information about configuring a user
for digest authentication, see
“Adding User Accounts” on

page 86.

Integration Server requests client
certificates for all requests. If the client
does not provide a certificate, the server
prompts the client for a userid and
password. If the client provides a
certificate:

m Integration Server checks whether
the certificate exactly matches a
client certificate that is on file and
signed by a trusted authority. If so,
the client is logged in as the user to
which the certificate is mapped in
Integration Server. If not, the client
request fails, unless central user
management is configured.

m  [f central user management is
configured, Integration Server
checks whether the certificate is
mapped to a user in the central user
database. If so, the server logs the
client on as that user. If not, the
client request fails.

Integration Server requires client
certificates for all requests. The server
behaves as described for Request
Client Certificates, except that the
client must always provide a certificate.

Integration Server uses an OpenlD
Provider to authenticate requests.
Integration Server redirects all requests
sent to this port to the OpenlD Provider
specified in Identity Provider.

Integration Server looks for a Kerberos
ticket in the HTTP Authorization
header using the Negotiate
authentication scheme. If it does not
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For this parameter... Specify...

find the ticket, Integration Server uses
user name and password for basic
authentication. If the client does not
provide any authentication
information, Integration Server returns
an HTTP WWW-Authenticate header
with negotiate scheme to the client
requesting for authentication
information. If the client provides the
required authentication information,
Integration Server verifies and validates
the request.

Require Kerberos  Integration Server looks for a Kerberos

Ticket ticket in the HTTP Authorization
header using the Negotiate
authentication scheme. If it does not
find the ticket, Integration Server fails
the authentication. If the client does not
provide any authentication
information, Integration Server returns
an HTTP WWW-Authenticate header
with negotiate scheme to the client
requesting for authentication
information. If the client provides the
required authentication information,
Integration Server verifies and validates
the request.

Kerberos Kerberos properties are used to enable Kerberos authentication

Properties(Optional) by providing Kerberos-related details that will be used for
handling service requests that come with a Kerberos ticket.
For information on configuring Kerberos authentication, see
“Kerberos Authentication” on page 517.

JAAS Context Specify the custom JAAS context used
for Kerberos authentication.

In the following example, JAAS
Context is KerberosClient:

KerberosClient {
com.sun.security.auth.module.
Krb5LoginModule required

useKeyTab=true
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For this parameter...

Specify...

Use JSSE

Principal

Principal Password

Retype Principal
Password

Service Principal
Name Format

Service Principal
Name

keyTab=alice.keytab;
}s

The is_jaas.cnf file distributed with
Integration Server includes a JAAS
context named
IS_KERBEROS_INBOUND that can be
used with inbound requests.

Specify the name of the principal to use
for Kerberos authentication.

Specify the password for the principal
that is used to authenticate the
principal to the KDC. Specify the
principal password if you do not want
to use the keytab file that contains the
principals and their passwords for
authorization. The passwords may be
encrypted using different encryption
algorithms.

If the JAAS login context contains
useKeyTab=false, you must specify the
principal password.

Re-enter the principal password.

Displays username, which indicates
that the principal name of the service
is represented as a named user defined
in the LDAP or central user directory
used for authentication to the KDC.

Specify the name of the principal used
with the service that the Kerberos client
wants to access. Specify the Service
Principal Name in the following
format:

principal-name. instance-name@realm-name

If this port should support TLS 1.1 or TLS 1.2, click Yes to
create the port using the Java Secure Socket Extension (JSSE)
socket factory. The default is Yes.

If you set this value to No, the port supports only SSL 3.0 and

TLS 1.0.

200

webMethods Integration Server Administrator’s Guide 10.5



9 Configuring Ports

For this parameter...

Specify...

Note:

To control the cipher suites used on Integration Server ports
that use JSSE and handle inbound requests, set the
watt.net.jsse.server.enabledCipherSuiteList. For more
information, see “Server Configuration Parameters” on
page 1017.

8. Under Listener Specific Credentials, enter the following information:

Note:

Use these settings only if you want to use a different set of credentials from the ones specified

on the Certificates Screen.

For this parameter...

Specify...

Keystore Alias

Key Alias

Truststore Alias

9. C(lick Save Changes.

Optional. A user-specified, text identifier for an Integration
Server keystore.

The alias points to a repository of private keys and their
associated certificates. Although each listener points to one
keystore, there can be multiple keys and their certificates in the
same keystore, and more than one listener can use the same
keystore alias.

For more information, see “Configuring Integration Server for
Secure Communication” on page 457.

Optional. The alias for the private key, which must be stored in
the keystore specified by the above keystore alias.

Optional. The alias for the truststore. The truststore must contain
the trusted root certificate for the CA that signed Integration
Server certificate associated with the key alias. The truststore
also contains the list of CA certificates that Integration Server
uses to validate the trust relationship.

10. On the Ports screen, click Edit to change the Access Mode if necessary. You may Set Access
Mode to Allow by Default or Reset to default access settings.

For more information about setting access mode for a port and controlling IP access for a port,
see “Controlling Access to Resources by Port” on page 487

11. On the Portsscreen, also check the list of ports to ensure that the status in the Enabled column
is Yes. If it is not, click No to enable the port.
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Suspending an HTTP/HTTPS Port

By default, Integration Server accepts port connection requests as soon as it receives them. The
suspend port setting allows you to stop the port from accepting connections or dispatching more
requests.

Note:

If a request is made on the suspended listening port, and the backlog queue is disabled, the
listener will not accept any more connections or dispatch any more requests. However, if the
backlog queue is enabled and is not full, the connection is queued. If you delete or disable a
suspended port, the queued connections are released.

Complete the following steps to suspend an HTTP or HTTPS port.

To suspend an HTTP or HTTPS port

—_

Open Integration Server Administrator if it is not already open.

2. Inthe Security menu of the Navigation panel, click Ports.

3. Inthe Port List table, click Edit in the Advanced column for the port you want to suspend.
4. Under Listener Controls, select the Suspend check box.

5. Click Apply to save your changes.

6. Click Return to Ports to return to the Security > Ports screen.

Resuming an HTTP/HTTPS Port

You can resume a port that has been suspended.

To resume an HTTP or HTTPS port

—_

Open Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click Ports.

3. Inthe Port List table, click Edit in the Advanced column for the port you want to resume.
4. Under Listener Controls, select the Resume check box.

5. Click Apply to save your changes.

6. Click Return to Ports to return to the Security > Ports screen.
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Testing for HTTPS Requests

To test whether your server is listening to HTTPS requests on the port you specified, bring up
your browser and type in https://localhost:port.

= If the port is working properly, you will see the logon screen for Integration Server
Administrator.

m If Integration Server Administrator does not display, check to see if a service running on the
machine is listening to the same port.

Using an FTP/FTPS Port Range

Integration Server provides FTP and FTPS listeners that listen for FTP/FTPS client data connections
on any free port. For FTPS, this port usage method requires all ports to be open on the firewall, a
situation that firewall administrators prefer to avoid.

You can specify a range of port numbers for the FTP/FTPS listener to use with a client data
connection that uses passive transfer mode (PASV). Integration Server provides the following
configuration parameters that you can use to specify the lower and upper bounds of the port
range:

®  watt.net.ftpPassivePort.min

®  watt.net.ftpPassivePort.max

Specifying an FTP/FTPS Port Range

Keep the following operational considerations in mind when setting a port range for FTP and
FTPS ports:

m  If the watt.net.ftpPassivePort.min and watt.net.ftpPassivePort.max parameters are not present
or undefined, FTP/FTPS listeners continue the previous behavior of listening on any free port.

m  [f the value specified for watt.net.ftpPassivePort.min is less than 1, a default value of 1 is used.
If the value specified for watt.net.ftpPassivePort.max is greater than 65534, a default value of
65534 is used. When both of these conditions exist simultaneously, FTP/FTPS listeners continue
the previous behavior of listening on any free port.

® An error message is returned to the FTP/FTPS client on the command channel when the
specified values do not fall within the expected range. For example, if one of the properties is
not defined, if the watt.net.ftpPassivePort.min value is larger than the
watt.net.ftpPassivePort.max value, or if one of the properties is not a valid number.

®  An error message is also returned when all the ports in the specified port range are in use.
m  Specific details of the error messages are available in the serverYYYYMMDD..log file.
®  You can modify the port range properties in Integration Server Administrator at any time.

Complete the following steps to specify a port range for FTP and FTPS port listeners.
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To specify a port range for FTP and FTPS listeners

1. Start Integration Server and log on to Integration Server Administrator.

2. InIntegration Server Administrator, select Extended in the Settings area of the Navigation
panel.

3. If the watt.net.ftpPassivePort.min and watt.net.ftpPassivePort.max parameters do not appear
the Extended Settings list, do the following;:

a. Select Show and Hide Keys.
b. Select the check boxes next to watt.net.ftpPassivePort.min and watt.net.ftpPassivePort.max.
c. Click Save Changes.

4. On the Settings > Extended page, click Edit Extended Settings.

5. Do the following:

For this extended setting... Enter this value...
watt.net.ftpPassivePort.min Minimum_Port_Number
watt.net.ftpPassivePort.max Maximum_Port_Number

6. Values for Minimum_Port_Number and Maximum_Port_Number are port numbers from 1 to 65534.
When a port range is specified with these properties, only the ports within the specified
minimum and maximum port range (inclusive) are used as the listening ports for incoming
FTP/FTPS client data connections. You must specify both a minimum and maximum setting.

7. Click Save Changes.

About the Primary Port

The primary port is an HTTP or HTTPS port that you designate as the main listening port for
Integration Server. The server does not reserve the primary port for any special purpose. However,
Integration Server will never allow the primary port to be deleted, which guarantees that at least
one port is always available.

If a primary port is not specified, Integration Server creates one at start up. By default, Integration
Server designates an HTTP port at 5555 as the primary port. If you created multiple Integration
Servers on the same machine, you specified a unique primary port number for each server instance
during the instance creation process.

The primary port number is also the port number that clients receive when they query your server
property watt.server.port.
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Note:

If you change Integration Server’s primary port number after configuring the Broker, the Broker
client for your Integration Server may become unsynchronized with your Integration Server’s
configuration. After changing the primary port, you need to synchronize your Broker clients
to the Integration Server’s new port configuration. For more information, see “Synchronizing
Broker Clients When the Primary Port for Integration Server Changes” on page 261.

Changing the Primary Port
Keep the following points in mind when designating a port as the primary port:

®  The port must be an HTTP or HTTPS port.

The port must be associated with the WmRoot package.

m  The port must be enabled.

The port must be a standard port. That is, the primary port cannot be a diagnostic port.

To change the primary port

—_

Open Integration Server Administrator if it is not already open.
2. In the Security menu of the Navigation panel, click Ports.
3. Click Change Primary Port.

4. Inthe Select New Primary Port area of the screen, in the Primary Port list, select the port
you want to make the primary port.

Integration Server Administrator lists only those ports that meet the criteria for being a primary
port (enabled standard HTTP or HTTPS ports that are associated with the WmRoot package).

5. Click Update.

Deleting a Port

If you no longer need a port, you can delete it.

Important:
You cannot delete the primary port defined for the Integration Server.

To delete a port

1. Open Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click Ports.
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3. Locate the port in the Port List, and click the X icon in the Delete column. The server displays
a dialog box that prompts you to confirm your action. Click OK to confirm that you want to
delete the port.

Editing a Port

After adding a port, you can edit the port configuration. The port must be disabled before you
can edit the configuration.

Note:
You cannot edit the port alias after a port has been created.

To edit a port

1. Open Integration Server Administrator if it is not already open.
2. In the Security menu of the Navigation panel, click Ports.

3. Locate the port you want to edit and click on the port number.
4. Click Edit <port type > Port Configuration.

5. Update the information for the port.

6. Click Save Changes.

About Enabling/Disabling a Port

If you want to temporarily prevent the server from accepting requests on one of its ports, you can
disable that port. This action blocks incoming requests from reaching the server. When a port is
disabled, clients receive an error message when they issue requests to it. Later, you can enable the
port. If you shut down and restart the server, the port remains disabled until an administrator
enables it. Disabling a port is a convenient way to eliminate developer access to an Integration
Server once it goes into production.

Another way to enable or disable a port is to enable or disable the package associated with the
port. You can associate a package with a specific port so that when you replicate the package, it
continues to use a port with the same number on the new server. When a package is associated
with a port, enabling the package enables the port and disabling the package disables the port.

Important:
You must leave at least the primary port enabled.

Disabling a Port

Complete the following steps to disable a port.
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To disable a port

1. Open Integration Server Administrator if it is not already open.
2. In the Security menu of the Navigation panel, click Ports.

3. Locate the port in the Port List, and click the ~ icon in the Enabled column to disable the port.
The server displays a dialog box that prompts you to verify your action. Click OK to verify
you want to disable the port.

The server replaces the v icon with No to indicate that the port is now disabled.

When you disable an HTTP/HTTPS port, Integration Server stops accepting new requests
immediately. However, it allows all the in-flight requests to complete. Integration Server adds a
Connection: close header field in the response header for in-flight requests, which indicates that
Integration Server will close the connection after the in-flight request is complete.

For HTTP/HTTPS 1.1 requests, Integration Server always adds a Connection: close header field
in the response header. For HTTP/HTTPS 1.0, Integration Server adds a Connection: close header
field only when the client includes a keep-alive header field in the request.

Enabling a Port

Complete the following steps to enable a port.

To enable a port

1. Open Integration Server Administrator if it is not already open.
2. In the Security menu of the Navigation panel, click Ports.

3. Locate the port in the Port List, and click No in the Enabled column to enable the port. The
server displays a dialog box that prompts you to verify your action. Click OK to verify you
want to enable the port.

The server replaces the No with the v icon to indicate that the port is now enabled.

Configuring How Ports Handle Client Certificates

This section describes how to use Integration Server Administrator to view or change how a port
handles client certificates. For more information about client certificates, see “Authenticating
Clients” on page 515.

To view or change how a port handles client certificates

1. Open Integration Server Administrator if it is not already open.
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N

In the Navigation panel of the screen, on the Security menu, click Ports.

Locate the port whose client certificate settings you want to view, change, or disable (if it is
not already disabled).

Note:

To disable a port, click the ~ icon in the Enabled column. The server replaces the - icon
with No to indicate that the port is now disabled.

Click the port number.

Click Edit HTTPS Port Configuration or Edit FTPS Port Configuration to update the
information in the fields, as necessary. For field descriptions, see “Adding an HTTPS Port” on
page 162 or “Adding an FTPS Port” on page 175, respectively.

Click Save Changes.

Enable the port by clicking No in the Enabled column.

Adding a Security Provider

If you want to add an HTTPS or FTPS port with a listener that will use a private key and certificate
chain residing in a keystore and the keystore is managed by a non standard Security Provider,
you may need to add that Security Provider to Integration Server Administrator.

When specifying keystore information in the HTTPS or FTPS port information screen, a
non-standard Security Provider may not appear in the KeyStore Type parameter drop-down list.
If the Security Provider that you want to use not appear in the list, use the "Add New Security
Provider" link to add the Security Provider.

To add a security provider

1. Open Integration Server Administrator if it is not already open.

2. In the Security menu of the Navigation panel, click Keystore.

3. Click Add Security Provider.

4. Inthe Add Security Provider area of the screen, in the Security Provider Class field, enter
the Java class name of the security provider to be used for additional keystore and truststore
file types. For example, the name of nCipher's security provider is
com.ncipher.provider.km.nCipherKkM.

Note:
Ensure that the corresponding jar file is in the classpath.
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If the keystore type supported by the HSM is not one of the defaults supported by Integration
Server, modify the property watt.security.keyStore.supportedTypes or
watt.security.trustStore.supported Types respectively to add a new keystore type for the
keystore or truststore.

5. Click Add Provider.

Integration Server adds the security provider to the list of available security providers. If the
keystore type supported by the newly added security provider is one of the default keystore
types (JKS, PKCS12) supported by Integration Server and you select that keystore type in the
Keystore Type list for an HTTPS or FTPS port, the corresponding provider will be available
in the Provider list for that keystore type.

If the keystore type is not supported, modify the properties
watt.security.keyStore.supportedTypes and watt.security.trustStore.supportedTypes to add
a new keystore type for the keystore and truststore.

Configuring the Allowed Protocols for JSSE per Port

This section describes how to configure the allowed protocols for JSSE on a per port basis. For
more information about allowed protocols for JSSE, see watt.net.jsse.server.enabledProtocols.

To configure the allowed protocols for JSSE per port

1. Shut down Integration Server.

2. Open the following file in text editor:

Integration Server_directory /instances/instanceName/packages/packageName/listeners.cnf

where instanceName is the name of the Integration Server instance and packageName is the name
of the package associated with the port.

3. In the listeners.cnf file, locate the record for the HTTPS and FTPS ports for which you want to
specify the allowed protocols.

For example,

m if you want to make changes to an HTTPS port 5333, the port record will start with the
following:

<record name="HTTPSListener@5333" javaclass="com.wm.util.Values">

m if you want to make changes to an FTPS port 4602, the port record will start with the
following:

<record name="FTPSListener@4602" javaclass="com.wm.util.Values">

4. After the <value name="useJSSE">true</value> entry in the port record, add the following
entry:
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<value name="jsseEnabledProtocols">SSLprotocols</value>
where SSLprotocols is a comma-separated list of the SSL protocol versions that the port supports.
For example, to enable TLS 1.1 and TLS 1.2 versions for the port add the following:

<value name="jsseEnabledProtocols">SSLv2Hello,TLSv1.1,TLSv1.2</value>

Note:
To prevent a protocol downgrade during negotiation, set SSLprotocols to a single protocol
version that is TLSv1 or higher.

Save your changes and close the text editor.

Restart Integration Server.

Note:
The jsseEnabledProtocols value specified for the port record in the listeners.cnf file overrides
the value set by watt.net.jsse.server.enabledProtocols server configuration parameter.

When the logging facility 0006 Server SSL Interface is set to the Debug logging level, Integration
Server writes messages about protocols used for inbound and outbound ports to the server
log. At the Trace logging level, Integration Server writes messages about the enabled cipher
suites. You can use these server log messages to confirm the enabled protocols for any JSSE
port.

Disabling TLS Renegotiation

TLS renegotiation can lead to Denial of Service (DoS) attacks. You can disable TLS renegotiation
for all HTTPS and FTPS ports that use JSSE by setting a Java system property. The property that
you configure depends on the JSSE provider in the JDK used by Integration Server.

When using the JSSE provider from Oracle (SunJSSE), set the following Java system property
to true to disable TLS renegotiation: jdk.tls.rejectClientInitiated Renegotiation

For more information, seehttps://www.oracle.com/technetwork/jp/java/javase/8-compatibility-
guide-2156366.html

When using the JSSE provider from IBM (IBM JSSE2), use the following Java system property
to disable TLS renegotiation: com.ibm.jsse2.renegotiate

For more information, see https://www.ibm.com/support/knowledgecenter/en/SSYKE2
7.0.0/com.ibm.java.security.component.70.doc/security-component/jsse2Docs/
tlsrenegotiation.html

Note:

HTTPS and FTPS ports that do not use JSSE (the Use JSSE property is set to No) uses Entrust
for SSL which uses the iSaSiLk library. Integration Server ships with iSaSiLk Version 3.03 which
does not support disabling renegotiation.
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Designating an HTTP/S Port as Stateless

Integration Server now provides the ability to make Integration ServerHTTP and HTTPS ports
stateless. A stateless port will not provide or maintain any sessions or session IDs for requests
received by the port. This might be useful when using multiple non-clustered Integration Servers
with a load balancer (this configuration is sometimes referred to as a stateless cluster).

Use the server configuration parameter watt.server.portStateless to specify a comma-separated list of
the port numbers for the ports on Integration Server that are stateless. For example:

watt.server.portStateless =8443
watt.server.portStateless =8443,8081

You can configure any HTTP or HTTPS port on Integration Server to be stateless with the exception
of the primary port and the diagnostic port. Additionally, do not configure any ports used for
WebSockets or for administering Integration Server to be stateless. If you specify the primary port,
diagnostic port, a port that is not an HTTP or HTTPS port, or a port that does not exist in the value
for watt.server.portStateless. Integration Server logs an warning message stating that the port cannot
be made stateless and that it will be skipped.
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Overview of the Server Log

The Integration Server server log contains information about operations and errors that occur on
Integration Server, such as the starting of Integration Server subsystems and the loading of packages
belonging to Integration Server or other webMethods products. Entries are written to the server
log by Integration Server's major subsystems, called facilities. For example, the Integration Server
package facility writes server log entries when it loads and unloads packages, the Integration
Server flow manager facility writes server log entries when it processes a flow service, and
Integration Server's HTTP ports write server log entries when they receive requests. Entries are
also written to the server log by facilities for individual products that are installed on Integration
Server, such as Trading Networks Server or adapters. Below is an excerpt from a sample server
log.

2018-12-04 16:53:37 EST [ISS.0025.0006I] License Manager started

2018-12-04 16:53:38 EST [ISS.0025.0049I] The JCE Unlimited Strength Jurisdiction
Policy File was found

2018-12-04 16:53:38 EST [ISS.0025.0041I] FIPS mode not 1initialized

2018-12-04 16:53:42 EST [ISS.0025.0024I] IDBC Connection Manager started
2018-12-04 16:53:44 EST [ISS.0095.0013I] Audit Logging initialized.

2018-12-04 16:53:46 EST [BAS.0123.0001I] FSData full consistency check 1is being
performed. Db:WmRepository 4\RepoV 4

2018-12-04 16:53:46 EST [ISS.0025.0017I] Repository Manager started

2018-12-04 16:53:47 EST [ISS.0025.0021I] ACL Manager started

2018-12-04 16:53:47 EST [ISS.0025.0008I] State Manager started

2018-12-04 16:53:47 EST [ISS.0025.0010I] Service Manager started

2018-12-04 16:53:47 EST [ISS.0025.0020I] Validation Processor started
2018-12-04 16:53:47 EST [ISS.0025.0022I] Statistics Processor started
2018-12-04 16:53:47 EST [ISS.0025.0018I] Invoke Manager started

2018-12-04 16:53:47 EST [ISS.0025.0012I] Cache Manager started

2018-12-04 16:53:47 EST [BAS.0123.0001I] FSData full consistency chec k

is being performed. Db:DocumentStore\ISTransStore

2018-12-04 16:53:47 EST [ISS.0098.0026I] Document Store DefaultStore 1initialized
2018-12-04 16:53:48 EST [BAS.0123.0001I] FSData full consistency

check is being performed. Db:DocumentStore\TriggerStore

2018-12-04 16:53:48 EST [ISS.0098.0026I] Document Store
VolatileTriggerStore initialized

2018-12-04 16:53:48 EST [ISS.0098.0026I] Document Store TriggerStore
initialized 2018-12-04 16:53:48 EST [BAS.0123.0001I] FSData full

consistency check 1is being performed. Db:DocumentStore\ISResubmitStore
2018-12-04 16:53:48 EST [ISS.0098.0026I] Document Store ResubmitStore
initialized

2018-12-04 16:53:49 EST [ISS.0153.0000I] webMethods Messaging subsystem started
2018-12-04 16:53:49 EST [ISS.0106.0001I] Join Manager initialized

2018-12-04 16:53:49 EST [ISS.0025.0032I] Dispatcher 1initialized

2018-12-04 16:53:49 EST [ISS.0134.0128I] IMS subsystem 1is starting.

2018-12-04 16:53:49 EST [ISS.0134.0998I] DEFAULT_IS_JMS_CONNECTION cache enabled

true

2018-12-04 16:53:49 EST [ISS.0134.0000I] JIMS subsystem started

2018-12-04 16:53:49 EST [BAS.0123.0001I] FSData full consistency check 1is being
performed. Db:XAStore\DefaultXAStore

By default, all facilities write to the server log, and the facilities write log entries about critical,
error, warning, informational, and debug-related situations. You can have only selected facilities
write to the log, and you can increase or decrease the amount of data the facilities provide. This
flexibility is useful for troubleshooting. For example, you might temporarily increase the level of
detail written to the server log to help uncover the cause of an Integration Server error or
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performance problem, and return to a lower level once the problem is resolved. You can also
override the amount of information to include in the server log for a particular Integration Server
session.

By default, Integration Server queues log entries written by its facilities in memory, then uses a
background thread to write them to the server log. You can change that property so that facilities
write directly to the server log. Using a background thread improves Integration Server
performance, but writing directly causes the entries to appear in the server log more quickly.

Integration Server always writes server log entries to flat files; you cannot store the server log in
a database. By default, Integration Server writes server log entries for the current day (defined as
midnight to midnight) to the server.log file. However, you can configure Integration Server to
rotate the server.log file by size instead of by day. For more information, see “Configuring the
Server Log to Rotate Based on Size” on page 218.

When rotating the server log file, either by day or by size, Integration Server renames the current
server.log file to have the archive file name and starts a new server.log file. The archive file names
include the date (yyyymmdd) on which the log entries were originally written.

By default, all log and archive files are stored in the Integration Server_directory
\instances\instance_name\logs directory. For information about changing the location of the
server.log file, see “Changing the Default Server Log Location” on page 218.

Integration Server keeps each server log file that it creates. However, to preserve resources, you
might want to limit the number of server log files kept by Integration Server. For more information
about limiting the number of server.log files kept by Integration Server automatically, see “Limiting
the Number of Server Log Files Kept by Integration Server ” on page 219.

You can override the location of the server log files for a particular session.. For more information
about overriding the location of the server log file or the logging levels for a session, see “Overriding
Logging Level and Server Log Location for a Session” on page 227.

Specifying Amount and Type of Information to Include in the
Server Log

You can specify logging levels for individual products and specific facilities within a product.
Because facilities inherit logging levels from the parent product and, in turn, products inherit
logging levels from the Default node, you can set the logging level of the Default node to be the
default logging level that you want to use for most of the products and facilities. Then, you can
change the logging levels for the particular products or facilities for which you want to generate
more or less server log information.

By default, all products inherit the logging level of the Default node. Inherited values are shown
in gray text. When you explicitly change the logging level for a product or facility, that level
overrides the Default node level. Integration Server Administrator displays explicitly set logging
levels in bold text.

To specify the amount and type of information to include in the server log

1. In Integration Server Administrator, go to the Settings > Logging page.
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2. Inthe Logger List, click Server Logger.

3. Click Edit Server Logger.
The Server Logger Configuration area lists Integration Server and products that are installed
on Integration Server, and the facilities for each of these. To see the facilities and their current

logging levels, expand the display by clicking .

4. Do one or more of the following:

Log level Action

The Default node Click the level to use in the Logging Level list for the Default node.
Integration Server Administrator resets all products and facilities
that inherit from the Default node to the new level.

A particular product Click the level to use in the Logging Level list for the product node.
Integration Server Administrator resets all facilities that inherit
their values from the product to the new level.

If you change a level for a particular product and later want the
product to inherit the logging level from the default node again,
reset the product logging level to be the logging level of the default
node.

A particular facility Click the level to use in the Logging Level list for the facility.

If you change a level for a facility and later want the facility to
inherit the logging level from the product again, reset the facility
logging level to be the logging level of the product.

For more information about logging levels, see “Logging Levels” on page 216.

Important:
Recording more information consumes more system resources.

5. Click Save Changes.

Logging Levels

The logging levels that you can specify are described below. Each logging level includes the
indicated type of message plus all messages from the levels above it (for example, the Warn level
includes Fatal, Error, and Warn messages).
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Level Integration Server records these entries Examples

Fatal Failures that end operations in such a way that Product cannot read its
the operations cannot successfully continue  configuration file and has no
without user intervention. Failure is very likely default settings
to affect other operations or products.

Error Same as Fatal, except that existing error handling Business process step failed due to
renders the failure unlikely to affect other a service error caused by bad input
operations or products. data

Warn Problems that do not end operations, or Multiple registered JMX servers
unexpected or unusual conditions that might were discovered when only one is
signal impending failure. needed

Info Success of an event that you need to know about. Package loaded, or connection pool

initialized

Debug Code-level statements recording unusual Expected an object to be initialized

conditions or decisions that might lead to errors. but it is not, or hash table is empty

Trace Code-level statements recording program flow Method entry/exit, or local and
and state during normal execution. global object state
Off No information for the product or facility is

written to the server log.

Specifying Whether to Queue Server Log Entries

By default, Integration Server queues log entries written by its facilities in memory, then uses a
background thread to write them to the server log. Because only one facility can write to the server
log at one time, queuing the entries improves performance by making writing asynchronous.
However, if Integration Server shuts down abnormally, all log entries in the queue will be lost.
For better quality of service, do not queue the entries. However, each facility will have to wait as
long as necessary to write its entry to the server log, so Integration Server performance might be
affected.

To specify whether to queue server log entries

1. InIntegration Server Administrator, go to the Settings > Extended page and click Show and
Hide Keys. Integration Server Administrator displays a list of the Integration Server
configuration properties you can change using this method.

2. Select the check box next to the watt.server.log.queued property.

3. Click Save Changes. Integration Server Administrator displays the property in the Extended
Settings box.
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4. Click Edit Extended Settings.

5. Inthe Extended Settings box, set the property to true if you want to queue server log entries
or to false if you do not want to queue server log entries.

6. Click Save Changes.
7. Restart Integration Server.
Note:

To change the number of entries allowed in the server log queue, use the
watt.server.serverlogQueueSize parameter. The default size is 8192 bytes.

Changing the Default Server Log Location

You can change the default server log location, including the name of the file to which the logging
data is written. For example, if you want to save room on the Integration Server host machine,
you might change the log file storage location to a directory on a different machine. The
watt.debug.logfile server configuration parameter controls the location and name of the log file.

By default, the server log location is: Integration Server_directory
\instances\ instance_name\logs\server.log

Note:
For Microservices Runtime, the default server log location is: Integration Server_directory
\logs\server.og

To change the server log location or file, modify the watt.debug.logfile parameter to specify the
fully qualified path or relative path to the file to which you want the server to write server log
information. The “relative path” is relative to the Integration Server home directory:
Integration Server_directory \instances\instance_name

Note:
The Microservices Runtime home directory is : Integration Server_directory

You must specify a directory and a filename. You must restart Integration Server for changes to
take effect.

Configuring the Server Log to Rotate Based on Size

By default, the Integration Server server.log rotates daily at midnight. If services log large payloads,
the server.log can increase rapidly in size. In addition to consuming resources, a large server.log
file can be difficult to examine. To avoid this, you can configure Integration Server to rotate the
server.log file by size in addition to rotating by day.

Integration Server provides a server configuration parameter that you can use to specify the size
limit for the server log. When watt.server.serverlogRotateSize is set to a valid value, Integration
Server rotates the server.log when the server.log file size reaches that size or at midnight, whichever
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occurs first. For example, if watt.server.serverlogRotateSize is set to 100KB and at midnight the
server.log file size is 80KB, Integration Server still rotates the server.log file at midnight.

When Integration Server rotates the server.log file, Integration Server renames the current log to
use the archive file name and starts a new server.log file. If rotating based on size, the archive file
name uses the format server.log.yyyyMMdd.n, where yyyyMMdd is the date the log file was created
and 7 is the number of the log file created that day.

Note:

There is no default value for the watt.server.serverlogRotateSize parameter. If no value is
specified for watt.server.serverlogRotateSize, Integration Server rotates the server.log file at
midnight only. If an invalid value is specified, Integration Server resets the parameter to -1.
Note that a value of -1 results in the same behavior as specifying no value for the parameter.

For more information about the watt.server.serverlogRotateSize parameter, review the parameter
description in “Server Configuration Parameters” on page 1017.

Limiting the Number of Server Log Files Kept by Integration
Server

By default, Integration Server keeps archived server log files indefinitely. Because server.log files
can rapidly become large or numerous when using more verbose logging levels, you might want
to limit the number server log files that Integration Server keeps on the file system.

Integration Server provides the watt.server.serverlogFilesToKeep server configuration parameter
that you can use to set to limit the number of server log files that Integration Server maintains on
the file system, including the current server log file. When Integration Server reaches the limit for
the number of server log files, Integration Server deletes the oldest archived server log file each
time Integration Server rotates the server log. Following are some examples of values for
watt.server.log.filesToKeep and the resulting Integration Server behavior:

m If you set watt.server.serverlogFilesToKeep to 1, Integration Server keeps the current server
log file (server.log) and up to n-1 archived server log files. For example, if you set
watt.server.log.filesToKeep to 30, Integration Server keeps the current server log file (server.log)
and up to 29 archived server log files.

m Ifyouset watt.server.serverlogFilesToKeep to 1, Integration Server keeps the current server.log
file and no previous server.log files. When Integration Server rotates the server.log, Integration
Server does not create an archive file for the previous server log.

m If you set watt.server.serverlogFilesToKeep to 0, or any value less than 1, Integration Server
keeps an unlimited number of server log files.

The default value of watt.server.serverlogFilesToKeep is -1, indicating that there is no limit to the
number of server log files that Integration Server maintains.

For more information about the watt.server.serverlogFilesToKeep parameter, review the parameter
description in “Server Configuration Parameters” on page 1017.
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Sending Messages About Critical Issues to E-mail Addresses

By default, Integration Server does not send notifications of any log entries to an e-mail address.
You can configure Integration Server to automatically send notifications to a specified e-mail
address each time a critical issue occurs.

—_

To send messages about critical issues to e-mail addresses

Open Integration Server Administrator if it is not already open.
Go to Settings > Resources.
Click Edit Resource Settings.

In the SMTP Server field, type the server name or IP address of the SMTP server to use to
send the messages.

In the Port field, enter the port that Integration Server is to connect to on the specified SMTP
server.

From the Transport Layer Security list, select the type of SSL encryption that Integration
Server uses when communicating with the SMTP server port defined above.

Select To

None Default. Use a non-secure mode when communicating with an SMTP
server.

Explicit Integration Server uses explicit security when communicating with an
SMTP server.

Implicit Integration Server uses implicit security when communicating with an
SMTP server.

Note:
Microsoft email provider supports only Explicit Transport Layer Security.

From the Truststore Alias list, select the alias for the truststore that contains the list of
certificates that Integration Server uses to validate the trust relationship between Integration
Server and the SMTP server. If you do not select a truststore alias, the default truststore alias
specified in the watt.security.trustStoreAlias property will be used. For more information
about this property, see “watt.security.” on page 1048. For more information about truststore
alias, see “Creating Truststore Aliases” on page 482.

In the Internal Email field, type the e-mail address to which to send messages about critical
log entries. Typically, you would specify the e-mail address for the Integration Server
Administrator.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

In the Service Email field, type the e-mail address to which to send messages about service
failures. In a development environment, you might direct these messages to the developer. In
a production environment, you might direct these messages to the Integration Server
Administrator.

By default, Integration Server uses character set UTF-8 for the messages. If you want to use a
different character set, identify the character set in the Default E-mail Charset field.

In the Username field, type the e-mail address of the account that Integration Server uses to
connect to the SMTP server.

In the Authentication field, specify the type of authentication that Integration Server should
use to connect to the specified e-mail server. Select Basic Authentication or OAuth.

m  Select Basic Authentication if you want to authenticate the user on the specified e-mail
server with only login credentials (username and password).

m  Select OAuth to authenticate the user on the specified e-mail server using the credentials
issued by the OAuth server.

Note:
Only the Authorization Code grant type is supported for OAuth.

Note:

To obtain the OAuth credentials for Integration Server, you must first register Integration
Server with the OAuth Server. For details about registering an application and obtaining
the OAuth credentials, see your authorization server's documentation.

In the Password field, type the password associated with the username that identifies you on
the SMTP server. This field applies only to Basic Authentication.

In the Auth URL field, specify the URL of the email provider or endpoint that Integration
Server uses to request authorization code. This field applies only to OAuth.

In the Client ID field, specify the unique public identifier that the OAuth server generates for
Integration Server during registration. This field applies only to OAuth.

In the Client Secret field, specify a unique string that the OAuth server provides to Integration
Server. It is known only to Integration Server and the authorization server. This field applies
only to OAuth.

In the Scope field, specify the mail server access permissions configured for Integration Server
during registration. You can specify multiple scopes separated by a space. This field applies
only to OAuth.

In the Access Token URL field, specify the URL that Integration Server must use to request
an access token from the OAuth server. This field applies only to OAuth.
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19.

20.

21.

22,

23.

In the Redirect URL field, specify the URL that the OAuth server uses to send authentication
responses to Integration Server. This field applies only to OAuth.

m  If you access Integration Server locally, enter the redirect URL in one of the applicable
formats:

m  http://localhost:{port}/WmRoot/security-oauth-get-authcode.dsp
m  https://localhost:{port}/WmRoot/security-oauth-get-authcode.dsp

® If you access Integration Server remotely, use
https://{ISHostName}:{port}/WmRoot/security-oauth-get-authcode.dsp

Click Get Authorization Code to receive a unique string from the OAuth Server that Integration
Server requires to request an access token. A new window prompts for user credentials. After
a successful login, an authorization code is sent to the redirect URL. Alternatively, you can
obtain the authorization code manually in scenarios that do not allow you to obtain the
authorization code through Integration Server Administrator.

To obtain the authorization code manually, send a request through a browser in the
format:<URL of an emailprovider>/<TenantID>/oauth2/authorize?response_type=
code&prompt=login&redirect_uri=http://host:{port}/WmRoot/securityoauth
-get-authcode.dsp&eclient_id=<clientID>&scope=<scope>

Here, response_type is set to code to inform the OAuth server that Integration Server expects
an authorization code as the response at the mentioned redirect_uri.

Note:
Since the code generated is valid only for one-time usage, get the authorization code each
time you update the OAuth relevant fields.

Access Token Expiry Time field is displayed specifying the time until when an access token
issued to Integration Server is valid. This field applies only to OAuth. This is a read-only field
displayed based on the access token.

Token Refresh Interval field specifies the time interval in minutes at which the cron job is
scheduled to fetch a new access token. The access token and the refresh token are issued the
first time you save the settings for email notifications. Thereafter, the scheduled cron job
refreshes and fetches the access token using the refresh token, ensuring that a valid access
token is used to send mails. The default is 15 minutes.

Note:
If the access token expires, the user needs to consent again using login credentials and
regenerate the tokens by editing the Email Notification Settings.

Click Save Changes to update the server with the new or changed email notification settings.
Your changes take effect immediately, and you start receiving emails in case of any errors. In
addition, the Access Token Expiry Time is displayed.

Note:
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You can set all the email notification parameters using the new server configuration
parameters during Integration Server startup instead of using Integration Server
Administrator. If the authentication type is OAuth, Integration Server Administrator
generates an access token and a refresh token, and creates the cron job at the startup.

When you set email notification configuration in Settings > Extended, a new access token
and a refresh token is generated only when there is a authorization code present. A cron job
is created if it is not already created during startup.

When sending a message, by default, Integration Server provides its own address (the From
Address) as Integration-Server@localhost, where localhost is the Integration Server host machine.
You must provide a valid From Address. Go to Settings > Extended in Integration Server
Administrator to set the watt.server.email.from parameter to the From Address you want
the messages to use.

Performing Additional Processing on Log Entries

If you want to perform additional processing on log entries, you can create an event handler. For
example, you could create an event handler that sends service log entries to another log, such as
the Windows Event Log. For information, see the webMethods Integration Server Built-In Services
Reference and webMethods Service Development Help.

Viewing the Server Log

In Integration Server Administrator, go to the Logs > Server page to view the server log. By
default, Integration Server uses this format for server log entries:

time_stamp time-zone [product_code.logging_facility.message_number.log_level] message_text

To see a list of logging facilities, go to the Settings > Logging page in Integration Server
Administrator. Integration Server gets the time zone value from your JVM.

Note:

In the default message format, the log level is displayed as one character and will be one of the
following: C (Fatal), E (Error), W (Warn), I (Info), D (Debug), T (Trace). Your logging level setting
determines the types of messages you see in the server log). See “Specifying Amount and Type
of Information to Include in the Server Log” on page 215 for more information about logging
levels.

The following table shows some product codes:

Code Meaning

ISU, ISS, ISC, ISP, JBS, Internal Integration Server facilities/components
BAS, BAT, BAA, BA],

BAL, BAP, BAR, BAU,

BAC, BAB, BAF, BAQ

ART Adapter runtime facilities
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Code Meaning

MNP Mainframe package

MOD webMethods Monitor (Facility 119)

MON webMethods Monitor (Facility 120 Monitor DB)
SAP SAP Adapter

TNS, TNC Trading Networks

Using an Alternative Server Log Entry Format

Integration Server offers an alternative server log format that you can switch to:

(logger) [product_code.logging_facility.message_number] time_stamp time_zone log_level message_text

In this format:

The log level is spelled out and displayed after the time zone. It will be one of the following:
Fatal, Error, Warn, Info, Debug, Trace.

The logger field is the name of the logger used by the Java-based log4j logging utility.

To change the format of server log entries

1. Open the Integration Server Administrator if it is not already open.

2. Inthe Settings menu of the Navigation panel, click Extended.

3. From the Settings > Extended page, click Show and Hide Keys.
Integration Server Administrator displays a list of the Integration Server configuration properties
you can change using this method.

4. Select the check box next to the watt.debug.layout property.

5. Click Save Changes.
displays the property in the Extended Settings box.

6. Click Edit Extended Settings.

7. Inthe Extended Settings box, set the property to legacy if you want to use the default format
or to new if you want to use the alternative format.

8. Click Save Changes.
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9. Restart Integration Server.

10. Your logging level setting (see “Specifying Amount and Type of Information to Include in the
Server Log” on page 215 determines the types of messages you see in the server log).

Changing the Log Displays

You can change the display of server log pages in Integration Server Administrator. You can:
m  Specify the date and time format to use in log entries.

m  Display logged data in different languages.

m  Change various aspects of the display permanently.

m  Change various aspects of the server log's display temporarily.

Specifying the Date and Time Format to Use in Log Entries

By default, log entries in all logs shown in Integration Server Administrator use the format
yyyy-mm-dd hh:mm:ss. You can change this format to any other format that is supported by the
Java class java.text.SimpleDateFormat.

To specify the date and time format to use in log entries

—_

In Integration Server Administrator, go to the Settings > Logging page.
2. Inthe Logger List, click Server Logger.
3. Click Edit Server Logger.

4. In the Format box, type the date and time format to use. You can specify any format that is
supported by the Java class java.text.SimpleDateFormat (for example, yyyy-MM-dd HH:mm:ss

z).
5. Click Save Changes.
Note:
You can also change the date and time format for log entries using the watt.server.dateStampFmt

server configuration parameter. For more information about this parameter, see “Server
Configuration Parameters” on page 1017.

Displaying Logged Data in Different Languages

This section applies only to logged data that is stored in files.
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If you want to view logged data in a language other than English, you might have to adjust your
text editor or command shell. Integration Server writes the files in the Unicode UTF-8 encoding.
These files do not contain a Byte Order Mark (BOM, Unicode character U+FEFF). If the files contain
non-ASCII data, such as log entries written in non-U.S. English, you might have to adjust the
character encoding used by your text editor or command shell so you can view the log entries.

On a UNIX system, you can adjust the character encoding by changing your locale setting (LC_ALL)
to the appropriate UTF-8 encoded locales. For example, to view Japanese characters in a text editor
or command shell on a Solaris system, you might change your locale setting to ja_JP.UTF-8.

On a Windows system, because the files do not contain the BOM character, text editors such as
Notepad might not detect the UTF-8 encoding correctly. Adjust the encoding manually so you
can view the files. To view the logs in the cmd shell, you can use the command chcp 65001.

Note:
Changing character encoding will also affect the audit logs, described in the webMethods Audit
Logging Guide .

Changing the Display Permanently for All Logs

By default, the number of log entries shown for all logs in Integration Server Administrator is 35,
and the refresh interval is 90 seconds. You can change these defaults.

Keep the following points in mind when changing the display for the logs:
®  Increasing the number of entries displayed significantly can slow system performance.
m  Decreasing the refresh interval significantly can slow system performance.

m Ifyouincrease the number of displayed entries to a value greater than the threshold established
by the watt.server.log.alertMaxEntries configuration parameter, Integration Server
Administrator displays a warning.

®  Changing the log displays will also affect the audit logs, described in the webMethods Audit
Logging Guide .

To change the display for all logs
1. Open Integration Server Administrator.

2. Navigate to the Settings > Extended page and click Show and Hide Keys.

Integration Server Administrator displays a list of the Integration Server configuration properties
you can change using this method.

3. Select the check box next to the properties you want to change:
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If you want to change Select this property

The default for the Number of entries to watt.server.log.maxEntries
display field

The refresh interval for log entries watt.server.log.refreshlnterval

4. Click Save Changes. Integration Server Administrator displays the property in the Extended
Settings box.

5. Click Edit Extended Settings. In the Extended Settings box, set each property to a positive
integer.

6. Click Save Changes. Changes take effect immediately.

If the value that you set for Number of entries to display is more than the value specified for
watt.server.log.alertMaxEntries, every time the log entries are refreshed, Integration Server
Administrator displays a message informing that the number of requested entries exceeds the
threshold and that displaying more entries might affect Integration Server performance. The
message prompts you to confirm displaying the requested number of entries.

Changing the Display Temporarily for the Server Log

To change the display for the server log temporarily, use the Log display controls area at the top
of the log display page and then click Refresh. The changes remain until you change them again,
or until you shut down Integration Server, whichever comes first.

Overriding Logging Level and Server Log Location for a Session

You can override the logging level property setting, server log location, or both for a particular
Integration Server session by starting Integration Server from the command line with certain
options.

To override log level and server log location for a session

1. Atacommand line, type the following command to switch to the server's home directory:

cd Integration Server_directory \profiles\IS_instance_name

Note:
The Microservices Runtime home directory is : Integration Server_directory

2. Start Integration Server by entering this command:

For Windows: bin\startup.bat [-debug level] [-log {filename | none | both}]

For UNIX: bin/startup.sh [-debug level] [-log {filename | none | both}]
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Options for these commands are shown below.

Option

Description

level

filename

none

both

Note:

Amount of information to record for all products and facilities listed on
the Settings > Logging >View Server Logger Details page for this
session. For possible values, see “Logging Levels” on page 216.

For this session only, this option overrides the values specified on the
Settings > Logging > View Server Logger Details page and on the
watt.debug.level property.

Fully qualified or relative path to the file in which to write the server log
for this session. Relative path is relative to the Integration Server home
directory: Integration Server_directory \instances\instance_name

Note:
The Microservices Runtime home directory is : Integration Server_directory

The filename must specify a directory and filename.

For this session only, the filename option overrides the value specified on
the watt.debug.logfile property.

Displays the server log on your console (STDOUT).

For this session only, the none option overrides the value specified on the
watt.debug.logfile property.

Note:

Server log messages written to STDOUT include the identifier
“ISSERVER” to help differentiate server log messages from other
messages written to the console.

Writes server log information to the computer screen (STDOUT) and the
destination specified by the watt.debug.logfile parameter.

A -log switch value of none or both also determines where Microservices Runtime or an
Integration Server equipped with an Microservices Runtime license writes the configuration
variables log. Microservices Runtime ignores a filename value. If you specify a
filename,Microservices Runtime writes the configuration variables log file to this location
only: Integration Server_directory /instances/instanceName/logs/configurationvariables.log.

Globalization and the Server Log

If a webMethods product is equipped with webMethods language packs and some of those
language packs correspond to the language used by the operating environment in which the
product is running, the product writes its log entries in the language used by the operating system.
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If the product is equipped with no language packs or with language packs that do not correspond
to the language used by the operating system, the product writes its log entries in U.S. English.

Suppose your operating environment uses Japanese as its language. You have installed language
packs including the Japanese Language Packs on Integration Server, so Integration Server stores
its own log entries in Japanese. You have not installed the Japanese Language packs on Trading
Networks, so Integration Server stores Trading Networks' log entries in U.S. English.

Note:

Even if no language packs are installed on the webMethods product and the product is using
U.S. English, Integration Server might store log entries from external sources, such as database

drivers or adapter resources, in the language used by the operating environment in which the
product is running.
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11.1

webMethods messaging is an umbrella term that encompasses the sending and receiving of
documents (also called messages) across the webMethods platform. Within the context of Integration
Server, webMethods messaging includes the publishing of documents in the native IData format
from one Integration Server or an application running on Integration Server to a webMethods
messaging provider. The webMethods messaging provider, either Software AG Universal
Messaging or webMethods Broker, routes the documents to subscribers on other Integration
Servers that retrieve and process the document. webMethods message is also referred to as native
messaging.

To use Integration Server to create a publish-and-subscribe solution for webMethods messaging,
you need the following components:

m  Publishable document types that define the content, structure, and properties of the documents
that can be published.

m  Services that publish instances of the publishable document types.

= webMethods messaging triggers that subscribe to publishable document types and specify
services that processes instances of the publishable document types.

® A webMethods messaging provider that handles the receipt of and routing of documents to
subscribers.

To configure Integration Server for webMethods messaging, you need to:

m  Create one or more aliases that configure a connection to the webMethods messaging provider.
For more information, see “Working with Messaging Connection Aliases” on page 232.

= Configure document stores for holding documents immediately before publication or right
after retrieval. For more information, see “Configuring Document Stores” on page 261.

®  Create publishable document types, webMethods messaging triggers, and services using the
Service Development perspective in Software AG Designer. For more information, see
webMethods Service Development Help.

Note:webMethods Broker is deprecated.

Working with Messaging Connection Aliases

A messaging connection alias defines the configuration needed to establish a connection between
Integration Server and a webMethods messaging provider. You can use Universal Messaging
and/or Broker as a webMethods messaging provider. For each messaging provider that you want
to use, you need to create a messaging connection alias.

Although an Integration Server can only have one messaging connection alias that connects to a
Broker, you can have multiple messaging connection aliases that connect to Universal Messaging
servers.
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You assign a messaging connection alias to publishable document types. Publishing services use
the assigned messaging connection alias to publish instances of that document type to the messaging
provider. webMethods messaging triggers use the messaging connection alias to retrieve published
documents from the messaging provider.

Predefined Messaging Connection Aliases

Integration Server includes predefined messaging connection aliases that Integration Server creates
the first time it starts up.

The following table identifies the predefined messaging connection aliases that might be available
for Integration Server.

Messaging Connection Alias Description

IS_ BROKER_CONNECTION A messaging connection alias that contains the
configuration information needed to establish a
connection to Broker.

Note:

This messaging connection alias only appears if you
migrated to Integration Server 10.2 or later from an
earlier version of Integration Server that used this alias
or configured a connection to Broker.

IS_DES_CONNECTION A messaging connection alias used to establish a
connection with a Universal Messaging server for
purposes of sending and receiving events with Digital
Event Services. Assign this messaging connection alias
to publishable document types that will be published as
events to Digital Event Services.

You cannot delete the IS DES_ CONNECTION alias.

IS_LOCAL_CONNECTION A messaging connection alias to use with document types
that will be published locally only. In local publishing,
a document is published and received within Integration
Server. In local publishing, the document remains within
Integration Server. There is no involvement with a
webMethods messaging provider.

Note:

If you migrate to Integration Server version 9.9 or later
and you are migrating an Integration Server that did
not specify a default connection alias, Integration
Server assigns the IS_ LOCAL_CONNECTION alias
to any publishable document type that specifies
DEFAULT or does not specify a messaging connection
alias.
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Messaging Connection Alias Description

IS_UM_CONNECTION A messaging connection alias that contains the
configuration information needed to establish a
connection to a Universal Messaging server.

Creating a Broker Connection Alias

A Broker connection alias is a webMethods messaging connection alias that contains the
configuration information for establishing a connection to the Broker. Each Integration Server can
have only one Broker connection alias.

Note:Integration Server version 10.5 works in the same manner when connected to Broker 9.6
or Broker 10.5.

If you migrated to Integration Server 10.2 or later from an earlier version of Integration Server, a
Broker connection alias named IS_BROKER_CONNECTION might already exist. Or, if you
migrated to Integration Server 9.5 SP1 or later from an earlier version of Integration Server, and
the earlier Integration Server configured a connection to Broker, the existing Broker configuration
information is used for the IS_ BROKER_CONNECTION alias. If this alias exists, you must delete

it before you create another Broker connection alias. Alternatively, you can edit
IS_BROKER_CONNECTION to contain the configuration information that you want.

Note:webMethods Broker is deprecated.
To create a Broker connection alias

1. Open the Integration Server Administrator.
2. Inthe Settings menu of the Navigation panel, click Messaging.
3. Under webMethods Messaging Configuration, click webMethods Messaging Settings.

4. Click Create Broker connection alias.

If a Broker connection alias already exists, Integration Server Administrator displays a message
stating that only one Broker connection alias can exist at a time.

5. Under General Settings, specify the following:

Field Description

Connection Alias A unique name for the messaging connection alias.
Name

Description A description of the messaging connection alias.
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Field Description
Client Prefix A string that identifies the Integration Server to Broker.

The Broker Manager displays this prefix for each client it creates
for the server. (The Broker creates multiple clients for each server
that connects to it.)

Client Prefix Is Whether Integration Server shares the client prefix with multiple

Shared (prevents Integration Servers and you want to prevent automatic updates,

removal of shared including deletions, to shared objects associated with this alias

messaging on the Broker. Leave the Client Prefix Is Shared check box cleared

provider objects) if you do not want to prevent automatic updates to shared objects
on the Broker.

When the Client Prefix Is Shared check box is selected, you must
update objects on the Broker manually. For example, if you delete
a trigger on Integration Server you need to manually delete the
associated client queue on the Broker.

You must select Client Prefix Is Shared if the Integration Server:

m  Belongs to a cluster and you want to prevent automatic
updates to shared objects associated with this alias on the
Broker.

®  Belongs to a non-clustered group of Integration Servers that
operate in a load-balanced fashion and you want to prevent
automatic updates to shared objects associated with this alias
on the Broker.

For more information about configuring Integration Servers
to receive messages from Broker in a load-balanced fashion,
see “Load Balancing with a Non-Clustered Group of
Integration Servers” on page 269.

6. Under Connection Settings, specify the following:

Field Description

Broker Host Name (DN Sname: port or ipaddress: port) of the machine on which
the Broker Server resides.

Broker Name Name of the Broker as defined on the Broker Server. The default
name is Broker #1.

Client Group Broker client group to which this Integration Server belongs. A
client group defines a single set of properties and access
permissions assigned to one or more clients (here, Integration
Servers) on a single Broker. If the specified client group does not
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Field Description

exist, the Integration Server creates it on the named Broker upon
establishing its initial connection.

Important:Brokers do not share can-publish and can-subscribe
permissions across client groups. If you switch an Integration
Server from one client group to another, you must restart the
Integration Server and synchronize all publishable document
types with the Broker. Next, you must shut down the server
and use My webMethods to delete all of the Broker clients
created for the server with the changed client group. Restart
the server with the changed client group.

7. Under Client Authentication Settings, specify the following:

Field Description

Client The type of authentication an Integration Server client will use to
Authentication connect to the Broker. Choose one of the following options:

®  None. Select this option if the Broker is configured to accept
anonymous connections.

m Username/Password. Select this option if the Broker uses
basic client authentication. If you select this option, specify
the user name and password the client will use in the
Username and Password fields.

m  SSL. Select this option if Integration Server connects to the
Broker using the SSL port. If you select this option, configure
the SSL parameters by providing the following information.

Field Description

Keystore The full path to the keystore file for this
Integration Server. A keystore file contains
the credentials (private key/signed
certificate) that an entity needs for SSL
authentication. If the Broker Server
requires an SSL connection, then the
information in this file is used to
authenticate the Integration Server client
to that Broker Server.

The keystore file for an Integration Server
is stored on the machine on which the
Integration Server resides.
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Field Description
Keystore Type The file type of the keystore file for
Integration Server. The file type can be
either PKCS12 or JKS.

Keystore Password Password required to access the SSL
certificate in the keystore file for
Integration Server.

8. Under Encryption Settings, specify the following;:

Field Description

Encryption Specify whether or not to encrypt the connection between the
Integration Server and the Broker.

Note:
When you set Client Authentication to SSL, Encryption must
be set to Yes.

If you select Yes for the Encryption parameter, configure the
following truststore parameters.

Field Description

Truststore The full path to the truststore file for the
Integration Server client. A truststore file
contains trusted root certificates for the
authorities responsible for signing SSL
certificates. For an SSL connection to be made,
a valid trusted root for the SSL certificate stored

in the keystore must be accessible in a truststore
file.

The truststore file for Integration Server is
stored on the machine on which the Integration
Server resides.

Truststore Type The file type of the truststore file for Integration
Server. The file type is JKS.

9. C(lick Save Changes.
Integration Server creates the Broker connection alias.

10. Click Return to webMethods Messaging Settings.

11. Enable the Broker connection alias.
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12. Restart Integration Server.

For more information about Broker and configuring SSL for Broker, see Administering
webMethods Broker.

Note:

You can configure the outbound document store, also known as the client side queue, to contain
documents published when the Broker used by this connection alias is not available. For more
information, see “About the Outbound Document Store” on page 266

Creating a Universal Messaging Connection Alias

A Universal Messaging connection alias is a webMethods messaging connection alias that contains
the configuration information for establishing a connection to a Universal Messaging server. Each
Integration Server can have multiple Universal Messaging connection aliases.

If Integration Server uses the Universal Messaging connection alias to connect to a secure socket
protocol port on the Universal Messaging server, you must configure the connection alias to use
SSL. You specify truststore and possibly keystore information in the alias. This allows
communication between Integration Server and Universal Messaging to be secured through secure
socket layers (SSL). A Universal Messaging port uses SSL if the port specifies an interface protocol
of NSPS or NHPS. Depending on how the Universal Messaging port is configured, you might
need to supply a client certificate:

m  If the Universal Messaging port specifies NSPS or NHPS and the Enable Client Cert Validation
option is not selected for the port, you need to specify a truststore alias during configuration
of the Universal Messaging connection alias.

m  If the Universal Messaging port specifies NSPS or NHPS and the Enable Client Cert Validation
option is selected for the port, you need to specify a truststore alias, keystore alias, and key
alias during configuration of the Universal Messaging connection alias.

Note:
Use Universal Messaging Enterprise Manager to view the protocol and Enable Client Cert
Validation option selected for the port.

If the Universal Messaging connection alias establishes a connection to as secure port on Universal
Messaging, you need to do the following before completing configuration of the alias.

m  Create a truststore that contains the certificate authority (CA) of the certificates for the Universal
Messaging server. Then create a truststore alias for the truststore. For more information about
creating a truststore alias, see “Creating Truststore Aliases” on page 482.

m  [If the Universal Messaging port performs client certificate validation, do the following;:

m  Create a keystore that contains the client certificates used by Integration Server to connect
with Universal Messaging. Create a keystore alias for the keystore, making sure to specify
a key alias for the key that contains the private key for connecting to the Universal
Messaging port securely. For more information about creating a keystore alias, see “Creating
Keystore Aliases” on page 48]1.
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m  Verify that truststore used by Universal Messaging contains the certificate authority of the
certificates used by Integration Server.

Note:

Keep the Universal Messaging client libraries up to date. If you install a Universal Messaging
fix that updates the client libraries, make sure to copy the updated Universal Messaging client
library files to the Software AG_directory /common/lib directory used by Integration Server.

Use the following procedure to create a Universal Messaging connection alias.

To create a Universal Messaging connection alias

1. Open the Integration Server Administrator.

2. In the Settings menu of the Navigation panel, click Messaging.

3. Under webMethods Messaging Configuration, click webMethods Messaging Settings.
4. Click Create Universal Messaging connection alias.

5. Under General Settings, specify the following:

Field Description

Connection Alias A unique name for the messaging connection alias.

Name

Description A description of the messaging connection alias.

Client Prefix A string that identifies the Integration Server to Universal

Messaging.

If your Integration Server belongs to a cluster, make sure all
servers in the cluster use the same client prefix.

Client Prefix Is Whether Integration Server shares the client prefix with multiple

Shared (prevents Integration Servers and you want to prevent automatic updates,

removal of shared including deletions, to shared objects associated with this alias

messaging on Universal Messaging server. Leave the check box cleared if

provider objects) you do not want to prevent automatic updates to shared objects
on the Universal Messaging server.

When the Client Prefix Is Shared check box is selected, you must
update objects on Universal Messaging manually. For example,
if you delete a trigger on Integration Server you need to manually
delete the associated channel on Universal Messaging.

You must select Client Prefix Is Shared if the Integration Server:

webMethods Integration Server Administrator’s Guide 10.5 239



11.1 Overview of webMethods Messaging

Field

Description

m  Belongs to a cluster and you want to prevent automatic
updates to shared objects associated with this alias on the
Universal Messaging server.

m  Belongs to a non-clustered group of Integration Servers that
operate in a load-balanced fashion and you want to prevent
automatic updates to shared objects associated with this alias
on the Universal Messaging server.

For more information about configuring Integration Servers
to receive messages from Universal Messaging in a
load-balanced fashion, see “Load Balancing with a Non-
Clustered Group of Integration Servers” on page 269.

®m  The Universal Messaging connection alias is used by loggers
on multiple Integration Servers in a cluster or non-clustered
group to write or read logs from a Universal Messaging queue.
Selecting the Client Prefix Is Shared check box ensures that
Universal Messaging queue name includes the client prefix
which allows Integration Servers to write to and read from
the same logging queue across a Universal Messaging realm.
For more information about using a Universal Messaging
queue as the logging queue, see the webMethods Audit Logging
Guide.

6. Under Connection Settings, specify the following:

Field

Realm URL

Description

The URL for the Universal Messaging server in the format
protocol:// UM_host: UM_port where protocol is the protocol for the
port, such as nsp, nsps, or nhps. For example, nsp://
127.0.0.1:9000 Or nsps://localhost:9000.

If the protocol for connecting to Universal Messaging server is
nsps or nhps, you must provide the appropriate certificates for
use with the connection alias. You must provide a truststore alias
or a truststore alias and keystore alias.

If you are using a cluster of servers, supply the list of URLs to
each server in the cluster using a comma-separated or a
semicolon-separated list. By default, Integration Server is
configured to follow the master realm server in a cluster, which
indicates that Integration Server always connects to the master
realm server in the cluster. Software AG recommends using a
comma-separated list of URLs if the alias uses follow the master.
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Field Description

Note:

You must specify a URL for every Universal Messaging server
in the cluster. Integration Server connects only to the Universal
Messaging servers for which you specify a URL. Consequently,
Integration Server creates resources such as channels and
durable subscriptions only on the specified Universal
Messaging servers. If you specify only one Universal Messaging
server in a cluster, the resources will be local to that server only.

To use the Universal Messaging horizontal scalability feature with
this messaging connection alias, enclose each realm URL or
multiple realm URLs separated by commas in parenthesis. In a
cluster, the realm URLs must be separated by a comma.

Examples of Horizontal Scalability URL Syntax

m  (realml)(realm2)(realm3)(realm4) - Indicates 4 standalone realms,
namely realm1, realm2, realm3 and realm4.

m  (realml,realm2)(realm3,realm4) - Indicates 2 clusters, one
consisting of realm1 and realm?2 and the other consisting of
realm3 and realm4.

m  (realm1)(realm2,realm3)(realm4) - Indicates one cluster consisting
of realm2 and realm3, and two standalone realms, namely
realm1 and realm4.

If you disabled the follow the master behavior for producers
and/or consumers using this alias, whether you separate the realm
servers in a cluster with a comma or a semicolon determines the
Universal Messaging realm server to which Integration Server
connects.

m  Separate the URLs using a comma if Integration Server always
attempts to connect to the first Universal Messaging server
in the list, only trying the second Universal Messaging server
in the list if the first server becomes unavailable.

m  Separate the URLs using a semicolon if Integration Server
connects to a randomly chosen URL from the list. This may
result in better distribution of clients across the servers in the
cluster.

For more information about the follow the master behavior
including how to disable it, see “About Follow the Master for
webMethods Messaging” on page 248.
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Field Description

Maximum Specify the maximum number of reconnection attempts that
Reconnection Integration Server makes if the connection to Universal Messaging
Attempts fails. If the connection cannot be re-established, Integration Server

writes messages to the error log and the connection created by
this messaging connection alias will be stopped. The default is 5
attempts.

Note:

The Maximum Reconnection Attempts value is a factor only
when an existing connection fails. The Maximum
Reconnection Attempts value is not a factor that Integration
Server considers when starting a messaging connection alias.

7. Under Producer Settings, specify the following:

Field Description

Enable CSQ Whether a client side queue is used with this
Universal Messaging connection alias. Do one of
the following;:

= Select the Enable CSQ check box if you want
to use a client side queue with this Universal
Messaging connection alias. When a client side
queue is in use, if the Universal Messaging
server is not available when Integration Server
publishes documents using this Universal
Messaging connection alias Integration Server
writes the documents to the client side queue.

m  (Clear the Enable CSQ check box if you do not
want to use a client side queue with this
Universal Messaging connection alias. When
a client side queue is not in use, if the
Universal Messaging server is not available
when Integration Server publishes documents
using this Universal Messaging connection
alias, the publishing service ends with an
ISRuntimeException.

Maximum CSQ Size (messages) The maximum number of documents (messages)
that can exist in the client side queue for this
Universal Messaging connection alias. If the client
side queue is at capacity, publishing services that
use this connection alias will end with an
ISRuntimeException.
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Field Description

Specify -1 if you want the client side queue to be
able to contain an unlimited number of messages.

Drain CSQ in Order Whether Integration Server drains the client side
queue for this alias by sending the messages to the
Universal Messaging server in the same order in
which Integration Server placed the messages in
the client side queue. Do one of the following;:

m  Select the Drain CSQ in Order check box if
you want Integration Server to send messages
to the Universal Messaging in publication
order when the connection to the Universal
Messaging server is re-established. After the
connection to the Universal Messaging server
is re-established, Integration Server continues
to write newly published messages to the client
side queue until the client side queue is
completely drained.

m  (Clear the Drain CSQ in Order check box if you
do not want Integration Server to preserve
publication order when the connection to the
Universal Messaging server is re-established.
After the connection to the Universal
Messaging server re-established, Integration
Server sends newly published messages
directly to the Universal Messaging server
while draining the client side queue.

Publish Wait Time While The number of milliseconds that a publishing

Reconnecting service using this Universal Messaging connection
alias will wait for a connection to the Universal
Messaging server to be re-established after the
connection fails. If Integration Server re-establishes
the connection before the Publish Wait Time
While Reconnecting elapses, the publishing
service continues executing. If the specified time
elapses before a connection is re-established, the
publishing service ends with an
ISRuntimeException. The default is 0 milliseconds,
which means that publishing services will not wait
for Integration Server to re-establish the
connection.

Note:
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Field

Enable Follow the Master for
Producers

Description

When a Universal Messaging connection alias
is configured to connect to a Universal
Messaging cluster, make sure the Publish Wait
Time While Reconnecting value is long
enough to accommodate the time the Universal
Messaging cluster takes to establish a quorum
after one of the member servers fails.

Whether Integration Server always connects to the
master realm server in a Universal Messaging
cluster when Integration Server uses this Universal
Messaging connection alias to publish messages.
Do one of the following:

m  Select the Enable Follow the Master for
Producers check box to indicate that
Integration Server always connects to the
master realm server in a Universal Messaging
cluster when Integration Server uses this
Universal Messaging connection alias to
publish messages.

m  (Clear the Enable Follow the Master for
Producers check box to disable the follow the
master behavior for this alias when it is used
to send messages.

When follow the master is disabled for producers,
Integration Server connects to a server in a
Universal Messaging cluster using the order
dictated by the comma or semi-colon separated
list of URLs in the Realm URL parameter.

For more information about the follow the master
behavior, see “About Follow the Master for
webMethods Messaging” on page 248.

8. Under Consumer Settings, specify the following for the Enable Request/Reply Channel

and Listener check box.

Field

Enable Request/Reply Channel
and Listener

Description

Whether you intend to use this Universal Messaging
connection alias to send request documents, send
reply documents, or receive reply documents as
part of a request/reply or publish-and-wait scenario.
Do one of the following:
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Field Description

m  Select the Enable Request/Reply Channel and
Listener if you intend to use this Universal
Messaging connection alias to send request
documents, send reply documents, or receive
reply documents as part of a request/reply or
publish-and-wait scenario

m  C(lear the Enable Request/Reply Channel and
Listener check box if you do not intend to use
this Universal Messaging connection alias as
part of a request/reply or publish-and-wait
scenario. This will conserve resources on
Integration Server and Universal Messaging.

When the Enable Request/Reply Channel and
Listener check box is selected, Integration Server
does the following when the Universal Messaging
connection alias starts:

m  Create arequest/reply channel for this Universal
Messaging connection alias if one does not yet
exist. The request/reply channel name includes
a string identifying the Integration Server, the
client prefix, and the text “RequestReply”.

m  Start a listener on Integration Server that
subscribes to the alias-specific request/reply
channel.

Enable Follow the Master for ~ Whether Integration Server always connects to the

Consumers master realm server in a Universal Messaging
cluster when Integration Server uses this Universal
Messaging connection alias to retrieve messages.
Do one of the following:

m  Select the Enable Follow the Master for
Consumers check box to indicate that t
Integration Server always connects to the master
realm server in a Universal Messaging cluster
when using this Universal Messaging
connection alias to retrieve messages

m Clear the Enable Follow the Master for
Consumers check box to disable the follow the
master behavior for this alias when it is used to
retrieve messages.

When follow the master is disabled for consumers
that use this alias, Integration Server connects to a
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Field

Description

server in a Universal Messaging cluster using the
order dictated by the comma or semi-colon
separated list of URLs in the Realm URL parameter.

For more information about the follow the master
behavior, see “About Follow the Master for
webMethods Messaging” on page 248.

9. Under Client Authentication Settings, specify the following:

Field

Client
Authentication

Description

The type of authentication an Integration Server client will use to connect to
the Universal Messaging server. Choose one of the following options:

None. Select this option if no authentication should be performed. This
is the default.

Even if Universal Messaging does not perform client authentication, if
the protocol specified for Realm URL is nsps or nhps, you must select a
truststore alias in the Truststore Alias field.

Username/Password. Select this option if the Universal Messaging server
performs basic client authentication using user name/password
combinations. If you select this option, specify the user name and
password the client will use in the Username and Password fields.

In addition to providing the username and password for client
authentication, if the protocol specified for Realm URL is nsps or nhps,
you must also select a truststore alias in the Truststore Alias field.

Certificate Based. Select this option if Integration Server connects to a
secure socket layer (SSL) port on the Universal Messaging and Universal
Messaging performs certificate-based authentication.

Depending on how the Universal Messaging port is configured, you must
specify a truststore alias and possibly a keystore alias and key alias for
theUniversal Messaging connection alias.

m  If the Universal Messaging port does not have the Enable Client Cert
Validation option selected, you must specify a truststore alias.

m If the Universal Messaging port has the Enable Client Cert Validation
option selected, you must specify a truststore alias, keystore alias,
and key alias.

Note:
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Field

Truststore Alias

Keystore Alias

Key Alias

Description

Use Universal Messaging Enterprise Manager to view the protocol and
Enable Client Cert Validation option specified for a port.

The alias for the truststore that contains the certificate authority (CA)
certificates for the Universal Messaging server.

You must select a truststore alias if the Universal Messaging port is configured
for certificate-based authentication or if the protocol specified for Realm URL
is nsps or nhps.

The alias for the keystore that contains the client certificates that you want
Integration Server to use when connecting to the Universal Messaging port.
You must select a keystore alias if the Universal Messaging port is configured
for certificate based authentication.

The alias to the key that contains the private key for connecting to the
Universal Messaging port securely. The key alias must be in the keystore
specified in Keystore Alias.

You must specify a Key Alias if you specify a Keystore Alias.

10. Under Enhanced Logging, specify the following to configure additional logging for messages
sent and/or received using this connection alias:

Field

Logging Type

Enable Producer
Message ID
Tracking

Description

Specifies where Integration Server writes log messages when
enhanced logging is enabled for the message producers and/or
consumers that use this messaging connection alias to send and/or
receive documents.

m  SERVER LOG. Select this option to write enhanced logging
messages to the server log. If you specify the server log as the
destination, make sure to increase the logging level for the 0168
Messaging (Enhanced Logging) server log facility to at least
Info.

= MESSAGING AUDIT LOG. Write enhanced logging messages
to the messaging audit log.

You can select one of the options only. Integration Server cannot
write enhanced logging messages to the server log and the
messaging audit log.

Select to indicate that Integration Server writes additional log
messages when a message producer uses this messaging connection
alias to publish documents that are instances of the publishable

webMethods Integration Server Administrator’s Guide 10.5 247



11.1 Overview of webMethods Messaging

Field Description
document types listed in Producer Message ID Tracking: Include
Channels.
Producer The name of each channel that corresponds to a publishable
Message ID document type for which Integration Server performs additional
Tracking: logging during publication. Use a semicolon (;) to separate each
Include channel name. Leave this field blank if you want Integration Server
Channels to perform enhanced logging for every channel to which this
messaging connection alias sends messages
Enable Select to indicate that Integration Server writes additional log
Consumer messages for messaging consumers (triggers) that use this messaging
Message ID connection alias to receive messages. Integration Server writes
Tracking additional log message for the triggers listed in Consumer Message
ID Tracking: Include Triggers.
Consumer The fully qualified name of the triggers for which Integration Server
Message ID performs additional logging during trigger processing. Use a
Tracking: semicolon (;) to separate each trigger name. Leave this field blank

Include Triggers if you want Integration Server to perform enhanced logging for
every trigger that uses this messaging connection alias to receive
messages.

For more information about using enhanced logging for documents sent to and received from
Universal Messaging, “Using Enhanced Logging for Messaging” on page 335.

11. Click Save Changes.
12. Enable the Universal Messaging connection alias.

Note:

To configure a Universal Messaging connection alias to connect to a Universal Messaging port
that performs certificate-based authentication, the alias needs to specify a truststore alias, keystore
alias, and key alias. However, if you set Client Authentication to Certificate Based in the
connection alias but do not supply the truststore alias or keystore alias needed to establish an
SSL connection with the Universal Messaging server, Integration Server looks for this information
in the JVM. For information about setting the SSL-related system properties in the JVM, see
“Storing SSL Information for the Integration Server JVM in a Secure Manner” on page 464.

Software AG recommends specifying the truststore alias, keystore alias, and key alias information
in the Universal Messaging connection alias instead of relying on the JVM system properties.

About Follow the Master for webMethods Messaging

Follow the master is a Universal Messaging client setting that indicates that the client session
always connects to the master realm server in the Universal Messaging cluster. If the master realm
server is not available, Integration Server does not establish a connection. For a Universal Messaging
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connection alias, you can control whether a client session created from the alias follows the master
for producer connections, consumer connections, both, or neither.

In many cases, follow the master can offer performance benefits. By default, each Universal
Messaging connection alias is configured to follow the master for producer and consumer
connections. Connections created for services that use the Universal Messaging connection alias
to publish messages will follow the master realm server. webMethods messaging triggers that use
the Universal Messaging connection alias to receive messages will use a connection that follows
the master realm server.

However, there may be situations for which you do not want the producer and/or consumer
connections to follow the master realm server. For example, if your solution has a large number
of webMethods messaging triggers using many connections, it might provide better performance
to distribute the load across theUniversal Messaging cluster. In this case, disable follow the master
for consumers using the Universal Messaging connection alias.

For a Universal Messaging connection alias, Integration Server provides a producer option and a
consumer option for indicating whether client sessions created from the alias follows the master.

m  For message producers, the Enable Follow the Master for Producers check box determines
whether the client session established for the message producer always connects to the master
realm server.

m  For message consumers, the Enable Follow the Master for Consumers check box determiners
whether the client session established for the message consumer, such as a webMethods
messaging trigger, always connects to the master realm server.

When follow the master behavior is disabled for producers and/or consumers using a Universal
Messaging connection alias, whether you separate the realm servers listed in the Realm URL
parameter with a comma or a semicolon determines the Universal Messaging realm server to
which Integration Server connects. For more information on the Realm URL parameter, see
“Creating a Universal Messaging Connection Alias” on page 238.

Note:

®  Prior to Integration Server 10.0, the only way to disable follow the master behavior for
webMethods messaging was to modify the custom_wrapper.conf file to include the
wrapper.java.additional.n=-DFollowTheMaster=false where n was the next available
wrapper.java.additional number. Do not use the DFollowTheMaster parameter to control
the follow the master behavior for Integration Server. This parameter setting will override
the follow the master behavior set in Universal Messaging connection aliases and JMS
connection aliases.

m  If the Delete Universal Messaging Durable property in webMethods Deployer is set to
Yes, Integration Server removes the durable objects from Universal Messaging. For more
information, see the webMethods Deployer User’s Guide.

For information about configuring follow the master for J]MS connection aliases that use Universal
Messaging as the JMS provider, see the description of the Enable Follow the Master option in
“Creating a J]MS Connection Alias” on page 285.

webMethods Integration Server Administrator’s Guide 10.5 249



11.1 Overview of webMethods Messaging

Editing a Messaging Connection Alias

You can edit the properties of any messaging connection alias that you create or some of the default
messaging connection aliases created by Integration Server. Keep the following points in mind
before editing a messaging connection alias:

—_

You can edit any properties of an existing messaging connection alias with the exception of
the connection alias name.

You must disable a messaging connection alias before you can edit it. If the alias is not disabled,
the Edit messagingConnectionAlias name link will not be hyper-linked.

If you change the client prefix for an existing Universal Messaging connection alias, Integration
Server creates new durable objects on Universal Messaging for triggers that use the alias. The
durable objects that use the old client prefix are not automatically removed from Universal
Messaging. Old durable objects might contain messages and continue to receive messages.

For the IS_DES_CONNECTION alias, you can edit the description and client prefix only. If
the Integration Server is part of a cluster (stateless or stateful), the client prefix for the
IS_DES_CONNECTION connection alias needs to be the same on each Integration Server.

You cannot edit the IS LOCAL_CONNECTION alias.

To edit a messaging connection alias

Open the Integration Server Administrator.
In the Settings menu of the Navigation panel, click Messaging
Under webMethods Messaging Configuration, click webMethods Messaging Settings.

In the webMethods Connection Alias Definitions table, click the name of the messaging
connection alias that you want to edit.

Do one of the following depending on whether you are editing a Broker connection alias,
Universal Messaging, or Digital Event Services connection alias:

m Click Edit Broker Messaging Connection Alias.
m Click Edit Universal Messaging Connection Alias.
m Click Edit Digital Event Services Connection Alias.

Note:

If the Edit messagingConnectionAliasType link appears but is not available, that is, it is not
hyper-linked, the messaging connection alias might not be disabled. You can only edit a
disabled messaging connection alias.

Update the information for the messaging connection alias.
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10.

Click Save Changes.

Enable the messaging connection alias. For more information about enabling a messaging
connection alias, see “Enabling a Messaging Connection Alias” on page 251.

If this is a Broker connection alias, you must restart Integration Server for your changes to take
effect.

If this is a Universal Messaging connection alias used for writing or reading logging entries
to a Universal Messaging queue, you must restart Integration Server for changes to take effect.

Notes:

If you changed a Broker connection alias to connect to Broker in another territory, you might
need to synchronize your publishable document types with the new Broker. For information
about synchronizing publishable document types, see webMethods Service Development Help.

If you change the client prefix of a Universal Messaging connection alias for which the Enable
Request/Reply Channel and Listener check box is selected, Universal Messaging creates a
new request/reply channel with the new client prefix. However, Universal Messaging does
not delete the previous request/reply channel for the Universal Messaging connection alias.
Use Universal Messaging Enterprise Manager to delete the old channel.

If you edit a Universal Messaging connection alias by clearing the Enable Request/Reply
Channel and Listener check box is selected, the request/reply channel for Universal Messaging
connection alias remains on the Universal Messaging server. If you want to delete the channel,
use Universal Messaging Enterprise Manager to delete the channel.

For a Universal Messaging connection alias used by loggers to write log entries to or read log
entries from a Universal Messaging queue, the state of the Client Prefix Is Shared check box
determines whether or not the client prefix of the alias is included in the Universal Messaging
queue name. If you edit a Universal Messaging connection alias by selecting or clearing the
Client Prefix Is Shared check box and the alias is used by loggers, you must restart Integration
Server for changes to the queue name to take effect. Additionally, you must make the same
changes to other Integration Servers in the cluster or non-clustered group of Integration Servers
that use the alias.

Enabling a Messaging Connection Alias

When a messaging connection alias is enabled, Integration Server can use it to send and receive
messages from the messaging provider on behalf of publishing services and webMethods messaging
triggers, respectively. Keep the following information about messaging connection aliases in mind:

When you enable a Universal Messaging connection alias, the change takes effectimmediately.
Publishing services and triggers begin using the alias to send and receive messages from the
messaging provider.

When you enable a Broker connection alias, you must restart Integration Server before the
change takes effect. Publishing services and webMethods messaging triggers do not begin
using the alias to send and receive documents until after Integration Server restarts.
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The IS_LOCAL_CONNECTION messaging connection alias cannot be enabled or disabled.
The alias is always available to Integration Server for local publishing.

To enable a messaging connection alias

1. Open the Integration Server Administrator.
2. In the Settings menu of the Navigation panel, click Messaging
3. Under webMethods Messaging Configuration, click webMethods Messaging Settings.

4. Inthe webMethods Connection Alias Definitions list, locate the messaging connection alias
that you want to enable.

5. Click No in the Enabled column to enable the messaging connection alias.

For a Universal Messaging connection alias, Integration Server Administrator replaces No
with v Yes.

For a Broker connection alias, Integration Server Administrator replaces No with - Yes
[Pending Restart].

6. If this is a Broker connection alias, restart Integration Server for your changes to take effect.

About Disabling a Message Connection Alias

You can disable any messaging connection alias on Integration Server. A disabled messaging
connection alias cannot be used to send messages to or receive messages from the messaging
provider specified in the alias. Specifically, when a messaging connection alias is disabled:

m  Publishing services that use the disabled alias end with an ISRuntimeException.
m  webMethods messaging triggers that use the alias are suspended.

When you disable a Universal Messaging connection alias, you do not need to restart Integration
Server for the change to take effect.

m  Publishing services that use the alias receive an ISRuntimeException as soon as the messaging
connection alias is disabled.

m  Before suspending webMethods messaging triggers that use the alias Integration Server waits
a short time for triggers to finish processing messages the triggers already received. Integration
Server considers message processing to be complete if the trigger service executes to completion
(success or failure) and the trigger acknowledges the message to the message provider. If the
trigger service is long running and cannot complete in the allotted time, Integration Server
disables the trigger and considers message processing to be incomplete.

Note:
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Suspending a trigger does not stop the trigger service. Consequently, even after Integration
Server suspends the webMethods messaging trigger, the trigger service will execute to
completion. After the trigger service completes, Integration Server attempts to acknowledge
the message to the messaging provider. However, the acknowledgment attempt fails because
the messaging connection alias is disabled. If the message is guaranteed, the messaging
provider redelivers the message when the messaging connection alias is enabled and the
trigger resumes. Redelivery of messages can result in duplicate processing.

When you disable a Broker connection alias, you must restart Integration Server for the change
to the alias to take effect. The Broker connection alias is not actually disabled until Integration
Server restarts. This means that publishing services and webMethods messaging triggers that use
the alias continue to send and receive messages until restart occurs. Upon restart, Integration
Server suspends any webMethods messaging trigger that use the messaging connection alias.
Additionally, after restart, any publishing services that use the messaging connection alias will
end with an ISRuntimeException.

Note:
TheIS_LOCAL_CONNECTION messaging connection alias cannot be enabled or disabled. The
alias is always available to Integration Server for local publishing.

Disabling a Messaging Connection Alias

You might disable a Universal Messaging connection alias to:

m  Edit the messaging connection alias.

m  Prevent services from publishing messages to a messaging provider.

m Stop receiving messages from a particular messaging provider.

m  Stop all webMethods messaging triggers that use a particular messaging provider.

Because a Universal Messaging connection alias does not require an Integration Server restart for
the change to take effect, disabling the alias is a quick way to stop the sending, retrieval, and
processing of messages from the Universal Messaging server in the alias.

To disable a messaging connection alias

1. Open the Integration Server Administrator.
2. In the Settings menu of the Navigation panel, click Messaging.
3. Under webMethods Messaging Configuration, click webMethods Messaging Settings.

4. Inthe webMethods Connection Alias Definitions list, locate the messaging connection alias
that you want to disable.

5. Click the v icon in the Enabled column to disable the messaging connection alias.
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For a Universal Messaging connection alias, Integration Server Administrator replaces v with
No.

For a Broker connection alias, Integration Server Administrator replaces ' Yes with
No [Pending Restart].

6. If this is a Broker connection alias, restart Integration Server for your changes to take effect.

Messaging Connection Alias Status

A messaging connection alias can have one of the following statuses in the Enabled column.

Status in Enabled Column Description

v Yes The messaging connection alias is enabled. Integration
Server is connected to the messaging provider and can
use the alias to send and receive messages.

Yes [Pending Restart] The messaging connection alias is currently disabled
but will be enabled after Integration Server restarts.
Integration Server is not connected to the messaging
provider. Integration Server cannot use the alias to send
and receive messages.

Yes [Not Connected] The messaging connection alias is enabled, but
Integration Server is not connected to the messaging
provider. Integration Server cannot use the alias to send
and receive messages.

No The messaging connection alias is not enabled.
Integration Server cannot use the alias to send and
receive messages.

No [Pending Restart] The messaging connection alias is currently enabled but
will be disabled after Integration Server restarts.
Currently, Integration Server is connected to Broker;
services can publish messages to the Broker and triggers
can retrieve messages from Broker.

Note:Integration Server Administrator does not display a status for the predefined
IS_LOCAL_CONNECTION messaging connection alias. The alias cannot be enabled or disabled
and is always available to Integration Server for local publishing.

Specifying the Default Messaging Connection Alias

The default messaging connection alias determines the messaging provider to which messages
are sent when the Connection alias name property for the publishable document type is set to
DEFAULT or is blank.
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m  Services that publish instances of the publishable document type use the default messaging
connection alias to connect to the messaging provider and publish the document.

= webMethods messaging triggers that subscribe to that publishable document type use the
default messing connection alias to connect to the provider and retrieve the messages.

That is, when the publishable document type has a Connection alias name property set to
DEFAULT or is blank, the default messaging connection alias determines which messaging provider
receives and routes published instances of the document.

The first time Integration Server starts, Integration Server sets a default messaging connection
alias based on whether Integration Server was migrated from a previous version and on what
other products are installed in the same location.

To change the default messaging connection alias

1. Open the Integration Server Administrator.

2. In the Settings menu of the Navigation panel, click Messaging.

3. Under webMethods Messaging Configuration, click webMethods Messaging Settings.
4. Click Change Default Connection Alias.

5. Under Select New Default Connection Alias, in the Connection Alias Name list, select the
name of the messaging connection alias that you want to use as the new default messaging
connection alias.

6. Click Update.

Notes

m  After you change the default connection alias, Integration Server reloads all of the webMethods
messaging triggers that subscribe to publishable document types that use the default messaging
connection alias.

m  After you change the default connection alias, you need to synchronize publishable document
types that use the default alias with the messaging provider. This ensures that the provider
definitions on the new default messaging provider are synchronized with publishable document
types that use the default messaging connection alias.

Deleting a Messaging Connection Alias

Before you delete a messaging connection alias, keep the following in mind:

®  Themessaging connection alias must be disabled before it can be deleted. For more information
about disabling a messaging connection alias, see “Disabling a Messaging Connection Alias” on
page 253.
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®m  The messaging connection alias must not be assigned to a publishable document type when
you delete it. Integration Server does not prevent you from deleting a messaging connection
alias used by a publishable document type.

®  The predefined messaging connection alias IS_LOCAL_CONNECTION cannot be deleted.
m  The predefined messaging connection alias IS_DES_CONNECTION cannot be deleted.

To delete a messaging connection alias

1. Open the Integration Server Administrator.
2. In the Settings menu of the Navigation panel, click Messaging
3. Under webMethods Messaging Configuration, click webMethods Messaging Settings.

4. In the webMethods Connection Alias Definitions table, disable the messaging connection
alias if it is not yet disabled.

5. In the Delete column, click X for the messaging connection alias that you want to delete.0

6. Click OK to verify that you want to delete the messaging connection alias.

Authenticating Connections to the Universal Messaging Server

When Software AG Universal Messaging serves as the messaging provider, Integration Server
acts as the client, and the Universal Messaging realm server acts as the server. Communication
between Integration Server and the Universal Messaging server is secured by way of ACL
management on the Universal Messaging server. You can add an extra layer of security for a
connection between Integration Server and Universal Messaging, before the Universal Messaging
server applies the ACLs, by authenticating the connection with a user name and password. You
specify this authentication method when you create the Universal Messaging connection alias.

Note:
This feature applies to Integration Server 9.8 or later and Universal Messaging 9.6 or later.

When you configure a Universal Messaging connection alias to authenticate connections between
Integration Server and Universal Messaging in this way, user credentials are exchanged using
either the Simple Authentication and Security Layer (SASL) framework or the Java Authentication
and Authorization Service (JAAS) framework. Universal Messaging uses the JAAS framework by
default.

The Universal Messaging administrator determines which framework to use. Work with the
Universal Messaging administrator to have the following items in place before you test the
connection:

®m  SASL framework: With this framework, the Universal Messaging server verifies user credentials
based on a specified Directory instance, and credentials are stored in an internal directory or
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in an external directory such as LDAP. Work with the Universal Messaging administrator to
have the following items in place:

® Internal user repository. If you want to store user credentials in an internal user repository,
the Universal Messaging administrator should create the repository using the Software AG
Security Infrastructure command line tool. The Universal Messaging administrator should
also set the Nirvana.directory.provider system property as indicated in the server property
configuration table that follows.

=  External user repository configuration. If you want to store user credentials in an external
repository such as LDAP, the Universal Messaging administrator should set the
Nirvana.directory.provider system property as indicated in the server property
configuration table that follows.

= Server property configuration. The Universal Messaging administrator should set properties
in the nserver.conf file, located in Universal Messaging_directory \server\umserver\bin\
on the Universal Messaging server, as follows:

Set this property To

Nirvana.auth.sagrepo.path The relative or absolute path of the user
credentials text file that the Security Infrastructure
command line tool created

Nirvana.directory.provider One of the following:

m If user credentials are stored in an internal
user repository, set this property to:

com.pcbsys. foundation.security.auth. fSAGInternalUserRepository/

m If user credentials are stored in an external
user repository, set this property to:

com.pcbsys. foundation.security.auth. fLDAPAdapter
Nirvana.auth.enabled Y

If this parameter is set to N and credentials are
passed with the connection request, the Universal
Messaging server ignores the credentials and
connects without authentication.

Nirvana.auth.server.mandatory v

For more information about internal and external user repositories, the Security Infrastructure
command line tool, and the nserver.cnf system properties, see the Software AG Infrastructure
Administrator’s Guide and the Universal Messaging documentation.

®  JAAS framework: With this framework, the Universal Messaging server invokes a JAAS login
module to verify user credentials. Organizations might choose this method over SASL when
they require custom logic for authenticating users (for example, when a custom service is
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needed to extract user credentials from an external database). Work with the Universal
Messaging administrator to have the following items in place:

®  Login module. The login module contains the code that retrieves and validates passwords.
If the user name/password combination supplied in the connection alias differs from what
is specified in the login module, Integration Server displays an error message indicating
that the connection failed.

®m  JAAS configuration file. The Universal Messaging administrator should create a JAAS
configuration file, which defines the JAAS key and calls the login module, on the Universal
Messaging server.

= Server property configuration. The Universal Messaging administrator should set properties
in the nserver.conf file, located in Universal Messaging_directory \server\umserver\bin\
on the Universal Messaging server, as follows:

Set this property To
Nirvana.auth.serverjaaskey = noauth
wrapper.java.classpath The login module location
For more information about login modules, JAAS configuration files, and the nserver.cnf

system properties, see the Software AG Infrastructure Administrator’s Guide and the Universal
Messaging documentation.

Specifying the Keep-Alive Mode for the Broker Connection

After configuring the connection to the Broker, you can specify the keep-alive mode that you want
Integration Server to use.

The keep-alive mode indicates whether the Broker checks for dropped connections from a client
and then explicitly disconnects the client if it has dropped the connection. By disconnecting the
client, the Broker makes any unacknowledged documents retrieved by that client available for
redelivery to other clients.

Note:
You can specify a keep-alive mode only if Integration Server connects to a webMethods Broker
version 6.1 or later.

If client state is not shared, an undetected broken connection does not pose a problem. The Broker
will automatically redeliver unacknowledged events to the client when it reconnects. However,
if the client state is shared and a client loses its connection to the Broker, the client cannot retrieve
the unacknowledged documents after it re-establishes the connection. (The default client for the
Integration Server and all trigger clients are shared-state clients.) This is because the same client
ID is used by all the clients in a shared-state client. The Broker cannot distinguish the reconnection
of one client from the ordinary reconnections of other clients with the same client ID. The
unacknowledged documents retrieved by the now disconnected client will not be made available
for redelivery until the Broker receives an explicit disconnect notice (generally, when the TCP/IP
connection finally times out). In some cases, this might be hours later.

258 webMethods Integration Server Administrator’s Guide 10.5



11.1 Overview of webMethods Messaging

To avoid a situation in which unacknowledged documents stay on the Broker for an unacceptable
period of time, you can select a keep-alive mode that will disconnect unresponsive clients and
make unacknowledged documents available for redelivery.

Note:
For more information about the Broker keep-alive feature and about shared-state clients, see
the webMethods Broker Java Client API Reference.

You can configure one of the following keep-alive modes:

®  Normal. The Broker sends a keep-alive message to the Integration Server at a specified time
interval (keep-alive period) and expects a response within another specified time interval (max
response time). If the Broker does not receive a response, it will retry up to the number of times
specified by the retry count. If the Integration Server still does not respond to the keep-alive
message, the Broker explicitly disconnects the Integration Server. Normal is the default mode.

For example, by default, the Broker sends the Integration Server a keep-alive message every
60 seconds. If the Integration Server does not respond within 60 seconds, the Broker sends up
to three more keep-alive messages before disconnecting the Integration Server. (The default
retry count is 3.)

m  Listen Only. The Broker disconnects the Integration Server if there is no activity from the
Integration Server over a specified time interval (keep-alive period). In listen only mode, the
Broker does not send keep-alive messages to the Integration Server and ignores the retry count.

For example, suppose that the Broker expects activity from the Integration Server every 60
seconds. If there is no activity from the Broker after 60 seconds, the Broker disconnects the
Integration Server.

= Disabled.The Broker disables keep-alive interaction with this Integration Server. The Broker
does not send keep-alive messages and does not disconnect the Integration Server because of
inactivity.

Note:
The Broker does not communicate directly with Integration Server. The Broker Client API
facilitates communication between Broker and Integration Server.

Setting Server Configuration Parameters for Keep-Alive Mode

The keep-alive mode is determined by the combination of values for the following set of server
configuration parameters:

m  watt.server.brokerTransport.dur. Specifies the number of seconds of idle time that the Broker
waits before sending a keep-alive message to Integration Server. This is the keep-alive period.
The default is 60 seconds.

= watt.server.brokerTransport.max. Specifies the number of seconds that the Broker waits for
the Integration Server to respond to a keep-alive message. This is the max response time. The
default is 60 seconds.
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= watt.server.brokerTransport.ret. Specifies the number of times the Broker re-sends keep-alive

messages before disconnecting an un-responsive Integration Server. This is the retry count.
The default is 3.

For information about setting a keep-alive mode using these parameters, see the sections that
follow. For more information about these parameters, see “watt.server.” on page 1053.

Normal Mode

Use the settings in the following table to configure normal keep-alive mode. This is the default
mode.

Parameter Value

watt.server.brokerTransport.dur Any integer greater than 0 but less than 2147483647. The
default is 60.

watt.server.brokerTransport.max Any integer greater than 0 but less than or equal to
2147483647. The default is 60.

watt.server.brokerTransport.ret ~Any integer between 1 and 2147483647. The default is 3.

Listen Only Mode

Use the settings in the following table to configure listen only keep-alive mode.

Parameter... Value

watt.server.brokerTransport.dur 2147483647

watt.server.brokerTransport.max Any integer greater than zero but less than 2147483647

watt.server.brokerTransport.ret ~ N/A. The retry count is ignored in listen only mode.

Disabled

Use the settings in the following table to disable keep-alive mode.

Parameter Value

watt.server.brokerTransport.dur 2147483647

watt.server.brokerTransport.max 2147483647

watt.server.brokerTransport.ret 1

260 webMethods Integration Server Administrator’s Guide 10.5



11.1 Overview of webMethods Messaging

Synchronizing Broker Clients When the Primary Port for
Integration Server Changes

It is important to establish the primary port for your Integration Server before connecting your
server to the Broker. However, if you change the Integration Server's primary port number after
configuring a Broker connection alias, the Broker client for your Integration Server may become
unsynchronized with your Broker's configuration.

If you change the Integration Server’s primary port after configuring the Broker connection alias,
you need to synchronize your Broker clients to the Integration Server's new port configuration.

To synchronize Broker clients with the Integration Server's primary port

1. Using the Broker user interface, delete the clients that reflect the server's original primary port
number, for example 10.3.33.129_5555_DefaultClient.

2. Delete the dispatch.cnf file from the Integration Server_directory \instances\ instance_name \ config
directory.

3. Reconfigure the Broker connection alias, using the procedure described in “Creating a Broker
Connection Alias” on page 234.

Configuring Document Stores

Integration Server uses document stores to save documents to disk or to memory while the
documents are in transit or waiting to be processed. Integration Server maintains three document
stores for published documents.

m  Default document store. The default document store contains guaranteed documents delivered
to the default Broker client for the Integration Server. When Integration Server retrieves
documents delivered to its default Broker client, Integration Server places the documents in
the default document store. Documents remain in the default document store until the
dispatcher determines which triggers subscribe to the document. The dispatcher then moves
the documents to the trigger queues for the subscribing triggers.

m  Trigger document store. The trigger document store contains locally published guaranteed
documents that are delivered to a specific webMethods messaging triggers. For each trigger,
Integration Server creates a queue for locally published guaranteed documents in the trigger
document store. A guaranteed document remains in the trigger queue within the trigger
document store until the server successfully processes the document.

®  Outbound document store. The outbound document store, sometimes called a client-side
queue, contains documents waiting to be sent to the Broker. Integration Server places documents
in the outbound document store when the configured Broker is not available. When the
connection to the Broker is restored, Integration Server empties the outbound document store
by sending the saved documents to the Broker.

Note:
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The outbound document store is used for guaranteed documents published to the Broker

only.

Using Integration Server Administrator, you can configure properties for each document store.

Configuring the Default Document Store

The default document store contains published documents delivered directly to the default Broker
client for an Integration Server. Documents remain in the default document store until the dispatcher
moves the document to the trigger queues for the subscribing webMethods messaging triggers.

Note:
You do not need to configure the default document store if you use Universal Messaging as the
messaging provider.

To configure the default document store

Open the Integration Server Administrator if it is not already open.

In the Settings menu of the Navigation panel, click Resources.

Click Store Settings, and then click Edit Document Store Settings.

Set the Default Document Store fields as follows:

Field

Description

Store Location

Initial Store Size
(MB)

The location of the default document store. By default, the Integration
Server saves document stores in the following directory:

Integration Server_directory \instances\instance_name\DocumentStore

If you want to save the default document store in a different location,
specify the directory in this field. If the directory does not exist, the
server creates it.

Important:

Make sure that you have write access to the specified directory and
that the directory does not contain any characters considered illegal
by your operating system.

The amount of disk space allocated to the default document store at
start up. The default store automatically increases when it receives data
that exceeds the initial size. The default size is 25MB.

When setting the Initial Store Size, consider the size and volume of
documents that you expect to be delivered to the default document
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Field

Description

Capacity

Refill Level

5. Click Save Changes.

store. If you expect large documents or a high volume of documents,
consider increasing the Initial Store Size.

Important:

Make sure that there is enough free disk space on the Integration
Server machine to accommodate the initial sizes of the default
document store, the trigger document store, and the XA recovery
store.

The maximum number of documents in the default document store.
The default is 10 documents.

The Capacity must be greater than the Refill Level.

If you set Capacity to 0, the server automatically suspends the Refill
Level.If you set the Capacity field to 0, the server displays "Suspended"
next to the field on the Settings > Resources > Store Settings page.

Note:
The Capacity field displays " Broker Not Configured" if there is not
a Broker configured for the server.

The number of unprocessed documents that remain in the default
document store before the Integration Server retrieves more documents
from the Broker.

For example, if you assign the default document store a Capacity of
10 and a Refill Level of 4, the server initially retrieves ten documents.
When only four documents remain to be processed in the default
document store, the server retrieves six more documents. If six
documents are not available, the server retrieves as many as possible.

The default refill level is 4 documents.

The Refill Level must be less than Capacity. If you set Capacity to 0,
the server automatically suspends the Refill Level.

Note:
The Refill Level field displays " Broker Not Configured" if there is
not a Broker configured for the server.

6. If you changed one or more parameters that require server restart for the new value to take
effect, restart Integration Server.

Note:
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An asterisk (*) next to a parameter indicates that you need to restart the server for changes
to take effect.

About the Trigger Document Store

The trigger document store contains trigger queues in which Integration Server keeps locally
published guaranteed documents awaiting processing. A document remains in trigger queue in
the trigger document store until one of the following occurs:

m Integration Server successfully executes the trigger service specified in the trigger condition
satisfied by the document.

m Integration Server discards the document because the document does not satisfy any conditions
in the trigger.

m Integration Server discards the document because it is a duplicate of one already processed
by the trigger. This can occur only if the trigger is configured for exactly-once processing.

® Integration Server cannot determine whether the trigger processed the document previously,
assigns the document a status of In Doubt, and instructs the audit subsystem to log the
document. This can occur only if the trigger is configured for exactly-once processing.

Configuring the Trigger Document Store

When you configure the trigger document store, you specify the location of the store and the initial
size of the store.

Note:
You do not need to configure the trigger document store if you use Universal Messaging as the
messaging provider.

To configure the trigger document store
1. Open the Integration Server Administrator if it is not already open.
2. Inthe Settings menu of the Navigation panel, click Resources.
3. Click Store Settings, and then click Edit Document Store Settings.

4. Set the Trigger Document Store fields as follows:

Field Description

Store Location The location of the trigger document store. By default, Integration
Server saves the trigger document store in the following directory:

Integration Server_directory \instances \instance_name\ DocumentStore
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Field Description

If you want to save the trigger document store in a different directory,
specify the directory in this field. If the directory does not exist, the
server creates it.

Important:

Make sure that you have write access to the specified directory
and that the directory does not contain any characters considered
illegal by your operating system.

Initial Store Size (MB) The amount of disk space allocated to the trigger document store at
start up. The trigger document store automatically increases when
it receives data that exceeds the initial size. The default size is 35MB.

Important:

Make sure that there is enough free disk space on the Integration
Server machine to accommodate the initial sizes of the default
document store, the trigger document store, and the XA recovery
store.

5. Click Save Changes.

6. If you changed one or more parameters that require server restart for the new value to take
effect, restart Integration Server.

Note:

An asterisk (*) next to a parameter indicates that you need to restart the server for changes
to take effect.

Maintaining Inbound Document History for Received Documents

If Integration Server connects to a Broker version 6.0.1, you can configure the Inbound Document
History setting to maintain a history of documents received by the server. This instructs the server
to perform a very basic form of duplicate detection for all triggers.

If Integration Server connects to a Broker version 6.1 or later, you can configure duplicate detection
on a per trigger basis. For information about configuring duplicate detection for webMethods

messaging triggers using version 6.1 or later of Integration Server, see the webMethods Service
Development Help.

In a cluster of Integration Servers connected to a Broker version 6.0.1, each Integration Server in
the cluster maintains its own inbound document history information. That is, the inbound document
history information is not shared across the cluster.

Note:

The Inbound Document History (minutes) field can be set only if Integration Server connects
to a Broker version 6.0.1. The field is not available if the server connects to a 6.1 or later version
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of the Broker. For detailed information about configuring inbound document history, see the
webMethods Integration Server Administrator’s Guide version 6.0.1.

Enabling Inbound Client-Side Queuing

If Integration Server connects to a 6.0.1 version of the Broker, you can use inbound client-side
queuing. When inbound client-side queuing is enabled, Integration Server stores received
documents on disk and acknowledges documents to the Broker immediately after receipt and
storage. When inbound client-side queuing is disabled, Integration Server stores received documents
in memory and acknowledges documents to the webMethods Broker after processing completes.

Note:

Inbound client-side queuing is not available when Integration Server connects to a 6.1 or later
version of the Broker. For information about using client-side queuing with a 6.0.1 version of
the Broker, see the webMethods Integration Server Administrator’s Guide version 6.0.1.

About the Outbound Document Store

The outbound document store, sometimes called a client side queue (CSQ), contains guaranteed
documents published by Integration Server when the Broker specified in the Broker connection
alias is not available. After the connection to the Broker is re-established, Integration Server sends
the documents in the outbound document store to the Broker.

Note:

The outbound document store is not used for guaranteed documents published to Universal
Messaging. Instead, each Universal Messaging connection alias has its own client side queue.
Configuring the client side queue for a Universal Messaging is part of creating the Universal
Messaging connection alias. For more information about creating a Universal Messaging
connection alias, see “Creating a Universal Messaging Connection Alias” on page 238.

For Integration Server to use the outbound document store, the watt.server.publish.useCSQ
parameter must be set to “always”. If watt.server.publish.useCSQ parameter is set to “never”,
then Integration Server throws a ServiceException when the Broker is unavailable at the time
documents are published to the Broker.

If the initial attempt to publish the document to Broker from the CSQ fails, Integration Server
makes subsequent attempts until the document is published successfully or Integration Server
makes the maximum attempts specified in watt.server.publish.maxCSQRedeliveryCount. Each
attempt to publish to Broker from the CSQ is considered a redelivery attempt. After Integration
Servermakes the specified number of attempts to transmit a document from the CSQ to the
Integration Server and all attempts fail, the audit subsystem logs the document and assigns it a
status of STATUS_TOO_MANY_TRIES.

Integration Server can empty documents from the outbound document store in order of publication
or in parallel. The value of the watt.server.publish.drainCSQInOrder parameter determines how
the outbound store is emptied. By default, Integration Server sends all newly published documents
(guaranteed and volatile) to the outbound document store until the outbound store has been
emptied. This allows Integration Server to maintain publication order. When Integration Server
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is configured to empty the outbound store in parallel, the outbound store is emptied while new
documents are being published to the Broker.

Configuring the Rate at which Integration Server Drains the Outbound Document
Store

You can configure how quickly the server empties the outbound document store by setting the
Maximum Documents to Send per Transaction parameter on the Settings > Resources >
Store Settings > Edit Document Store Settings page. By default, this parameter is set to 25
documents. To empty the outbound document store more quickly, increase the number of
documents sent per transaction. Keep in mind that the amount of memory needed to send
documents increases with the number of documents sent for each transaction. If you want to use
less memory to empty the outbound document store and can allow the outbound document store
to empty more slowly, decrease the number of documents sent for each transaction. However, it
is advisable to drain the outbound document store as quickly as possible because Integration
Server performs more quickly and uses fewer resources when publishing documents directly to
the Broker.

You only need to configure the rate at which Integration Server drains the outbound document
store (client side queue) if:

m Integration Server publishes documents to the Broker. Integration Server does not use the
outbound document store when publishing documents to Universal Messaging.

®m  The outbound document store is enabled for Integration Server. That is, the
watt.server.publish.useCSQ parameter is set to “always”.

Tip:
You can monitor the number of documents in the outbound document store by checking the

value of the CSQ Count field for the Broker connection alias on the Settings > Messaging >
webMethods Messaging Settings screen.

To configure how quickly Integration Server empties the outbound document store

1. Open the Integration Server Administrator if it is not already open.
2. In the Settings menu of the Navigation panel, click Resources.
3. Click Store Settings, and then click Edit Document Store Settings.

4. Under Outbound Document Store, in the Maximum Documents to Send per Transaction,
type the number of documents the server should send from the outbound document store to
the Broker for each transaction.

If there is no configured Broker, the Integration Server Administrator displays " Broker Not
Configured" next to the field name.

5. Click Save Changes.
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Setting the Capacity of the Outbound Document Store

By default, the outbound document store (client side queue) can contain a maximum of 500,000
documents. After the outbound document store reaches capacity, the server "blocks" or "pauses”
any threads that are executing services that publish documents. The threads remain blocked until
the server begins draining the outbound document store.

The watt.server.control.maxPersist server parameter determines the capacity of the outbound
document store. If you plan to bring the Broker down for an extended time period, consider editing
this parameter to lower the capacity of the outbound document store. If you keep the outbound
document store at the default capacity, and the Broker becomes unavailable, it is possible that
storing outbound documents could exhaust memory and cause Integration Server to fail. If the
outbound document store has a lower capacity, Integration Server will block threads instead of
continuing to use memory by storing documents.

Associating a User Account with webMethods Messaging
Trigger Services

When a client invokes a service via an HTTP request, Integration Server checks the credentials
and user group membership of the client against the Execute ACL assigned to the service.
Integration Server performs this check to make sure the client is allowed to invoke that service.
In a publish-and-subscribe situation, however, Integration Server invokes the service when it
receives a document rather than as a result of a client request. Because Integration Server does not
associate user credentials with a published document, you can specify the user account for
Integration Server to use when invoking services associated with webMethods messaging triggers.

You can instruct Integration Server to invoke a service using the credentials of one of the predefined
user accounts (Administrator, Central, Default, Developer, Replicator). You can also specify a user
account that you or another server administrator defined. When Integration Server receives a
document that satisfies a trigger condition, Integration Server uses the credentials for the specified
user account to invoke the service specified in the trigger condition.

Make sure that the user account you select includes the credentials required by the execute ACLs
assigned to the services associated with triggers. For example, suppose that you specify "Developer"
as the user account for invoking services in triggers. The receiveCustomerinfo trigger contains a
condition that associates a publishable document type with the service addCustomer. The addCustomer
service specifies "Replicator” for the Execute ACL. When the trigger condition is met, the addCustomer
service will not execute because the user setting you selected (Developer) does not have the
necessary credentials to invoke the service (Replicator).

How you specify a user account for a webMethods messaging trigger service depends on the
messaging provider used by the trigger.

m If the trigger receives message from Broker, specify the user account using Integration Server
Administrator. The user account you specify applies to all webMethods messaging triggers
that receive messages from the Broker. For more information, see “Specifying a User Account
for Invoking webMethods Messaging Trigger Services” on page 269.
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m  [f the trigger receives messages from Universal Messaging, specify the user account for a trigger
using Designer. For each webMethods messaging trigger that retrieves messages from Universal
Messaging, you use the Execution user property to indicate which users can invoke the trigger
services for that trigger. For more information about setting the execution user for a trigger,
see webMethods Service Development Help.

Specifying a User Account for Invoking webMethods Messaging Trigger Services

For webMethods messaging triggers that receive messages from Broker, you set the execution
user using Broker. The user account you specify applies to all webMethods messaging triggers
that receive messages from the Broker.

To specify a user account to execute a webMethods messaging trigger service

—_

Open the Integration Server Administrator if it is not already open.
2. In the Settings menu of the Navigation panel, click Resources.
3. Click Store Settings, and then click Edit Document Store Settings.

4. Inthe Trigger Document Store area of the screen, in the User field, select the user account
whose credentials the Integration Server uses to execute a service specified in a trigger condition.
The user account can be selected from a central or external directory. The default is
Administrator.

5. Click Save Changes.

Load Balancing with a Non-Clustered Group of Integration
Servers

Integration Servers can receive messages from the same messaging provider in a load-balanced
manner if the Integration Servers are connected to the messaging provider as a non-clustered
group. In a non-clustered group, multiple Integration Servers act as a single messaging client but
are not members of a cluster.

Note:

In addition to the term “non-clustered group,” the terms “stateless cluster” and “external cluster”
are sometimes used to describe the situation in which a group of Integration Servers function
in a manner similar to a cluster but are not part of a configured cluster.

Integration Servers can receive messages from the same messaging provider in a load-balanced
manner if the Integration Servers are connected to the messaging provider as a non-clustered

group.

To receive messages in a load-balanced fashion, each Integration Server must:
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Connect to the same messaging provider. A group of non-clustered Integration Servers can
receive messages in a load-balanced fashion from Universal Messaging or Broker. The messaging
connection aliases should be the same on each Integration Server.

Use the same client prefix. Use the Integration Server Administrator to specify the client prefix
for your Integration Servers. For instructions, see “Creating a Broker Connection Alias” on
page 234 and“Creating a Universal Messaging Connection Alias” on page 238.

Use the same client group. When Broker is the messaging provider, each Integration Server
must use the same client group. Use the Integration Server Administrator to specify the client
group for your Integration Servers. For instructions, see “Creating a Broker Connection Alias” on
page 234.

Have the same triggers. To receive message in a load-balanced manner, the non-clustered
Integration Servers must act as a single messaging client, which includes having the same
document subscriptions. For information about configuring webMethods messaging triggers,
see webMethods Service Development Help.

Integration Servers in a non-clustered group can also share a document history database and a
cross-reference database without being in an Integration Server cluster.

Note:
A stateless cluster of Integration Servers does not use a Terracotta Server Array.

Important Considerations for Using a Stateless Cluster with
webMethods Messaging

Keep the following points in mind when determining whether to connect a non-clustered group
of Integration Servers to the same messaging provider for load-balancing:

The Integration Servers in the group must be the same version and at the same fix level.

The Integration Servers in the group can share a document history database and a
cross-reference database.

The actions that Integration Server takes when modifying triggers in a non-clustered group
Integration Servers depends on the value of the Client Prefix Is Shared option:

m Ifthe Client Prefix Is Shared option for the Integration Server connection to the messaging
provider is set to Yes, Integration Server prevents updates to shared objects on the
messaging provider.

In a non-clustered group of Integration Servers for which the Client Prefix Is Shared
option is Yes, it is your responsibility to manually update the settings on the messaging
provider.

m Ifthe Client Prefix Is Shared option for the Integration Server connection to the messaging
provider is set to No, Integration Server allows updates to shared objects, such as a queue
or channel, on the messaging provider. Modifying a webMethods messaging trigger on
one of the Integration Servers could delete documents and other data on the messaging
provider. For example, when the messaging provider is Broker, if you enable a trigger,
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disable a trigger, or change the processing mode, the Integration Server deletes and then
recreates the associated trigger client queue on the Broker. This action deletes any documents
that are in the trigger client queue on the Broker.
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12.1

To configure Integration Server for JMS messaging, you need to:

m  Create one or more JNDI provider aliases to specify where Integration Server can look up
administered objects when it needs create a connection to JMS provider or specify a destination
for sending or receiving messages.

m  Create one or more connection aliases that encapsulate the properties that Integration Server
needs to create a connection with the JMS provider.

Integration Server also includes various server configuration properties that you can use to change
the default server behavior. For a list of server configuration parameters related to JMS, see “Server
Configuration Parameters” on page 1017.

Working with JNDI Providers

Each JMS provider can store JMS administered objects in a standardize namespace called the Java
Naming and Directory Interface (JNDI). JNDI is a Java API that provides naming and directory
functionality to Java applications.

As the JMS client, Integration Server uses a JNDI provider alias to encapsulate the information
needed to look up an administered object. When you create a JMS connection alias, you can specify
the JNDI provider alias that Integration Server should use to look up administered objects (i.e.,
Connection Factories and Destinations).

Note:

If you connect directly to webMethods Broker using the native webMethods API, you do not
need to use a JNDI provider. If you choose to use webMethods Broker but do not want to connect
natively (using the native webMethods API), you still need to use a JNDI provider. For more
information about using the native webMethods API to connect to webMethods Broker, see
“Connecting to webMethods Broker with the Native webMethods API” on page 284.

Predefined JNDI Provider Aliases

Integration Server includes predefined JNDI provider aliases. Integration Server creates the aliases
the first time Integration Server starts. If the aliases existed in an Integration Server that was
migrated from a previous version, Integration Server keeps the existing aliases. That is, Integration
Server does not overwrite the previous alias definition.

The predefined JNDI provider alias for Integration Server is DEFAULT_IS_JNDI_ PROVIDER, a
JNDI provider alias with predefined settings for establishing a connection to the local instance of
Software AG Universal Messaging. If Software AG Universal Messaging is not installed in the
same directory as Integration Server, then the DEFAULT_IS_JNDI_PROVIDER uses a provider
URL of nsp://localhost:9000.

Note:
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If you migrated to Integration Server version 9.10 or later from an earlier version, then you
might have the EventBus]ndiProvider alias, which was a predefined JNDI provider alias in
versions prior to 9.10. This alias points to the local instance of Software AG Universal Messaging.
If Software AG Universal Messaging is not installed in the same directory as Integration Server,
then the EventBus]ndiProvider uses a provider URL of nsp://localhost:9000.

Creating a JNDI Provider Alias

A JNDI provider alias contains the information needed to look up an administered object. Most
JMS connection aliases require a JNDI provider alias to create connections and look up destinations.

Keep the following information in mind when you create a JNDI provider alias:

m  If the JMS provider requires the use of SSL for sending and receiving messages, you might be
able to include SSL certificate information in the JNDI provider alias.

For more information about including SSL certificate information in the JNDI provider alias,
see “Including SSL Configuration Information in the JNDI Provider Alias” on page 281. For
information about configuring SSL communication with the JMS provider, see “Using SSL
with JMS” on page 313.

® If you connect directly to webMethods Broker using the native webMethods API, you do not
need to use a JNDI provider and, therefore, do not need to create a JNDI provider alias.

m If you choose to use webMethods Broker but do not want to connect natively (using the native
webMethods API), you still need to use a JNDI provider. For more information about using
the native webMethods API to connect to webMethods Broker, see “Connecting to webMethods
Broker with the Native webMethods API” on page 284.

Use the following procedure to create an alias to a JNDI provider.

To create a JNDI provider alias

—_

Open Integration Server Administrator if it is not already open.
2. In the Settings menu of the Navigation panel, click Messaging.
3. Under JMS Configuration, click JNDI Settings.

4. Click Create JNDI Provider Alias.

5. Specify the following information for the JNDI provider alias:

Field Description
JNDI Alias Name The alias name that you want to assign to this JNDI provider.
Description A description for this JNDI alias.
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Field

Description

Predefined JNDI
Templates

Initial Context Factory

Provider URL

The JNDI template that you want to use.

The JNDI templates provide information that you can use to
complete alias configuration for a specific provider.

Note:

After you create a JNDI provider, Integration Server
Administrator displays Current Settings as the value of the
Predefined JNDI Templates field. This indicates that
Integration Server uses the currently specified settings for the
JNDI provider alias.

The class name of the JNDI provider. The JNDI provider uses
the initial context as the starting point for resolving names for
naming and directory operations.

If you selected a predefined JNDI template, Integration Server
displays the initial context factory for the provider.

The primary URL of the initial context for sessions with the JNDI
provider. The URL specifies the JNDI directory in which the JNDI
provider stores JMS administered objects.

If you selected a predefined JNDI template, replace the
placeholder information in brackets << >> with information
specific to your configuration.

If you are using Software AG Universal Messaging, this is the
Universal Messaging realm server in the format
nsp://UM_host:UM_port (for example, nsp://127.0.0.1:9000).

If you are using a cluster of Universal Messaging realm servers,
supply a list of the URLs to each realm server in the cluster. Use
a colon or semi-colon to separate each URL:

m  Separate the URLs using a comma if Integration Server always
attempts to connect to the first Universal Messaging server
in the list, only trying the second Universal Messaging server
in the list if the first server becomes unavailable

m  Separate the URLs using a semicolon if Integration Server
connects to a randomly chosen URL from the list. This may
result in better distribution of clients across the servers in the
cluster.

Note:

You must specify a URL for every Universal Messaging server
in the cluster. Integration Server connects only to the Universal
Messaging servers for which you specify a URL. Consequently,
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Field Description

Integration Server creates resources such as destinations or
durable subscribers on the specified Universal Messaging
servers. If you specify only one Universal Messaging server
in a cluster, the resources will be local to that server only.

Note:

If the JMS connection alias uses this JNDI provider alias to
connect to Universal Messaging cluster and the JMS connection
alias is configured to follow the master, Integration Server
always connects to the master realm server in the cluster. By
default, Integration Server is configured to follow the master
realm server in a cluster. Software AG recommends using a
comma-separated list of URLs if the JMS connection alias
follows the master. For more information about the Enable
Follow the Master option for a JMS connection alias, see
“Creating a JMS Connection Alias” on page 285

Provider URL Failover List A list of the failover URLs of the initial context for sessions with
the JNDI provider. Specify one URL per line. If the connection
to the primary JNDI provider becomes unavailable, Integration
Server automatically attempts a connection to a JNDI provider
specified in this list.

For more information about setting up a JNDI provider failover
list, see “Creating a JNDI Provider Failover List” on page 280.

Security Principal The principal name, or user name supplied by Integration Server
to the JNDI provider, if the provider requires one for accessing
the JNDI directory.

For information about whether or not the JNDI provider requires
security principal information, consult the product documentation
for the JNDI provider.

Security Credentials The credentials, or password, that Integration Server provides
to the JNDI provider, if the provider requires security credentials
to access the JNDI directory.

For information about whether or not the JNDI provider requires
security credentials, consult the product documentation for the
JNDI provider.

Other Properties Any additional properties the JNDI provider requires for
configuration. For example, you might need to specify the
classpath for any additional .jar or class files that the JNDI
provider needs to connect to the JNDI.
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Field Description

When you select a predefined JNDI template, Integration Server
populates this field with any additional properties and
placeholder information required by the JNDI provider.

For more information about additional properties or classes
required by a JNDI provider and the location of those files, see
the product documentation for the JNDI provider.

6. For Use SSL, select one of the following:

7.

Select Yes if you want to use SSL to connect to the JNDI provider and specify SSL certificate
information in the JNDI provider alias. When it creates the JNDI context, Integration Server
passes the certificate information into the JNDI context.

For more information, see “Including SSL. Configuration Information in the JNDI Provider
Alias” on page 281.

Note:
This approach is only useful when the JNDI provider and JMS provider use the same
set of certificates such as when using Universal Messaging as the JMS and JNDI providers.

Select No if you do not want to include SSL configuration information in the JNDI provider
alias. This is the default value.

If you select No and the JMS provider requires that communications be secured via SSL,
you must configure Integration Server to provide certificate information a different way
such as via the javax.net.ssl properties. For information about configuring SSL
communication with the JMS provider, see “Using SSL. with JMS” on page 313.

If you selected Yes for Use SSL, under SSL Settings, identify the truststore and/or keystore
that contains the certificates used to establish a SSL connection to the JNDI and JMS providers.

Field Description

Truststore Alias The alias for the truststore that contains the certificates of the

Certificate Authority (CA) for the JNDI and JMS providers.

You must select a truststore alias if you want to set up SSL
communication.

Keystore Alias The alias for the keystore that contains the client certificates for

Integration Server to use when connecting to the JNDI and JMS
providers.

You must select a keystore alias if you want to set up two-way
SSL communication.
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Field Description

Key Alias The alias to the key that contains the private key for connecting
to the JNDI and JMS providers. The key alias must be in the
keystore specified in Keystore Alias.

Note:

If the JMS provider requires that the SSL settings of the JMS client JVM must be used to
establish the SSL connection, the certificates in the truststore and keystores specified under
Secure Settings are ignored.

8. If you selected Yes for Use SSL, under JNDI Property Names (JNDI Provider Specific),

specify the JNDI property names that the JNDI provider uses to establish a secure connection.
JNDI property names vary per JNDI provider.

Field Description

Truststore Property Name The name of the JNDI property for storing the truststore location.

This property name is required if you selected a Truststore Alias
in SSL Settings.

Truststore Password The name of the JNDI property for storing the truststore
Property Name password.

This property name is required if you selected a Truststore Alias
in SSL Settings.

Keystore Property Name The name of the JNDI property for storing the keystore location.

This property name is required if you selected a Keystore Alias
in SSL Settings.

Keystore Password The name of the JNDI property for storing the keystore password.

Property Name . . . . .
This property name is required if you selected a Keystore Alias

in SSL Settings.

Keystore Format Property The name of the JNDI property for storing the keystore format.

Name This property name is optional.
Private Key Property The name of the JNDI property for storing the private key name.
Name This property name is optional.

9. C(lick Save Changes.

Editing a JNDI Provider Alias

Use the following procedure to edit an existing JNDI provider alias.
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To edit a JNDI provider alias

—_

Open Integration Server Administrator if it is not already open.
2. Inthe Settings menu of the Navigation panel, click Messaging.
3. Under JMS Configuration, click JNDI Settings.

4. Inthe JNDI Provider Alias Definitions list, select the JNDI provider alias that you want to edit.
Integration Server Administrator displays details about the JNDI provider alias.

5. Click Edit INDI Provider Alias.

6. Edit the properties of the JNDI provider alias.
For more information about the fields, see “Creating a JNDI Provider Alias” on page 275.

7. Click Save Changes.

Deleting a JNDI Provider Alias
Use the following procedure to delete a JNDI provider alias.

Important:
When you delete a JNDI provider alias, any service or JMS trigger that uses a JMS connection
alias that relies on the JNDI provider alias will fail.

To delete a JNDI provider alias

—_

Open Integration Server Administrator if it is not already open.

2. In the Settings menu of the Navigation panel, click Messaging.

3. Under JMS Configuration, click JNDI Settings.

4. Locate the alias you want to delete and click the X icon in the Delete column. Integration Server

displays a dialog box that prompts you to verify your action. Click OK to verify that you want
to delete the JNDI provider alias.

Creating a JNDI Provider Failover List

You can configure Integration Server to automatically connect to an alternate JNDI provider if the
connection to the primary JNDI provider becomes unavailable.
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Use the Edit JINDI Provider Alias page to create a JNDI provider failover list containing alternate
URLs that Integration Server can use if the primary connection fails.

Keep the following points in mind when adding JNDI provider URLs to the failover list:

m  TheJNDI providers must be the same type as the primary provider. For example, if the primary
provider is a webMethods Broker, then the JNDI providers in the failover list must also be
webMethods Brokers.

m  The administered objects on the providers must be identical to the each other.

®  Once Integration Server connects to a JNDI provider, it continues to use that JNDI provider
until the connection is lost or interrupted.

®  When you start or restart a connection alias, Integration Server attempts to connect to the
primary JNDI provider. If the connection fails, Integration Server immediately attempts to
connect to the first JNDI provider in the failover list. If the connection fails, Integration Server
attempts to connect to the next JNDI provider in the list.

®  When using webMethods Broker as a JNDI provider, you can keep objects in sync between
webMethods Brokers using a webMethods Broker territory. That way objects can automatically
forward from on webMethods Broker to another within the territory.

®  When using a cluster of Universal Messaging realm servers as the JNDI provider, Software AG
recommends that you do not specify a Provider URL Failover List value. The realm URLS
specified in Provider URL function as the failover list.

Including SSL Configuration Information in the JNDI Provider
Alias

When the JMS provider requires a one or two-way SSL connection with the JMS client, you must
configure SSL certificate information on Integration Server. Many JMS providers have a set of
properties that the JMS client uses to pass on the certificate details needed to establish an SSL
connection with the JMS provider. Although these properties can be added to the jndi.properties
file, you can include these details in the JNDI provider alias instead. This approach is only applicable
when the JNDI provider and JMS provider use the same set of certifcates such as when using
Universal Messaging as the JMS and JNDI providers.

Including the SSL configuration in the JNDI provider alias, does the following:
m  Secures the connection between Integration Server and the JNDI provider.

®  Adds certificate information to the JNDI context. Integration Server passes the SSL certificate
information into the JNDI context when the context is created.

When Universal Messaging is the JMS provider and the JNDI provider is on the same realm
or cluster as Universal Messaging, the JMS connection factory can access the certificate
information when creating the connection to the JMS provider. Other JMS providers may use
the certificate information in the JNDI context in a similar fashion. Refer to the JMS provider
documentation for more information.
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SSL certificate information can be set using the javax.net.ssl properties for the Integration Server
JVM and can be set securely using the JVM Keystore Alias and JVM Truststore Alias fields on
the Security > Certificates page in Integration Server Administrator. However, providing truststore
and keystore information in the JNDI provider alias is a also secure way of providing certificate
information. Additionally, including certificate information in the alias allows the use of different
certificates for establishing connections to JMS providers. Some organizations maintain multiple
keystores and truststores for different applications or different departments.

Note:

Some JMS providers require that the SSL settings of the JVM for the JMS client must be used to
establish the SSL connection. For these JMS providers, any information provided in the JNDI
provider alias will be ignored. Refer to your JMS provider documentation for more information.

Adding SSL certificate information to the JNDI provider alias consists of the following basic steps:

1. Determine if the JMS provider supports including SSL certificate information in the JNDI
provider properties or if the JMS provider requires that the truststore and keystore information
be set using the javax.net.ssl properties in the JMS client JVM. If the JMS provider requires
that the JVM properties be used, adding truststore and keystore information to the JNDI
provider alias will have no effect.

2. Determine if one-way SSL or two-way SSL is required.

3. Make sure that a truststore alias exists for the truststore that contains the Certificate Authority
(CA) certificates for the JNDI and JMS provider.

This step is required for one-way SSL and two-way SSL. For more information about truststores
and truststore aliases, see “Using Keystores and Truststores with Integration Server ” on
page 477.

4. If two-way SSL is required, make sure that a keystore alias exists for the keystore that contains
the client certificates to use to connect to the JNDI and JMS providers.

5. Exchange key and certificate information with the JNDI and JMS providers.

Integration Server must have copies of the JNDI and JMS providers' public key and signing
CA certificates. This is required for one-way or two-way SSL. For two-way SSL, you must give
the JNDI and JMS providers the public key and CA certificate that will be used to establish a
secure connection with the JNDI provider and JMS provider.

6. Identify the JMS provider-specific properties that must be populated in the JNDI context. For
example, the properties for Universal Messaging are:

nirvana.ssl.keystore.path
nirvana.ssl.keystore.pass
nirvana.ssl.keystore.cert
nirvana.ssl.truststore.path
nirvana.ssl.truststore.pass
nirvana.ssl.protocol

7. In the JNDI provider alias, select Use SSL.

8. Use the following table to provide truststore and key alias information along with the JNDI
property names obtained from the JMS provider.
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Under Settings Under JNDI Property Names

In Truststore Alias, select the truststore alias Provide values for the following properties:
you created in step 3. This is required for

one-way or two-way SSL. m  Truststore Property Name

m  Truststore Password Property Name

In Keystore Alias, select the keystore alias  Provide value for the following properties:
you created in step 4. This is required for

two-way SSL. m Keystore Property Name

m Keystore Password Property Name

Optionally, provide values for Keystore
Format Property Name.

In Key Alias, select the key alias you created Optionally, provide a value for Private Key
in step 4. Property Name.

This property is optional when using Universal
Messaging as the JMS provider.

Performing a Test Lookup for a JNDI Provider

Using Integration Server Administrator, you can perform a test lookup for the primary JNDI
provider and any failover JNDI providers specified in the Provider URL Failover List. Test lookup
verifies that the URLs are valid.

Note:
Test lookup only verifies the validity of the URLSs; it does not check or compare Objects in the
JNDI namespace referenced by the specified provider URL aliases.

—_

To perform a test lookup for a JNDI provider

Open Integration Server Administrator if it is not already open.
In the Settings menu of the Navigation panel, click Messaging.
Under JMS Configuration, click JNDI Settings.

Locate the alias you want to test and click » in the Test Lookup column.

Integration Server returns a list of the Objects located in the JNDI namespace.

Note:

The list displays the Objects in the JNDI namespace referenced by the first successful provider
alias URL lookup. Therefore, the results displayed may or may not be from the primary
alias, they could be from a failover alias.
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JNDI Provider Cache and Timeout Behavior for Administered
Objects

Integration Server retrieves administered objects through JNDI when a JMS connection alias is
enabled. Integration Server does this by instantiating a new context object using the specified JNDI
provider. Integration Server employs this context to look up the connection factory and destinations
specified by the JMS triggers, message sending services, and message receiving services that use
the JMS connection alias.

Most JNDI provider implementations, including the webMethods Broker implementation,
automatically cache administered objects locally when the context is instantiated. There are some
JNDI providers, however, in which the caching and timeout behavior for administered objects is
configurable on the provider. In most cases, using this type of provider is not an issue because the
destination is cached by Integration Server when it is looked up. Integration Server only needs to
look it up one time, and then all subsequent lookups are retrieved locally. However, if the
administered objects are not cached in the context or if they have timed out, then a lookup request
may require a new connection to the JNDI provider.

In this case, if the JNDI provider becomes unavailable after enabling the connection alias but before
retrieving the destination, a NamingException can occur. The JNDI failover functionality in
Integration Server addresses this situation. If Integration Server is unable to retrieve the destination
from its original context, it will create a new context from one of the failover JNDI providers.

Keep in mind that, because Integration Server caches the destinations locally, it is possible that
the cached destinations may become stale. In this case, the original destination will be used. You
can reload administered objects by enabling and disabling the connection alias or monitoring the
connection object for changes. If the administered objects are no longer usable, a ServiceException
will occur. For more information about monitoring connections, see “Monitoring a Connection
Factory Object for Changes” on page 309.

Working with JMS Connection Aliases

A JMS connection alias specifies the information that Integration Server needs to establish an active
connection between Integration Server and the JMS provider. Integration Server uses a JMS
connection alias to send messages to and receive messages from the JMS provider.

Connecting to webMethods Broker with the Native webMethods
API

When you use webMethods Broker as the JMS provider, you can configure a JMS connection alias
to use the native webMethods API. The native webMethods API provides a way to connect the
Integration Server directly to the webMethods Broker acting as the JMS provider. This eliminates
the need for connection factories. Destinations can be created directly on the Broker and do not
need to be stored in a JNDI provider. Consequently, you do not need to use a JNDI provider if all
JMS connection aliases specify that the connection to webMethods Broker should be made using
the native webMethods API.
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If you choose to use webMethods Broker but do not want to connect natively (using the native
webMethods API), you still need to use a JNDI provider.

Note:webMethods Broker is deprecated. Consequently, the ability to configure JMS connection
alias to use the native webMethods API is deprecated as well.

Predefined JMS Connection Aliases

Integration Server includes predefined JMS connection aliases. Integration Server creates the aliases
the first time Integration Server starts. If the aliases existed in an Integration Server that was
migrated from a previous version, Integration Server keeps the existing aliases. That is, Integration
Server does not overwrite the previous alias definition.

Integration Server has the following predefined JMS connection aliases:

JMS Connection Alias Description

DEFAULT_IS_JMS A JMS connection alias that defines a connection to Universal
_CONNECTION Messaging using the predefined JNDI provider alias
DEFAULT_IS_JNDI_PROVIDER.

Integration Server configures this JMS connection alias when you
launch the Integration Server the first time.

This connection alias is disabled by default.

PE_NON A JMS connection alias for the Process Engine that establishes a
TRANSACTIONAL_ connection to Universal Messaging using the predefined JNDI
ALIAS provider alias DEFAULT_IS_JNDI_PROVIDER.

Integration Server configures this alias when you launch your
Integration Server the first time.

Note:Integration Server creates this alias even if the Process
Engine is not installed.

Note:

If you migrated to Integration Server 9.10 or later from an earlier version, you might have the
EventBus alias which was a pre-defined JMS connection alias in versions prior to 9.10. This
EventBus alias is for the EDA Event Bus server and defines a connection to Universal Messaging
using the predefined JNDI provider alias DEFAULT_IS_JNDI_PROVIDER.

Creating a JMS Connection Alias

When you create a JMS connection alias, keep the following points in mind:

®  You can use JNDI to retrieve administered objects (Connection Factories and Destinations)
and then use the Connection Factory to create a connection. If you intend to use a JNDI provider,
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you need to configure one or more JNDI provider aliases before creating a JMS connection
alias.

_Or_

You can use the native webMethods API to create the connection directly on the webMethods
Broker. Because you can create Destinations at the Broker, you do not need to configure a JNDI
provider alias if you intend to use the native webMethods APL

Note that if you elect to use the webMethods Broker but do not want to connect natively, you
will need to use a JNDI provider and configure one or more JNDI provider aliases.

Each JMS connection alias has an associated transaction type. Within Integration Server, certain
functionality must be completed within a non-transacted session. For example, to use Integration
Server to send or receive large message streams, you must specify a JMS connection alias whose
transaction type is set to NO_TRANSACTION.

When configuring a JMS connection alias from an on-premise Integration Server to a Universal
Messaging server in the cloud, you need to modify the custom_wrapper.conf configuration
file to include com.softwareag.um.jndi.cf.url.override=true. Specifically, modify the
custom_wrapper.conf file to include:

wrapper.java.additional. n =-Dcom.softwareag.um.jndi.cf.url.override=true

Where 1 is the next available wrapper.java.additional number.

To create a JMS connection alias

1. Open Integration Server Administrator if it is not already open.
2. In the Settings menu of the Navigation panel, click Messaging.
3. Under JMS Configuration, click JMS Settings.
4. Click Create JMS Connection Alias.
5. Set the following General Settings for the JMS connection alias:
For this field Specify
Connection Alias Name Name of the connection alias. Each connection alias represents a
connection factory to a specific JMS provider.
Description A description of the JMS connection alias.
Transaction Type Whether sessions that use this JMS connection alias will be
transacted.
Select To
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For this field Specify

NO_TRANSACTION Indicate that sessions that use this JMS
connection alias are not transacted.

LOCAL_TRANSACTION Indicate that sessions that use this JMS
connection alias are part of a local
transaction.

XA_TRANSACTION Indicate that sessions that use this JMS
connection alias are part of an XA
transaction.

Connection Client ID The JMS client identifier associated with the connections established
by this JMS connection alias.

Note:

The connection client ID can be specified in the JMS connection
alias or in the Connection Factory. If the connection client ID is
specified in both places, Integration Server uses the value from
the Connection Factory. For more information about the
connection client ID, see “About the Connection Client ID” on
page 298.

User (optional) User name needed to acquire a connection from the connection
factory.

For more information about whether or not the JMS provider
requires a user name and password to obtain a connection, refer to
the product documentation for the JMS provider.

Password (optional)  Password needed to acquire a connection from the connection
factory.

For more information about whether or not the JMS provider
requires a user name and password to obtain a connection, refer to
the product documentation for the JMS provider.

6. Inthe Create Connection Using list, select one of the following to indicate how administered
objects (connection factories and destinations) will be looked up:

m If you intend to use a JNDI provider, select JNDI Lookup.

m  If you intend to use the native webMethods API to create the connection directly on the
webMethods Broker, select Native webMethods API.

7. If you selected JINDI Lookup in the Create Connection Using list, do the following in the
remaining fields under Connection Protocol Settings:

webMethods Integration Server Administrator’s Guide 10.5 287



12.1 Overview of JMS Messaging Configuration

For this field

Specify

JNDI Provider Alias
Name

Connection Factory
Lookup Name

Create Administered
Objects On Demand (
Universal Messaging

Enable Follow the Master
(Universal Messaging )

The alias to the JNDI provider that you want this JMS connection
alias to use to look up administered objects. For information about
creating a JNDI provider alias, see “Creating a JNDI Provider
Alias” on page 275.

The lookup name for the connection factory that you want to use
to create a connection to the JMS provider specified in this JMS
connection alias.

If the JMS connection alias connects to Universal Messaging,
specify the Universal Messaging connection factory that you
created when you set up your environment.

If you are using SonicMQ as the JMS provider, specify the lookup
name that refers to the serializable Java object file containing the
SonicMQ object definitions. Include the .sjo extension as part of
the lookup name.

Whether Integration Server creates administered objects on the
JNDI provider if the object is not found when Integration Server
looks up the object.

Select the check box if you want Integration Server to create a
destination or connection factory when an JNDI lookup for the
object fails. For more information about creating administered
objects on demand, see “Creating Administered Objects” on
page 307.

To create the administered objects on demand, the JNDI provider
must be the Universal Messaging JNDI provider and the JMS
provider must be Universal Messaging.

Note:Software AG recommends against using this feature in a
production environment. That is, leave the Create
Administered Objects On Demand check box cleared for an
Integration Server running in production.

Whether connections created from this JMS connection alias always
connect to the master realm server in the Universal Messaging
cluster. This setting affects producer and consumer connections
created using this JMS connection alias. Do one of the following;:

m  Select the Enable Follow the Master check box to indicate
that Integration Server always connects to the master realm
server in a Universal Messaging cluster when Integration
Server uses this JMS connection alias to send or receive
messages.
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For this field Specify

m  Clear the Enable Follow the Master check box to disable the
follow the master behavior for this JMS connection alias when
Integration Server uses this JMS connection alias to send or

receive messages.

If your solution uses the round-robin feature for sending JMS
messages, disable follow the master for the JMS connection

alias.

Note:Enable Follow the Master option is available to JMS
connection aliases that use Universal Messaging as the JMS

provider.

Monitor webMethods =~ How Integration Server monitors the connection factory object for

Connection Factory

changes, if at all. This only applies if a JMS connection alias

connects to the webMethods Broker using a webMethods
Connection Factory object in a JNDI server.

Select

To

No

Poll for changes
(specify interval)

Poll for changes

(interval
defined

by webMethods
Connection Factory)

Register change

listener

Indicate that Integration Server will not
monitor the connection factory. This is the
default.

Monitor the connection factory by polling
for changes at an interval that you specify.

Monitor the connection factory at an interval
determined by the refresh interval specified
for the webMethods Connection Factory
object. For more information about
configuring a cluster connection factory, see
Administering webMethods Broker and
webMethods Broker Messaging Programmer’s
Guide.

Monitor the connection factory by
registering an event listener.

Polling Interval (minutes) The number of minutes between polling attempts. The polling
interval must be a positive integer. The default value is 60 minutes.

Note:

This field is only available if you selected Poll for changes

(specify interval).

Note:

For more information, see “Monitoring a Connection Factory Object for Changes” on

page 309.
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8.

If you selected Native webMethods APl in the Create Connection Using list, do the following
to configure the connection to the Broker Server that you want to use as the JMS provider for
this JMS connection alias:

For this field

Specify

Broker Host

Broker Name

Client Group

Broker List

Keystore

Keystore Type

Truststore

Name (DNSname:port or ipaddress:port) of the machine on which the
Broker Server resides.

Name of the webMethods Broker as defined on the Broker Server.
The default name is Broker #1.

The name of the client group to which you want Integration Server
to belong when it acts as a JMS client. The client group that you
specify must already exist on the Broker Server. The default is IS-JMS.

A comma delimited list of Broker Servers on which the connection
between the Integration Server (acting as the JMS client) and the
Broker (acting as the JMS provider) can exist. This provides
connection failover. If a connection failure occurs to the first Broker
Server in the list, a connection attempt will be made to the next Broker
Server listed. Use the following format for each webMethods Broker:

{webMethods Broker Name]@<host>[:port]

Note:

If a connection to a Broker Server is already configured (via
Settings > Messaging >webMethods Messaging Settings),
Integration Server populates the fields under Connection Protocol
Settings with information about that Broker Server. If that Broker
Server functions as the JMS provider, you may not need to edit
any information. However, make sure that the Client Group field
specifies the client group to which you want Integration Server to
belong when it functions as a JMS client.

The full path to this Integration Server's keystore file. A keystore file
contains the credentials (private key/signed certificate) that an entity
needs for SSL authentication. If the Broker Server requires an SSL
connection, then the information in this file is used to authenticate
the Integration Server client to that Broker Server.

The Integration Server's keystore file is stored on the machine on
which the Integration Server resides.

The file type of the Integration Server's keystore file, which can be
either PKCS12 or JKS.

The full path to this Integration Server client's truststore file. A
truststore file contains trusted root certificates for the authorities
responsible for signing SSL certificates. For an SSL connection to be
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For this field Specify

made, a valid trusted root for the SSL certificate stored in the keystore
must be accessible in a truststore file.

The Integration Server's truststore file is stored on the machine on
which the Integration Server resides.

Truststore Type The file type of the Integration Server's truststore file, which is JKS.

Encryption Specify whether or not to encrypt the connection between the
Integration Server and the webMethods Broker.

9. Under Advanced Settings, specify the following information for the JMS connection alias:

For this field Specify

Class Loader The name of the class loader that you want to use with this JMS
connection alias. Integration Server will use the specified class loader
when performing certain activities with the JMS connection alias
(send a message, receive a message, create a connection, create a
destination, etc.)

By default, Integration Server uses the server class loader. However,
you can specify the class loader for a package instead. This may be
helpful when working with third party JMS providers. For example,
you might place the third party jars needed for each JMS provider
in separate packages, specifically, in the Integration Server_directory
/instances/instance_name/packages/packageName/code/jars directory.
This can help prevent conflicts between the jars required for different
JMS providers.

Maximum CSQ Size  The maximum number of messages that can exist in the client side

(messages) queue for this JMS connection alias. Integration Server writes
messages to the client side queue if the JMS provider is not available
when messages are sent. Each JMS connection alias has its own client
side queue.

Specity -1 if you want the client side queue to be able to contain an
unlimited number of messages. That is, specify -1 if you do not want
to set a maximum limit.

If you specify 0, Integration Serverwill not write messages to the
client side queue for this JMS connection alias.

Drain CSQ in Order ~ Whether Integration Server drains the client side queue by sending
the messages to the JMS provider in the same order in which
Integration Server placed the messages in the client side queue.
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For this field

Specify

Create Temporary
Queue

Select the check box if you want Integration Server to send messages
from the client side queue in the same order in which Integration
Server originally placed the messages in the client side queue.

When the Drain CSQ in Order check box is selected, after the
connection to the JMS provider is re-established, Integration Server
continues to write new messages to the client side queue until the
client side queue is completely drained. If the Drain CSQ in Order
check box is not selected, after the connection to the JMS provider
is re-established, Integration Server sends new messages directly to
the JMS provider while it drains the client side queue.

Note:

You can also specify the number of messages Integration Server
retrieves from the client side queue for delivery to the J]MS
provider at one time. By default, Integration Server sends 25
messages at a time. For more information about the
watt.server.jms.csq.batchProcessingSize property, see “Server
Configuration Parameters” on page 1017.

Whether Integration Server creates a temporary queue on the JMS
provider to handle request-reply operations that do not specify a
replyTo destination.

Select the check box if you want Integration Server to create a
temporary queue. Clear the check box if you do not want Integration
Server to create a temporary queue.

You must select the Create Temporary Queue check box if you
want to select the Enable Request-Reply Listener for Temporary
Queue check box.

Enable Request-Reply Specifies whether or not Integration Server creates a single dedicated
Listener for Temporary MessageConsumer for receiving synchronous replies delivered to

Queue

the temporary queue for this JMS connection alias. When this check
box is cleared, Integration Server creates a new JMS
MessageConsumer for each reply message. In many situations,
creating one MessageConsumer per response does not impact
performance. However, in some situations, such as when many
threads invoke pub.jms:sendAndWait concurrently, creating a
MessageConsumer for every expected response can impact
performance. When this check box is selected, Integration Server
creates a dedicated consumer for receiving replies to requests
published using this JMS connection alias. For more information
about creating a dedicated listener for receiving replies, see “Creating
a Dedicated Listener for Receiving Replies” on page 299.
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For this field Specify

Enable Destination Whether users can use Designer to create, list, and modify
Management with destinations on the webMethods Broker or when working with JMS
Designer (Broker and triggers.

Universal Messagin
9N Select the check box if you want Designer users to be able to create,

list, and modify destinations using a JMS trigger that uses this JMS
connection alias.

Software AG recommends that you prevent Designer users from
managing destinations in a production environment.

For more information about using Designer to manage destinations,
see “Allowing Destinations to Be Managed through the JMS
Connection Alias and Designer ” on page 296.

Create New Whether Integration Server creates a separate connection to the JMS
Connection per Trigger provider for each JMS trigger.

Select the check box if you want Integration Server to create a
separate connection for each JMS trigger that uses this JMS
connection alias.

If you want a concurrent JMS trigger that uses this JMS connection
alias to use multiple connections to the JMS provider, you must
configure the alias to create a separate connection per trigger.

For more information, see “Allowing Multiple Connections for a
JMS Connection Alias” on page 297.

10. Under Producer Caching, specify the following to configure pools for caching of J]MS Session
and MessageProducer objects. For more information about producer caching, see “Configuring
Producer Caching for Sending JMS Messages” on page 300.

For this field Specify

Caching Mode Whether to enable caching of JMS Session and MessageProducer
objects for this connection alias.
Select... To...
DISABLED Indicate that Integration Server does

not cache JMS Session or
MessageProducer objects.

ENABLED PER Enable caching of JMS Session and
DESTINATION MessageProducer objects.

For a non-transacted JMS connection
alias, Integration Server caches a
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For this field

Specify

Minimum Session Pool
Size (unspecified
destinations)

Maximum Session Pool
Size (unspecified
destinations)

Minimum Pool Size per
Destination

Maximum Pool Size per
Destination

Destination Lookup Name
List

Queue List

Topic List

Session object and a MessageProducer
object.

For a transacted JMS connection alias,
Integration Server caches a Session
object.

Note:Integration Server supports session caching for transacted
JMS connection aliases when the JMS provider is Universal
Messaging or WebSphere MQ 7.5. For information about
Universal Messaging versions supported with this version of
Integration Server, see “Supported JMS Providers” on page 314.

The minimum number of entries in the default session pool. The
default is 1.

The maximum number of entries in the default session pool. The
default is 30.

The minimum number of entries in each destination- specific
pool.

The maximum number of entries in each destination-specific
pool. A value of 0 (or blank) indicates that Integration Server
does not create separate pools for any of the destinations
associated with the JMS connection alias.

A semicolon delimited list of the lookup names for the
destinations for which you want Integration Server to create
separate pools.

Note:
This field appears only when the JMS connection alias specifies
JNDI Lookup for creating the connection to the JMS provider.

A semicolon delimited list of the queues for which you want
Integration Server to create separate pools.

Note:

This field only appears when the JMS connection alias specifies
Native webMethods API for creating the connection to the
webMethods Broker.

A semicolon delimited list of the topics for which you want
Integration Server to create separate pools.

Note:
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For this field Specify

This field only appears when the JMS connection alias specifies
Native webMethods API for creating the connection to the
webMethods Broker.

Idle Timeout The number of milliseconds before Integration Server removes
an inactive pool entry. The timeout value applies to the default
session pool and the destination-specific pools.

A value of 0 indicates that pool entries never expire. A value of
-1 indicates that Integration Server uses the system default as
defined by the watt.server.jms.producer.pooledSession.timeout
parameter.

This default is 60000 milliseconds

11. Under Producer Retry, specify the following to configure automatic retry of pub.jms:send
services that use this JMS connection alias to send a message to the JMS provider. For more
information about automatic retry, see “Configuring Automatic Retry when Sending JMS
Messages Using the pub.jms:send Service” on page 302.

For this field Specify

Max Retry Count The maximum number of times that Integration Server will automatically
retry a pub.jms:send service that fails because of a transient error. A value
of 0 indicates that automatic retry is disabled for this JMS connection
alias. The default is 0.

Retry Interval The number of milliseconds that Integration Server waits between retry
(milliseconds) attempts. The default is 1000 milliseconds (1 second).

Note:
If the JMS connection alias is transacted or uses a connection factory to which the multi-send
guaranteed policy is applied, Integration Server ignores the producer retry values.

12. Under Enhanced Logging, specify the following to configure additional logging for the
sending and/or receiving of JMS messages that use this messaging connection alias.

For this field Specify

Logging Type  Where Integration Server writes log messages when enhanced
logging is enabled for the message producers and/or consumers
that use this JMS connection alias to send and/or receive messages.

m  SERVER LOG. Write enhanced logging messages to the server
log. If you specify the server log as the destination, make sure
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For this field Specify

to increase the logging level for the 0168 Messaging (Enhanced
Logging) server log facility to at least Info.

m  MESSAGING AUDIT LOG. Write enhanced logging messages
to the messaging audit log.

You can select one of the options only. Integration Server cannot
write enhanced logging messages to the server log and the
messaging audit log.

Enable Producer Select to indicates that Integration Server writes additional log

Message ID messages when a message producer uses this JMS connection alias
Tracking to send messages to a destination in Producer Message ID
Tracking: Include Destinations.
Producer The destination names for which Integration Server performs
Message ID additional logging when sending messages to the destination. Use
Tracking: a semicolon (;) to separate each destination name. Leave this field
Include blank if you want Integration Server to perform enhanced logging
Destinations for every destination to which this JMS connection alias sends
messages.
Enable Select to indicate that Integration Server writes additional log
Consumer messages for messaging consumers (triggers) that use this JMS
Message ID connection alias to receive messages. Integration Server writes
Tracking additional log message for the JMS triggers listed in Consumer
Message ID Tracking: Include Triggers.
Consumer The fully qualified name of the JMS triggers for which Integration
Message ID Server performs additional logging during trigger processing. Use
Tracking: a semicolon (;) to separate each trigger name. Leave this field blank

Include Triggers if you want Integration Server to perform enhanced logging for
every JMS trigger that uses this JMS connection alias to receive
messages.

For more information about using enhanced logging for sending and receiving of JMS messages,
“Using Enhanced Logging for Messaging” on page 335.

13. Click Save Changes.

14. Enable the JMS connection alias.

Allowing Destinations to Be Managed through the JMS Connection Alias and
Designer

You can configure the JMS connection alias to enable Designer users to manage destinations and
durable subscribers when working with JMS triggers. When the JMS connection alias is configured
for managing destinations (i.e., the Enable Destination Management with Designer check box
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is selected), you can use Designer to create and modify destinations and durable subscribers on
webMethods Broker or Software AG Universal Messaging.

Note:
The ability to use Designer to manage destinations on Broker or Universal Messaging is a
design-time feature. In a production environment, this functionality should be disabled.

To manage destinations on Broker, the following must be true
®m  The JMS connection alias must use Broker as the JMS provider.
®  Broker must be Broker version 7.1 or higher.

m  The versions of following three Broker jar files installed on Integration Server must be the 8.0
SP1 or higher versions of the files.

m  Software AG_directory /common/lib/wm-brokerclient.jar
m  Software AG_directory /common/lib/wm-jmsclient.jar
m  Software AG_directory /common/lib/wm-jmsnaming.jar
To manage destinations on Universal Messaging, the following must be true:
®  The JMS connection alias must use Universal Messaging as the JMS provider.

®  The Universal Messaging version must be supported with this version of Integration Server.
For information about supported versions, see “Supported JMS Providers” on page 314.

For more information about using Designer to modify Destinations on the Broker or Universal
Messaging, see webMethods Service Development Help.

Allowing Multiple Connections for a JMS Connection Alias

You can configure a JMS connection alias to instruct Integration Server to create a separate
connection to the JMS provider for each JMS trigger that uses the alias. Creating separate connections
for individual triggers can improve performance, especially when processing a high volume of
messages across many triggers.

By default, an alias creates a single connection to the JMS provider, and each JMS trigger that uses
the alias shares the same connection. Integration Server uses this same connection to send JMS
messages when executing pub.jms* services that specify the JMS connection alias.

If you select the Create New Connection per Trigger check box when configuring a JMS connection
alias, Integration Server creates a new connection to the JMS provider for each JMS trigger that
uses the alias. These connections are in addition to the connection that Integration Server uses for
sending JMS messages. Therefore, if a JMS connection alias is associated with 3 JMS triggers, there
will be a total of 4 connections associated with the alias.

When an alias creates a separate connection for each trigger, you can configure the associated
concurrent JMS triggers to obtain multiple connections to the JMS provider, thereby noticeably
improving trigger throughput. Keep in mind, however, that each connection used by the trigger
requires a dedicated Integration Server thread, regardless of the current throughput.
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Note:

If you select the Create New Connection per Trigger check box, then the Ignore Locally
Published feature on associated JMS triggers will not work. For the trigger to ignore locally
published messages, the publisher and subscriber must share the same connection. When the
JMS connection alias creates a new connection per trigger, the publisher and subscriber will not
share the same connection.

Integration Server supports creating and using multiple connections for a single JMS connection
alias with the supported JMS providers. For a list of supported JMS providers, see “Supported
JMS Providers” on page 314.

Note:

When Integration Server creates multiple connections, Integration Server uses the same client
ID for each connection. While the webMethods Broker permits this, some JMS providers do not
support the use of multiple connections with the same client ID or require additional
configuration to support it. This can be particularly true when working with topics and/or
durable subscribers. Review the JMS provider documentation before configuring the JMS
connection alias or a JMS trigger to use multiple connections.

To use multiple connections for a single JMS connection alias when using webMethods Broker as
the JMS provider, the following must be true:

= webMethods Broker must be webMethods Broker version 7.1 or higher.

m  The versions of following three webMethods Broker jar files installed on Integration Server
must be the 8.0 SP1 or higher versions of the files.

m  Software AG_directory /common/lib/wm-brokerclient.jar

m  Software AG_directory /common/lib/wm-jmsclient.jar

m  Software AG_directory /common/lib/wm-jmsnaming.jar
For more information about configuring JMS triggers, see the webMethods Service Development Help
in Software AG Designer.
About the Connection Client ID

The connection client ID is the JMS client identifier associated with the connections established
by a JMS connection alias. The connection client ID that Integration Server uses for a connection
created from a JMS connection alias depends on one or more of the following:

m The value of the Connection Client ID field for the JMS connection alias.
®  The connection client ID specified in the Connection Factory used by the JMS connection alias.

®m  Whether the JMS connection alias is configured to create a new connection for each JMS trigger.
That is, whether or not the Create New Connection per Trigger check box is selected.

Using the above information, Integration Server determines the connection client ID as follows:

m  If only the J]MS connection alias specifies the connection client ID, Integration Server uses this
value for any connections created from the alias. When connecting to the webMethods Broker
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natively (the Create Connection Using list is set to Native webMethods API), Integration
Server always uses the connection client ID from the JMS connection alias.

= If only the Connection Factory specifies the connection client ID, Integration Server uses this
value for any connections created from the alias.

m If the JMS connection alias and the Connection Factory specify the connection client ID,
Integration Server uses the value in the Connection Factory. This is true when working with
all JMS providers, including the webMethods Broker.

= When the Create New Connection per Trigger check box is not selected, each JMS trigger
that uses the JMS connection alias will use the same connection. Each connection will have the
same connection client ID.

= When the Create New Connection per Trigger check box is selected, each JMS trigger that
uses the JMS connection alias will create its own connection to the JMS provider.

= If Integration Server uses the connection client ID in the Connection Factory, each connection
for a JMS trigger will have the same connection client ID.

m [f Integration Server uses the connection client ID from the JMS connection alias, each
connection for a JMS trigger will be unique to the JMS trigger. The connection client ID
will consist of the value of the Connection Client ID field in the JMS connection alias plus
the fully qualified name of the JMS trigger.

Note:

To receive messages in a load balanced manner, each JMS trigger must connect to the
webMethods Broker using the same connection client ID. Because the Create New Connection
per Trigger option can change the connection client ID, you must be sure that use of this option
is consistent across all Integration Servers across the Integration Server group.

Creating a Dedicated Listener for Receiving Replies

Integration Server includes the ability to create a dedicated consumer for receiving replies to a
published request. You configure this functionality per JMS messaging connection alias.

When the pub.jms:sendAndWait service executes a synchronous request-reply, Integration Server
sends the request message to the JMS provider and waits for a reply. By default Integration Server
creates a new JMS MessageConsumer for each reply message. In many situations, creating one
MessageConsumer per response does not impact performance. However, in some situations, such
as when many threads invoke pub.jms:sendAndWait concurrently, creating a MessageConsumer for
every expected response can impact performance.

To address this, Integration Server includes an option named Enable Request-Reply Listener
for Temporary Queue that, when selected, creates a single dedicated MessageConsumer for
receiving synchronous replies sent by the JMS connection alias. If Integration Server uses a single
consumer to retrieve all synchronous replies for requests sent by a particular JMS connection alias,
when executing pub.jms:sendAndWait service, Integration Server assigns a unique value to the new
wm_tag field used as a property in the JMS message, specificallyJMSMessage/properties/wm_tag.
When using pub.jms:reply to reply to a JMS message request for which wm_tag is populated, the
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replying Integration Server maps the value of wm_tag to [MSMessage/header/[MSCorrelationID field
in the reply message.

To use a dedicated consumer to retrieve replies to all requests sent using a particular JMS connection
alias, the following must be true:

®m  The JMS connection alias used to send the request must have the following configured:
m The Create Temporary Queue check box must be selected.

m The Enable Request-Reply Listener for Temporary Queue check box must be selected.
This is a new option for a JMS connection alias.

m  The pub.jms:sendAndWait invocation:
®  Must be synchronous (the async input parameter must be set to false).

®m  Must not specify a value for the destinationNameReplyTo input parameter.

Configuring Producer Caching for Sending JMS Messages

When sending a JMS message, Integration Server creates and closes a new JMS Session object and
a JMS MessageProducer object for each message. This can introduce overhead for some JMS
providers. To improve performance when sending JMS messages, you can configure producer-side
pooling. For each JMS connection alias, Integration Server can create the following:

® A default session pool containing JMS Session objects. When a default session pool is defined
for a JMS connection alias, Integration Server draws from a pool of open JMS Sessions for
sending a J]MS message instead of opening and closing a JMS Session for each J]MS message.
Integration Server uses the default session pool only when sending a message to a destination
that does not have its own pool. When using the default session pool, Integration Server creates
a new MessageProducer each time it sends a JMS message.

m  Destination-specific pools for sending JMS messages to specific destinations. Integration Server
creates a pool for each specified destination. The composition of a destination-specific pool
varies depending on the transaction type of the JMS connection alias.

m  For a non-transacted JMS connection alias, an entry in a destination-specific pool consists
of a Session object and a MessageProducer object. When sending a JMS message to one of
the specified destinations, Integration Server uses a Session object and MessageProducer
object from the pool instead of creating and closing a Session object and MessageProducer
object for each JMS message.

m  For a transacted JMS connection alias, an entry in a destination-specific pool contains a
Session object. When sending a JMS message to one of the specified destinations, Integration
Server uses a Session object from the pool instead of creating and closing a Session object
for each JMS message. Integration Server creates a new MessageProducer each time it sends
a JMS message.

Note:Integration Server supports session caching for transacted JMS connection aliases
when the JMS provider is Universal Messaging or WebSphere MQ 7.5. For information
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about Universal Messaging versions supported with this version of Integration Server,
see “Supported JMS Providers” on page 314.

You can specify the minimum and maximum sizes for the default session pool and all destination
pools. Additionally, you can identify the destinations for which Integration Server creates specific
pools. If the JMS connection alias specifies the use of a connection factory object to connect to the
JMS provider, you specify a single list of destinations. If the JMS connection alias specifies the
Native webMethods API for connecting to the webMethods Broker, you must specify separate
lists for the queues and topics for which you want Integration Server to create destination pools.

Consider the following examples that explain how Integration Server creates session and destination
pools based on the information specified for transacted and non-transacted connection aliases:

Example of creating session and destination pools for a non-transacted JMS
connection alias

Suppose that a non-transacted JMS connection alias named "myAlias" connects to the webMethods
Broker using the Native webMethods API and the fields are set as described in the following table.:

Field Value

Minimum Pool Size 1

Maximum Pool Size 10

Minimum Pool Size per Destination 1

Maximum Pool Size per Destination 5

Queue List myQueuel; myQueue2
Topic List myTopic

Idle Timeout 70000

Using the above information, Integration Server creates a default session pool with a minimum
size of 1 and a maximum size of 10. This pool contains JMS Session objects only. Integration Server
uses an entry from the pool when sending a message to destination that does not have its own
pool.

Integration Server also creates three destination pools: one each for the queues myQueuel and
myQueue2, and one for the topic myTopic. Each of these pools has a maximum size of 5 pool
entries. Messages sent to the destinations myQueuel, myQueue2, or myTopic will use an entry
(a Session object and MessageProducer object) from the pool created for the destination. Messages
sent to other destinations will use a Session from the default session pool.

An entry in the default or destination-specific pools expires after the entry has been inactive for
over 70000 milliseconds (70 seconds).
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Example of creating session and destination pools for atransacted JMS connection
alias

Suppose that a transacted JMS connection alias named "myAliasl" connects to WebSphere MQ
7.5 using JNDI and the fields are set as described in the following table:

Field Value

Minimum Pool Size 1

Maximum Pool Size 15

Minimum Pool Size per Destination 1

Maximum Pool Size per Destination 10

Destination Lookup Name List myQueuel; myQueue2;
myTopicl

Idle Timeout 80000

Using the above information, Integration Server creates a default session pool with a minimum
size of 1 and a maximum size of 15. This pool contains JMS Session objects only. Integration Server
uses an entry from the pool when sending a message to destination that does not have its own
pool.

Integration Server also creates three destination pools: one each for the queues myQueuel and
myQueue2, and one for the topic myTopicl. Each of these pools has a maximum size of 10 pool
entries. Messages sent to the destinations myQueuel, myQueue2, or myTopicl will use an entry
(a Session object) from the pool created for the destination. Messages sent to other destinations
will use a Session from the default session pool.

An entry in the default or destination-specific pools expires after the entry has been inactive for
over 80000 milliseconds (80 seconds).

Configuring Automatic Retry when Sending JMS Messages Using the pub.jms:send
Service

You can configure a JMS connection alias so that Integration Server automatically retries a
pub.jms:send service that uses the JMS connection alias if the service fails because of a transient error.
To configure automatic retry for instances of the pub.jms:send service that use a particular J]MS
connection alias to send messages to the JMS provider, you specify the following for the alias:

®  Maximum number of retry attempts. The Max Retry Count field determines the maximum
number of times that Integration Server will retry a particular pub.jms:send service. A Max Retry
Count of 0 indicates that automatic retry is disabled for the JMS connection alias.

® Interval between retry attempts. The Retry Interval field determines the number of milliseconds

that Integration Server waits between retry attempts. The default interval is 1000 milliseconds
(1 second).
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The JMS connection alias must also meet the following criteria for a pub.jms:send service that uses
the alias to be retried after a transient error:

m  The JMS connection alias must be enabled.

®  The JMS connection alias must have a transaction type of NO_TRANSACTION. Integration
Server will not retry a pub.jms:send service that is executed as part of a transaction.

m  If the JMS connection alias specifies the Broker as the JMS provider, the JMS connection alias
must not use a cluster connection factory to which the multisend guaranteed policy is applied.

The following table describes the retry process that Integration Server uses when the the JMS
connection alias is configured for retry and the pub.jms:send service fails because of a transient error.

Stage
1
2

Description
Execution of the pub.jms:send service fails because of a transient error.

Integration Server waits the length of the retry interval.

Note:

If Integration Server begins to shut down while waiting to retry,
Integration Server interrupts the waiting period and retries the
service.

Note:

If the JMS connection alias becomes disabled while Integration Server
waits to retry, Integration Server interrupts the retry process.
Depending on whether the client side queue is enabled for the J]MS
connection alias, either writes the JMS message to the client side
queue or throws the original exception that caused the pub.jms:send
service to fail. For more information, see the description for stage 5,
which follows.

Integration Server re-executes the pub.jms:send service.

If the pub.jms:send service fails again because of a transient error
Integration Server repeats steps 2 and 3 until one of the following occurs:

m  The pub.jms:send service executes successfully.

m  Retry failure occurs because the maximum number of retry attempts
have been made.

If retry failure occurs, Integration Server will do one of the following
depending on whether or not the JMS connection alias uses a client
side queue:

m [f the client side queue is in use, Integration Server writes the
message created by the pub.jms:send service to the client side queue.
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Stage Description

m  If the client side queue is not in use, Integration Server throws the
original exception thrown by the JMS provider.

Note:

A client side queue is in use if the JMS connection alias has a
Maximum CSQ Size value greater than 0 (zero) and the useCSQ
input parameter is set to true for the pub.jms:send service.

About Retrying the pub.jms:send Service when Software AG Universal Messaging Is the
JMS Provider

When the JMS connection alias is configured to retry the pub.jms:send service upon transient error
and Universal Messaging is the JMS provider, Integration Server may make some changes to the
local instance of the Universal Messaging connection factory to prevent or at least delay an exception
from being thrown by Integration Server. Integration Server makes changes so that if Integration
Server loses its connection to the Universal Messaging cluster, Integration Server does not throw
an exception right away. Instead, Universal Messaging suppresses the exception for a period of
time. During this time, Universal Messaging attempts to restore the cluster quorum. Concurrently,
Integration Server attempts to re-establish a connection to Universal Messaging. During this delay,
Integration Server is not notified of the exception and the JMS connection alias will not be stopped.
However, JMS triggers that use the JMS connection alias will not receive any messages. Additionally,
any pub.jms:send services that were in the midst of using the JMS connection alias to send a message
will be retried based on the retry interval and retry count set for the JMS connection alias. If
Universal Messaging cannot restore a cluster quorum, Integration Server throws the exception.
At this point, any JMS trigger that uses the JMS connection alias will be stopped and any services
that send JMS messages using the JMS connection alias will throw exceptions immediately.
Integration Server then attempts to reconnect to Universal Messaging.

Integration Server makes changes to the Universal Messaging connection factory if the connection
factory has a MaxReconAttempts property set to -1. (A value of -1 is the default and suggests that
the MaxReconAttempts value has not been changed on Universal Messaging.) Integration Server
makes the following changes to the local instance of the Universal Messaging connection factory:

m  Sets ConxExceptionOnFailure to true.
m  Sets MaxReconAttempts to 35.
®  Sets ReconnectInterval to 2000 milliseconds.

Integration Server makes changes to the local instance of the Universal Messaging connection
factory only. The ConnectionFactory will not be changed on the JNDI provider, which means that
other clients that use the ConnectionFactory will not be impacted.

To prevent Integration Server from making changes to the local instance of the Universal Messaging
connection factory, use the Universal Messaging Enterprise Manager to set the MaxReconAttempts
property to a value greater than -1.
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Editing a JMS Connection Alias

After you create a J]MS connection alias, you might need to modify properties of the alias you
created or a default alias. For example, you might want to reduce the amount of memory that the
client side queue can occupy by decreasing the maximum number of messages that can be placed
in the client side queue. You can edit any properties of a JMS connection alias with the exception
of the alias name.

Keep the following information in mind when editing a JMS connection alias:
®  You must disable a JMS connection alias before you can edit it.

m  Because Integration Server uses the connection client ID as the first part of the durable subscriber
name, changing the connection client ID results in the creation of durable subscribers for
triggers that use the alias. The durable subscribers that use the old connection client ID as part
of the name are not automatically removed from Universal Messaging. Old durable subscribers
might contain messages and continue to receive messages.

To edit a JMS connection alias

—_

Open Integration Server Administrator if it is not already open.
2. In the Settings menu of the Navigation panel, click Messaging.
3. Under JMS Configuration, click JMS Settings.

4. In the JMS Connection Alias Definitions list, select the JMS connection alias that you want to
edit. Integration Server Administrator displays details about the connection alias.

5. Click Edit IMS Connection Alias.

6. Edit the properties of the connection alias. For more information about the fields, see “Creating
a JNDI Provider Alias” on page 275. Note that the Connection Alias Name field cannot be
modified.

7. Click Save Changes.

Enabling and Disabling a JMS Connection Alias

When a JMS connection alias is enabled, Integration Server can use the alias to obtain connections,
send messages, and receive messages on behalf of services and JMS triggers. When a connection
alias is disabled, Integration Server suspends all JMS triggers that use the alias. Additionally, any
services that use a disabled JMS connection alias to send or receive messages will end in error.

To enable or disable a JMS connection alias
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—_

Open Integration Server Administrator if it is not already open.
2. In the Settings menu of the Navigation panel, click Messaging.
3. Under JMS Configuration, click JMS Settings.

4. In the JMS Connection Alias Definitions list, do one of the following in the Enabled column:

= Click No if the alias is disabled and you want to enable it.

If Integration Server cannot enable the alias, it displays a message under the alias indicating
why Integration Server cannot enable the alias.

m  Click Yes if the alias is enabled and you want to disable it.

Deleting a JMS Connection Alias
Before you delete a JMS connection alias, make sure of the following;:
m  The JMS connection alias is disabled.

m  No services or JMS triggers rely on the JMS connection alias. If a JMS trigger uses a JMS
connection alias, Integration Server will prevent the JMS connection alias from being deleted.

To delete a JMS connection alias

—_

Open Integration Server Administrator if it is not already open.
2. In the Settings menu of the Navigation panel, click Messaging.
3. Under JMS Configuration, click JMS Settings.

4. In the JMS Connection Alias Definitions list, disable the alias if it is not already disabled.

5. Locate the alias you want to delete and click X in the Delete column. Integration Server
displays a dialog box that prompts you to verify your action. Click OK to verify that you want
to delete the JMS connection alias.

Specifying a Connection Monitoring Period

Integration Server periodically checks the state of an active connection to the JMS provider. You
can configure how frequently Integration Server checks the connection status using the
watt.server.jms.connection.monitorPeriod property. The default is 45 seconds.

If the connection between Integration Server and the JMS provider fails, Integration Server attempts
to re-establish the connection automatically after a 20 second delay. You can configure how long
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Integration Server waits between attempts to re-establish the connection by changing the value
of the watt.server.jms.connection.retryPeriod property

For more information about server configuration parameters, see “Server Configuration
Parameters” on page 1017.

Specifying a Retry Interval for Failed Connections

When a connection between Integration Server and the JMS provider fails, Integration Server
attempts to re-establish the connection automatically after a 20 second delay. You can configure
how long Integration Server waits between attempts to re-establish the connection by changing
the value of the watt.server.jms.connection.retryPeriod property. For more information about this
property, see “watt.server.” on page 1053.

Specifying a Keep-Alive Interval

Integration Server periodically pings the J]MS provider to keep the connection between the
Integration Server and the JMS provider active. The ping acts as a keep-alive request. By default,
Integration Server pings the JMS provider every 300 seconds. You can configure how frequently
Integration Server pings the JMS provider by changing the value of the
watt.server,jms.connection.pingPeriod property. For more information about this property, see
“watt.server.” on page 1053.

Creating Administered Objects

The JMS provider that you select should provide you with the tools to create and configure
administered objects in a JNDI namespace. For most JMS providers, Integration Server cannot be
used to create and configure administered objects. For more information about working with
administered objects, refer to the product documentation for your chosen JMS provider.

However, Integration Server can create administered objects in the JNDI namespace when Universal
Messaging is the JMS provider and the JNDI provider. Integration Server creates the administered
object automatically when the lookup for the object fails. For example:

m IfaJMS connection alias attempts to connect to Universal Messaging using a connection factory
that does not exist, Integration Server creates the connection factory and adds it to the JNDI
namespace on Universal Messaging. Integration Server copies the connection URL from the
JNDI settings.

m If a pub.jms* service specifies a topic or queue as the message destination and the destination
does not exist, Integration Server creates the topic or queue on Universal Messaging and then
adds it to the JNDI namespace.

= If a JMS trigger subscribes to a topic or queue that does not exist, Integration Server creates
the topic or queue on Universal Messaging and then adds it to the JNDI namespace.

Whether or not Integration Server creates a missing administered object automatically is configured
per JMS connection alias using the Create Administered Objects On Demand check box.
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If you configure a JMS connection alias to create destinations and connection factories on demand,
you do not need to use each time you want to create a connection factory or destination. Nor do
you need to use Designer to create a destination from which a JMS trigger can retrieve messages.
Using Integration Server to create administered objects on demand provides convenience and
possible time savings during the development cycle.

For example, suppose that you receive an Integration Server package that contains JMS triggers
and services that publish JMS messages. Further suppose that your Integration Server contains
JMS connection aliases with the same names as the JMS connection aliases used by the services
and triggers inn the package, the J]MS connection aliases are configured to create administered
objects on demand, and your Integration Server has a JNDI alias points to a running Universal
Messaging server. When you start the JMS connection aliases, Integration Server creates any
missing connection factories. As you use the sending services and JMS triggers in the package,
Integration Server creates any missing destinations needed by the services and triggers.

When using Integration Server to create administered objects on demand, keep the following
points in mind:

®  To create the administered objects on demand, the JNDI provider must be the Universal
Messaging JNDI provider and the JMS provider must be Universal Messaging. This because
Integration Server uses the URL in the JNDI provider alias to create the objects in the JNDI
namespace and on Universal Messaging.

®  Many JNDI providers, including the Universal Messaging JNDI provider, handle connection
factory names and destination names in a case sensitive way. That is, “myFactory” and
MYFactory” would be two different objects.

® Integration Server provides the ability to create the objects only. Integration Server cannot
update or delete the objects that it adds.

®  When Integration Server creates a connection factory specified in a JMS connection alias with
a transaction type of XA_TRANSACTION, Integration Server creates an XAConnectionFactory
(javax.jms.XAConnectionFactory).

Note:
For a JMS connection alias with a transaction type of LOCAL_TRANSACTION, Integration
Server creates a regular connection factory (javax.jms.ConnectionFactory).

m If a connection factory exists but does not match the transaction type used by the JMS connection
alias, Integration Server does not create a new connection factory. For example, suppose the
JMS connection alias specifies a transaction type of XA_Transaction and a Connection Factory
Lookup Name of “myConnectionFactory”. Additionally, suppose that a
javax.jms.ConnectionFactory object named “myConnectionFactory” already exists in the JNDI
namespace. When Integration Server starts the JMS connection alias and looks up the connection
factory in the JNDI namepsace, Integration Server finds the existing “myConnectionFactory”
javax.jms.ConnectionFactory object and does not delete and recreate the object to be a
javax.jms.XAConnectionFactory.

m Integration Server will not automatically create a connection factory that uses the Horizontal
Scalability feature offered by Universal Messaging. If you want a JMS connection alias to use
a connection factory that leverages the functionality available in the Horizontal Scalability
feature, you must create the connection factory in Universal Messaging.

308 webMethods Integration Server Administrator’s Guide 10.5



12.1 Overview of JMS Messaging Configuration

m Integration Server simply creates the administered object if the object does not exist when
Integration Server looks it up. If the name of the administered object is not specified correctly,
adding objects on demand could result in the creation of unwanted administered objects. For
example, if the Create Administered Objects On Demand check box is selected for a JMS
connection alias, and that alias is used in pub.jms:send service that specifies “myQueue” as the
destination, an instance of thepub.jms:createConsumer service that specifies “my_queue”, and a
JMS trigger that specifies “MyQueue” as the destination, Integration Server creates three unique
destinations in the JNDI namespace.

Note:Software AG recommends against using this feature in a production environment. That
is, leave the Create Administered Objects On Demand (Universal Messaging check box
cleared for a JMS connection alias on an Integration Server running in production.

Monitoring a Connection Factory Object for Changes

When you create or edit the JMS connection aliases that use a connection factory object to establish
a connection to the webMethods Broker, you can indicate whether or not Integration Server
monitors the connection factory for changes.

When Integration Server uses a connection factory object to establish a connection to the
webMethods Broker, Integration Server uses JNDI Lookup to create the connection. After
establishing the connection, Integration Server normally does not lookup the connection factory
object again until the connection is restarted. Consequently, in between connection restarts, the
connection does not reflect any changes that may have been made to the connection factory object,
such as a change to the cluster policy or a change to the webMethods Brokers in a cluster. By
monitoring the connection factory, Integration Server can update the related connection
automatically after the connection factory changes.

You can configure Integration Server to monitor the connection factory object in one of the following
ways:

m  Poll for changes. Integration Server periodically looks up the specified connection factory
object from the JNDI provider and compares it to the connection factory object used to establish
the connection. If Integration Server detects a change, it refreshes the connection automatically.

= Listen for changes. Integration Server registers an event listener with the JNDI provider to
receive notifications about changes to the cluster connection factory. When Integration Server
receives notification of a change it refreshes the connection automatically.

Regardless of the method used to monitor changes, Integration Server attempts to update and
refresh the connection without interrupting any services sending a JMS message or triggers
receiving a JMS message. The following sections provide more information about the monitoring
options.

Note:webMethods Broker is deprecated.

Polling for Changes

You can configure Integration Server to monitor a connection factory used by an active connection
by polling the JNDI provider for changes. In this situation, Integration Server periodically compares
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the connection factory used to create the connection with the connection factory in the JNDI
provider. If Integration Server detects a change, it refreshes the connection using the new connection
factory definition automatically.

Two factors determine how frequently Integration Server polls the JNDI provider for changes to
a connection factory object:

m  The polling interval specified in the J]MS connection alias. You set the polling interval when
you create or edit the JMS connection alias. The minimum polling interval that you can specify
is 1 minute. Alternatively, you can instruct Integration Server to use the refresh interval specified
for the webMethods connection factory object.

®  The connection monitoring period, which determines how frequently, Integration Server checks
the status of active connections to the webMethods Broker. The connection monitoring period
is determined by the watt.server.jms.connection.monitorPeriod configuration property.

When the connection monitoring period elapses, Integration Server checks the status of the JMS
connection alias. Integration Server also compares the polling interval to the time elapsed since
the last poll to determine whether to poll for changes to the cluster connection factory.

To ensure that Integration Server polls for connection factory changes at the specified interval,
the polling interval value should be greater than or equal to the value of the
watt.server.jms.connection.monitorPeriod property. If the value of the polling interval is less than
the value of the watt.server.jms.connection.monitorPeriod property, Integration Server will not
check for connection factory changes at the specified interval.

For example, suppose that a JMS connection alias specifies a polling interval of 1 minute and
watt.server.jms.connection.monitorPeriod is set to 10 minutes. Because checking the polling interval
and, if necessary, polling for changes, occurs only when Integration Server checks the connection,
Integration Server polls the cluster connection factory for changes every 10 minutes.

Note:

If the connection between Integration Server and the webMethods Broker fails, Integration
Server attempts to reconnect to the webMethods Broker at an interval determined by the
watt.server.jms.connection.retryPeriod property. After Integration Server restores the connection,
Integration Server polls immediately for changes to the cluster connection factory specified in
the JMS connection alias.

Registering an Event Listener

You can monitor a connection factory used by a JMS connection alias for changes by registering
an event listener with the JNDI provider. Specifically, Integration Server registers an event listener
to be notified about changes to the connection factory object in the JNDI namespace. After
registering an event listener, Integration Server can receive notifications for change events or error
events for the cluster connection factory object.

Note:Integration Server can register an event listener with any JNDI provider that supports
EventContext interface. The webMethods JNDI provider supports the EventContext interface.

A change event indicates that changes occurred in the connection factory object used by the JMS
connection alias. When Integration Server receives a change event for the connection factory object,
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Integration Server refreshes the connection to the webMethods Broker using the new cluster
connection factory object.

An error event indicates that a NamingExceptionEvent occurred on the JNDI provider. A
NamingExceptionEvent can occur for multiple reasons, one if which is if the connection between
Integration Server and the JNDI provider fails. After a NamingExceptionEvent occurs, the JNDI
provider deregisters the event listener. As part of monitoring the state of the connection to the
webMethods Broker, Integration Server monitors the state of an event listener. If Integration Server
determines that the event listener was deregistered, Integration Server re-registers the change
listener, polls the connection factory object for changes, and, if necessary, refreshes the connection.

Note:

The value of the watt.server.jms.connection.monitorPeriod configuration property determines
the frequency with which Integration Server checks the state of an active connection and any
registered change listeners. The default value is 45 seconds.

How Integration Server Updates the Connection

After Integration Server determines that the cluster connection factory changed, Integration Server
suspends all activity associated with the connection established for the associated JMS connection
alias. Then Integration Server updates the connection. To ensure that in-flight messages are not
lost and that duplicate messages are not introduced, Integration Server completes the following
sequence of tasks as part of updating the connection:

1. Suspends any JMS triggers that use the connection that needs to be restarted. The JMS trigger
does not retrieve any more messages from the webMethods Broker, but continues processing
any messages it has already retrieved. After the JMS trigger processes all the retrieved messages,
Integration Server disables the JMS trigger.

2. Temporarily blocks any new threads for services that send a JMS message using the JMS
connection alias for the connection that needs to be restarted, specifically pub.jms:send,
pub.jms:sendAndWait, and pub.jms:reply.

The value of the watt.server.jms.connection.update blockingTime server configuration parameter
specifies the maximum amount of time the pub.jms* services will wait for a connection while
the connection used by the service is being updated. The default is 1000 milliseconds. If
Integration Server does not restart the connection before the blocking time elapses, Integration
Server throws an ISRuntimeException.

3. Waits for any pub.jms* services that are in the midst of using the connection to send JMS messages
to execute to completion.

The value of the watt.server.jms.connection.update.restartDelay server configuration parameter
determines how long Integration Server waits for services sending JMS messages to execute
to completion before restarting the connection. If the restart delay elapses before the
pub.jms*services finish executing, Integration Server throws an ISRuntimeException.

4. Stops the connection for the JMS connection alias.

5. Refreshes the connection using the new cluster connection factory object. Refreshing the
connection effectively enables the JMS triggers.
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6.

Releases any blocking threads for pub.jms* services.

Configuring Integration Server to Monitor a Connection Factory
Object

Keep the following points in mind when configuring Integration Server to monitor the connection
factory object used by a JMS connection alias.

You can only monitor webMethods Connection Factory objects in a JNDI server.

When monitoring a composite cluster connection factory object, Integration Server monitors
for changes in the composite cluster connection factory object only. Integration Server does
not monitor the constituent cluster connection factory objects for changes.

To use a change listener to monitor the connection factory, the JNDI provider must support
the EventContext interface.

You can configure Integration Server to use the Poll for changes (interval defined
by webMethods Connection Factory) option when monitoring a cluster or composite
connection factory only.

When monitoring a connection factory by polling for changes, the frequency with which
Integration Server polls for changes is dependent upon the connection monitoring period.
Integration Server checks the connection at frequency determined by the connection monitoring
period. As part of checking the connection, Integration Server determines whether the polling
interval has elapsed. If it has, Integration Server polls for changes to the cluster connection
factory. If the polling interval is less than the connection monitoring period (controlled by
watt.server.jms.connection.monitorPeriod parameter), Integration Server does not poll for
changes with the frequency specified by the polling interval.

You must disable a JMS connection alias before you can edit it.

Note:
The procedure below provides instructions for configuring monitoring for a JMS connection
alias that already exists. You can also configure monitoring at the time you create an alias.

To configure Integration Server to monitor a connection factory

Open Integration Server Administrator if it is not already open.
In the Settings menu of the Navigation panel, click Messaging.
Under JMS Configuration, click JMS Settings.

Under JMS Connection Alias Definitions, select the JMS connection alias for which you want
to monitor the associated connection factory for changes.

Click Edit JIMS Connection Alias.
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6. Under Connection Protocol Settings, in the Monitor webMethods Connection Factory list,
select one of the following:

Select To

No Indicate that Integration Server will not monitor the connection
factory. This is the default.

Poll for changes (specify Monitor the connection factory by polling for changes at an

interval) interval that you specity.

Poll for changes (interval Monitor the connection factory at an interval determined by the
defined refresh interval specified for the webMethods Connection Factory
by webMethods Connection object. For more information about configuring a cluster
Factory) connection factory, see Administering webMethods Broker and

webMethods Broker Messaging Programmer’s Guide.

Register change listener Monitor the connection factory by registering an event listener.

7. If you selected Poll for changes (specify interval), in the Polling Interval (minutes), specify
the number of minutes between polling attempts. The polling interval must be a positive
integer. The default value is 60 minutes.

8. C(lick Save Changes.

Notes
When Integration Server starts the J]MS connection alias, Integration Server does the following:
m Verifies that the JMS connection alias connects to the webMethods Broker

m  Verifies that the JNDI provider supports the EventContext interface, if the JMS connection
alias monitors the connection factory via an event listener

Integration Server throws a JMSSubsystemException if the any of the above criteria are not met.

Using SSL with JMS

Integration Server can send and receive messages to a JMS provider in a secure manner using SSL.
If the connection between Integration Server and the JMS provider is to use SSL, you must configure
SSL capabilities on the JMS provider and Integration Server. For requirements and information
about configuring SSL on the JMS provider, consult the JMS provider documentation.

To configure SSL on Integration Server (the JMS client), you must provide certificates that can be
used during the SSL handshake. Because certificates are stored in keystores and truststores, part
of configuring Integration Server for using SSL is specifying the location of the keystores and
truststore to be used for establishing the SSL connection. You can accomplish this a few different
ways in Integration Server, specifically:
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m  Set the javax.net.ssl properties in the Integration Server JVM to provide certificate location and
password information. When connecting to the JMS provider, Integration Server uses the
javax.net.ssl property values for creating the SSL context of the SSL handshake.

While you can set the keystore location, truststore location, and password information directly
in the javax.net.ssl properties for the JVM, this approach represents a security vulnerability
because the properties take String values. Storing keystore and password information in plain
text on the file system is not secure. If you do not want to store certificate location and password
information in plain text, you can assign a keystore alias and/or truststore alias to be used by
the JVM when establishing the default SSL context. At start up, Integration Server sets the
javax.net.ssl properties by obtaining the store locations and passwords from the aliases and
then creates the default SSL context. For more information, see “Storing SSL Information for
the Integration Server JVM in a Secure Manner” on page 464.

If you use the javax.net.ssl properties to provide the certificate and password information, you
do not need to specify SSL configuration information in the JMS connection alias or for the
initial JNDI context in the JNDI provider alias. However, using the javax.net.ssl properties for
establishing an SSL connection with the JMS provider limits Integration Server to using one
set of certificates for all SSL connections.

Some JMS providers require that JMS clients use the JVM default SSL context for the SSL
handshake. Review your JMS provider documentation for requirements.

m  Set JMS provider-specific SSL properties in the JNDI provider alias used with the JMS connection
alias. Some JMS providers use a set of properties (key-value pairs) to supply certificate details.
You can add these properties to a JNDI provider alias. Integration Server adds the certificate
information to the JNDI context when the context is created. Supplying certificate and password
information via the JNDI provider alias makes it possible to use multiple certificates with the
JMS provider and allows the use of a different set of certificates than the ones configured for
the JVM. This approach is applicable when the JNDI provider and JMS provider use the same
set of certificates such as when using Universal Messaging as the JMS and JNDI providers.

For more information about supplying certificate details via the JNDI provider alias, see
“Including SSL Configuration Information in the JNDI Provider Alias” on page 281.

®  When webMethods Broker is the JMS provider and using the native webMethods API to
connect to the webMethods Broker, set the SSL information (Keystore, Keystore Type, Truststore,
and Truststore Type) when you create the JMS connection alias.

Note:
If Integration Server connects to the webMethods Broker using JNDI, you need to configure

the connection factory on the webMethods Broker. For more information, see Administering
webMethods Broker.

Supported JMS Providers

Integration Server is certified to use with the following JMS providers:
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JMS Provider Version(s)

AMQP with messaging providers AMQP 0-8, 0-9, 0-9-1, and 0-10
RabbitMQ and Azure Service Bus

Apache ActiveMQ Classic 5.16.*
IBM MQ 9.0
JBoss Messaging 1.4.0 SP3 and higher, up to but not including 2.0

Oracle Streams Advanced Queuing 10.2.%, 11.2.0, and 12.2.0
(AQ)

Software AG Universal Messaging 10.5 and higher

Solace PubSub+ 10.6.0

SonicMQ 75and 7.6

WebLogic 9.1,9.2,10.3, and 12.1.3
webMethods Broker 6.5 and higher

webMethods Broker is deprecated.

WebSphere Application Server 8.5

Considerations for JMS Providers

Ensure to review your JMS provider documentation for information about any specific
considerations for JMS support.

AMQP Messaging Providers

Integration Server is certified to communicate with the RabbitMQ and Azure Service Bus providers.
Integration Server uses the QPID JMS client libraries for AMQP to communicate with these JMS
providers. Integration Server was tested with the Qpid JMS AMQP 0-x 6.3.3 JMS client libraries.

Apache ActiveMQ
If you are using SSL/TLS to connect to Apache ActiveMQ broker, do the following:

m  Use the keytool provided by Apache ActiveMQ to create a certificate for the broker, set up
key and truststores, and import the ActiveMQ broker's public certificate into Integration Server.

m  Use the javax.net.ss1 properties to set the location of the keystore and truststore files for
connecting with the ActiveMQ broker. For Integration Server, set the javax.net.ss1 properties
in the custom_wrapper. conf file. For example:

®  wrapper.java.additional.n= -Djavax.net.ssl.keystore=keystoreLocation
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®  wrapper.java.additional.n+1= -Djavax.net.ssl. keyStorePassword=password
®  wrapper.java.additional.n+2= -Djavax.net.ssl.trustStore=truststoreLocation

For Microservices Runtime, set Java system properties in the following file using the
JAVA_CUSTOM_OPTS property: Integration Server_directory /bin/setenv.bat(sh) .

® If youneed to configure two-way SSL with the ActiveMQ broker, import the public certificate
for Integration Server into the ActiveMQ broker truststore.

IBM MQ

Integration Server is certified to communicate with IBM MQ 9.0 JMS provider. Consider the
following points while connecting to IBM MQ 9.0.

m If you are setting up an SSL connection to IBM MQ 9.0, consider modifying the CipherSuite
value in the JNDI .bindings file based on the JRE specified for Integration Server and IBM's
recommendation.

® By default, IBM MQ 9.0 supports JMS 2.0 specification. However, Integration Server supports
JMS 1.1 specification. Therefore, set the following property to true in Software AG_directory \
profiles\IS_instance_name\configuration\custom_wrapper.conf file so that Integration Server
functions seamlessly with IBM MQ 9.0.

wrapper.java.additional.availableNumber=-Dcom.ibm.mgq.jms.SupportMQExtensions=true

Alternatively, you can set the value of watt.config.systemProperties property as
com.ibm.mq.jms.SupportMQExtensions=true

For Microservices Runtime, set Java system properties in the following file using the
JAVA_CUSTOM_OPTS property: Integration Server_directory /bin/setenv.bat(sh) .

Solace PubSub+ Appliance and Cloud

Direct Transport mode in Solace PubSub+ does not support the following features:
®m  Message selector

®  Local transaction support

®m  Durable subscription

Note:Guaranteed Transport mode in Solace PubSub+ supports the above features.

If you use Direct Transport mode in Solace PubSub+ and your JMS provider uses any of these features,
Integration Server responds in these ways:

m If a JMS trigger is subscribed to a topic and uses the Message selector feature, then Integration
Server does not enable the trigger and displays the message, Error creating consumer - cannot use
selector with direct messaging.
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If the transaction type of a JMS connection alias pointing to Solace PubSub+ is Local transaction
or XA transaction, then Integration Server cannot execute the JMS send and receive operations
and displays the message, Transacted sessions or XA sessions are not supported with direct transport.

If a JMS trigger is subscribed to a topic with durable subscriber name, then Integration Server
does not enable the trigger and displays the message, Unknown Durable Topic Endpoint.

About Using Software AG Universal Messaging as the JMS
Provider

Keep the following points in mind when using Universal Messaging as the JMS provider:

When using Universal Messaging, if the version of Universal Messaging is equivalent to or
higher than the version of Integration Server, you do not need to add any client libraries to
the Integration Server classpath.

Keep the Universal Messaging client libraries up to date. If you install a Universal Messaging
fix that updates the client libraries, make sure to copy the updated Universal Messaging client
library files to the Software AG_directory /common/lib directory used by Integration Server.

When using Integration Server with a higher version of Universal Messaging, Integration
Server cannot use any features delivered in the higher version of Universal Messaging.
Integration Server can use only the features that existed in the equivalent version of Universal
Messaging.

Integration Server uses synchronous publishing as the default when publishing persistent
messages to Universal Messaging.

When using Universal Messaging as the JMS provider, the JMS client can use synchronous or
asynchronous publishing. With synchronous publishing, the JMS client sends messages to
Universal Messaging one at a time. The JMS client receives a response indicating a successful
send only after the message has been delivered to Universal Messaging. With asynchronous
publishing, the JMS messages are placed in a buffer and then sent to Universal Messaging in
batches. However, the JMS client can receive a response indicating a successful send before
the message is actually delivered to Universal Messaging. Asynchronous publishing is faster
than synchronous publishing, but messages can be lost in the event the connection to Universal
Messaging fails or Integration Server becomes unavailable. The default for a JMS client using
Universal Messaging as the JMS provider is asynchronous publishing. This default applies to
all messages regardless of a persistent or non-persistent delivery mode. However, to ensure
delivery of a persistent message, Integration Server always uses synchronous publishing to
send a persistent JMS message to Universal Messaging.

Message priority is not supported when Universal Messaging is the JMS provider. Any priority
assigned to a JMS message sent to Universal Messaging will be ignored.

If you are using Universal Messaging as the JMS provider and you want to use durable
subscribers, ensure to select the Shared Durable option when creating a ConnectionFactory
or TopicConnectionFactory using Universal Messaging Enterprise Manager. For example,
when creating a ConnectionFactory, select the option named Connection Factory (Shared
Durable).
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When an Integration Server JMS connection alias is connected to a cluster of Universal
Messaging realm servers and the master realm server in the cluster goes down, Integration
Server stops the alias. This causes all JMS triggers associated with the alias to stop, and all J]MS
sending services to fail with a ResourceUnavailableException. The alias automatically reconnects
to the cluster if and when the cluster is able to reconcile itself (that is, the cluster is able to
reelect a new master realm server).

If Integration Server publishes documents to a Universal Messaging server on which the
PauseServerPublishing configuration parameter is set to true, publishing fails with an
nPublishPauseException. Integration Server handles the nPublishPauseException by proceeding
as if the messaging connection alias is unavailable.

Integration Server enforces minimum values for the server configuration properties that control
the polling intervals for JMS triggers when Universal Messaging is the JMS provider. The
default values for these parameters are not optimal when connecting to Universal Messaging.
Lower polling intervals, including the default values, can result in high CPU utilization on the
Universal Messaging server and do not provide a performance benefit when working with
Universal Messaging.

The following table identifies the minimum values for the server configuration parameters
that control polling intervals when Universal Messaging is the J]MS provider.

Parameter Minimum value used with Universal

Messaging

watt.server.jms.trigger.concurrent. 3000 milliseconds
primaryThread.pollingInterval

watt.server.,jms.trigger.concurrent. 3000 milliseconds if the concurrent JMS trigger
secondaryThread.pollingInterval does not use a join

10 milliseconds if the concurrent JMS trigger

uses a join
watt.server.jms.trigger.serial. 3000 milliseconds
primaryThread.pollingInterval

Note:

If the serial JMS trigger uses a join,
Integration Server uses a secondary polling
interval which is set to 10 milliseconds. Note
that the secondary polling interval is not
configurable for a serial JMS trigger.

You can increase the polling intervals by changing the server configuration parameters. Keep
in mind that the values you specify will be used with all JMS providers. Integration Server
only enforces a minimum when connecting to Universal Messaging.

JMS triggers that use joins might affect the CPU utilization for Universal Messaging even with
the minimum values mentioned above. This is because the secondary polling interval is low
(10 milliseconds). The secondary polling interval needs to be low so that the JMS trigger can
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quickly retrieve messages from the different destinations. To reduce the impact on Universal
Messaging, consider one of the following approaches:

®  For a concurrent JMS trigger, configure the JMS connection alias used by the trigger to use
multiple connections and then set the JMS trigger Connection count property to a value
that is evenly divisible by the number of destinations. For example, if a JMS trigger retrieves
messages from two destinations, set Connection count to 2, 4, 6, 8, and so on. If the J]MS
trigger retrieves messages from three destinations, set Connection count to 3, 6, 9, and
SO on.

m  For a serial or concurrent JMS trigger, instead of using a join for the JMS trigger, use a
Universal Messaging channel join to gather messages from different destinations into a
single destination on the Universal Messaging server.

A Universal Messaging client, such as Integration Server caches some information about
destination objects. Integration Server, keeps this information in the client store cache. However,
when particular queue or channel properties (such as Time to Live and Maximum Number of
Events) are changed using Universal Messaging Enterprise Manager,Universal Messagingserver
creates a new destination object for the channel or queue. However, Integration Server is not
aware of the new destination object for the channel or queue and continues to use the obsolete
cached destination object. Consequently, sending messages to the channel or queue fails because
Integration Server cannot locate the destination. JMS triggers cannot receive messages from
the channel or queue fails for the same reason. To resolve this issue and allow Integration
Server to connect to the destination, you must restart the JMS connection alias by first disabling
the alias and then enabling it.

Adding JMS Provider Client Libraries to Integration Server
Classpath

Integration Server requires access to some of the JMS provider's Java client libraries. You can do
one of the following:

Place the libraries in the server's classpath by placing them in the Integration Server_directory
\instances\ instance_name\lib\jars\ custom directory, as described in the procedure below.

Make the libraries available to all server instances by placing them in the
Integration Server_directory \lib\jars\ custom directory.

Note:
Files located in the server’s classpath take precedence over the files located at the
Integration Server_directory \lib\jars\ custom directory.

Isolate the jars within a package classloader by placing them in the following directory:
packageName\ code\jars.

If you place the files in the package classloader, make sure to set the Class Loader property
when configuring a JMS connection alias to this JMS provider.

The JMS provider's .jar files could potentially conflict with other webMethods components running
on Integration Server. If you encounter a conflict, consider using a package class loader instead.
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Note:
The webMethods Broker and JNDI provider jar files are already included in Integration Server.
The Universal Messaging .jar files are included in Software AG_directory /common/lib.

To add a third party JMS provider's JMS and JNDI libraries to the Integration Server classpath:

1.

JMS Provider

Copy your JMS provider's Java APl libraries from the locations specified below and place them
in Integration Server_directory \instances)\ instance_name\lib\jars\custom directory.

Files to Copy

AMQP message formats From Apache QPID library:

Apache ActiveMQ
Classic

IBM MQ

JBoss Messaging

apache-qpid-jms-amqp-0-x-6.3.3-bin.tar.gz
OR

apache-qpid-jms-amqp-0-x-6.3.3-bin.zip

®  ActiveMQ_HOME\ activemg-all-5.16.* jar

Where ActiveMQ_HOME is the directory in which Apache ActiveMQ
is installed, for example:
apache-activemg-5.16.1-bin\ apache-activemg-5.16.1

For IBM MQ version 9.0:

m  [BMMQ\Java\lib\ com.ibm.mq.allclient.jar

®m  IBMMQ\Java\lib\fscontext.jar

= IBMMQ\Java\lib\ providerutil jar

= [BMMQ\Java\lib\jms.jar

Where IBMMAQ is the directory in which your IBM MQ is installed.

®  jboss-messaging-client.jar (This is available in the JBoss
Messaging distribution.)

m  JBOSS_HOME \client\jbossall-client.jar

m  JBOSS HOME\server\SERVER_NAME\deploy \jboss-aopdeployer \jposs-aopjar
m  JBOSS_HOME\server\ SERVER_NAME\lib\javassist.jar

m  JBOSS_HOME\server\ SERVER_NAME\lib\ trove.jar

Where J[BOSS_HOME is the directory in which JBoss is installed and
SERVER_NAME is the name of the messaging server.

Note:
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JMS Provider Files to Copy

JBoss Messaging 1.4.0 requires a patched version of
jboss-remoting jar.

Oracle Streams For Oracle Streams Advanced Queuing (AQ) 10.2.*:
Advanced Queuing
(AQ) ®  ORACLE_HOME\jdbc\lib\classes12. jar

m ORACLE_HOMEN\ijlib\ orail8n.jar

®  ORACLE_HOME\Iib\xmlparserv2.jar

m  ORACLE_HOME\rdbms\jlib\xdb.jar

®  ORACLE_HOME\rdbms\jlib\aqapil3.jar

®  ORACLE_HOME\rdbms\jlib\jmscommon.jar

Where ORACLE_HOME is ORACLE_BASE\ product\10.2.0\db_1
and ORACLE_BASE is the directory in which the Oracle database is
installed.

For Oracle Streams Advanced Queuing (AQ) 11.2.0:
m ORACLE_HOME\jlib\ orail8n.jar

®  ORACLE_HOME\lib\xmlparserv2.jar

®  ORACLE_HOME\rdbms\jlib\xdb.jar

®  ORACLE_HOME\rdbms\jlib\aqapi.jar

®  ORACLE_HOME\rdbms\jlib\jmscommon.jar

m  ORACLE_HOME\rdbms\jlib\ ojdbc6.jar

Where ORACLE_HOME is ORACLE_BASE\ product\11.2.0\db_1
and ORACLE_BASE is the directory in which the Oracle database is
installed.

Note:

If you are using Oracle Streams Advanced Queuing (AQ) 11.2.0
as the JMS provider, the value of the watt.config.systemProperties
property mustinclude "oracle. jms.conservativeNavigation=true".

For Oracle Streams Advanced Queuing (AQ) 12.2.0:
m ORACLE_HOME\jdbc\lib\ ojdbc8.jar

®  ORACLE_HOME\jlib\ orail8n.jar

®  ORACLE_HOME\Iib\ xmlparserv2.jar

®  ORACLE_HOME\rdbms\jlib\aqgapi.jar
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JMS Provider Files to Copy
®  ORACLE_HOME\rdbms\jlib\jmscommon.jar
® ORACLE_HOME\rdbms\jlib\ xdb.jar
Where ORACLE_HOME is ORACLE_BASE\ product\12.2.0\db_1
and ORACLE_BASE is the directory in which the Oracle database is
installed.
Solace PubSub+ From Solace library or from Solace installation directory:
®  sol-common-10.6.0.jar
®  sol-jcsmp-10.6.0.jar
®  s0ljms-10.6.0.jar
SonicMQ For SonicMQ version 7.5:
m  SonicMQ_directory\lib\ mfcontext.jar
m  SonicMQ_directory\lib\sonic_Client.jar
m  SonicMQ_directory\lib\sonic_Crypto.jar
m  SonicMQ_directory\lib\sonic_mgmt_client.jar
m  SonicMQ_directory\lib\ sonic_Selector.jar
m  SonicMQ_directory\lib\sonic_XA jar
For SonicMQ version 7.6, all of the above, plus:
m SonicMQ_directory\lib\mgmt_client.jar
m  SonicMQ_directory\lib\mgmt_config.jar
m  SonicMQ_directory\lib\sonic_XMessage.jar
Where SonicMQ_directory is the directory in which SonicMQ is
installed.
WebLogic For WebLogic 9.1 and 9.2:

m  WebLogic_directory\server\lib\ weblogic.jar
For WebLogic 10.3 and 12.1.3:

m  WebLogic_directory\server\lib\ wljmsclient.jar
m  WebLogic_directory\server\lib\ winmclient.jar

m  WebLogic_directory\server\lib\ wlclient.jar
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JMS Provider Files to Copy

Where WebLogic_directory is the directory in which WebLogic is
installed.

WebSphere Application For WebSphere Application Server version 8.5:

Server
m  WabSphereAppliaationServer\ AppServer \ runtimes \ comibmwseb thindient 850jar
m  WebSphereApplicationServer\ AppServer \ runtimes \ com.ibm.ws.orb_85.0jar

n  WdSpheeAppliattionServer\ AppServer \ runtimes\ comibmwssbdientthinjms 850ar

Where WebSphereApplicationServer is the directory in which your
WebSphere Application Server is installed.

2. Restart Integration Server.

Note:

The list of files for each JMS provider is a general guideline. The requirements for each J]MS
provider may change. Ensure that you review the documentation for your JMS provider to
determine an exact list of required jar files. Furthermore, review your chosen JMS provider
documentation to determine how to handle fixes and updates to the JMS provider’s Java
client libraries. Updates or fixes to the Java client libraries may require updates to the provider
client libraries added to the Integration Server classpath.
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Overview of MQTT Support in Integration Server

MQTT is a publish-and-subscribe messaging protocol often used with devices in the Internet of
Things (IoT) and machine-to-machine (M2M) communication. MQTT was designed to be
light-weight and used with devices for which resources and network bandwidth are constrained,
such as a sensor on a smart device. The protocol supports telemetry applications which measure
and transmit data from sensors and devices.

Note:
A full discussion of the capabilities of MQTT is beyond the scope of this document but is available
elsewhere.

Like other publish-and-subscribe solutions, MQTT consists of clients that publish or subscribe to
messages and a server that routes published messages to subscribers.

Integration Server, which supports MQTT version 3.1.1, can act as an MQTT client that publishes
messages to a topic on an MQTT server and an MQTT client that subscribes to topics on the MQTT
server. Specifically:

m Integration Server can publish MQTT messages to an MQTT server using the built-in service
pub.mqtt:publish.

m Integration Server can subscribe to topics by creating an MQTT trigger. The MQTT trigger
receives messages published to the topic on the MQTT server and then invokes a trigger service
to process the messages.

® Integration Server uses an MQTT connection alias to create a connection to the MQTT server.
An invocation of the pub.mgtt:publish service requires the MQTT connection alias to publish the
message to the MQTT server. Similarly, an MQTT trigger specifies the MQTT connection alias
that it uses to identify the MQTT server from which it retrieves messages and on which the
trigger creates subscriptions.

Note:
An MQTT server is also referred to as an MQTT broker. The Integration Server documentation
uses the term MQTT server to avoid confusion with the webMethods Broker product.

Adding an MQTT solution to Integration Server consists of the basic tasks listed in the following
table.

Stage 1 Determine which MQTT provider you will use. For a list of supported
MQTT providers, see “Supported MQTT Servers” on page 327.

Stage 2 Create one or more MQTT connection aliases. For information bout
creating an MQTT connection alias, see “Creating an MQTT Connection
Alias” on page 328.

Stage 3 Build MQTT triggers. This step is necessary only if you intend to use
Integration Server to retrieve and process MQTT messages from the
MQTT server.
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For information about building MQTT triggers, see webMethods Service
Development Help.

Stage 4 Build services that publish MQTT messages using the
pub.matt:publishservice. This step is necessary only if you want to use
Integration Server to publish MQTT messages. For more information
about the pub.mgtt:publishservice, see the webMethods Integration Server
Built-In Services Reference.

Limitations of MQTT Support in Integration Server

MQTT support in Integration Server has the following limitations:

® Integration Server does not support SSL for connections to the MQTT server. Integration Server
supports basic authentication only.

®m  Enhanced logging, which instructs Integration Server to write detailed log entries when sending,
receiving or processing messages, cannot be used with MQTT.

®  MQTT connection aliases do not have a client side queue (CSQ) which is an available feature
for other types of messaging connection aliases in Integration Server.

m  Exactly-once message processing feature is not available for MQTT triggers.

® In a cluster of Integration Servers, identically named MQTT triggers and MQTT connection
aliases should not exist on each node in the cluster. Furthermore, MQTT connection aliases in
a cluster should all use unique connection client IDs. No duplicate connection client IDs should
be used.

The cluster limitations are because the MQTT specification does not support multiple clients
sharing a subscription. Identical MQTT triggers share the same subscriptions and the same
connection client ID. The connection client ID of the MQTT trigger is the connection client ID
value of the MQTT connection alias plus the trigger name.

Because of adherence to the MQTT specification, some MQTT providers do not support a
shared subscription and the use of the same connection client ID by multiple clients. Some
MQTT providers may offer a workaround for this restriction.

Supported MQTT Servers

Integration Server supports MQTT version 3.1.1. Integration Server is certified to work with the
MQTT servers listed in the following table.

MQTT Server Version
Eclipse Mosquitto 1.5and 1.6
Universal Messaging 10.5
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The Eclipse Paho libraries version 1.2.1, which includes client implementations and utilities for
the MQTT messaging protocol, are installed with Integration Server in Software AG_directory
/common/lib. The Paho libraries can be used to connect to Universal Messaging and Mosquitto.

Creating an MQTT Connection Alias

An MQTT connection alias contains the configuration information that Integration Server needs
to establish a connection to an MQTT server. Integration Server uses an MQTT connection alias
when publishing an MQTT message. An MQTT trigger uses an MQTT connection alias to retrieve
messages from the topics to which it subscribes on the MQTT server. Each Integration Server can
have multiple MQTT connection aliases.

Use the following procedure to create an MQTT connection alias.

To create an MQTT connection alias

1. Open Integration Server Administrator.

2. In the Settings menu of the Navigation panel, click Messaging.

3. Under MQTT Configuration, click MQTT Settings.

4. Click Create MQTT Connection Alias.

5. Under General Settings, specify values for the fields in the following table:

Field Description

Connection Alias Name Unique name for the MQTT connection alias. Each MQTT
connection alias contains the configuration information
needed for Integration Server to establish a connection to

the MQTT server.
Description Description for the MQTT connection alias.
Package Name of the package that you want to associate with the

MQTT connection alias. Integration Server saves the
connection alias configuration in this package. When you
assign an MQTT connection alias to a package, Integration
Server enables and disables the alias in conjunction with
the package. If you disable the package, Integration Server
disables the MQTT connection alias automatically. A
package retains its MQTT connection alias when the
package is published to other servers. If a subscriber
installs the package, the MQTT connection alias is created
automatically on the subscriber's Integration Server. If you
do not have a package to assign to the MQTT connection
alias, leave the Package setting at WmRoot (the server's
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Field Description

core package). This makes the MQTT connection alias
available whenever Integration Server is running

6. Under Connection Protocol Settings, specify values for the fields in the following table

Field Description

Host URL containing the protocol, domain, and port of the
MQTT server.

Connection Client ID Client identifier for the connections associated with this

MQTT connection alias. Integration Server generates a
connection client identifier automatically, but you can
supply your own

Use Clean Session for Whether connections created for MQTT triggers using
Subscriptions this MQTT connection alias establish a persistent session
on the MQTT server. Do one of the following:

m  Select the Use Clean Session for Subscriptions
check box to remove any previous subscriptions
established by an MQTT trigger that uses this MQTT
connection alias. When the session ends, the MQTT
server will remove any subscriptions created by the
MQTT trigger.

m Clear the Use Clean Session for Subscriptions
check box to persist subscriptions across sessions.
Any new subscriptions created by an MQTT trigger
during a session will be added to the existing
subscriptions for the trigger. Additionally, the
subscriptions remain after the trigger disconnects.
Messages sent while the trigger is disconnected will
be kept if the Quality of Service (QoS) is 1 or 2. The
trigger will retrieve missed messages when it

reconnects.
Connection Timeout Maximum number of seconds that Integration Server
(seconds) waits for a network connection to the MQTT server to be

established. A value of 0 disables the timeout, which
means that Integration Server waits for a failed or
successful network connection attempt. The default is 30
seconds.

Keep Alive (seconds) The maximum number of seconds that can elapse
between messages being sent to or received from the
MQTT server using a connection created for this MQTT
connection alias. The keep alive functionality in MQTT
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Field Description

ensures that the connection between the MQTT client (IS)
and the MQTT server is open. A value of 0 disables keep
alive. The default is 60 seconds.

7. Under Last-Will Settings, enter the information you want Integration Server to provide in
the event of an ungraceful disconnection from the MQTT server.

Field Description

Enable Last-Will Whether the MQTT server sends a will message on behalf
of Integration Server if Integration Server disconnects
abruptly from the MQTT server. A will message allows
other MQTT clients to handle an abrupt disconnection.
Select Enable Last-Will Message if you want the MQTT
server to send a specific message to a particular topic when
Integration Server disconnect abruptly from the MQTT
server. Do one of the following:

m  Select the Enable Last-Will check box to send a will
message if Integration Server disconnects ungracefully.

m  Clear the Enable Last-Will check box if Integration
Server will not send a will message upon ungraceful
disconnection.

Last-Will QoS The Quality of Service for the will message. Select one of
the following;:

m At most once (0)
m Atleast once (1)
m  Exactly once (2)

Last-Will Retained Whether the MQTT server retains the last will message.
Do one of the following:

m  Select the Last-Will Message Retained check box to
instruct the MQTT server to retain the last will
message.

m  (Clear the Last-Will Message Retained check box if
the MQTT server will not retain the last will message.

Last-Will Topic The topic to which to publish the last will message. All
subscribers to this topic will receive the last will message.
The topic does not need to exist at the time you create the
MQTT connection alias. If it does not exist the first time
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Field Description

Integration Server uses the MQTT connection alias to
establish connection, the MQTT server creates the topic.

Last-Will Message The contents of the last will message.

Payload

On Connect Message The message to send upon successful connection to the

Payload MQTT server. This is the payload of the connect message
and is sent to the same topic as the Last-Will Message
Topic.

On Disconnect Message The message to send upon disconnecting from the MQTT
Payload server. This is the payload of the disconnect message and
is sent to the same topic as the Last-Will Message Topic.

8. Under Security Settings, if basic authentication is required to connect to the MQTT server,
provide the user name and password Integration Server uses.

Field Description

User Name User name for the Integration Server to provide for client
authentication

Password Password for the user name.

9. C(lick Save Changes.

10. Enable the MQTT connection alias.

Editing an MQTT Connection Alias

You might need to edit an MQTT connection alias. For example, you might want to change the
alias so that subscribers do not use a clean session. Or, you might want to change an MQTT alias
so that the MQTT server no longer sends a last will message on behalf of Integration Server when
Integration Server disconnects abruptly.

Keep the following information in mind when you edit an MQTT connection alias.
®  You must disable an MQTT connection alias before you can edit it.
m  The MQTT connection alias name cannot be edited.

m  Changing the Connection Client ID may result in new subscriptions on the MQTT server for
MQTT triggers that use the alias. The subscriptions that use the old connection client ID are
not automatically removed from the MQTT server. Old subscriptions might contain messages
and continue to receive messages.
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To edit an MQTT connection alias

—_

Open Integration Server Administrator.
2. Inthe Settings menu of the Navigation panel, click Messaging.
3. Under MQTT Configuration, click MQTT Settings.

4. Inthe MQTT Connection Alias Definitions list, select the MQTT connection alias that you want
to edit.

5. Click Edit MQTT Connection Alias.

If the Edit MQTT Connection Alias link is not available (it is not underlined), return to the
MQTT Setting page and disable the alias.

6. Edit the properties of the MQTT connection alias.
7. Click Save Changes.

8. Enable the MQTT connection alias.

Enabling and Disabling an MQTT Connection Alias

When an MQTT connection alias is enabled, Integration Server can use the alias to publish messages
to the MQTT server., create subscriptions to topics on behalf of MQTT triggers that use the alias,
and retrieve messages from a topic to which an MQTT trigger subscribes. When an MQTT
connection alias is disabled, Integration Server stops all MQTT triggers that use the alias. The
trigger status will be Enabled (Connection alias not running). Additionally, when an alias is
disabled, any services that use the MQTT connection alias to publish messages to an MQTT server
will end with an error.

To enable or disable an MQTT connection alias

—_

Open Integration Server Administrator.
2. In the Settings menu of the Navigation panel, click Messaging.
3. Under MQTT Configuration, click MQTT Settings.

4. Inthe MQTT Connection Alias Definitions list, do one of the following in the Enabled column:

m  Click No if the alias is disabled and you want to enable it.

m  Click Yes if the alias is enabled and you want to disable it.

332 webMethods Integration Server Administrator’s Guide 10.5



13 Configuring Integration Server for MQTT Messaging

Deleting an MQTT Connection Alias

Before you delete an MQTT connection alias, make sure of the following:
m  The MQTT connection alias is disabled.
® A service that publishes MQTT messages does not rely on the MQTT connection alias.

= An MQTT trigger does not use the MQTT connection alias to connect to the MQTT server and
retrieve message.

While you can delete an MQTT connection alias that is in use, it may result in error or failures in
MQTT triggers and MQTT message publishing services.

To delete an MQTT connection alias

—_

Open Integration Server Administrator.

2. Inthe Settings menu of the Navigation panel, click Messaging.

3. Under MQTT Configuration, click MQTT Settings.

4. Inthe MQTT Connection Alias Definitions list, disable the alias if it is not already disabled.

5. Click Xin the Delete column for the alias.

If an MQTT trigger uses the MQTT connection alias, Integration Server prompts you to confirm
deleting the alias.

Specifying a Retry Interval for Failed Connections to the MQTT
Server

When a connection between Integration Server and the MQTT server fails, Integration Server
attempts to re-establish the connection automatically after a 20 second delay. You can configure
how long Integration Server waits between attempts to re-establish the connection by changing
the value of the watt.server.commonmessaging.connection.retryPeriod parameter.
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About Enhanced Logging for Messaging

Enhanced logging for messaging is a configurable feature that instructs Integration Server to write
detailed log entries when sending or receiving and processing messages. The detailed logging,
referred to as enhanced logging, makes it possible to track an individual message across your
Integration Servers from the time the message is published through the time a trigger receives,
processes, and acknowledges the message.

Each log message presents information about the message progress in a consistent way, making
it possible to track the progress of the message through Integration Server. Most importantly,
whenever possible, enhanced logging entries include a unique identifier for the message being
published or consumed. Being able to track individual messages can help in debugging issues in
your messaging solution.

Integration Server provides many configuration options for the enhanced messaging logging.
These options can help focus the log entries on particular areas of your messaging implementation
as well as limit the impact of enhanced logging on performance. For example, you configure
enhanced logging for an individual messaging connection alias and not the entire Integration
Server. For each alias you can specify whether Integration Server generates additional logging for
all message consumers and/or producers or just specific message consumers and/or producers.
You can also specify whether or not the enhanced messaging logging is verbose by setting a logging
level.

Enhanced logging is available for J]MS messaging and webMethods messaging only. It is not
available for MQTT messaging.

Note:
Enhanced logging is for Integration Server activities only. Enhanced logging will not contain
information about activities that occur on the messaging provider.

What Is in Log Entries for Enhanced Logging?

Enhanced logging entries include details about the message for which the log entry is being written
in addition to the typical time stamp and log message text that appear in other log entries.

These message details can include a UUID, the message ID assigned by the provider, and the
connection alias used to send or receive the messages. Each log entry includes the message details
in the same order, which may be helpful when reviewing the log entries.

The message information that appears in the log entry depends on the point in publishing or
subscribing at which Integration Server writes the log entry. For example, a log entry about sending
a message would not include the provider ID for the message because the messaging provider
has not yet received the message. A log entry about writing a message to the client side queue
would not include a trigger name. A log entry for preparing to publish a document to Universal
Messaging does not include a UUID if one was not specified in the document or the publishing
service does not allow custom UUIDs because Integration Server has not yet generated the UUID.

Note:
A log entry includes a message ID or UUID whenever possible, which makes it easier to track
a message as it is published and/or received and processed by Integration Server.
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The following table identifies and describes the possible information in each enhanced logging
entry for a message being sent or received:

Message property Description
UUID Universally unique identifier for the message being sent or received.

= In webMethods messaging, you can set a value for the _env/uuid
field when publishing the document.You can only use a user-defined
UUID for messages sent to Universal Messaging by the
pub.publish:publish service. If you do not set a UUID value or if you
are using a service for a user-defined UUID cannot be set,
Integration Server assigns one during publication.

m  For JMS messaging, you can set a UUID in the
JMSMessage/properties/uuid field when sending the JMS message.
For JMS messaging, the uuid field is optional. Integration Server
does not generate or assign a UUID if one is not specified.

Messaging Name of the messaging connection alias associated with the sent or
connection alias received message.

®  For webMethods messaging, this is a Universal Messaging
connection alias. Enhanced logging cannot be used with
webMethods Broker

m  For JMS messaging, this is a JMS connection alias.
Destination Destination to which the message was sent.

m  For webMethods messaging, the destination is the name of the
channel to which the message was sent. The name of the channel
corresponds to the publishable document type for which Integration
Server published an instance document.

®  For JMS messaging, the destination contains the JNDIlookup name
for the queue or topic to which the JMS message was sent.

Message ID The ID assigned to the message by the messaging provider.

m  For webMethods messaging, the message ID is the Universal
Messaging event ID which Universal Messaging generates when it
first receives the message.

m  For JMS messaging, the message ID is the JMSMessagelD which is
generated on behalf of the JMS provider.

Trigger name Name of the trigger that received the message.

Enhanced logging entries written to the server.log are not identical to the enhanced logging entries
written to the dedicated messaging log. The formats used by the server.log entries and by the
messaging log entries are different. However the server.log entries and messaging log entries
contain the same log message text and message properties. For more information about directing
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enhanced logging to the server.log or the messaging log, see “Using the Messaging Log or the
Server Log for Enhanced Logging” on page 338.

Logging Levels for Enhanced Messaging Logging

The number of log entries written for a published or received message as part of enhanced logging
depends on the logging level. For log entries written to the messaging log, the logging level for
the messaging audit logger determines the logging level. For messages written to the server.log,
the logging level for the 0168 Messaging (Enhanced Logging) server log facility determines the
logging level.

Note:
The logging level for the messaging audit logger can be different than the logging level for the
0168 Messaging (Enhanced Logging) server log facility for the server log.

To generate enhanced logging for messaging, the logging level, must be set to one of the levels
listed in the following table:

At this level Integration Server logs entries for

Info Main sending and receiving actions such as success or failure of sending,
receiving, and processing messages. A logging level of Info is considered
standard logging for enhanced messaging logging.

Debug Details of sending and receiving activities such as preprocessing and
message acknowledgment. A logging level of Debug is considered
verbose logging for enhanced messaging logging.

Trace Further details of sending and reeving activities, such as the start and
end of polling the messaging provider for additional messages.

Note:
Trace-level messages are provided for JMS messaging only.

Note:
Each logging level includes the indicated type of messages plus all messages from the levels
above it. For example, the Trace level includes Debug and Info messages.

Using the Messaging Log or the Server Log for Enhanced
Logging

When you configure a messaging connection alias to use enhanced logging, you can specify that
Integration Server write the log entries to the server.log or the messaging log.

The messaging log is an audit log exclusively for enhanced logging entries written for sending
and receiving of messages with Integration Server. The messaging audit log is formatted to align
the log entries, including the log message text and message properties, into columns. This may
make the log easier to use.
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The server log is a journal log and contains log entries for all of the server log facilities. You can
view the messaging log and server log in Integration Server Administrator or with text editors.

You can use the messaging log or the server log as the destination for enhanced log entries.
However, you cannot set the same messaging connection alias to write to both locations.

Configuring Enhanced Logging for Messaging

Integration Server provides many configuration options for enhanced logging. The granularity of
the options makes it possible for Integration Server to generate logging data more tailored to your
needs. For example, perhaps you want to see logging for all messages sent using a particular

messaging connection alias. Or maybe you want a narrower focus in the logging entries and only
want to see log entries for messages sent by a messaging connection alias to a particular destination.

When configuring enhanced logging for messaging, you need to decide:

®  Which messaging connection aliases for which you want to use enhanced logging. Enhanced
logging is configured on a per messaging connection alias basis. You can configure enhanced
logging for Universal Messaging connection alias for webMethods messaging or JMS connection
alias.

For information about configuring enhanced logging for a Universal Messaging connection
alias, see “Creating a Universal Messaging Connection Alias” on page 238.

For information about configuring enhanced logging for a JMS connection alias, see “Creating
a JMS Connection Alias” on page 285.

®  Whether Integration Server writes enhanced logging entries to the server.log or the messaging
log.

m  Whether to generate enhanced logging for message consumers and/or producers that use the
messaging connection alias. You can further limit the message producers for which Integration
Server performs enhanced logging by identify the specific destinations for which you want
additional logging. Integration Server writes enhanced logging only for messages sent to the
specific destinations using the messaging connection alias. Similarly, you can also instruct
Integration Server to generate additional logging for all triggers that use the messaging
connection alias to receive messages or just specific triggers.

m  The logging level for enhanced logging. Where you set the logging level depends on whether
Integration Server writes enhanced logging entries to the messaging log or the server log.

m  For the messaging log, you configure the logging level on the messaging audit logger. For
information about configuring the messaging audit logger, see the webMethods Audit Logging
Guide.

= For the server log, you configure the logging level for the 0168 Messaging (Enhanced
Logging) server log facility. You must set the facility to at least the Info logging level for
Integration Server to write enhanced logging entries. For information about configuring
the server.log see “Specifying Amount and Type of Information to Include in the Server
Log” on page 215.
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Enhanced logging has a performance cost. The additional logging by Integration Server consumes
resources and impacts performance negatively. The additional log entries can very quickly fill up
disk space. Keep this information in mind when using enhanced logging for messaging.

Viewing the Messaging Log

You can use a text editor or Integration Server Administrator to view the messaging log. Note that
Integration Server Administrator displays the current messaging log only. Integration Server
Administrator does not include log entries from any archived messaging logs.

Integration Server Administrator also provides the ability to search the current messaging log for
all entries that correspond to a particular UUID.

For more information about viewing the messaging log in Integration Server Administrator, see
the webMethods Audit Logging Guide .
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Universal Messaging Client Logging

Universal Messaging logs the activity of its client and its interaction with the Universal Messaging
server. In particular, Universal Messaging logs responses from its server that deviate from what
the client is expecting to happen. Typically these responses are in the form of exceptions. For
example, if the client is not authorized to connect to the server, the server returns a security
exception, and Universal Messaging logs that exception.

Integration Server offers the ability to configure this logging in Integration Server Administrator
instead of in Universal Messaging.

Configuring Universal Messaging Client Logging

The Universal Messaging client log file is called umClient.log. You can configure the UM client
logger to control the amount of detail in the Universal Messaging client log file .

To configure Universal Messaging client logging

—_

In Integration Server Administrator, go to the Settings > Logging page.

N

In the Logger List, click UM client logger.

3. Click Edit UM Client Logger.

4. Supply the following information
Field
Log Level Determines the information that is written to the log. Each level outputs

log entries with that level or higher.

Log Size Maximum size of the log file measured in megabytes (MB). When the
log reaches this size , Integration Server rolls the file over to a backup
called umClient.log.number and creates a new file.

Log Depth  Number of backup log files to keep on disk when using log rolling.
When this number is reached, Integration Server deletes the oldest log
file.

5. Click Save Changes.

6. If you changed the log size or depth, restart Integration Server.

Note:
This logger cannot be disabled.
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View the Universal Messaging Client Log

To view the Universal Messaging client log, go to the Integration
Server_directory/instances/instanceName/logs directory and open the umClient.log file in a text
editor.
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About Web Service Endpoint Aliases

A web service endpoint alias represents the network address and, optionally, any security
credentials to be used with web services. You can use the network address properties to enable
dynamic addressing for web services. The security credentials can be used to control both
transport-level and message-level security for web services.

In web service descriptors, an endpoint alias is associated with a binder. Integration Server uses
a binder to collect the definitions for addresses, communication protocols, and data formats for a
particular port type in one container. For more information about associating an endpoint alias
with a binder, see webMethods Service Development Help.

For a consumer web service descriptor and its associated web service connectors (WSC), the alias
information (including the addressing information and any security credentials), is used at run
time to generate a request and invoke an operation of the web service.

For provider web service descriptors, the endpoint alias is used to construct the "location="attribute
of the address element (which is contained within the port element) when a WSDL file is requested
from the web service. The security credentials might be used when constructing a response to a
web service request.

When you create a provider web service descriptor, you can specify an existing endpoint alias,
which will be displayed (and can be changed) from the default binder of the web service descriptors.

Integration Server uses message addressing endpoint aliases to send responses to endpoints other
than the one that initiated or sent the request. That is, when WS-Addressing is enabled and the
request SOAP message contains a non-anonymous ReplyTo or FaultTo endpoint, Integration
Server uses the message addressing endpoint alias to determine the authentication details to be
used to send a response to the ReplyTo and FaultTo endpoints.

An endpoint alias is usually created for one or more of the following reasons:

= Dynamic endpoint addressing. Because the actual value of the endpoint is looked up at run
time, using an endpoint alias saves you from having to specify or change the server information
each time you use the web service.

m  Security. An endpoint alias is required in order to configure WS-Security for web service
providers and consumers. For information about implementing WS-Security, see the information
about WS-Security in Web Services Developer’s Guide.

m  WS-Addressing. Using the message addressing properties, you can specify the authentication
credentials required to send a response to a different address than the request. The message
addressing properties define the WS-Addressing information that can be attached to the SOAP
message. For more information about WS-Addressing, see Web Services Developer’s Guide .

m  WS-ReliableMessaging. Reliable messaging properties ensure the reliable delivery of the
message between the two endpoints (web service and client or reliable messaging source and
destination). You can configure reliable messaging properties specific to a web service endpoint
or at a global level for all web service endpoints defined in the Integration Server.

When you create web service endpoint aliases, keep the following points in mind:
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Alias names must be unique within the specified usage (provider or consumer) and protocol.
This can result in multiple endpoint aliases with the same name. For example, you can have
a provider alias named "aliasOne" for the HTTP protocol. You could also have a consumer
alias named "aliasOne" for the HTTP protocol and a provider alias named "aliasOne" for the
HTTPS protocol.

Integration Server saves web service endpoint aliases at the following location:
Integration Server_directory \instances\instance_name\ config\endpoints

The host name and port are required for a provider HTTP/S web service endpoint alias, but
are optional for a consumer HTTP/S web service endpoint alias.

If the Integration Server on which a consumer web service descriptors resides sits behind a
firewall and the web service request needs to be routed through a proxy server, you can assign
a proxy alias to the consumer web service endpoint alias.

You can identify default provider web service endpoint aliases for HTTP and HTTPS. If a
provider web service descriptor contains a binder set to the default alias, Integration Server
uses the information in the default alias when constructing the WSDL for the descriptor.

Creating an Endpoint Alias for a Provider Web Service
Descriptor for Use with HTTP/S

When creating a web service endpoint alias for provider web service descriptor that uses an HTTP/S
binder, you need to supply information that falls into the following categories:

Web Service Endpoint Alias. Endpoint name, description, and transport type.
HTTP/S Transport Properties. Server on which the web service resides.

WS Security Properties. Information the SOAP processor needs to decrypt and verify the
inbound SOAP request and/or encrypt and sign the outbound SOAP response and the details
for adding the timestamp information.

Note:

WS-Security credentials such as private keys and public keys do not always need to be
provided in a web service endpoint alias. If this information is not provided in the alias,
Integration Server can obtain the information from other locations. For more information
about usage and resolution order of certificates and keys for WS-Security, see the Web Services
Developer’s Guide.

Message Addressing Properties. WS-Addressing information that Integration Server uses to
generate the WS-Addressing headers of the SOAP requests and responses. This includes the
destination address of a message or fault and the authentication credentials required to send
a response to a different address than the one from which request was received.

Reliable Messaging Properties. Reliable messaging information specific to the web service

endpoint. By default, Integration Server applies the reliable messaging configuration defined
on the Settings >Web Services > Reliable Messaging > Edit Configuration page to all web
service providers and consumers. If you want to override the server-level reliable messaging
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configuration for a specific web service provider or consumer, define reliable messaging
properties for the associated web service endpoint alias.

To create a WS provider web service endpoint alias for use with HTTP/S

—_

Open Integration Server Administrator if it is not already open.

2. Inthe Navigation panel, select Settings >Web Services.

3. Click Create Web Service Endpoint Alias.

4. Under Web Service Endpoint Alias Properties, provide the following information:

In this field Specify
Alias A name for the provider web service endpoint alias.
The alias name cannot include the following illegal characters:
FO\N & @M % : 5. /\\ ", ~+=) (I H{][><"
Description A description for the endpoint alias.
Type Provider
Transport Type  Specify the transport protocol used to access the web service. Select one

of the following:
= HTTP

m HTTPS

5. Under TransportType Transport Properties, provide the following information:

In this field

Specify

Host Name or IP
Address

Port

Host name or IP address of the Integration Server for which you are
creating an alias.

If the host Integration Server is fronted by a proxy, specify the host name
or IP address of the proxy server.

An active HTTP or HTTPS listener port defined on the Integration Server
specified in the Host Name or IP Address field.

If the host Integration Server is fronted by a proxy, specify the port for
the proxy server.

6. Under WS Security Properties, if the inbound SOAP request must be decrypted and/or the
outbound SOAP request must be signed, do the following:

348
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In this field Specify

Keystore Alias Alias of the keystore containing the private key used to decrypt the
inbound SOAP request or sign the outbound SOAP response.

Important:
The provider must have already given the consumer the corresponding
public key.

Key Alias Alias of the private key used to decrypt the request or sign the response.
The key must be in the keystore specified in Keystore Alias.

7. Under WS Security Properties, if the signing certificate chain of an inbound signed SOAP
message has to be validated, specify the following:

In this field Specify

Truststore Alias  The alias for the truststore that contains the list of CA certificates that
Integration Server uses to validate the trust relationship.

8. Under WS Security Properties, set the timestamp properties that Integration Server uses
when working with timestamps.

In this field Specify
Timestamp Whether the timestamp is precise to the second or millisecond. If you set
Precision the precision to milliseconds, Integration Server uses the timestamp

format yyyy-MM-dd' T'HH:mm:ss:SSS'Z". If you set the precision to seconds,
Integration Server uses the timestamp format yyyy-MM-dd'T'HH:mm:ss'Z".

If you do not select a precision value, Integration Server will use the
value specified for the
watt.server.ws.security.timestampPrecisionInMilliseconds parameter.

Timestamp Time  The time-to-live value for the outbound message in seconds. Integration

to Live Server uses the Timestamp Time to Live value to set the expiry time in
the Timestamp element of outbound messages. The time-to-live value
must be an integer greater than 0.

If you do not specify a Timestamp Time to Live value, Integration Server
will use the value specified for the
watt.server.ws.security.timestampTimeToLive parameter.

Timestamp The maximum number of seconds that the web services client and host
Maximum Skew  clocks can differ and still allow timestamp expiry validation to succeed.
Specify a positive integer or zero.

Integration Server uses the timestamp maximum skew value only when
you implement WS-Security via a WS-Policy. Integration Server validates
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In this field

Specify

Username Token
TTL

Username Token
FutureTTL

Note:

the inbound SOAP message only when the creation timestamp of the
message is less than the sum of the timestamp maximum skew value
and the current system clock time.

If you do not specify a timestamp maximum skew value, Integration
Server will use the value specified for the
watt.server.ws.security.timestampMaximumSkew parameter.

This is the permitted time difference, in seconds, between the time when
the UsernameToken was created (as provided in the wsu:Created element)
and the time when it reaches the server. Requests that exceed this limit
are rejected by the server. The default value is 300.

It is possible that the wsu:Created element has a timestamp that is in the
future. The server considers such requests as valid If the time at which
the request was created does not exceed the time at which it reaches the
server by the value (in seconds) given in this setting. The default value
is 60.

The Username Token TTL and Username Token Future TTL configurations can also be
set at the global level using the watt.server.ws.security.usernameTokenTTL and the
watt.server.ws.security.usernameTokenFuture TTL server configuration properties. However, if there
is a configuration setting at the web services endpoint level, the server will ignore the global
property. For more information about the global properties, see “watt.server.” on page 1053.

For more information about timestamps in the WS-Security header, see “Timestamps in the
WS-Security Header” on page 392.

9. Under Kerberos Properties, provide the following Kerberos-related details that will be used
for all providers that use this endpoint alias.

Note:
These fields are available only for provider endpoint aliases using the HTTPS transport
type.

In this field Specify

JAAS Context  The custom JAAS context used for Kerberos authentication.

In the following example, JAAS Context is WS_KERBEROS_INBOUND:

WS_KERBEROS_INBOUND {

com.sun.security.auth.module.Krb5LoginModule required

refreshKrb5Config=true storeKey=true isInitiator=false
debug=true;
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In this field Specify
I
The is_jaas.cnf file distributed with Integration Server includes a

JAAS context named IS_ KERBEROS_INBOUND that can be used
with inbound requests.

Principal The name of the principal to use for Kerberos authentication.
Principal The password for the principal that is used to authenticate the
Password principal to the KDC. Specity the principal password if you do not

want to use the keytab file that contains the principals and their
passwords for authorization. The passwords may be encrypted
using different encryption algorithms. If the JAAS login context
contains useKeyTab=false, you must specify the principal password.

Retype Principal The above principal password.
Password

Service Principal Select the format in which you want to specify the principal name
Name Format  of the service that is registered with the principal database.

Select To

host-based Represent the principal name using the service name
and the hostname, where hostname is the host
computer.

This is the default.

username  Represent the principal name as a named user
defined in the LDAP or central user directory used
for authentication to the KDC.

Service Principal The name of the principal for the service that the Kerberos client

Name wants to access. This can be obtained from the WSDL document
published by the provider of the Kerberos service. Specify the
Service Principal Name in the following format:

principal-name.instance-name@realm-name

10. Under Message Addressing Properties, provide the following addressing information
relating to the delivery of the message. The message addressing properties define the addressing
information that can be attached to the SOAP message.

In this field Specify
To URI of the destination of the SOAP message.
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In this field

Response Map

Specify

In the Reference Parameters field, specify additional parameters, if any, that
correspond to <wsa:ReferenceParameters> properties of the endpoint reference
to which the message is addressed. Optionally, you can specify metadata (such
as WSDL or WS-Policy) about the service in the Metadata Elements field. You
can also specify Extensible Elements, which are elements other than those
specified as part of the Metadata and Reference Parameters.

You can specify more than one reference parameter, metadata element, or
extensible element. Click the ‘+’ icon to add more rows and the ‘x” icon to delete
the rows.

Address to which the provider will send the reply or fault message and the
corresponding message addressing alias. Integration Server retrieves the
authentication details needed to send the response from the message addressing
alias mapped to the address.

In the Address field, specify the URI to which the provider will send the reply
or the fault message.

From the Message Addressing Alias list, select the message addressing
endpoint alias from which Integration Server will retrieve the authentication
details. Integration Server uses the authentication details to send the response
to the ReplyTo or FaultTo endpoints.

Click the ‘+ icon to add more rows and the ‘x’ icon to delete the rows.

11. Under Reliable Messaging Properties, check Enable to provide reliable messaging
information specific to the endpoint alias you are creating.

12. Provide the following reliable-messaging information to ensure reliable delivery of the message
between a reliable messaging source and destination.

In this field

Retransmission
Interval

Specify

The time interval (in milliseconds) for which a reliable messaging
source waits for an acknowledgment from the reliable messaging
destination before retransmitting the SOAP message. The default
is 6000 milliseconds.

Acknowledgement The time interval (in milliseconds) for which the reliable messaging

Interval

destination waits before sending an acknowledgment for a message
sequence. Messages of the same sequence received within the
specified acknowledgment interval are acknowledged in one batch.
If there are no other messages to be sent to the acknowledgment
endpoint within the time specified as the acknowledgment interval,
the acknowledgment is sent as a stand-alone message.

The default is 3000 milliseconds.

352

webMethods Integration Server Administrator’s Guide 10.5



16 Configuring Endpoint Aliases for Web Services

In this field Specify
Exponential Whether to use the exponential backoff algorithm to adjust the
Backoff retransmission interval of unacknowledged messages. Adjusting

the time interval between retransmission attempts ensures that a
reliable messaging destination does not get flooded with a large
number of retransmitted messages.

Select To

true Increase the successive retransmission intervals
exponentially, based on the specified retransmission
interval. For example, if the specified retransmission
interval is 2 seconds, and the exponential backoff
value is set to true, successive retransmission
intervals will be 2, 4, 8, 16, 32, and so on if messages
continue to be unacknowledged. This is the default.

false Use the same time interval specified in the
Retransmission Interval field for all
retransmissions.
Maximum The number of times the reliable messaging source must retransmit
Retransmission amessage if an acknowledgement is not received from the reliable
Count messaging destination. To specify that there is no limit to the

number of retransmission attempts, set the value of Maximum
Retransmission Count to -1. The default is 10.

13. Click Save Changes.

Setting a Default Endpoint Alias for Provider Web Service
Descriptors

For the HTTP and HTTPS protocols, you can identify a provider web service endpoint alias as the
default provider endpoint alias for each protocol. When the default provider endpoint alias is
assigned to a binder in a provider web service descriptor, Integration Server uses the information
in the alias when constructing the WSDL for the descriptor and during run-time processing. Simply
changing the default provider endpoint alias for a protocol changes the information used to
generate the WSDL and the information used for run-time processing. You do not need to edit
the binder in the web service descriptor to specify a different alias.

Integration Server uses the default provider endpoint alias in the following situations:

®  When constructing the WSDL for the a provider web service descriptor that contains a binder
with a Port alias property set to DEFAULT (aliasName) or binder that does not explicitly set
an alias for the Port alias property.
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®  During run-time processing for provider web service descriptor that contains a binder with a
Port alias property set to DEFAULT (aliasName) or a binder that does not explicitly set an alias
for the Port alias property.

® As an available alias when creating the endpoint for a service first provider web service
®  As an available alias when setting the endpoint for a binder.

®  When creating the binders for a WSDL first provider web service descriptor generated from
a WSDL document with an HTTP or HTTPS binding. Integration Server assigns the default
provider endpoint alias of the transport protocol to the binder. Integration Server uses the
information from the alias during WSDL generation and run-time processing.

Note:

If the binder in a provider web service descriptor does not specify a value for the Port alias
property and there is not a default provider endpoint alias for the protocol used by the binder,
when Integration Server generates the WSDL document for the web service descriptor, Integration
Server sets the “location=""attribute of the soap:address element to localhost:primaryPort.

Keep the following points in mind when setting a default provider endpoint alias for use with
provider web service descriptors:

®  You can set a default provider endpoint alias for provider web services only.

®  You can set a default provider endpoint alias for the HTTP and HTTPS protocols. You cannot
set a default endpoint alias for JMS.

m Integration Server does not require that a default provider endpoint alias be set. If there is no
default alias for a protocol, the Port alias property for a binder in a provider web service
descriptor lists a blank row as a possible value. If you select the blank row and later specify a
default alias for the protocol used by the binder, Integration Server uses the information in
the default provider endpoint alias when generating the WSDL document and during run-time
processing for the web service descriptor. That is, once a default provider endpoint alias is set
for a protocol, any previously blank Port alias properties are effectively set to
DEFAULT (aliasName) for binders that use that protocol.

®  You cannot delete a web service endpoint alias used as a default alias.

To set a default endpoint alias for provider web service descriptors

1. Open Integration Server Administrator if it is not already open.
2. In the Navigation panel, select Settings >Web Services.
3. Click Set Default Provider Endpoint Alias.

4. Under Select Default Provider Endpoint Aliases, do one or more of the following:

m  Inthe HTTP list, select the alias to use as the default endpoint alias for the HTTP protocol.
If you do not want to set a default endpoint alias for HTTP, select the blank row.
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®  Inthe HTTPS ist, select the alias to use as the default endpoint alias for the HTTPS protocol.
If you do not want to set a default endpoint alias for HTTPS, select the blank row.

5. Click Update.

Integration Server updates the WSDL document for any provider web service descriptor with
a binder that uses the default provider endpoint alias.

Note:

After changing the default provider endpoint alias, consumers should refresh any existing
web service clients generated from a WSDL document for a web service descriptor that uses
the default provider endpoint alias. Refreshing the web service client using the updated
WSDL document enables the client to make use of the changed endpoint information.

Creating an Endpoint Alias for a Consumer Web Service
Descriptor for Use with HTTP/S

When you create an HTTP/S web service endpoint alias for use with consumer web service
descriptors, you need to supply information that falls into the following categories:

= Web Service Endpoint Alias. Endpoint name, description, and transport type.

m  HTTP/S Transport Properties.Optional. The host and port used to build the endpoint URL.
If the web service provider requires transport-based authentication, these properties specify
the authentication credentials to be added to the HTTP/S header. For HTTPS transport, these
properties specify the keystore alias and key alias of the private key used for SSL communication
with the web service provider. If the web service request must be routed through a proxy
server, these properties specify the proxy server alias for the proxy server through which
Integration Server routes the HTTP/S request.

= WS Security Properties. Information for the WS-Security header as determined by the security
policy for the web service. A web service security policy can require that:

®m  SOAP message requests include a UserName token.

m  SOAP message responses be decrypted.

m  SOAP message requests be signed.

®m  X.509 authentication be supported.

= A Timestamp element be added to the security header.

Note:

WS-Security credentials such as private keys and public keys do not always need to be
provided in a web service endpoint alias. If this information is not provided in the alias,
Integration Server can obtain the information from other locations. For more information

about usage and resolution order of certificates and keys for WS-Security, see the Web Services
Developer’s Guide.

webMethods Integration Server Administrator’s Guide 10.5 355



16 Configuring Endpoint Aliases for Web Services

Message Addressing Properties. Addressing information about the response delivery. This
information includes the reply endpoint where the replies should be sent, the fault endpoint
that specifies where the faults should be sent, and optional metadata (such as WSDL or
WS-Policy) about the service. This also includes additional parameters, called Reference
Parameters, that Integration Server uses to route the message to the destination.

Reliable Messaging Properties. Provides reliable messaging information specific to the web
service endpoint. By default, Integration Server applies the reliable messaging configuration
defined on the Settings >Web Services > Reliable Messaging > Edit Configuration page
to all web service providers and consumers. If you want to override the server-level reliable
messaging configuration for a specific web service provider or consumer, define reliable
messaging properties for the associated web service endpoint alias.

To create a consumer web service endpoint alias for use with HTTP/S
Open Integration Server Administrator if it is not already open.
In the Navigation panel, select Settings >Web Services.
Click Create Web Service Endpoint Alias.
Under Web Service Endpoint Alias Properties, provide the following information:

In this field Specify

Alias A name for the provider web service endpoint alias.
The alias name cannot include the following illegal characters:
PO\ &@M %*:$. /\\ "5, ~+=) (1 H][><"

Description A description for the endpoint alias.

Type Consumer

Transport Type Specify the transport protocol used to access the web service. Select one
of the following:

= HTTP
= HTTPS

Execute ACL ACL that governs which user groups on your server can use this web
service endpoint alias. Select an ACL from the drop down list. By default,
only members of groups governed by the Internal ACL can use this alias.

Integration Server performs the ACL check only if the specific endpoint
alias is used as the value of the endpointAlias input parameter in a web
service connector or the pub.client:soapClient service. Integration Server does
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In this field Specify

not perform the ACL check when the consumer web service endpoint
alias is assigned to a binder used by the web service connector.

5. Under TransportType Transport Properties, provide the following information if you want
to overwrite the host and/or port information in the WSDL with the host and/or port information
in the web service endpoint alias. For more information about how Integration Server builds
the endpoint URL, see webMethods Service Development Help.

In this field Specify
Host Name or IP Host name or IP address of the server on which the web service
Address resides.
Port Number An active HTTP or HTTPS type listener port defined on the host

server specified in the Host Name or IP Address field.

Authentication Type Specify the type of authentication you want to use to authenticate
the consumer.

Select... To...

Basic Use basic authentication (user name and password)
to authenticate the consumer.

Digest Use password digest to authenticate the consumer.

NTLM Use NTLM authentication so that clients that are
already logged into a domain can be authenticated
using their existing credentials.

Kerberos Use Kerberos authentication for the web service at
the transport level. When you select this option an
additional section Kerberos Transport Properties
is added to this page.

6. If you are configuring the web service endpoint for transport-based authentication such as
HTTPS, specify all or a combination of the following optional fields:

In this field Specify

User Name User name used to authenticate the consumer at the HTTP or HTTPS
transport level on the host server.

Password The password used to authenticate the consumer on the host server.

Retype Password Re-enter the above password.
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7.

In this field Specify

Keystore Alias Alias to the keystore that contains the private key used to connect to the
web service host securely.

This field applies to the HTTPS transport type only.

Key Alias Alias to the key in the keystore that contains the private key used to
connect to the web service host securely. The key must be in the keystore
specified in Keystore Alias.

This field applies to the HTTPS transport type only.

If web service requests must be sent through a proxy server, in the Proxy Alias field, do one
of the following to specify which proxy server Integration Server uses:

m  If you want Integration Server to use a particular proxy server, select the alias for that
proxy server. Integration Server lists all the configured HTTP/S and SOCKS proxy aliases
in the Proxy Alias field.

m  [f you want Integration Server to use the default proxy server, leave this field blank.

For more information about how Integration Server uses proxy servers when sending requests,
see “How Integration Server Uses Proxy Servers” on page 119.

The Kerberos Transport Properties section enables you to configure Kerberos authentication
at the transport-level. You can provide Kerberos-related details that will be used for all web
service requests by providers that use this endpoint alias.

Note:
Kerberos authentication is available at the transport level or message level for HTTPS, but
only at the transport level for HTTP.

The following fields are available for consumer endpoint aliases when you select Kerberos
as the HTTP transport Authentication Type.

Field Description

JAAS Context Specity the custom JAAS context used for Kerberos authentication.

In the following example, JAAS Context is KerberosClient:

KerberosClient {

com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true keyTab=alice.keytab;

15

Principal Specify the name of the principal to use for Kerberos authentication.
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Field Description

Principal Password Specify the password for the principal that is used to authenticate the
principal to the KDC. Specify the principal password if you do not want
to use the keytab file that contains the principals and their passwords
for authorization. The passwords may be encrypted using different
encryption algorithms.

If the JAAS login context contains usekeyTab=false, you must specify
the principal password.

Retype Principal  Re-enter the above principal password.
Password

Service Principal  Select the format in which you want to specify the principal name of

Name Format the service that is registered with the principal database.
Select... To...
host-based Represent the principal name using the service

name and the host name, where host name is
the host computer.

Note:
Currently, this option is disabled. Integration
Server supports only username.

username Represent the principal name as a named user
defined in the LDAP or central user directory
used for authentication to the KDC.

Service Principal  Specify the service that the Kerberos client wants to access. This can be

Name obtained from the WSDL document published by the provider of
Kerberos service. Specify the Service Principal Name in the following
format:

principal-name.instance-name@realm—name

9. Under WS Security Properties, provide the following information if the WS-Security policy
for this consumer web service descriptor requires that SOAP message requests include a
UsernameToken, enter values for the following fields:

In this field Specify
User Name The user name to include with the UsernameToken.
Password The password to include with the UsernameToken (must be plain text).

Retype Password Re-enter the above password.
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10. If the security policy (or policies) that will be used by this web service requires its requests to
be signed, requires an X.509 authentication token to be included, or requires that SOAP message
responses be encrypted, specify the following:

In this field Specify

Keystore Alias Alias to the keystore that contains the private key used to:
®  Sign outbound SOAP requests
®  Include an X.509 authentication token for outbound SOAP requests

®  Decrypt inbound SOAP responses

Important:
To verify messages from this consumer, the web services provider
must have a copy of the corresponding public key.

Key Alias Alias to the private key used to sign and/or include X.509 authentication
token for outbound SOAP messages and/or decrypt inbound SOAP
responses. The key must be in the keystore specified in Keystore Alias.

11. Under WS Security Properties, specify the provider's certificate file. This certificate is used
to encrypt the outbound SOAP request and/or verify the inbound SOAP response.

In this field Specify

Partner's Certificate The path and file name of the provider's certificate, which contains
its public key.

12. Under WS Security Properties, if the security policy (or policies) that will be used by this
web services consumer requires that responses be validated by a trusted authority, specify the
following:

In this field Specify

Partner's Certificate Path and file name of the file containing the provider's certificate.

Truststore Alias The alias for the truststore that contains the list of CA certificates that
Integration Server uses to validate the trust relationship.

13. Under WS Security Properties, configure how Integration Server handles timestamps in the
security headers.

In this field Specify
Timestamp Whether the timestamp is precise to the second or millisecond. If you set
Precision the precision to milliseconds, Integration Server uses the timestamp
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In this field

Specify

Timestamp Time
to Live

Timestamp
Maximum Skew

Username Token
TTL

Username Token
Future TTL

Note:

format yyyy-MM-dd' T'HH:mm:ss:SSS'2'. If you set the precision to seconds,
Integration Server uses the timestamp format yyyy-MM-dd'T'HH:mm:ss'Z".

If you do not select a precision value, Integration Server will use the
value specified for the
watt.server.ws.security.timestampPrecisionInMilliseconds parameter.

The time-to-live value for the outbound message in seconds. Integration
Server uses the Timestamp Time to Live value to set the expiry time in
the Timestamp element of outbound messages. The Timestamp Time
to Live value must be an integer greater than 0.

If you do not specify a time-to-live value, Integration Server will use the
value specified for the watt.server.ws.security.timestampTimeToLive
parameter.

The maximum number of seconds that the web services client and host
clocks can differ and still allow timestamp expiry validation to succeed.
Specify a positive integer or zero.

Integration Server uses the timestamp maximum skew value only when
you implement WS-Security via a WS-Policy. Integration Server validates
the inbound SOAP message only when the creation timestamp of the
message is less than the sum of the timestamp maximum skew value
and the current system clock time.

If you do not specify a timestamp maximum skew value, Integration
Server will use the value specified for the
watt.server.ws.security.timestampMaximumSkew parameter.

This is the permitted time difference, in seconds, between the time when
the UsernameToken was created (as provided in the wsu:Created element)
and the time when it reaches the server. Requests that exceed this limit
are rejected by the server. The default value is 300.

It is possible that the wsu:Created element has a timestamp that is in the
future. The server considers such requests as valid If the time at which
the request was created does not exceed the time at which it reaches the
server by the value (in seconds) given in this setting. The default value
is 60.

The Username Token TTL and Username Token Future TTL configurations can also be
set at the global level using the watt.server.ws.security.usernameTokenTTL and the
watt.server.ws.security.usernameTokenFutureTTL server configuration properties. However, if there
is a configuration setting at the web services endpoint level, the server will ignore the global
property. For more information about the global properties, see “watt.server.” on page 1053.
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For more information about timestamps in the WS-Security header, see “Timestamps in the
WS-Security Header” on page 392.

14. Under Kerberos Properties, provide the following Kerberos-related details that will be used
for all web service requests that use this endpoint alias.

Note:

These fields are available only for consumer endpoint aliases using HTTPS transport type.
In this field Specify
JAAS Context  The custom JAAS context used for Kerberos authentication.

In the following example, JAAS Context is KerberosClient:

KerberosClient {
com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true keyTab=alice.keytab;

}s

The is_jaas.cnf file distributed with Integration Server includes a
JAAS contextnamed IS_ KERBEROS_OUTBOUND that can be used
with inbound requests.

Principal The name of the principal to use for Kerberos authentication.
Principal The password for the principal that is used to authenticate the
Password principal to the KDC. Specify the principal password if you do not

want to use the keytab file that contains the principals and their
passwords for authorization. The passwords may be encrypted
using different encryption algorithms. If the JAAS login context
contains usekKeyTab=false, you must specify the principal password.

Retype Principal The above principal password.
Password

Service Principal Select the format in which you want to specify the principal name
Name Format  of the service that is registered with the principal database.

Select To

host-based Represent the principal name using the service name
and the hostname, where hostname is the host
computer.

This is the default.

username  Represent the principal name as a named user defined
in the LDAP or central user directory used for
authentication to the KDC.
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In this field Specify

Service Principal The name of the principal for the service that the Kerberos client

Name wants to access. This can be obtained from the WSDL document
published by the provider of the Kerberos service. Specify the Service
Principal Name in the following format:

principal-name.instance-name@realm-name

15. Under Message Addressing Properties, provide the following addressing information
relating to the delivery of a message to a web service. The message addressing properties
define the addressing information that can be attached to the SOAP message.

In this field Specify

Must Understand Whether the recipients (the actor or role to which the header is
targeted) are required to process the WS-Addressing headers.
Recipients that cannot process a mandatory WS-Addressing header
reject the message and return a SOAP fault.

Must Understand determines the mustUnderstand attribute of the
WS-Addressing headers.

Select To

True Indicate that processing the WS-Addressing headers
is required by the recipients.

If you select True for Must Understand and the SOAP
node receives a header that it does not understand or
cannot process, it returns a fault.

False Indicate that processing the WS-Addressing headers
is optional. This is the default.

Note:

In SOAP 1.1, the values of the mustUnderstand attribute were 0
and 1 instead of True and False; however, Integration Server
processes both sets of values the same way and performs any
necessary conversions.

For more information about the mustUnderstand and actor
attributes in SOAP 1.1, see the Simple Object Access Protocol (SOAP)
1.1 - W3C Note 08 May 2000 specification.

For more information about the mustUnderstand and role
attributes in SOAP 1.2, see the Simple Object Access Protocol (SOAP)
1.2 specification.
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In this field Specify

Role Target of the WS-Addressing headers in the SOAP message. Role
determines the value of the role attribute for the WS-Addressing
headers. The actor or role attribute specifies a URI for the recipient
of WS-Addressing header entries.

Note:

In SOAP 1.1, the role attribute is named actor; however,
Integration Server processes both names the same and performs
any necessary conversions.

Select To

Ultimate  Indicate that the recipient is the ultimate destination
Receiver  of the SOAP message. This is the default.

Next Specify the following URI for the role attribute:

m For SOAP 1.2:
"http://www.w3.0rg/2003/05/soap-envelope/role/next"

= For SOAP 1.1:
"http://schemas.xmlsoap.org/soap/actor/next"

None Specity the following URI for the role attribute:

= For SOAP 1.2:
"http://www.w3.0rg/2003/05/soap-envelope/role/none"

= For SOAP 1.1:
"http://www.w3.0rg/2003/05/soap-envelope/role/none”

Other Specify the target of the header. Typically, this will be
a URL
To URI of the destination of the SOAP message.

In the Reference Parameters field, specify additional parameters,
if any, that correspond to <wsa:ReferenceParameters> properties of
the endpoint reference to which the request is addressed. You can
specify more than one reference parameter. Click the ‘+ icon to add
more rows and the “x” icon to delete the rows.

From URI of the source of the SOAP message. Enter the URI in the
Address field.

Optionally, in the Reference Parameters field, specify any
additional parameters that are necessary to route the message to
the destination. You can also specify optional metadata (such as
WSDL or WS-Policy) about the service in the Metadata Elements
field. You can specify more than one reference parameter and
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In this field Specify

metadata element. Click the ‘+ icon to add more rows and the ‘x’
icon to delete the rows.

ReplyTo URI of the destination to which the web service sends a response
(reply) message. This property is optional.

If this value is not specified, the default values for this URI depends
on the WS-Addressing policy attached to the web service descriptor.
For a consumer endpoint alias, it defaults to:

m  http://www.w3.0rg/2005/08/addressing/anonymous for Final
version of WS-Addressing.

m  http://schemas.xmlsoap.org/ws/2004/08/addressing/role/
anonymous for Submission version of WS-Addressing.

In the Reference Parameters field, specify additional parameters,
if any, that correspond to <wsa:ReferenceParameters> properties of
the endpoint reference to which the response message is addressed.
Optionally, you can specify metadata (such as WSDL or WS-Policy)
about the service in the Metadata Elements field. You can also
specify Extensible Elements, which are elements other than those
specified as part of the Metadata and Reference Parameters.

You can specify more than one reference parameter, metadata
element, or extensible element. Click the ‘+ icon to add more rows
and the “x’ icon to delete the rows.

FaultTo URI to which the SOAP fault messages are to be routed. This
property is optional.

In the Reference Parameters field, specify additional parameters,
if any, that correspond to <wsa:ReferenceParameters> properties of
the endpoint reference to which the fault message is addressed.
Optionally, you can specify metadata (such as WSDL or WS-Policy)
about the service in the Metadata Elements field. You can also
specify Extensible Elements, which are elements other than those
specified as part of the Metadata and Reference Parameters. You
can specify more than one reference parameter, metadata element,
or extensible element. Click the “+" icon to add more rows and the
‘X" icon to delete the rows.

You can specify more than one reference parameter, metadata
element, or extensible element. Click the ‘+" icon to add more rows
and the ‘x’ icon to delete the rows.

16. Under Reliable Messaging Properties, check Enable to provide reliable messaging
information specific to the endpoint alias you are creating.

webMethods Integration Server Administrator’s Guide 10.5 365


http://www.w3.org/2005/08/addressing/anonymous
http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

16 Configuring Endpoint Aliases for Web Services

17. Provide the following reliable-messaging information to ensure reliable delivery of the message

between a reliable messaging source and destination.

In this field

Retransmission
Interval

Specify

The time interval (in milliseconds) for which a reliable messaging
source waits for an acknowledgement from the reliable messaging
destination before retransmitting the SOAP message. The default
is 6000 milliseconds.

Acknowledgement The time interval (in milliseconds) for which the reliable messaging

Interval

Exponential
Backoff

Maximum
Retransmission
Count

destination waits before sending an acknowledgement for a
message sequence. Messages of the same sequence received within
the specified acknowledgement interval are acknowledged in one
batch. If there are no other messages to be sent to the
acknowledgement endpoint within the time specified as the
acknowledgement interval, the acknowledgement is sent as a
stand-alone message.

The default is 3000 milliseconds.

Whether to use the exponential backoff algorithm to adjust the
retransmission interval of unacknowledged messages. Adjusting
the time interval between retransmission attempts ensures that a
reliable messaging destination does not get flooded with a large
number of retransmitted messages.

Select To

true Increase the successive retransmission intervals
exponentially, based on the specified retransmission
interval. For example, if the specified
retransmission interval is 2 seconds, and the
exponential backoff value is set to true, successive
retransmission intervals will be 2, 4, 8, 16, 32, and
so on if messages continue to be unacknowledged.
This is the default.

false Use the same time interval specified in the
Retransmission Interval field for all
retransmissions.

The number of times the reliable messaging source must retransmit
a message if an acknowledgement is not received from the reliable
messaging destination. To specify that there is no limit to the
number of retransmission attempts, set the value of Maximum
Retransmission Count to -1. The default is 10.

18. Click Save Changes.
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Creating an Endpoint Alias for Message Addressing for Use
with HTTP/S

When creating an HTTP/S web service endpoint alias for message addressing, the information
you need to supply falls into the following categories:

m  Web Service Endpoint Alias. Identifies the endpoint name, description, and transport type.

= HTTP/S Transport Properties. Specifies the authentication details that Integration Server uses
to send responses. For HTTPS transport, also specifies the keystore alias and key alias of the
private key used for SSL communication with the receiver of the SOAP response.

If the web service response must be routed through a proxy server, specify the proxy server
alias for the proxy server through which Integration Server routes the HTTP/S message.

®m WS Security Properties. Provides information for the WS-Security header as determined by
the security policy for the web service.

Note:

WS-Security credentials such as private keys and public keys do not always need to be
provided in a web service endpoint alias. If this information is not provided in the alias,
Integration Server can obtain the information from other locations. For more information
about usage and resolution order of certificates and keys for WS-Security, see the Web Services
Developer’s Guide .

®  Message Addressing Properties. Provides addressing information relating to the delivery of
the response message. This includes the reply endpoint where the replies should be sent, the
fault endpoint that specifies where the faults should be sent, and optional metadata (such as
WSDL or WS-Policy) about the service. This also includes additional parameters, called
Reference Parameters, that Integration Server uses to route the message to the destination.

Note:

You cannot delete a message addressing endpoint alias if a web service endpoint alias for
provider web service descriptor is using the message addressing endpoint alias as a part of its
response map.

To create a message addressing web service endpoint alias for use with HTTP/S

—_

Open Integration Server Administrator if it is not already open.
2. In the Navigation panel, select Settings >Web Services.
3. Click Create Web Service Endpoint Alias.

4. Under Web Service Endpoint Alias Properties, provide the following information:
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In this field

Alias

Description

Type
Transport Type

Specify

A name for the message addressing web service endpoint alias.
The alias name cannot include the following illegal characters:
FO\N& @M % 6. /\\ 5, ~+=) (1 H][><"

A description for the endpoint alias.

Message Addressing

Specify the transport protocol used to access the web service.
Select one of the following:

m HTTP

m HTTPS

5. If you are configuring the web service endpoint for transport-based authentication such as
HTTPS, specify all or a combination of the following optional fields under TransportType
Transport Properties:

In this field

Authentication
Type

User Name

Password

Retype
Password

Keystore Alias

Specify

Specify the type of authentication you want to use to authenticate
the consumer.

Select To

Basic Use basic authentication (user name and password)
to authenticate the consumer.

Digest Use password digest to authenticate the consumer.

NTLM Use NTLM authentication so that clients that are
already logged into a domain can be authenticated
using their existing credentials.

User name used to authenticate the provider at the HTTP or HTTPS
transport level on the host server.

The password used to authenticate the provider on the host server.

Re-enter the above password.

Alias to the keystore that contains the private key used to connect
to the web service host securely.

This field applies to the HTTPS transport type only.
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In this field Specify

Key Alias Alias to the key in the keystore that contains the private key used

6.

to connect to the web service host securely. The key must be in the
keystore specified in Keystore Alias.

This field applies to the HTTPS transport type only.

If web service responses must be sent through a proxy server, in the Proxy Alias field, do one
of the following to specify which proxy server Integration Server uses:

m If you want Integration Server to use a particular proxy server, specify the alias for that
proxy server. Integration Server lists all the configured HTTP/S and SOCKS proxy aliases
in the Proxy Alias field.

m If you want Integration Server to use the default proxy server, leave this field blank.

For more information about how Integration Server uses proxy servers when sending responses,
see “How Integration Server Uses Proxy Servers” on page 119.

Under WS Security Properties, specify the certificate file of the receiver of the SOAP response.

This certificate is used to encrypt the outbound SOAP response and/or verify the inbound
SOAP response.

In this field Specify

Partner's Certificate The path and file name of the certificate of the receiver of the SOAP
response, which contains its public key.

Under WS Security Properties, specify the following if the security policy (or policies) that
will be used by this web service requires its responses to be signed, requires an X.509
authentication token to be included, or requires that SOAP message responses be encrypted:

In this field Specify

Keystore Alias Alias to the keystore that contains the private key used to:
®  Sign outbound SOAP responses

®  Include an X.509 authentication token for outbound SOAP responses

Important:
To verify response messages from this web service, the receiver must
have the corresponding public key.

Key Alias Alias to the private key used to sign and/or include X.509 authentication
token for outbound SOAP messages. The key must be in the keystore
specified in Keystore Alias.
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9. Under WS Security Properties, configure how Integration Server handles timestamps in the

security headers.

In this field Specify
Timestamp Whether the timestamp is precise to the second or millisecond. If you set
Precision the precision to milliseconds, Integration Server uses the timestamp

Timestamp Time
to Live

Timestamp
Maximum Skew

format yyyy-MM-dd' T'HH:mm:ss:SSS'Z". If you set the precision to seconds,
Integration Server uses the timestamp format yyyy-MM-dd' T'HH:mm:ss'Z".

If you do not select a precision value, Integration Server will use the
value specified for the
watt.server.ws.security.timestampPrecisionInMilliseconds parameter.

The time-to-live value for the outbound message in seconds. Integration
Server uses the Timestamp Time to Live value to set the expiry time in
the Timestamp element of outbound messages. The Timestamp Time
to Live value must be an integer greater than 0.

If you do not specify a time-to-live value, Integration Server will use the
value specified for the watt.server.ws.security.timestampTimeToLive
parameter.

The maximum number of seconds that the web services client and host
clocks can differ and still allow timestamp expiry validation to succeed.
Specify a positive integer or zero.

Integration Server uses the timestamp maximum skew value only when
you implement WS-Security via a WS-Policy. Integration Server validates
the inbound SOAP message only when the creation timestamp of the
message is less than the sum of the timestamp maximum skew value
and the current system clock time.

If you do not specify a timestamp maximum skew value, Integration
Server will use the value specified for the
watt.server.ws.security.timestampMaximumSkew parameter.

For more information about timestamps in the WS-Security header, see “Timestamps in the
WS-Security Header” on page 392.

10. Under Message Addressing Properties, provide the following addressing information
relating to the delivery of a SOAP response to the receiver. The message addressing properties
define the addressing information that can be attached to the SOAP message.

In this field Specify

Must Understand Whether the recipients (the actor or role to which the header is
targeted) are required to process the WS-Addressing headers.
Recipients that cannot process a mandatory WS-Addressing header
reject the message and return a SOAP fault.
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In this field Specify

Must Understand determines the mustUnderstand attribute of the
WS-Addressing headers.

Select To

True Indicate that processing the WS-Addressing headers
is required by the recipients.

If you select True for Must Understand and the SOAP
node receives a header that it does not understand or
cannot process, it returns a fault.

False Indicate that processing the WS-Addressing headers
is optional. This is the default.

Note:

In SOAP 1.1, the values of the mustUnderstand attribute were 0
and 1 instead of True and False; however, Integration Server
processes both sets of values the same way and performs any
necessary conversions.

For more information about the mustUnderstand and actor
attributes in SOAP 1.1, see the Simple Object Access Protocol (SOAP)
1.1 - W3C Note 08 May 2000 .

For more information about the mustUnderstand and role
attributes in SOAP 1.2, see the Simple Object Access Protocol (SOAP)
1.2 specification.

Role Target of the WS-Addressing headers in the SOAP message. Role
determines the value of the role attribute for the WS-Addressing
headers. The actor or role attribute specifies a URI for the recipient
of WS-Addressing header entries.

Note:

In SOAP 1.1, the role attribute is named actor; however,
Integration Server processes both names the same and performs
any necessary conversions.

Select To

Ultimate  Indicate that the recipient is the ultimate destination
Receiver  of the SOAP message. This is the default.

Next Specity the following URI for the role attribute:

m For SOAP 1.2:
"http://www.w3.0rg/2003/05/soap-envelope/role/next"
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In this field Specify
= For SOAP 1.1:
"http://schemas.xmlsoap.org/soap/actor/next"
None Specity the following URI for the role attribute:
m For SOAP 1.2:
"http://www.w3.0rg/2003/05/soap-envelope/role/none"
= For SOAP 1.1:
"http://www.w3.0rg/2003/05/soap-envelope/role/none"
Other Specify the target of the header. Typically, this will be
a URL
From URI of the source of the SOAP response.

In the Reference Parameters field, specify additional parameters,
if any, that correspond to <wsa:ReferenceParameters> properties of
the endpoint reference. Optionally, you can specify metadata (such
as WSDL or WS-Policy) about the service in the Metadata Elements
field. You can also specify Extensible Elements, which are elements
other than those specified as part of the Metadata and Reference
Parameters. You can specify more than one reference parameter,
metadata element, or extensible element. Click the ‘+" icon to add
more rows and the ‘x” icon to delete the rows.

ReplyTo URI to which the response (reply) messages are to be routed. This
property is optional.

If this value is not specified, the default values for this URI depends
on the WS-Addressing policy attached to the web service descriptor.

m  For the Final version of WS-Addressing, ReplyTo defaults to
http://www.w3.0rg/2005/08/addressing/anonymous.

m  For the Submission version of WS-Addressing, Reply To defaults
to
http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous.

In the Reference Parameters field, specify additional parameters,
if any, that correspond to <wsa:ReferenceParameters> properties of
the endpoint reference to which the response message is addressed.
Optionally, you can specify metadata (such as WSDL or WS-Policy)
about the service in the Metadata Elements field. You can also
specify Extensible Elements, which are elements other than those
specified as part of the Metadata and Reference Parameters.

You can specify more than one reference parameter, metadata
element, or extensible element. Click the ‘+" icon to add more rows
and the “x’ icon to delete the rows.
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In this field Specify

FaultTo URI to which the SOAP fault messages are to be routed. This
property is optional.

In the Reference Parameters field, specify additional parameters,
if any, that correspond to <wsa:ReferenceParameters> properties of
the endpoint reference to which the fault message is addressed.
Optionally, you can specify metadata (such as WSDL or WS-Policy)
about the service in the Metadata Elements field. You can also
specify Extensible Elements, which are elements other than those
specified as part of the Metadata and Reference Parameters. You
can specify more than one reference parameter, metadata element,
or extensible element. Click the ‘+" icon to add more rows and the
‘X" icon to delete the rows.

You can specify more than one reference parameter, metadata
element, or extensible element. Click the ‘+ icon to add more rows
and the “x’ icon to delete the rows.

11. Click Save Changes.

Creating an Endpoint Alias for a Provider Web Service
Descriptor for Use with JMS

If a provider web service descriptor binder specifies the JMS transport, you must assign a web
service endpoint alias to the binder. For a web service descriptor that uses SOAP over JMS, the
provider web service endpoint alias provides the following information:

®  JMS message header information for the request message, such as delivery mode, time to live,
and the destination for replies. Integration Server uses this information to populate the binding
elements in the WSDL generated for the web service descriptor.

®m  The SOAP-JMS trigger that listens for SOAP over J]MS messages for the web service descriptor.
The SOAP-JMS trigger also provides the JMS connection information needed to create a
connection on the JMS provider. Integration Server uses the information provided by the
SOAP-JMS trigger to construct most of the JMS URI (the web service descriptor determines
the targetService). The J]MS URI appears in the WSDL document as the value of the "location="
attribute for the address element within the port element.

m WS Security Properties that specify the information needed by the SOAP processor to decrypt
and verify the inbound SOAP request and/or encrypt and sign the outbound SOAP response
and the details for adding the timestamp information.

Note:

WS-Security credentials such as private keys and public keys do not always need to be
provided in a web service endpoint alias. If this information is not provided in the alias,
Integration Server can obtain the information from other locations. For more information
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about usage and resolution order of certificates and keys for WS-Security, see the Web Services
Developer’s Guide.

®m  Message addressing properties that provides addressing information relating to the delivery
of a message to a web service. This includes the destination address of a message or fault and
the authentication credentials required to send a response to a different address than the one
from which the request was received.

Keep the following information in mind when creating a web service endpoint alias for a JMS
binder in a provider web service descriptor:

®  You can associate the web service endpoint alias with:
m A SOAP-JMS trigger that already exists.
= A WS endpoint trigger that you create at the same time you create the endpoint alias.

m If you use a SOAP-JMS trigger in the web service endpoint alias and subsequently assign the
alias to a JMS binder in a provider web service descriptor, the web service descriptor has a
dependency on the SOAP-JMS trigger. Consequently, at start up or when reloading the package
containing the web service descriptor, Integration Server must load the SOAP-JMS trigger
before loading the web service descriptor. If the SOAP-JMS trigger and web service descriptor
are not in the same package, you need to create a package dependency for the package that
contains the web service descriptor on the package that contains the SOAP-JMS trigger.

m If you rename the SOAP-JMS trigger assigned to an alias, you need to update the alias to use
the renamed trigger.

m  The following properties are optional.
m Delivery Mode
= Timeto Live
m  Priority
m  Reply To Name
m Reply To Type

® If you do not specify values for one of the listed properties (or specify an invalid value),
Integration Server will not include information for the property in the WSDL document
generated for a provider web service descriptor that uses the web service endpoint alias. The
absence of the property from the WSDL document instructs the web service consumer to use
the default value for the property as indicated in the Java Message Service standard.

To create a provider web service endpoint alias for use with JMS
1. Open Integration Server Administrator if it is not already open.

2. Inthe Navigation panel, select Settings >Web Services.
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3. C(lick Create Web Service Endpoint Alias.
4. Under Web Service Endpoint Alias Properties, provide the following information:

In this field Specify

Alias A name for the JMS provider web service endpoint alias.
The alias name cannot include the following illegal characters:
PO\ &@M % 8. /\\ "5, ~+=) (I H{][><"

Description A description for the endpoint alias.

Type Provider

Transport Type JMS

5. Under JMS Transport Properties, provide the following information:

In this field Specify

JMS Trigger The name of the SOAP-JMS trigger used to

Name .
m  Receive JMS messages.

®  Supply JMS connection properties to any web service descriptors
using this web service endpoint alias.

If you want to use a WS endpoint trigger, select WS Endpoint
Trigger. For more information about WS endpoint triggers, see
“About WS Endpoint Triggers” on page 875.

Delivery Mode The message delivery mode for the request message. This is the
delivery mode that web service clients must specify in the JMS
message that serves as the request message for the web service.

Select To

PERSISTENT Indicate the request message should be
persistent. The message will not be lost if the
JMS provider fails.

NON_PERSISTENT Indicate the request message is not
persistent. The message might be lost if the
JMS provider fails.

Time to Live The number of milliseconds that can elapse before the request
message expires on the JMS provider. A value of 0 indicates that
the message does not expire.
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In this field Specify

Priority Specifies the message priority. The JMS standard defines priority
levels from 0 to 9, with 0 as the lowest priority and 9 as the highest.

Reply To Name Name or lookup name of the destination to which the web service
sends a response (reply) message. Specify a name if the JMS
connection alias used by the SOAP-JMS trigger connects to the
webMethods Broker natively. Specify a lookup name if the J]MS
connection alias uses JNDI to retrieve a connection factory that is
then used to connect to the JMS provider.

Reply To Type  Type of destination to which the web service sends the response
(reply) message. Specify the destination type if the following are
true:

m  The web service descriptor to which the endpoint alias is
assigned use the In-Out message exchange pattern.

®m  The JMS connection alias specified by the SOAP-JMS trigger
connects to the webMethods Broker natively. On the
webMethods Broker, a queue and topic can have the same name.
You must specify Reply To Type to indicate to which
destination the reply will be sent.

Select To

QUEUE Indicate that the web service sends the
response message to a particular queue.

TOPIC Indicate that the web service sends the
request message to a particular topic.

6. Under JMS WSDL Options, provide the following information:

Select To

Include Connection Factory  Include the connection factory name in the J]MS URL
Name

Include JNDI Parameters Include the JNDI parameters in the JMS URI.

Note:
The JMS URI appears in the WSDL document as the location attribute value for the address
element contained within the port element.

7. Under WS Security Properties, if the inbound SOAP request must be decrypted and/or the
outbound SOAP response must be signed, do the following:
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In this field Specify

Keystore Alias Alias of the keystore containing the private key used to decrypt the
inbound SOAP request or sign the outbound SOAP response.

Important:

The provider must have already given the consumer the corresponding
public key.

Key Alias Alias of the private key used to decrypt the request or sign the response.
The key must be in the keystore specified in Keystore Alias.

8. Under WS Security Properties, if the signing certificate chain of an inbound signed SOAP
message has to be verified, specify the following:

In this field Specify

Truststore Alias  The alias for the truststore that contains the list of CA certificates that
Integration Server uses to validate the trust relationship.

9. Under WS Security Properties, configure how Integration Server handles timestamps in the
security header.

In this field Specify
Timestamp Whether the timestamp is precise to the second or millisecond. If you set
Precision the precision to milliseconds, Integration Server uses the timestamp

format yyyy-MM-dd' T'HH:mm:ss:SSS'Z". If you set the precision to seconds,
Integration Server uses the timestamp format yyyy-MM-dd'T'HH:mm:ss'Z".

If you do not select a precision value, Integration Server will use the
value specified for the

watt.server.ws.security.timestampPrecisionInMilliseconds parameter.

Timestamp Time  The time-to-live value for the outbound message in seconds. Integration

to Live Server uses the time-to-live value to set the expiry time in the Timestamp
element of outbound messages. The Timestamp Time to Live value
must be an integer greater than 0.

If you do not specify a Timestamp Time to Live value, Integration Server
will use the value specified for the

watt.server.ws.security.timestampTimeToLive parameter.

Note:

The Timestamp Time to Live value should be greater than the Time
to Live value specified under JMS Transport Properties.
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In this field

Specify

Timestamp

The maximum number of seconds that the web services client and host

Maximum Skew  clocks can differ and still allow timestamp expiry validation to succeed.

Specify a positive integer or zero.

Integration Server uses the timestamp maximum skew value only when
you implement WS-Security via a WS-Policy. Integration Server validates
the inbound SOAP message only when the creation timestamp of the
message is less than the sum of the timestamp maximum skew value
and the current system clock time.

If you do not specify a timestamp maximum skew value, Integration
Server will use the value specified for the
watt.server.ws.security.timestampMaximumSkew parameter.

10. Under Message Addressing Properties, provide the following addressing information
relating to the delivery of the message. The message addressing properties define the addressing
information that can be attached to the SOAP message.

In this field

To

Response Map

Specify
RI of the destination of the SOAP message.

In the Reference Parameters field, specify additional parameters, if any, that
correspond to <wsa:ReferenceParameters> properties of the endpoint reference
to which the message is addressed. Optionally, you can specify metadata (such
as WSDL or WS-Policy) about the service in the Metadata Elements field. You
can also specify Extensible Elements, which are elements other than those
specified as part of the Metadata and Reference Parameters.

You can specify more than one reference parameter, metadata element, or
extensible element. Click the ‘+’ icon to add more rows and the “x” icon to delete
the rows.

Address to which the provider will send the reply or fault message and the
corresponding message addressing alias. Integration Server retrieves the
authentication details needed to send the response from the message addressing
alias mapped to the address.

In the Address field, specify the URI to which the provider will send the reply
or the fault message.

From the Message Addressing Alias list, select the Message Addressing
endpoint alias from which Integration Server will retrieve the authentication
details. Integration Server uses the authentication details to send the response
to the ReplyTo or FaultTo endpoints.

Click the ‘+ icon to add more rows and the ‘x’ icon to delete the rows.
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11. Click Save Changes.

If you selected WS endpoint trigger for IMS Trigger Name, saving the alias creates the WS endpoint
trigger. Before the WS endpoint trigger is usable, you will need to specify a destination and enable
it. You can also change the values of some message processing properties. For more information
about editing a WS endpoint trigger, see “Editing WS Endpoint Triggers” on page 876.

Note:
If a provider web service endpoint alias for use with JMS specifies a WS endpoint trigger,
deleting the alias also deletes the WS endpoint trigger.

Creating an Endpoint Alias for a Consumer Web Service
Descriptor for Use with JMS

A web service endpoint alias for use with a consumer web service descriptor that has a JMS binder
specifies how and where Integration Server sends a request message when executing a web service
descriptor.

When creating a consumer web service descriptor, Integration Server extracts the JMS information
from the WSDL document and saves it with the binder information in the web service descriptor.
However, as indicated in the SOAP over Java Message Service standard, the only JMS information
required in the WSDL is the lookup variant and the destination name. Consequently, it is possible
that some information necessary to connect to the JMS provider is absent from the WSDL.
Integration Server uses the information in a JMS consumer web service endpoint alias to replace
or supplement the JMS information specified in the WSDL document.

When creating a consumer web service descriptor, the message addressing properties define the
WS-addressing headers information that can be attached to the SOAP message.

Keep the following points in mind when creating a web service endpoint alias for use with a
consumer web service descriptor with a SOAP over JMS binding:

®m A JMS consumer web service endpoint alias can specify one of the following options to connect
to a JMS provider:

m  JNDI provider alias and a connection factory.
m  JMS connection alias.

Only specify a JNDI provider alias and connection factory, or JMS connection alias, if
information for connecting to the JMS provider was not included in the WSDL document used
to create the consumer web service descriptor or if you want to overwrite the connection
information included in the WSDL document.

Note:
Using a JMS connection alias to connect to the J]MS provider might offer better performance.
Keep in mind that a JMS connection alias can connect to the JMS provider by using JNDI to

retrieve a connection factory and then establishing a connection or by connecting natively
to the webMethods Broker.

webMethods Integration Server Administrator’s Guide 10.5 379



16 Configuring Endpoint Aliases for Web Services

m If you want to use the client side queue with the web service descriptor to which the alias is
assigned, you must specify a JMS connection alias as the way to connect to the JMS provider.

® Information in the J]MS consumer web service endpoint alias can supplement or replace the
JMS URI information obtained from a WSDL.

®  You can use the endpoint alias to provide information for the WS-Security header as determined
by the security policy for the web service. A web service security policy can require that:

m  SOAP message requests include a UserName token.
= SOAP message response be decrypted.

m  SOAP message requests to be signed.

= X.509 authentication.

® A Timestamp element be added to the security header.

Note:

WS-Security credentials such as private keys and public keys do not always need to be
provided in a web service endpoint alias. If this information is not provided in the alias,
Integration Server can obtain the information from other locations. For more information
about usage and resolution order of certificates and keys for WS-Security, see the Web Services
Developer’s Guide .

To create a consumer web service endpoint alias for use with JMS
1. Open Integration Server Administrator if it is not already open.
2. Inthe Navigation panel, select Settings >Web Services.
3. Click Create Web Service Endpoint Alias.
4. Under Web Service Endpoint Alias Properties, provide the following information:

In this field Specify

Alias A name for the JMS consumer web service endpoint alias.
The alias name cannot include the following illegal characters:
PO\ &@M %*:$./\\ ", ~+=)(I}{][><"

Description A description for the endpoint alias.

Type Consumer

Transport Type JMS
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In this field Specify

Execute ACL ACL that governs which user groups on your server can use this web
service endpoint alias. Select an ACL from the drop down list. By default,
only members of groups governed by the Internal ACL can use this alias.

5. Under JMSTransport Properties, do the following if you want to connect to the JMS provider
using a connection factory:

In this field Specify
Connect Using JNDI Properties

JNDI Provider Alias  The alias for the JNDI provider that Integration Server uses
to look up administered objects. For information about creating
aJNDI provider alias, see “Creating a JNDI Provider Alias” on

page 275.
Connection Factory The lookup name for the connection factory to use to create a
Name connection to the JMS provider.

Note:

You need to specify a connection factory only if the WSDL
document used to create the consumer web service

descriptor did not specify a connection factory or you want
to overwrite the connection factory.

6. Under JMSTransport Properties, do the following if you want to connect to the JMS provider
using a JMS connection alias:

In this field Specify
Connect Using JMS Connection Alias

JMS Connection Alias The name of the JMS connection alias that you want Integration
Server to use to connect to the JMS provider. For information

about creating a JMS connection alias, see “Creating a JMS
Connection Alias” on page 285.

7. Under WS Security Properties, provide the following information if the WS-Security policy
for this consumer web service descriptor requires that SOAP message requests include a

UsernameToken.

In this field Specify

User Name The user name to include with the UsernameToken.

Password The password to include with the UsernameToken (must be plain text).
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In this field Specify

Retype Password Re-enter the above password.

8. If the security policy (or policies) that will be used by this web service requires its requests to
be signed, requires an X.509 authentication token to be included, or requires that SOAP message
responses be encrypted, specify the following:

In this field Specify

Keystore Alias Alias to the keystore that contains the private key used to:
®  Sign outbound SOAP requests
®  Include an X.509 authentication token for outbound SOAP requests

®m  Decrypt inbound SOAP responses

Important:
To verify messages from this consumer, the web services provider
must have a copy of the corresponding public key.

Key Alias Alias to the private key used to sign and/or include X.509 authentication
token for outbound SOAP messages and/or decrypt inbound SOAP
responses. The key must be in the keystore specified in Keystore Alias.

9. Under WS Security Properties, specify the provider's certificate file. This certificate is used
to encrypt the outbound SOAP request and/or verify the inbound SOAP response.

In this field Specify

Partner's Certificate The path and file name of the provider's certificate, which contains
its public key.

10. Under WS Security Properties, if the security policy (or policies) that will be used by this
web services consumer requires that responses be verified by a trusted authority, specify the
following:

In this field Specify

Partner's Certificate Path and file name of the file containing the provider's certificate.

Truststore Alias The alias for the truststore that contains the list of CA certificates that
Integration Server uses to validate the trust relationship.

11. Under WS Security Properties, configure how Integration Server handles timestamps in the
security headers.
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In this field Specify
Timestamp Whether the timestamp is precise to the second or millisecond. If you set
Precision the precision to milliseconds, Integration Server uses the timestamp

format yyyy-MM-dd'T'HH:mm:ss:SSS'Z'. If you set the precision to seconds,
Integration Server uses the timestamp format yyyy-MM-dd ' T'HH:mm:ss'Z".

If you do not select a precision value, Integration Server will use the
value specified for the
watt.server.ws.security.timestampPrecisionInMilliseconds parameter.

Timestamp Time  The time-to-live value for the outbound message in seconds. Integration

to Live Server uses the Timestamp Time to Live value to set the expiry time in
the Timestamp element of outbound messages. The Timestamp Time
to Live value must be an integer greater than 0.

If you do not specify a time-to-live value, Integration Server will use the
value specified for the watt.server.ws.security.timestampTimeToLive
parameter.

Timestamp The maximum number of seconds that the web services client and host
Maximum Skew  clocks can differ and still allow timestamp expiry validation to succeed.
Specify a positive integer or zero.

Integration Server uses the timestamp maximum skew value only when
you implement WS-Security via a WS-Policy. Integration Server validates
the inbound SOAP message only when the creation timestamp of the
message is less than the sum of the timestamp maximum skew value
and the current system clock time.

If you do not specify a timestamp maximum skew value, Integration
Server will use the value specified for the
watt.server.ws.security.timestampMaximumSkew parameter.

For more information about timestamps in the WS-Security header, see “Timestamps in the
WS-Security Header” on page 392.

12. Under Message Addressing Properties, provide the following addressing information
relating to the delivery of a message to a web service.

In this field Specify

Must Understand Whether the recipients (the actor or role to which the header is
targeted) are required to process the WS-Addressing headers.
Recipients that cannot process a mandatory WS-Addressing header
reject the message and return a SOAP fault.

Must Understand determines the mustuUnderstand attribute of the
WS-Addressing headers.
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In this field Specify

Select To

True Indicate that processing the WS-Addressing headers
is required by the recipients (the actor or role to which
the header is targeted).
If you select True for Must Understand and the SOAP
node receives a header that it does not understand or
cannot process, it returns a fault.

False Indicate that processing the WS-Addressing headers
is optional. This is the default.

Note:

In SOAP 1.1, the values of the mustUnderstand attribute were 0
and 1 instead of True and False; however, Integration Server
processes both sets of values the same and performs any necessary
conversions.

For more information about the mustUnderstand and actor
attributes in SOAP 1.1, see the Simple Object Access Protocol (SOAP)
1.1 - W3C Note 08 May 2000 .

For more information about the mustUnderstand and role
attributes in SOAP 1.2, see the Simple Object Access Protocol (SOAP)
1.2 specification.

Role Target of the WS-Addressing headers in the SOAP message. Role
determines the value of the role attribute for the WS-Addressing
headers. The actor or role attribute specifies a URI for the recipient
of WS-Addressing header entries.

Note:

In SOAP 1.1, the role attribute is named actor; however,
Integration Server processes both names the same and performs
any necessary conversions.

Select To

Ultimate  Indicate that the recipient is the ultimate destination
Receiver  of the SOAP message. This is the default.

Next Specify the following URI for the role attribute:

m For SOAP 1.2:
"http://www.w3.0rg/2003/05/soap-envelope/role/next"

= For SOAP 1.1:
"http://schemas.xmlsoap.org/soap/actor/next"
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In this field Specify
None Specify the following URI for the role attribute:
= For SOAP 1.2:
"http://www.w3.0rg/2003/05/soap-envelope/role/none"
= For SOAP 1.1:
"http://www.w3.0rg/2003/05/soap-envelope/role/none"
Other Specify the target of the header. Typically, this will be
a URL
To URI of the destination of the SOAP request.

In the Reference Parameters field, specify additional parameters,
if any, that correspond to <wsa:ReferenceParameters> properties of
the endpoint reference to which the request is addressed. You can
specify more than one reference parameter. Click the ‘+ icon to add
more rows and the ‘X’ icon to delete the rows.

From URI of the source of the SOAP message.

In the Reference Parameters field, specify additional parameters,
if any, that correspond to <wsa:ReferenceParameters> properties of
the endpoint reference. Optionally, you can specify metadata (such
as WSDL or WS-Policy) about the service in the Metadata Elements
field. You can also specify Extensible Elements, which are elements
other than those specified as part of the Metadata and Reference
Parameters. You can specify more than one reference parameter,
metadata element, or extensible element. Click the ‘+" icon to add
more rows and the “x” icon to delete the rows.

ReplyTo URI to which the response (reply) messages are to be routed. This
property is optional.

If this value is not specified, the default values for this URI depends
on the WS-Addressing policy attached to the web service descriptor.

m  For the Final version of WS-Addressing, ReplyTo defaults to
http://www.w3.0rg/2005/08/addressing/anonymous.

m  For the Submission version of WS-Addressing, ReplyTo defaults
to
http://schemas xmlsoap.org/ws/2004/08/addressing/role/anonymous.

In the Reference Parameters field, specify additional parameters,
if any, that correspond to <wsa:ReferenceParameters> properties of
the endpoint reference to which the response message is addressed.
Optionally, you can specify metadata (such as WSDL or WS-Policy)
about the service in the Metadata Elements field. You can also
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In this field

FaultTo

Specify

specify Extensible Elements, which are elements other than those
specified as part of the Metadata and Reference Parameters.

You can specify more than one reference parameter, metadata
element, or extensible element. Click the ‘+" icon to add more rows
and the “x’ icon to delete the rows.

URI to which the SOAP fault messages are to be routed. This
property is optional.

In the Reference Parameters field, specify additional parameters,
if any, that correspond to <wsa:ReferenceParameters> properties of
the endpoint reference to which the fault message is addressed.
Optionally, you can specify metadata (such as WSDL or WS-Policy)
about the service in the Metadata Elements field. You can also
specify Extensible Elements, which are elements other than those
specified as part of the Metadata and Reference Parameters. You
can specify more than one reference parameter, metadata element,
or extensible element. Click the ‘+" icon to add more rows and the
‘X" icon to delete the rows.

You can specify more than one reference parameter, metadata
element, or extensible element. Click the ‘+ icon to add more rows
and the ‘x’” icon to delete the rows.

13. Click Save Changes.

Creating an Endpoint Alias for Message Addressing for Use
with JMS

A web service endpoint alias for message addressing for use with a web service descriptor that
has a JMS binder specifies the addressing information relating to the delivery of a SOAP response
to the receiver.

Keep the following points in mind when creating a web service endpoint alias for message

addressing for use with a web service descriptor with a SOAP over JMS binding:

® A JMSmessage addressing web service endpoint alias can specify one of the following options

to connect to a JMS provider:

m  JNDI provider alias and a connection factory.

m  JMS connection alias.

Only specify a JNDI provider alias and connection factory, or JMS connection alias, if
information for connecting to the JMS provider was not includ