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1 Let's get you started

Welcome to API Gateway.

To get you started, this quick start takes you through the process of the installation and basic
operations that can be performed with API Gateway. In addition, it explains how to install API
Portal and publish an API to APIPortal. You can also publish APIs to configured service registries.

The sections of this document explain the basic functions with mandatory steps and necessary
screenshots wherever applicable. For detailed instructions and about more functions that can be
performed using API Gateway, see webMethods API Gateway User Guide.

API Gateway Overview

m  Secures your APIs from malicious attacks.
®  Monitors the traffic that flows to and from your APIs.
®m  Manages the entire lifecycle of APIs, from their creation to publication.

m  Collects API usage data for analytics.

Quick Start Milestones

The following diagram depicts the quick start milestones:

Coni_’iqure Publish API Request Try API View API
Policies API Key Analytics
Need to use
Install Secure your an API?
API| Gateway APls from Check how to Check how your
and API Portal malicious attacks request API key APIs perform
Wondering what
Explore different Configure a response an API
ways to destination and would return?
create APIs publish your APIs Try it out!
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2 Install APl Gateway

B HOW DO | INStall APl GAIEWAY? ...ttt 8
m  How Do | Install APl Gateway using an Image in Windows system? .........ccccooeeeeevveennn, 10
m  How Do | Install APl Gateway using an Image in Linux system? .........ccccoeevveeevvivvnnnnnnnn. 12
B HOw DO I InStall APTPOITAI? .....oooiiiiiiieiie e 13
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2 Install API Gateway

How Do | Install APl Gateway?

This section describes the steps required to install API Gateway using Software AG Installer.

Note:
You can also install the application through other channels like automated scripts or Docker
store. Also, webMethods.io API does not require the installation through Software AG Installer.

Pre-requisite

®  Ensure that you have the Software AG Installer and the license file copied to the system in
which you want to install API Gateway.

To install API Gateway

1. Double-click to open the Software AG Installer.

2. Inthe Credentials tab, provide your Empower credentials in the Username and Password
fields and click Next.

3. Inthe Directory tab, modify the installation folders, if required, and click Next.

4. Inthe Products tab, select API Gateway from the list of Software AG products and click Next.
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2 Install API Gateway

@ software AG Installer - O X

SOFTWARE AG

Installer

s =+Re s =Directory =*Products =Languages

Select produdts andlor typical development installations: Typical Installations .

The installer automatically selects required lower-level items when you select products, but will not automatically unselect
lower-level items if you unselect products. if you want to unselect both products and lower-level items, click the Clear All icon

BBP0

ActiveTransfer Agent 10.7 .
ActiveTransfer ServeriGateway 10.7
Adabas Products
* Adapters
B[] Agileapps
Apama
| APl Gateway
API Gateway 10.7
AP| Gateway Data Store 10.7
Microgateway 10.7
AP| Portal 10.7
ApplinX
Assel Build Emdronment 10.7
BigMemory Max 4.3

Broker
+ CentraSite
B[ | Cloud
CloudStreams Server 10.7
“ gzﬁgzzf Configuration Selected Release:
Digital Event Senices 10.7 Installed Release:
-] End-to-End Monitoring Product Size:
@3- | Entirex Total Download Size: 1293 MB
:en?r‘i;u:::j;d;e Free Space Required: 2587 MB
Ii'l-m Integration Server w il Free Space Available: TGT26 MB

5. Read through the license agreement and select the checkbox below the agreement to provide
your consent. Click Next.

6. Inthe Configure tab, click Browse to select the license file, from your local folder. The default
primary ports 5555 for the Integration Server instance and 9999 for the diagnostic port appear.
Modify the ports, if required, and click Next.
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2 Install API Gateway

@ software AG Installer - O X

SOFTWARE AG

Installer

=+Proxy =+Credentials =+Release =+Directory =+Products -*Languages -*Updates =+Consent =+ Configure —*Instal

Integration Server

License file: | Cllsers\HTRB\Desktop\d9_APIGatewayAdvanced101.xml |

Server Instance

Instance name: | default | Secure port: | 5543
prmaryport [5555 | Diagnosti port [999

[] Register Windows senvice/lUNIX daemon for automatic starup

7. Select Embedded Database in the Database Connection section and click Next.

8. Modify the default values of HTTP port and HTTPS port, if required. They are, by default,
9072 and 9073 respectively. Click Next.

9. Modify the default values of API Gateway Data Store HTTP port and TCP/IP port, if required.
They are, by default 9240 and 9340 respectively. Click Next.

10. Check the specified configuration and click Install.

API Gateway is installed.

How Do | Install API Gateway using an Image in Windows
system?

This section describes the steps required to install API Gateway using an installation image in a
Windows system.

Pre-requisite

®  Ensure that you have the Software AG Installer, the installation image, and the license file
copied to the system in which you want to install API Gateway.

- To install API Gateway using an installation image
1. Double-click to open the Software AG Installer.

2. Click Advanced Options and select the Images tab.

3. Select Use Installation Image and select Install from image.
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2 Install API Gateway

4. Click Browse and select the installation image file.

@ Advanced Options *

MCaching Logaging | Server

If you need to create installations on machines that cannot go outside your corporate firewall, create an image
that contains downloaded products. Then run the image and create a customized installation on each
machine.

Use installation image

() Create image

@) Install fram image

Image file: |C:\Users‘.HTREI‘.Documentslapigimage.zip | Browse...

Image Contents...

Validate Image

OK Cancel

5. Click Ok and click Next.
6. Select APl Gateway from the Products tab and click Next.

7. Read through the license agreement and select the checkbox below the agreement to provide
your consent. Click Next.

8. Inthe Configure tab, click Browse to select the license file, from your local folder. The default
load balancer ports appear. Modify the ports, if required, and click Next.

9. Check the specified configuration and click Install.

API Gateway is installed.
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2 Install API Gateway

How Do | Install APl Gateway using an Image in Linux system?

This section describes the steps required to install API Gateway using an installation image in a
Linux system.

Pre-requisite

®  Ensure that you have the Software AG Installer bin file (Software AGInstaller-Linux_x86_64.bin),
the installation image, and the license file copied to the system in which you want to install.

To install API Gateway using an installation image

1. Run the following command in your Linux console:

sh SoftwareAGInstalleryyyymm-operating_system.bin
-readImage full_path_to_image_file -console

For example,

sh "/home/APIGateway/SoftwareAGInstaller-Linux_x86_64.bin"
-readImage "/home/APIGateway/Image/apig_64bit.zip" -console

2. Provide the full path of the folder in which you want to install the application and press Enter.

For example,

Select the installation directory. Enter X to exit the installer.
Installation directory: [ /opt/softwareag ] ? /home/APIGateway

3. Provide the number adjacent to API Gateway from the list of products and press Enter.
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2 Install API Gateway

i to install by entering the item mumber. [X] marks items to install; [#@] indicates a partial installation. [I] marks already-installed 11

wel items that support the oducts. If you need to unselect products, clear all 1

e Scriptsin.

e
n Framework Libraries

4. Provide the full path of the license file and press Enter.

For example,

Integration Server
License file:[ ] ? "/home/APIGateway/APIGatewaylicense.xml"

5. Provide the required port numbers and press Enter.

The default port numbers appear next to each field. You may use the same or provide port
numbers of your choice. For example,

Secure port:[ 5543 ] ? 5543
Primary port:[ 5555 ] ? 5555
Diagnostic port:[ 9999 ] ? 9999

The list of products that will be installed appears.

6. Check the provided configurations, the list of products, type N and press Enter.
After installation, the list of installed products appears.

7. Type F to finish the process and press Enter.

API Gateway installation is complete.

How Do I Install API Portal?

This section describes the steps required to install API Portal using Software AG Installer.
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2 Install API Gateway

Pre-requisite

®  Ensure that you have the Software AG Installer and the license file copied to the system in
which you want to install API Portal.

> To install API Portal

1. Double-click to open the Software AG Installer.

2. Inthe Credentials tab, provide your Empower credentials in the Username and Password
fields and click Next.

3. In the Directory tab, modify the installation folders, if required, and click Next.

4. Inthe Products tab, select API Portal from the list of Software AG products and click Next.

@ software AG Installer - O X

SOFTWARE AG

Installer
+Proxy = Credentials

5 =Release =Directory =*Products -*Languages

Select products and/or typical development installations: Typical Installations ..

The installer automatically selects required lower-level iterms when you select products, but will not automatically unselect
lower-level items if you unselect products. If you want to unselect both products and lower-level items, click the Clear All icon

Bagl

[T ActiveTransfer Agent 10.7
ActiveTransfer Server/Gateway 10.7
-] Adabas Products
#-[_| Adapters
B[] AgileApps
- | Apama
H | APl Gateway
7] AP Portal 10.7

-] ApplinX
Assel Build Emdronment 10.7

[] BigMemory Max 4.3
- | Broker
#-| | CentraSite
- | Cloud
CloudStreams Server 10.7
B Database Configuration
B-_| Designer
Digital Event Senices 10.7
-] End-to-End Monitoring

Selected Release:

B[ | EntireX

-] eStandards Installed Release:

Infrastructure Product Size:

B | integration Server Total Download Size: 1927 M8

-] Integration Server or Microsemvices Runtime Libraries —
B Integration Server or Microsenvices Runtime Packages Free Space Re?mrea. 3855 MB
1 Locate 10.7 || Free Space Available: 354101 M8

o ] |

5. Read through the license agreement and select the checkbox below the agreement to provide
your consent. Click Next.
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2 Install API Gateway

6. Inthe Configure tab, click Browse to select the license file, from your local folder. The default
load balancer ports appear. Modify the ports, if required, and click Next.

@& Software AG Installer

SOFTWARE AG

=* T

Installer

=+Credentials —+Release

AP Portal

License file: |CﬁusetsHTRmDownluausllcenseﬂles\ﬂFannaHD‘l.xml | Browse...

Load balancer port I 18101 |

Load balancer SSL port | 18102 |

System configuration
(®) Small (Consumes 1GB memory, Scale upto 50 concurrent users)
O Medium (Consumes 4GB memory, Scale upto 100 concurrent users)
O Large (Consumes BGB memory, Scale upto 400 concurrent users)

7. Check the specified configuration and click Install.

API Portal is installed.
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3 Getting Started

How Do | Launch and Log on to API Gateway?

To launch and log on to API Gateway

1. Perform one of the following based on your operating system:

o
= Windows - Go to ™™, type Start Integration Server, and press Enter.

®  Linux - Run startup.sh from the ../SoftwareAG/profiles/IS_default/bin/ path. For
example,

/home/admin/SoftwareAG/profiles/IS_default/bin/startup.sh

2. Type the following URL in your browser's address bar and press Enter:
http://defaulthost:defaultport.

For example, http://localhost:9072. Portis the HTTP port of API Gateway configured during
installation; by default, 9072.

3. Provide your Username and Password, and click Log in.

The default user name is Administrator and password is manage.

The home page appears.

AFls Polcies Appications Packages Micicgabeways AppMesh Trpe o leasi 3 charachens.

Hello Administrator

Gral 1o v you her

Administration Manage policies Aralyze AP|S

Tk arell T Beraars. |1

How Do | Launch and Log on to API Portal?

To launch and log on to API Portal

1. Perform one of the following based on your operating system:
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3 Getting Started

T
®  Windows - Go to "™, type Start API Portal, and press Enter.

®  Linux - Run the following command to start API Portal Cloud Controller (ACC):

Software AG_directory/API_Portal/server/acc/acc.sh

and then run the following command in the ACC command prompt:

startall

2. Type the following URL in your browser's address bar and press Enter:
http://defaulthost:defaultport.

For example, http://localhost:18101. Port is the HTTP port of API Portal configured during
installation; by default, 18101.

3. Provide your Username and Password, and click Log In.

The default user name is system and password is manager.

The home page appears.
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B HOW DO | Create an API? ..o 22
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4 Create an API

How Do | Create an API?

> To create an API

1. Click APIs on the title navigation bar of the home page.
2. Click Create API.

Pick your choice to create an API

s Paokicied Apohcations  Pockages  Micogabewsys  AppMesh Trwe o leasi 3 chareciers.

Create API

Lets Get Started!

" ﬁ Impart APt from file
3e0ie a0 AF) by imperiing 4P fom 3 spenfied filke

Salecs fi® Dascripion

Harr

For more information, see the section APIs in the webMethods API Gateway User's Guide.

How Do | Create an API by Importing from a File?

- To create an API by importing a file

1. Inthe Create API page, select Import API from file.

2. Click Browse and select the file to import.
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4 Create an API

® Ly Import API from file
{! Create an API by mpaorting AP from a specified file

Select file* Description
EmployeeService. json @ Browse | | AP for managing employee services
Hams

EmployeeService

Type Version

Swagpes A 1.0

=
E Import APl from URL

Create an AP by importing it from an URL

y‘ Create APl from scratch

Create an AP from scratch by prowviding the required infosmation

3. Provide the API name in the Name field, if required.

4. Provide the required Description, API Type, Version, and click Create.

The APl is created and appears in the APIs list under the APIs tab.

How Do | View API Details?

The details of API are displayed once an API is created.

Policies  Applications Pockages  Microgateways  Apphlesh

EmployeeService O Fusish £t m i

Wiew AF1 detly, basic ard mchnical information. resources snd methods mealniie. 2nd AF| epenficaions. @ Click a tab to
AP datats Soopes Policks Mashups Applicataonms analytecs I perform a task
Basic Inf *  for the API
(Basic infoomration Mame  EmployesGenvice
Version 1.0

Teezhmical infoomation
Dwmer  AdiEnisoaior

Besnunces and mestinds

Acthes i
AP mecking Mty skt Bet
omponsms Crosted 22 Fab 2027 192608 (15T]
Lot updated 32 Feb 2020 V4888 (IST)
Documematicn

Disietipthion  AE% lor MANAG empboyes sivices

Technical information

Nathowandoclonish o ik

Click a link to view
the relevant
information

You can also click the APIs from the title navigation bar and select the required API from the
available list of APIs to view its details.
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4 Create an API

How Do | Enforce Policies to Protect My APIS?

This section explains the steps to secure your API using the API Key check policy. This policy
enables you to identify and validate the client's identity for exposing an API. After configuring
policies, you must configure transaction logger to save API Gateway transaction event logs.

To enforce policies on APIs

1. Click APIs in the title navigation bar and select the required API.

2. Click Policies and click Edit.

- po—
= ‘_g_T .................

3 | |
=i~}
-l
- i Rk
h - —— n] — ] e —— " u]

3. Select the policy stage and the required policy.
The details of the policy appear.
4. Provide the properties for the selected policy and click Save.

The policy is applied to the APL

For more information, see the section Policies in the webMethods API Gateway User’s Guide.

How Do | Enable Transaction Logs?

You must enable the Transaction Logging policy, which is a global policy, to log the request and
response payloads performed against an API. The policy is disabled, by default. Since it is a global
policy, the policy is applied to all APIs across the application, when you enable the policy.

Important:
This step is mandatory to view the performance metrics of APIs in the Analytics tab.

24 webMethods API Gateway Quick Start 10.11



4 Create an API

- To enable transaction logs

1. Click Policies in the title navigation bar of the home page and click Global Polices.

CI button adjacent to the policy

2. Enable the Transaction logging policy by clicking the
name.
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4 Create an API

26 webMethods API Gateway Quick Start 10.11



5 Publish an API

m  How Do | Configure Destination for Publishing APIS? .........ccoeeiiiiiiiiieeee 28
B HOW DO I PUBLISN 8N API? ...t 28
m How Do | View the publisShed API? ... e 29
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5 Publish an API

How Do | Configure Destination for Publishing APIs?

You have to specify and configure details of the destination where you want to publish your APIs.
You cannot publish an AP], if a destination is not configured.

Pre-requisite

®  Ensure that you have launched the required API Portal instance. For information on launching
API Portal, see “How Do I Launch and Log on to API Portal?” on page 18

To configure the destination for publishing your APIs

1. Select Administration from the menu options icon (E) in the title navigation bar.

2. Select the Destinations tab, expand API Portal in the left pane, and select Configuration.

AP| Portal communication

o Name and version
- " of the APl Gateway

URL, Tenant name, and credentials required URL and credentials of APl Gateway for the
to access AP Portal APl Portal to create applications, request tokens
and 50 on

3. Click Test to test the connection and click Publish.

The destination details are saved.

For more information, see the Publish APIs section in the webMethods API Gateway User’s Guide.

How Do | Publish an API?

To publish an API to the configured destination

1. Click APIs on the title navigation bar of the home page.

28 webMethods API Gateway Quick Start 10.11



5 Publish an API

2. Click the Publish icon next to the API that you want to publish.

s Policies Applicaiicns  Packages  Micregabeways  Apphiesh

Manage APls e

A Hipr Hame Desoripgion Verson Wodfed Time L
Typan & AR This i & Sarrpi sereer PREIC: serer. Fou can Nnd ouw il 24 Feb 2001 205552 18T) B o« & O O i
51
sk
e & Employestarnce AP for maraging emplopee sernoes X 2 Feb 2021 154840 15T) = wl [ 3 a m
Wl orket
Click here to

publish the APl

3. Select API Portal and select the required communities. The default community is public and
all users have access to this community.

4. Click Publish.

The APIis published to API Portal.

For more information, see the Publish APIs section in the webMethods API Gateway User’s Guide.

How Do | View the published API?

You can view the published API in API Portal Gallery.

> To view the API in API Portal

1. Log on to API Portal and click API gallery in the navigation bar.

The API gallery appears.

‘WEEBMETHODS

A Pertal

AP gallery 0 greup '

&

EmployeeServicejs..

AP for meraging emplopee
......

% saftusare-

2. Click View details of your API to view API details.
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m  How Do | Request APl Key to Access a Protected API? ..o 32

B How Dol Test a REST APILIN AP POITAI? ..o 32
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6 Try an API

How Do | Request API Key to Access a Protected API?

When you have enforced an API with the Identify and Authorize policy with API Key, your
consumers have to follow these steps to get access to your APIs.

The Identify & Authorize policy is used to identify the application, authenticate the request based
on policy configured and authorizes it against all applications registered in API Gateway.

To request an API key

1. Logon to API Portal and click API gallery.
2. Click View details for the required API The details of the selected API appear.

3. Click Get access token to request an access token to access and use the APIL

This option is available only for the latest API version.

APlgallery AP pecksges  Appoallery  Suppor

EmployeeService json
f=

& s of folowers @

The access tokens are supplied to the client by the resource owner.

How Do | Test a REST API in API Portal?

When you have enforced an API with the Identify and Authorize policy with API Key, your
consumers have to follow these steps to get access to your APIs in order to test them. If you have
specified an Approval Configuration in API Gateway, the access tokens are automatically approved
if the Identify and Authorize policy is applied with OAuth, JWT, or API Key.

To test a REST API

1. Inthe APl gallery page, click View details for the required API and click Try API.

2. Select the required stage of the API that you want to test, in the Environment field.

The applications associated with the selected stage appear in the Applications field.
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6 Try an API

3. Select an Application to test.
The associated resources appear.
4. Select a resource.

The methods associated with the resource that can be tested appear.

5. Click a method and type a value for the path parameters and a query parameter and its
corresponding value.

i puiich

e apican nage
et pniates
Ii— iy Lrihcrsm T
storairsnsizry
setmejaccies

]

Aave i amcn
Aavae e

A Rm AT

e oW e

A

A

6. Inthe Authorization tab, select the required Authorization Type and provide the corresponding
API key to identify and validate your identity.

7. Type in the required Header names and corresponding values in the Headers tab and click
Send.

The request and the response of the API appear.

API Gateway saves the details of access requests made to use an API and reports the data
required to analyze the performance and usages of APIs through the APl Analytics dashboard.
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6 Try an API
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B HOW DO | VIEW APL ANAIYEICS? ..o 36
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7 API Analytics

H

ow Do I View API Analytics?

You must enable the Transaction Logging policy to capture the analytics data of APIs. For
information on enabling the policy, see “How Do I Enable Transaction Logs?” on page 24.

To view API analytics

1. Go to APIs, select your API from the list of APIs, and click the Analytics tab.
You can view the performance analytics data of the selected AP
D et it il i oo oo I
e i 3 Select the

required time

s ae | range
The tab displays the data for events incurred in last 12 hours.

2. Select Custom and select the period that you want to view analytics and click Apply filter.
The Analytics dashboard is refreshed based on your input criteria.
For more information, see the API Analytics section in the webMethods API Gateway User's
Guide.
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8 Quick Start.. In a Jiffy!
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8 Quick Start.. In a Jiffy!

Quick Start Cheat-sheet

Install Install API Install API
Gateway Portal
Create API View AP
from a _
JSON file Details

Enable Identify Enable

Create API

& Authorize Transaction
Policy Logging

R

“@a-, Configure -
Publish API API Portal as i‘;’;"F',Sh rtt”;
\ Destination oink

Secure API

Consume or Test API Test API

Analyze API

View API
Analytics
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