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DCOM Configuration on Windows

This chapter describes how to configure NaturalX applications on Windows. All settings are applied with
the toolDCOMCNFG.EXE or Component Services. The dialog examples shown in the following sections
appear as with Component Services under Windows XP.

This chapter covers the following topics:
® Configuring NaturalX Servers

e Configuring NaturalX Clients

Configuring NaturalX Servers

P Toconfigure NaturalX servers

1. Invoke Component Services.
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2. In theProperties dialog ofMy Computer, select thédefault Propertiestab and activate the check
box Enable Distributed COM on this computer.
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3. SetDefault Authentication Level to Default andDefault mpersonation Level to I dentify.

My Computer Properties

DefsultProtocals | MSDTC | Default COM Security
General Options Default Properies

v Enahle Distributed COM on this computer

[ Enahle COM Internet Services an this computer

—Default Distributed COR Communication Fropedies
The Authentication Lewvel specifies security at the packet level.

Default Authentication Lesel;

Default L]

The impersonation level specifies whether applications can determine who

iz calling them. and whether the application can do operations using the
client's identity.

Default Impersonation Lewvel:

Security for reference tracking can be provided if authentication is used and
that the default impersonation level is not anonymous.

| Provide additional security for reference tracking

] 4 | | Cancel | | Apply

This allows NaturalX servers to retrieve the client’s user ID. Before executing a request, the server

will then move the client’s user ID into the Natural system variableER in order to let Natural
Security checks run against this user ID.

4. Now set up the default security configuration.



Configuring NaturalX Servers DCOM Configuration on Windows

My Computer Properties

General ._ i Cptions __"_I;Iggfaq_lf[.Er_*giqgr.ties

DefaultProtocols | MSDTC | Default COM Securty
—Access Permissions

'ou may editwho is allowed to access applications that do not prowvide
their own seftings.

Edit Default...

—Launch Permissions -

“'ou may editwha is allowed to launch applications that do not provide
their awn seftings.

Edit Default...

] 4 | | Cancel | | Apply

In theDefault COM Security tab, choos&dit Default in theAccess Per missions group box.
The Access Permission dialog box appears.
5. Use théAdd button to define which users and groups may access NaturalX servers.

Note:
You must allow access at least to the account "SYSTEM".

In most cases you will define a group of all users to whom you want to allow access and enter this
group here. In the example, the built-in group "Everyone" is entered. This allows access to every user that
is defined on the server machine. If the built-in account "Guest" is enabled in the User Manager, this
setting allows access to users not defined on the server machine (guests) as well.
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Access Permission E[Z‘

Default Security |

(Group ar user names:

i Evensone

€5 SYSTEM

Add... l Remove ‘
Fermissions far Everyone Al Uemy
Access Permission F
I Cancel

6. In theDefault COM Security tab, choos&dit Default in theL aunch Permission group box.

ThelLaunch Permissions dialog box appears.
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Launch Permission

Default Security |

GI’DUFI orUsernames:

€5 Administrators (PCTSH2Aministrators)
€% INTERACTIVE

Add... l Remove ‘
Fermissions far 55 TE Al Uemy
Launch Permission F
I Cancel

Note:

You must allow launch at least to the accounts "SYSTEM" and "INTERACTIVE" and the group
"Administrators".

7. Now set up the configuration for a specific NaturalX server. Select thed@@d® Config and
locate your NaturalX server in tiBCOM Config list box (in the example "Natural classes for
Employees server").

8. Select your server and cho®seperties.
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"% Component Services
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9. In thelL ocation tab, activate the check b&un application on this computer.
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Natural Classes for Employees server Properties ? H|

| General | Location | Security | Endpoints | Identity

The fallowing settings allow DCOM to locate the correct computer for this
application. If yvou make more than one selection, then DCOM uses the first
applicable one. Client applications may oweride wour selections.

[ Run application on the computer where the data is located.
v Funapplication an this camputer,

[ Run application on the fallowing computer:

| [SFEYTSEE

O | | Cancel Apply

10. In theSecurity tab, make sure thétccess Permissionsis set tdJse Default andLaunch
Permissionsis set taCustomize.

11. Choosédit in theLaunch Permissions group box to modify the application-specific launch
permissions.
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Natural Classes for Employees server Properties

. General-_;:_-LDcatiDﬁé SeCurity i.EndpDints...Identity;i

—Launch Fermissions

i Use Default

(e Customize Edit...

—Access Permissions

i Llsa Default

" Customize

— Configuration Fermissians

e Use Default

" Customize Edit: |

()4 | | Cancel | | Apply

The listLaunchPer mission will contain at least the accounts "SYSTEM" and "INTERACTIVE" and
the group "Administrators”.

12. Add the users and groups to be allowed to launch your NaturalX server. In most cases, you will
define a group of all users to whom you want to allow launch and enter this group here. In the example,
the built-in group "Everyone" is entered. This allows launch to every user that is defined on the server
machine. If the built-in account "Guest" is enabled in the User Manager, this setting allows launch to users
not defined on the server machine (guests) as well.
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Launch Permission

SECUriTy l
(Group ar user names:
€5 Administrators (PCTSH2Administrators)
€% Everyone
€5 INTERACTIVE
€5 SYSTEM
Add... Femaoue ‘
Fermissions far Everyone Al Uemy
Launch Permission F
8] Cancel

13. In theldentity tab, define the account under which the NaturalX server will be launched.

e If you selectThelaunching user, a server process will be launched for each client. The server
process will be launched under the account of the client user.

e If you selectTheinteractive user, only one server process will be launched for all clients.

Note:

This is true only for classes that have been registered in Natural as "ExternalMultiple”. If a class
is registered as "ExternalSingle", a server process is created for each object of this class that is
created.

The server process will be launched under the account of the user that is interactively logged in
on the server machine. If no user is currently logged in on the server machine, this setting
behaves lik& he launching user.
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e If you selectThisuser and select a specific user account, only one server process will be
launched for all clients.

Note:
This is true only for classes that have been registered in Natural as "ExternalMultiple”. If a class
is registered as "ExternalSingle", a server process is created for each object of this class that is created.

The server process will be launched under the specified user account.

Natural Classes for Employees server Properties

_ General__gl_-LDc:atiur{_ig__-ﬁe:urity-:.Endpnintsi |centity

Which user account do you want to use to run this application?

(" The interactive user.

@ The launching user.

(" This user.

=t Browesa

|. o | | Cancel Applhy

Configuring NaturalX Clients

» 10 configure NaturalX clients

1. InvokeComponent Services.
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‘%" Component Services

L
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= = B [

My Computer 4 object(s)

|1 Console Root
= @ Component Services
= (3 Compiters
=811 11 Compliter
#-L0 COM+ Applications
= (11 DCOM Config
#-11 Distributed Transact
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2.

SetDefault Authentication L evel to Default andDefault | mpersonation Level to Identify.

In theProperties dialog ofMy Computer, select thdefault Propertiestab and activate the check
box Enable Distributed COM on this computer.
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My Computer Properties

DefsultProtocals | MSDTC | Default COM Security
General Optians Default Properies

v Enahle Distributed COM on this computer

[ Enahle COM Internet Services an this computer

—Default Distributed COR Communication Fropedies
The Authentication Lewvel specifies security at the packet level.

Default Authentication Lesel;

Default L]

The impersonation level specifies whether applications can determine who
iz calling them. and whether the application can do operations using the
client's identity.

Default Impersonation Lewvel:

Security for reference tracking can be provided if authentication is used and
that the default impersonation level is not anonymous.

| Provide additional security for reference tracking

] 4 | | Cancel | | Apply

This allows NaturalX servers to retrieve the client’s user ID. Before executing a request, the server
will then move the client’s user ID into the Natural system variableER in order to let Natural
Security checks run against this user ID.

3. Now set up the configuration to access a specific NaturalX server.

Select the nodBCOM Config and locate your NaturalX server in tA€OM Config list box (in
the exampléNatural classesfor Employees server).

Select your server and chod2moperties.
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"% Component Services
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COX

@Nah.;ral Classes for caga server
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..>..'

4. In theL ocation tab, activate the check b&un application on the following computer. Enter the

name of the remote machine on which the NaturalX server is installed.
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Natural Classes for Employees server Properties ? H|

= T T R | B =
| General | Location | Security | Endpoints | Identity

The fallowing settings allow DCOM to locate the correct computer for this
application. If yvou make more than one selection, then DCOM uses the first
applicable one. Client applications may oweride wour selections.

[ Run application on the computer where the data is located.
I Runapplication an this camputer,

[v Bun application an the fallowing computer:

1vu|canu.ice|and.cum| Browse. .

()4 J | Cancel | | Apply
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