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Document Conventions

DescriptionConvention

Identifies elements on a screen.Bold

Identifies service names and locations in the format folder.subfolder.service,
APIs, Java classes, methods, properties.

Monospace font

Identifies:Italic

Variables for which you must supply values specific to your own situation or
environment.
New terms the first time they occur in the text.
References to other documentation sources.

Identifies:Monospace font

Text you must type in.
Messages displayed by the system.
Program code.

Indicates a set of choices from which you must choose one. Type only the information
inside the curly braces. Do not type the { } symbols.

{ }

Separates two mutually exclusive choices in a syntax line. Type one of these choices.
Do not type the | symbol.

|

Indicates one or more options. Type only the information inside the square brackets.
Do not type the [ ] symbols.

[ ]

Indicates that you can type multiple options of the same type. Type only the
information. Do not type the ellipsis (...).

...

Online Information and Support

Product Documentation

You can find the product documentation on our documentation website at https://documenta-
tion.softwareag.com.

In addition, you can also access the cloud product documentation via https://www.software-
ag.cloud. Navigate to the desired product and then, depending on your solution, go to “Developer
Center”, “User Center” or “Documentation”.

Product Training

You can find helpful product training material on our Learning Portal at https://knowledge.soft-
wareag.com.
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Tech Community

You can collaborate with Software AG experts on our Tech Community website at https://tech-
community.softwareag.com. From here you can, for example:

■ Browse through our vast knowledge base.
■ Ask questions and find answers in our discussion forums.
■ Get the latest Software AG news and announcements.
■ Explore our communities.
■ Go to our public GitHub and Docker repositories at https://github.com/softwareag and ht-
tps://hub.docker.com/publishers/softwareag and discover additional Software AG resources.

Product Support

Support for Software AG products is provided to licensed customers via our Empower Portal at
https://empower.softwareag.com. Many services on this portal require that you have an account.
If you do not yet have one, you can request it at https://empower.softwareag.com/register. Once
you have an account, you can, for example:

■ Download products, updates and fixes.
■ Search the Knowledge Center for technical information and tips.
■ Subscribe to early warnings and critical alerts.
■ Open and update support incidents.
■ Add product feature requests.

Data Protection

SoftwareAGproducts provide functionalitywith respect to processing of personal data according
to the EU General Data Protection Regulation (GDPR). Where applicable, appropriate steps are
documented in the respective administration documentation.
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Note: Support for EntireX Broker and RPC servers under z/VSE ended on 31 October 2020
for all EntireX versions (including version 9.6, the last released version on z/VSE). See Features
Dropped in Version 10.7.

Available Stubs

This table lists all Broker stubs available under the z/VSE operating system that are to be used
with the programming languagesNatural, COBOL,Assembler andC. The stub you choose depends
on your environment (CICS or Batch).

Stub ModuleTrace
Transport

Environment SSLTCPNET

BKIMBYes (2)(1)YesYesAll environments that use Batch

BKIMCYes (2)(1)YesYesAll environments that use CICS

Notes:

1. Use BSI's Automatic Transport Layer Security (ATLS). Refer to the BSI SSL Installation, Program-
ming and User's Guide for more information. See also Using SSL/TLS with EntireX Components.

2. The request needs to use TCP transport method. Tracing is not available with NET transport.

Transport Methods for Broker Stubs

■ Transport Method Values
■ Setting the Timeout for the Transport Method
■ Limiting the TCP/IP Connection Lifetime

Transport Method Values

TipsTransport Value

TCP ■ Provides remote machine and cross-platform communication.

NET ■ Provides the best performing transport if the application and Broker kernel reside on the
same machine.

■ Provides for remote communications if EntireNet-Work is also installed on the application
and Broker kernel machines.

■ Requires the installation of Adabas components. We recommend installing the Adabas
modules deliveredwith EntireX installation kit. See yourAdabas documentation formore
information on installing the Adabas SVC.

Administering Broker Stubs under z/VSE6

Administering Broker Stubs under z/VSE



TipsTransport Value

■ Tracing is not supported.

For Secure Sockets Layer/Transport Layer Security (SSL/TLS) as transport method, see tableUsing
SSL/TLS with EntireX Components.

To use the stubs' internal security functionality, API version 8 or higher needs to be used by the
application. (e.g., EntireX RPC Server, NAT42). The delivered phases are linked for use with in-
ternal security.

Setting the Timeout for the Transport Method

Introduction

If the transport layer is interrupted, communication between the broker and the stub - that is, client
or server application - is no longer possible. A client or server might possibly wait infinitely for a
broker reply or message in such a situation. To prevent this and return control to your calling
application in such a situation, set a timeout value for the transport method.

The timeout settings for transport layers are independent of the timeout settings of the broker.

Setting the timeout for the transport layer is possible for the transportmethodTCP, and is supported
by all broker stubs under z/VSE.

Transport Timeout Values

The timeout value for the transport method is set by the environment variable ETB_TIMEOUT on
the stub side. This transport timeout is used together with the broker timeout - which is set by the
application in the WAIT field of the broker ACI control block - to calculate the actual value for the
transport layer's timeout. The following table describes the possible values for the transport timeout:

Description

Transport
Timeout
Value

Infinite wait for the application.0

The transport method additionally waits this time in seconds. A negative value is treated as
TIMEOUT=0 (infinite wait for the application).

n

Transport method waits additional 20 seconds.nothing set

The actual timeout for transport layer equals broker timeout (WAIT field) + timeout value for
transport method.
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Limiting the TCP/IP Connection Lifetime

With transport method TCP/IP the broker stub establishes one or more TCP/IP connections to the
brokers specified with BROKER-ID.

■ On the broker stub side, these connections can be controlled by the transport-specific environment
variable ETB_NONACT.
If ETB_NONACT is not 0, it defines the non-activity time (in seconds) of active TCP/IP connections
to any broker. See ETB_NONACT under Environment Variables in EntireX. Whenever the broker
stub is called, it checks for the elapsed non-activity time and closes connections with a non-
activity time greater than the value defined with ETB_NONACT.
Stubs capable of running in SRB mode do not support ETB_NONACT handling.

■ On the broker kernel side, non-activity can be set with the transport-specific attribute CONNECTION-
NONACT (SSL | TCP).

Both settings (the stub side and broker kernel side) act independently of each other.

DescriptionTransport Non-activity Value

Infinite lifetime until application is stopped.0

Transport connections with non-activity time greater than nwill be closed.n (seconds)

Infinite lifetime until application is stopped.Nothing set

Using the Batch Stub Interface Module BKIMB

You can use BKIMB for all batch environments. This stub interfacemodule is delivered as a phase,
which can be loaded by your application dynamically, and as an object for linking. At runtime,
the EXX960 library and the WAL842 library need to be included into the LIBDEF search chain. If
you need to statically link your applicationwith the interface object, include the following objects:

PHASE <appl_phase_name>,*
INCLUDE <app_obj>
INCLUDE BKIMB
INCLUDE ETBVPRE
INCLUDE ETBVEVA
INCLUDE ETBENC
INCLUDE ETBTB
ENTRY <app_entry>

To set up a secure environment

1 Statically link your application with the following interface objects:
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PHASE <appl_phase_name>,*
INCLUDE <app_obj>
INCLUDE BKIMB
INCLUDE ETBUPRE
INCLUDE ETBUEVA
INCLUDE ETBVPRE
INCLUDE ETBVEVA
INCLUDE ETBENC
INCLUDE ETBTB
ENTRY <app_entry>

Or:

If BKIMB is to be loaded dynamically, you can relink the phase for use with security. Refer
to the delivered job control example BKIMB.J.

2 Rename phase SECUEXI0 in library EXX960 to SECUEXIT.

Using the CICS Stub Interface Module BKIMC

You can use BKIMC for all CICS environments. This stub interface module is delivered as a phase,
which can be loaded by your application dynamically, and as an object for linking. To enable CICS
to find the various programs, include the EXX960 sublibrary in theDFHRPL chain and add follow-
ing definition to your CICS environment:

DEFINE PROGRAM(BKIMC) GROUP(EXX) LANGUAGE(ASSEMBLER)   (only required if not linked ↩
to your application)
DEFINE PROGRAM(BROKERC) GROUP(EXX) LANGUAGE(C)

If you need to statically link your applicationwith the interface object, include the following objects:

PHASE <appl_phase_name>,*
INCLUDE <app_obj>
INCLUDE BKIMC
INCLUDE ETBVPRE
INCLUDE ETBVEVA
INCLUDE ETBENC
INCLUDE ETBTB
ENTRY <app_entry>

To set up a secure environment

1 Statically link your application with the following interface objects:
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PHASE <appl_phase_name>,*
INCLUDE <app_obj>
INCLUDE BKIMC
INCLUDE ETBUPRE
INCLUDE ETBUEVA
INCLUDE ETBVPRE
INCLUDE ETBVEVA
INCLUDE ETBENC
INCLUDE ETBTB
ENTRY <app_entry>

Or:

If BKIMC is to be loaded dynamically, you can relink the phase for use with security. Refer
to the delivered job control example BKIMC.J.

2 Rename phase SECUEXI0 in library EXX960 to SECUEXIT.

Tracing for Broker Stubs

If transport method TCP is used, a stub trace may be turned on for diagnostic purposes. Set up
the following environment variable in your application job control or CICS startup.

//SETPARM STUBLOG=2
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