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2 General conventions 
 

2.1 Users and user groups 

Users are managed centrally in ARIS Administration/User Management for all ARIS products. 

They are assigned, for example, general function privileges, license privileges, and user 

groups. You can synchronize users in ARIS Risk & Compliance Manager with users in ARIS 

Administration/User Management to update the data in ARIS Risk & Compliance Manager. For 

detailed information, refer to Synchronize users with ARIS Administration/User 

Management in ARIS Risk & Compliance Manager help. 

The user groups in ARIS Risk & Compliance Manager do not match those in ARIS 

Administration/User Management. In ARIS Risk & Compliance Manager, users are assigned to 

ARIS Risk & Compliance Manager-specific user groups. User groups in ARIS Risk & Compliance 

Manager are defined using a role and a role level. The role (example: Risk manager) and the 

role level (example: Environment-specific) of a user group (example: Risk manager group 

UMG) specify which privileges the assigned users have (example: Read privilege for risks 

and risk assessments). A user can be assigned to several user groups at the same time. A 

user group is always connected to only one role, which is connected to only one role level. For 

detailed information, refer to Role and role levels in ARIS Risk & Compliance Manager help. 

Each component in ARIS Risk & Compliance Manager, for example, Risk Management or 

Control Management, provides various roles, such as manager, owner, reviewer, and auditor. 

The manager roles are responsible for the preparation, planning and launch of the respective 

workflows. The owner roles are the contributing users. The reviewer roles are responsible for 

dual control (four eyes principle). The auditor roles have read-only access to all information. 

Some components have more specific names for certain roles, for example, interviewee for 

the owner role in Survey Management. Other components require fewer roles, for example, no 

Reviewer role for control executions, or they have different roles, for example, Approver role 

in Policy Management. For detailed information, refer to Manage users, groups, and roles in 

ARIS Risk & Compliance Manager help. 

You can maintain roles, user groups, and users ARIS Risk & Compliance Manager or in the 

ARIS modeling environment. You can also use combined maintenance. 

2.1.1 Organizational chart diagram 

Roles, user groups, and users maintained in the ARIS modeling environment and then 

transferred to ARIS Risk & Compliance Manager grant access rights to sensitive data in ARIS 

Risk & Compliance Manager. We strongly recommend that you verify and, if necessary, restrict 
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SIGN-OFF PERIOD 

Period available to the sign-off owner to complete a sign-off process. A sign-off relates to a 

particular control period (page 103).  

SURVEY PERIOD 

Period available to the interviewee to answer a questionnaire. It normally comes after the 

control period (page 103). 

TEST OF DESIGN 

Test type that is used to check whether the control is properly designed and fulfills its 

purpose. 

TEST OF EFFECTIVENESS 

Test type that is used to check whether the control is effective in practice. 

TESTING PERIOD 

Period available to the tester to perform the test. It is calculated from the task frequency 

(once, daily, weekly, monthly, quarterly, semi-annually, annually), the date when the control 

test was generated the first time and the test duration (time limit for task processing). 
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