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About this Documentation

Document Conventions
Convention Description
Bold Identifies elements on a screen.

Monospace font

Identifies service names and locations in the format folder.subfolder.service,
APIs, Java classes, methods, properties.

Italic

Identifies:

Variables for which you must supply values specific to your own situation or
environment.

New terms the first time they occur in the text.

References to other documentation sources.

Monospace font

Identifies:

Text you must type in.
Messages displayed by the system.
Program code.

Indicates a set of choices from which you must choose one. Type only the information
inside the curly braces. Do not type the { } symbols.

Separates two mutually exclusive choices in a syntax line. Type one of these choices.
Do not type the | symbol.

Indicates one or more options. Type only the information inside the square brackets.
Do not type the [ ] symbols.

Indicates that you can type multiple options of the same type. Type only the
information. Do not type the ellipsis (...).

Online Information and Support

Product Documentation

You can find the product documentation on our documentation website at https://documenta-
tion.softwareag.com.

In addition, you can also access the cloud product documentation via https://www.software-
ag.cloud. Navigate to the desired product and then, depending on your solution, go to “Developer
Center”, “User Center” or “Documentation”.

Product Training

You can find helpful product training material on our Learning Portal at https://knowledge.soft-

wareag.com.
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About this Documentation

Tech Community

You can collaborate with Software AG experts on our Tech Community website at https://tech-
community.softwareag.com. From here you can, for example:

® Browse through our vast knowledge base.

" Ask questions and find answers in our discussion forums.

Get the latest Software AG news and announcements.

Explore our communities.
® Go to our public GitHub and Docker repositories at https://github.com/softwareag and ht-
tps://hub.docker.com/publishers/softwareag and discover additional Software AG resources.

Product Support

Support for Software AG products is provided to licensed customers via our Empower Portal at
https://empower.softwareag.com. Many services on this portal require that you have an account.
If you do not yet have one, you can request it at https://empower.softwareag.com/register. Once
you have an account, you can, for example:

® Download products, updates and fixes.

® Search the Knowledge Center for technical information and tips.

" Subscribe to early warnings and critical alerts.

Open and update support incidents.

Add product feature requests.

Data Protection

Software AG products provide functionality with respect to processing of personal data according
to the EU General Data Protection Regulation (GDPR). Where applicable, appropriate steps are
documented in the respective administration documentation.
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Managing an Application

An application is a project which can contain an internal system within an organization, such as
human resources, billing, customer services etc. The following topics provide detailed step-by-
step instructions for various application connected tasks:

Refer to Application Configuration Parameters for further details regarding all the application
parameters.

Creating an Application

In this task, you will create a new ApplinX application. Every ApplinX application is connected
to a host and has a repository containing all the ApplinX entities. The steps detailed in this task
include the basic steps required to create an application. Advanced configuration is explained in
the reference to Application Parameters.

~ To create an ApplinX application

Before creating a new application, ensure that ApplinX server is available and running, and start
the Designer. Login to the relevant server or add an additional server as required (refer to Designer
to the Logging on and Adding a New Server Connection sections.

1 Inthe ApplinX Explorer, right-click on the ApplinX Server and choose New Application... .
Or:
Choose the menu item File > New > Other.... The New Project wizard window is displayed.

Expand the Software AG node and choose Application then click Next to display the New
ApplinX application wizard:

Create a New Application wizard is displayed.
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7= Create a New Application

General Application Information

Enter a narme For the application, a suitable description and select the initialization mode,

Application name: | |

Description: | |

Initialization mode: ) Aukomatic

(%) wehen First accessed

Mote: When working with Web Services, select the Automatic initialization mode,
to ensure that the services will be available when the server is loaded.

7 Cancel

2 Enter a name for the application and a suitable description.
3 Select the Initialization mode:
Automatic
Automatically loaded when the server is started.

When first accessed
Loaded when first accessed, in other words, when the code that initializes startup is first
called (default).

4 Click Next. The Select Host screen is displayed. Select whether to use an existing host or to
create a new host.
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Managing an Application

& Create a New Application

Select a Host

Select whether ko connect to an exisking hosk ar ko define a new haost,

() Existing host:
(® ew host
Hosk name: | Application
Hosk bype:
o ASf400
MainFrame
Makural-Unix
Fuijitsu
Unisys
BSz000
Tanderm

5  When selecting to define a new host, enter a name for the host and select the relevant type of
host. Click Next. The host connection and conversion parameters are displayed.
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Managing an Application

& Create a New Application IZIEIEI

Connectivity to Host

Configure the connection and conversion parameters,

Conneckion parameters

Mame/IP address: [ Pork: | 23
Device bvpe: IBM-3279 W
Prokocal; TH3Z70E A

Model: 2024%a0) W

Conneckion timeout; | 0 : ms

[ ] Automatically attempt to reconnect

COnyersion
Code page: | 037 - U5, Belgium, Brazil, Canada, Metherlands, Portugal  »

|:| Convert inpukt o uppercase

It is mandatory to enter the host's name/IP address (IPv4 and IPv6 address formats are sup-
ported). Configure the other parameters as required. Further details of these parameters are
available in Host Parameters.

6  Click Finish. The application is displayed in the ApplinX Explorer. It is possible to further
configure the application properties by right-clicking on the application name and selecting
Properties. Refer to the Application Configuration Parameters in the Reference section for
details regarding the advanced configuration properties.

] Note: ApplinX provides predefined, built-in transformations. These are a basic kit of com-

monly used transformations that can be used as-is, or you customize them to suit your exact
needs, building up your own transformation library. See Transformations.

~ To use ApplinX predefined built-in transformations

= Right-click on the Repository node of your selected application and choose Import Predefined
Transformations.
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Managing an Application

Editing an Application's Configuration (Advanced Configuration)

The Application Properties dialog box contains additional parameters that can be configured such
as the language, printer configuration, process tracing, screen content definitions etc. For details
of each node of the application properties refer to the Application Reference section. To edit an
application's configuration, right-click on the application's node (in the ApplinX Explorer) and
choose Properties.

Note: Notice that in the Host name field (in the Host tab), only hosts of the same type as
the configured host are listed.

Deleting an Application

~ To delete an application

= Right-click on the application's node and choose Delete. In addition to deleting the application
it is also possible to determine whether when the host used in this application is not used in
any other application, you would like to delete the host and also whether you would like to
delete the entire application from the file system.

Reloading an Application

Reload an application when there is new data that the application requires, such as when repository
definitions change or when the database file is replaced. Reloading the application will reload the
repository, close all connection pools, stop running connection pools and if the database is syn-
chronized at the end of the reload process will automatically restart the connection pools.

~ To reload an application

= Right-click on the application's node and choose Reload Application.
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Managing an Application

Importing an Application's Configuration or Entities

It is possible to import:
® A complete ApplinX application, including the application configuration, the application entities
and a trace file, i.e. a gxar file.

® An application's entities, i.e. a gxz file.

Note: It is not possible to import entities exported from a higher server or database version

than the current version that you are using.

Note: In ApplinX versions prior to version 8.0, gxz files included the application's configur-

ation and/or the application's entities. From version 8.0, gxz files include the entities only,
and gxar files can include the application's configuration, the entities, and trace files. gxz
files from previous ApplinX versions which include the application configuration and you
would like to use, require conversion. Refer to Convert Utility Batch File on details regarding
converting a gxz file to a gxar file.

A\  Important: As the import process may consume a lot of memory, it is recommended to restart
ApplinX server after completing the process.

Importing a Complete ApplinX Application

When importing a complete ApplinX application, you will require a gxar (ApplinX application
archive) file. This file includes the application configuration, ApplinX entities (as a read only gxz
file) and a trace file. The gxar file can be imported into ApplinX in two different methods:

® "Hot Deploy": The gxar file is simply located and placed in the host-applications directory as the
file to be imported.

® Import wizard

"Hot Deploy"

~ To import an application in the "Hot Deploy" method

1 Open your Windows Explorer.

2 Locate the relevant gxar file and place it in the host-applications directory of your ApplinX in-
stallation.

3 In ApplinX Designer, right-click on the server and choose Properties.
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Managing an Application

7= Properties for Local ApplinX server |._|@@
| General -
General
License Porks
Log Mon secured: | 2323
SMTP
WS-Stack, Secured: 23443
Load Applications
[JLoad Applink archive applications (oxar files)
Recording Encrypkion
[]Enable encryption of recorded sessions
.
@ ) oK l l Cancel ]

4  In the General tab, determine to load ApplinX archive applications. Set the interval to look
for updates. This determines how often the ApplinX server should check to see if the gxar
file to use has changed. Once a different gxar file is detected, it will be used.

It is also possible to use the gxar file by reloading the server (right-click on the server and
choose Reload).

Import Wizard

~ To import an application

1  Right-click on the application's node and choose Import/Replace Application. The Import
Application wizard is displayed.
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Managing an Application

7= Import/Replace Application [_ (O] x|

ImportfReplace an Application

Select the gxar file (the Applink application archive file)ta import and determing whether to replace
an existing application or create a new application,

Files |] Browse. .. |

¥ Replace an existing application: ICompnsiteDemn j

{~ Create anew application: |

ey —
I\‘?jl FEimish I Cancel

2 Enter a file name, or browse and select the file to import.

3 Select whether to replace an existing application (selected by default), or to create a new ap-

plication. Enter a name accordingly.

4  Click Finish. Wait a few minutes while the application is imported.

Importing an Application's Entities

~ To import entities

1  Right-click on the application's Root node and choose Import Entities. The Import Entities

wizard is displayed.

Designing and Developing an Application
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Managing an Application

Import Entities Cl 2%

Import Entities
Select a gxz file (Applink repository archive file) to import.

File: Ch\Usershilgbe\Desktop\tmp\InstantDemo.qz Browse...

[ Do not overwrite existing entities

"] Do not everwrite existing Connection Information Sets

'::?;' Finish ] [ Cancel

Enter a file name, or browse and select the file to import.

Check Do not overwrite existing entities to determine not to overwrite an existing entity
with an imported entity of the same name.

Check Do not overwrite existing Connection Information Sets to determine not to overwrite
an existing connection information set with a set of the same name.

J Notes:

1. If the first option is checked, the second option is checked automatically and cannot be
unchecked.

2. The Session Data entity will be merged with the existing Session Data entity. When there
is a conflict between the imported to the existing Session Data entity, your selection in this
checkbox will determine how the Session Data entity will be.

3. When importing an entity to an application that has the same entity name, the existing
entity will be overwritten by the new one. The timestamps of the new entity (for example
creation and modification date) also overwrite the values of the original entity. These
changes take effect immediately, not after reloading the application.

16
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Managing an Application

3  Click Finish. The entities are imported into the application.

| Note: Clicking Cancel on the Progress Bar dialog box will cause the process to be stopped
and the entities will not be imported.

Exporting an Application's Configuration or Entities

The Export Wizard allows you to export an application configuration and its repository residing
on various database systems into a standard zip file. This wizard guides you through the steps of
exporting data.

| Note: When exporting entities, the Session Data entity will always be exported.

~ To export an application configuration with/without its entities

1  Right-click on the application's node and choose Export Application. The Export Application
wizard is displayed.

Export Application O »
Export Application
Exporting an application will creat a gxar file (ApplinX application archive file) that can be automatically deployed

by simply placing it in the host-aplications directory of your Applin¥ installation.

() Configuration only

@)iConfiguration and entities:

Target file: | C:\Program Files\SoftwareAGwebMethods Applin¥lexportsiinstantDemo.gxar Browse...
[ Export trace file

Browse...

®

2 Select whether to export just the application configuration or the application configuration
together with the entities.

3  Enter a folder name, or browse and select the target folder.

4 Check the Export trace file check box to export a trace file. A list of replay (gct) files that are
on the server are displayed. Select a file or click Browse... to select a local file to copy to the
server.
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5  Click Finish. The application will be exported to the defined folder.
~ To export entities only

1 Right-click on the application's Repository node and choose Export Entities. The Export En-
tities wizard is displayed.

Export Entities - %
Export Entities

Determine the target folder and the file name where the exported entities are to be placed.

Target file: | CAProgram Files\Software AGwebMethods ApplinlexportsiinstantDemo. gz Browse...

[] Also export referred entities

2 Browse and select the target folder and file name where the exported entities are to be placed.

3  Click Finish. The export process will commence and the entities will be exported to the selected
folder.

| Note: The Session Data entity will always be exported, regardless of the entities selected
to export.

Comparing Applications

= |ntroduction
= Steps
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= Sample Output
Introduction

With the function Compare Application... you can compare two ApplinX applications, typically
two versions of the same application. In terms of application lifecycle management, being able to
compare two different versions means you can perform impact analysis before deploying a new
application version. For example, before deploying to your production environment you can
compare your current test application with the production version to see what changes were made,
make sure the new application version is complete and that all the included changes were inten-
tional.

Any application that is accessible from the Designer can be compared: loaded or unloaded, remote
or local. Output from the compare operation is written to the Eclipse Console view and contains
the following information:

® when the two applications were created/last modified

" entities that exist in one application but not the other (indicated by "=>" and "<=")

" entities that exist in both applications but with differences (indicated by "!=")

® how many entities match (no differences)

" entities that moved location between the two applications

" entities that were renamed between the two applications (entities are identical in content but

with different name)

See Sample Output.

Steps

~ To compare two ApplinX applications

1 Inthe ApplinX Explorer, select the first application you want to compare, and from the context
menu choose Compare Application....
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2

: Applin - Software &G Designer
File Edit Mawvigate Zearch  Project

Application  Session Run Entity Mindo

i = L' R =R - -
B ApplinX Explorer &2
4 [ Local Applin server
- LE Hosts
CompositeDemo
4 [5] Instarphaees
4 (= 5 #]  Reload Application
[ Close Spplication
- Re
(=] SOAD p21 Irmport/Replace Application..,
a [0 wmil-sut TR Export Application..,
Et Huosts ) - )
apr_e Fegister &pplication to CentraSite
APE_E| B Show Application Map
aprE Prigritize Screen Groups..
ap_e
Arabi Automatically Identify ScreensfSteps using Trace Files..,
Al Extract Business Process Sctivities,.,
A54010

25400 (55 Wieb Application Manager...
4

Corfg 28 Cornpare Application,.,
Canh o
HEI’JrE L= HEHETHITTFIE C-':"':li."_'”l
4 [=] Instar 2 Copy
- E_ 58 Paste
- g Re

MEC % Delete
MAFC Rename ...

kAFRe
MFS

L, PRI u

Properties

Ctrl+C
Ctrl +4
Delete

F2

Select the second application you want to compare. The list provided includes all applications
accessible from the Designer. These can be loaded or not loaded, and either local or remote.
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rE Compare Spplications = @

melect second Applind application to compare

4| 5 Local &ppling serer -
=] CompaositeDemao
=] s0&0ema

a 5 wmil-sut
=] apx_ent_auto_scr_002_357810741
=] apx_ent_auto_scr_003_1274933415
=] apx_ent_auto_scr_004_21333830860
=] apx_ent_auto_scr_003_9417330738
=] apx_ent_auto_scr_006_1532303106
=] apx_ent_auto_scr_007_3544264.24
=] apx_ent_auto_scr_008_1092902016
=] apx_ent_auto_scr_008_1243147657
=] apx_ent_auto_scr_009_123336122
=] apx_ent_auto_scr_ 011 135383453384
=] apx_ent_auto_scr_013_1328918206
=] &rabichAF
=] &5d00Hebrew
=] &5400Redirector

m

=] AS400RPG

=] BMS

=] BEZ0005AG

=] CompositeDemo

=] ConnectionPoolTest =
':’;' ] 4 Cancel

3  Confirm with OK to write the output to the Eclipse Console view. See sample output below.
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Sample Output

Starting compare process...
Applications loaded successfully

InstantDemo (on Local ApplinX server) and InstantDemo (on APX_Prod) comparison <
result:

Summary :

InstantDemo (on Local ApplinX server) lLast created: 12/08/2015 09:55:31
InstantDemo (on Local ApplinX server) Last modified: 12/08/2015 09:55:41 By: <
Administrator

InstantDemo (on APX_Prod) Last created: 12/08/2015 09:49:16

InstantDemo (on APX_Prod) Last modified: 12/08/2015 09:49:31 By: Administrator

2 entities exist in InstantDemo (on Local ApplinX server) but not in InstantDemo <«
(on APX_Prod)

2 entities exist in InstantDemo (on APX_Prod) but not in InstantDemo (on Local <
ApplinX server)

10 entities are different

81 entities match

3 entities moved their Tocation between compared applications

1 entities renamed between compared applications

InstantDemo (on Local ApplinX server) InstantDemo (on APX_Prod) ©
____________________________________ .
=> newScreen (Screen) ©

=> HideTextTODel (Transformation)

customers (Folder) <= ©
newlransformation (Transformation) & ©
/customers/BrowseCustomers (Screen) !=" BrowseCustomers <
BrowseCustomersAddress (Screen) != BrowseCustomersAddress ©
BrowseProposals (Screen) != BrowseProposals ©
/customers/CustomerDetaill (Screen) I=" CustomerDetaill ©
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InsuranceMenu (Screen)
MylLogin (Screen)
NaturalMainMenu (Screen)
ProposalDetaill (Screen)
AT1Group (Screen Group)

BrowseCustomersAddress (Screen based table)

Entities moved:
InstantDemo (on Local ApplinX server)
/customers/BrowseCustomers (Screen)

/customers/CustomerDetaill (Screen)

/customers/BrowseCustomers (Screen based table)

Entities renamed:

InstantDemo (on Local ApplinX server)

MyLogin (Screen)

InsuranceMenu
Login
NaturalMainMenu
ProposalDetaill
A11Group

BrowseCustomersAddress

InstantDemo (on APX_Prod)

BrowseCustomers
CustomerDetaill

BrowseCustomers

InstantDemo (on APX_Prod)

Searching Applications in the Software AG Designer

In addition to searching for entity names and referring entities, you can search within an individual
entity, for example for screens and screen groups, path and flow procedures.

= Starting your Search
= Wildcards

Designing and Developing an Application
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= Filtering

Starting your Search

~ To start the Designer search

1 Inthe ApplinX Explorer, select the application you want to search, and from the context menu
choose Search Application....

Spplink - Software 8G Designer
File Edit Mavigate search Project Server  Application  Session Run  Entity

i Q-0 -8 -
8= Appling Explarer 53 5 \_{ * =
4 | Local &pplinX server
- L Hosts

4 =] Compasitell =
4 [ Sessiong ~
[ Defa Close Application
- g Repositg .

- 5] Copy_Of_Cr
InstantDern| B

Reload &pplication

Import/Replace Application...
Export Application..,

S048Demo | @ma
¥

show Application Map

Prioritize Screen Groups..,

Automatically Identify ScreensfSteps using Trace Files...

i Wss Activities..,

ke icatlerrilanager...
' Deployrment Manager for J2EE..,

£8 Campare &pplication...

Or:

From the File menu, choose Search > ApplinX....
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2

Open the ApplinX Search tab and enter your search string. You can filter the search or use
wildcards.

Applink - Software AG Designer
File Edit Mawigate Search Project  Server  Application  Session Run Entity  Window  Help

B Applink Explorer 53 =) O\ = B
a [ Local &pplink sereer
. CH Hosts I
1~ S

a [=] CompasiteDema

4 = Sessions o - — ;
Wl Default E!J Applini search |*”;’;' G\if\Search | 7 Java Search |% lavaScript Search ﬂf«'

> Cpy Repository Search string:

» 5] Copy_Of_Composit |
InstantDemo S~ ) .
S0&Demo tring, I=any character, \=escape for literals™ 7

Filter entity type:

||

@' Search l [ Cancel

Results are shown in a view. A maximum of 100 hits is returned. You are prompted to refine
your search if this number is exceeded.
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ApplinX - Software &G Designer
File Edit Mawvigate Search Project Run  Entity  Window Help

I=?v %vb \;f'vE - - - -
B Applin¥ Explorer 53 = QL - = O
4 [ Local &pplind sercer
- LE Hosts

a4 =] CompositeDemo
4 == Sessians

[ Default [| Properties &) Consale ] ErrorLog She References < Search i3
4 [ Repository Applind Search Results
4 = commmon '‘Login' - T matches in application 'CompositeDemo’
| Environment | a |5 CompositeDemo
| Insurancehden 4 [ = common (Folder) (7 matches)
H| Login . [ Ervironment (Screen) (1 matches)
M| kAfhernu H Login [Screen])
M| MaturalMainhs 4 i LoginFlow [Path Procedure) (3 matches)
H Splash a | Path (Root)
:':': dermolnsuranc - m 2 (Step)
&/ LoginFlow a [ Path (Root)
| LogoffFrarmdar m: _2 [Step)
) CompuositeDer a [ Path (Root)
. [ customer - |2 Check Screen (TestIf)
- = proposal a b/ LogoffFromarsanhere (Path Procedure) (1 matches)
Lﬂ; SessionData . c{rfp Path (Root)
- 5] Copy_Of_CompositeDerr, m
InstantDerno

Wildcards
The following wildcard characters are supported to narrow your search:

* Asterisk. Any number of characters.

String "log*" returns "log", "logon", "logoff"...
? Question mark. Single character.

String "b?t" returns "bit", "bot"...

\ Backslash. Escape character. Must be used if you want to find any of these wildcard
characters (*?/) in your string.
Example: Enter "my\ \string" to search for "my\string".

| Note: By default the search behaves as if the string is prefixed and suffixed by an asterisk

non

(any number of characters). Example: String "log" will return "log", "autologOn", "logOft"...
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Filtering

You can filter your search by the following entity types:

Path procedure

* Flow procedure

Session data
" Data structure
" Screen

® Screen group

Filtering makes sense if your search returns more than 100 results.

Recording Trace Files

The Trace File feature enables recording a file, which traces the connection communication
(Web/SOA ApplinX user or Terminal Emulation Proxy) between the ApplinX server and the host,
for each connection. It is possible to define whether a single trace file will be created, replacing
the previously saved file or whether the data will be saved to a new file for every new user session.
Identifying the separately saved files is possible by inserting identifying parameters in the file
name (the session ID, creation time and/or connection ID). It is highly recommended to create a
separate file for each session/connection or creation time. Note that trace files can be created from
within the session definition overriding the application definition. This is recommended as it
prevents conflict with other existing sessions.

The trace files can be also defined to be created in folders per Day Month and Year. This is recom-
mended as it prevents conflict with other existing sessions.

| Note: Log and trace files can contain sensitive personal data (for example user ID, IP address,

etc.). We recommend you check the different trace opportunities provided by ApplinX and
delete log and trace files if they are no longer needed. ApplinX will not delete these files
automatically; this is your responsibility as user. Use the appropriate tools of the respective
operating system.

The trace files can be compressed to save space on the disc. This is particularly suitable when tracing
a large number of files on a regular basis.

When required, you can select to encrypt the trace files.

> To record a trace connection file

1  Inthe ApplinX Explorer, right-click on the relevant application and choose Properties.
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2 Click on the Host>Recording node.
3  Check Record terminal sessions (trace files).

4 Check the Compress (create files in zip format) check box to compress the file. Compressed
files will have the suffix .zip.

5  Check the Encrypt (using server private key) check box to encypt the file. In order to encrypt
files, you must first define the encryption key (In the Server properties, General tab). Encrypted
files will have the suffix .gctx. A file which is both compressed and encrypted will have the
suffix .gctx.zip.

6  Choose Suppress hidden fields to conceal passwords and hidden fields.

Note: The "Suppress hidden fields" option is not supported when recording using

Terminal Emulation Proxy.

7  Provide a name for the file.

8  Check the relevant check box to determine that a new file will be created for each session/cre-
ation time or connection ID. It is possible to add the following parameters to the file name
instead of using the check boxes: %u will insert the session ID. %t will insert the creation time
stamp of the connection. %c will insert the connection ID.

9  Browse and select the location of the folder where the files will be stored. Determine whether
sub folders will be created for each year/month/day.

10 Click OK to save your changes.

For further details regarding the application properties refer to the Application Reference section.

Working with Offline Sessions

In order to develop, debug and reconstruct specific scenarios, it is possible to replay (GCT) files
that have traced the emulation protocol for each user. See Recording Trace Files. In order to replay
such files, the application configuration definitions must indicate that instead of working online
with the host, ApplinX must, when connecting, access and replay the specific file. Note that replay
file can be defined from within the session definition overriding the application definition. This
is recommended as it does not conflict with activities of other users.

Note: Offline sessions support replaying encrypted and/or compressed files. Refer to Re-

cording Trace Files for additional details

~ To define working with offline replay files

1 Inthe ApplinX Explorer, right-click on the relevant application and choose Properties.
2 Expand the Host node and select the Offline node.
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6

Check the Work offline check box.
Either enter or browse to select the file name including the full path.

ApplinX enables a session replayed by a GCT to simulate the host's communication delay or
to predefine a time delay to wait before showing the information (this is because generally,
the application is faster when replayed). This is determined in the Simulate host delay field.
Available values: No delay, Simulate host, 500- 10000 ms (by default No delay is selected).

Click OK to save your changes.

For further details regarding the application properties refer to the Application Reference section.

Changing the Initialization Mode of an Application

~ To change the initialization mode of an application

1
2
3

4

In the ApplinX Explorer, right-click on the relevant application and choose Properties.
Ensure that the General node is selected.
In the Initialization mode field, select the relevant initialization mode:
When first accessed
Loaded when the code that initializes startup is called.

Automatic
Loaded when the server is started.

Click OK to save your changes.

For further details regarding the application properties refer to the Application Reference section.

Setting Session Time-Out for Idle Users

> To set the time-out for idle users

4

In the ApplinX Explorer, right-click on the relevant application and choose Properties.
Select the Host node.

Select whether the session time-out will be unlimited or disconnected after a specific number
of seconds.

Click OK to save your changes.

For further details regarding the application properties refer to the Application Reference section.
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Handling Flickering of Host Screens

It is necessary to use the Flickering of Host Sessions feature when one of the following happens:
® In the browser, a blank screen is displayed when navigating between two host screens.

Note: Refer to Blank Screen Timeout in General Host parameters for additional information
on handling blank screens.

® In the browser you are required to submit the [ENTER] key (or any other key) twice in order to
navigate to the next host screen.

The initial need for Flicker arises when specific host screens are received 'split' between several
buffers of data. Thus ApplinX Server needs to be informed to wait an additional amount of time
for the complete screen to arrive. This additional amount of time is defined (in milliseconds) in
the Flicker parameter in the Host node of the Application Properties dialog box. The flicker setting
applies to the entire ApplinX application, meaning that if the flicker is set to 500ms, after each host
transaction the flicker time will be added to the communication time. In other words, the entire
application will be 'slowed down' by the flicker time. Therefore this value should only be set for
the entire application according to the following guidelines:

As a rule of thumb, there is no reason to use the flicker setting in the application configuration for
block mode hosts. Specific ‘problematic’ screens should be handled using wait conditions, both in
navigation paths and in Web applications. For less specific cases (when a wait condition for a
specific screen cannot be used), it is possible to set the flicker setting only for certain actions (using
either the path dialog or the Base Object API in Web applications).

> To define the flicker time

1 Click the relevant application in the ApplinX Explorer.

2 Right-click an application and choose Open. The Application dialog box is displayed.

3 Inthe Host tab enter a value in the Flicker field. Possible values are from 0 to 10000 ms.

4  Click Apply to save all changes, without closing the dialog box. Click OK to save changes

and close the dialog box. You will be required to confirm the change.

For further details regarding the application properties refer to the Application Reference section.

30 Designing and Developing an Application



Managing an Application

Defining ApplinX RPC Application Parameters

The RPC connections pool is used for holding pre-connected RPC connections. When an RPC
connection is required to execute a program, a connection from the pool is used, saving the con-
nection time and executing the program immediately. This feature is available for AS/400 hosts
only. This feature is available in SOA applications only.

~ To set the RPC pool connections settings

1 Open the Application Properties dialog box and click on the Host>RPC node.
2 Choose Use Connections Pool.

3 Configure the RPC connection parameters. Refer to RPC Connection Parameters for further
details regarding the fields in this dialog box.

4  When required, configure the username and password needed to connect to the AS/400 pro-
grams. Refer to Host Configuration Parameters: RPC.

Defining Host Keys

This feature (relevant only for Web enabling applications) allows you to define a common pattern
for the host keys appearing in host screens (it is also possible to define more than one pattern, in
cases where the host uses different formats for displaying screen keys). The defined pattern is
used by ApplinX Server to automatically analyze the keys present in each screen, and display
them in the Session Viewer (as buttons) or in Web application pages (both instant and generated
pages), as buttons or hyperlinks. The developer can further customize the appearance of the keys
and the way to handle the screen rows containing the original keys.

= Using an Existing Host Key Pattern

= Using Customizable Host Key Pattern TWO LINES
= Defining a Custom Host Key Pattern

= Customization of Host Keys

= Host Keys Viewed in an Instant Web Page

= Host Keys Viewed in a Generated Web Page

| Note: For Natural Linux hosts, there is no need to define a pattern for PF keys; the definitions
are provided inside the protocol, so there is no need for an “external” configuration.
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Using an Existing Host Key Pattern

Use this option when the pattern of host keys in the host application matches one of the existing
patterns, as is usually the case.

~ To use an existing host key pattern

1  Openthe Application Configuration dialog box (see Editing an Application's Configuration).
2 Click the Host Keys tab.

3  Click on the arrow next to Add Pattern to select a pattern from the list of exiting patterns and
see its preview. The following screen is an example of the NATURAL host key pattern.

type filter text Host Keys = > ¥
General
Host Search Screen content
Host Keys R to search: Nt Totie Remove row contents from screen
Keyboard Mapping
Language Keys in successive rows only
Mavigation [ Show keys from entire screen
Printer
Process Tracing PRl
Screen Content &
Windows Mame Enabled | ¥ Add Pattern ™
NATURAL Yes & Delete Pattern
4 Disable Pattern
Preview:
Forward
L
@ Apply and Close Cancel

Note: Adding the Natural pattern for PF keys will also identify the PA keys pattern, if ap-
plicable.

All fields are described under Host Keys in the Reference Guide.
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Using Customizable Host Key Pattern TWO LINES

From ApplinX version 10.7, a pre-defined host key pattern TWO LINES is available. Additional
fields are provided to customize the pattern.

> To use pre-defined and customizable host key TWO LINES

1
2
3

Open the Host Keys screen as described above.

Choose pattern TWO LINES.

Enter values for

Additional keys

One or more host keys not suffixed with a number. Multiple values are separated by a
comma ',

Key prefix

Prefix string for the host key. You can add more keys, separated by a comma ','.

Caption start position
Starting position of the caption, relative to the host key. Valid values in range -5 to 0.

The result is shown in the Preview:

Pattern
N

Name Enabled “¥ Add Pattern ™
TWO LINES Yes ® Delete Pattern
PF:Desc Yes

PF-D

esc ves L Move Down

PF Nesr Yes

Additional keys: Clear

Key prefix ABC

Caption start position: 5w

Preview:

All fields are described under Host Keys in the Reference Guide.
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Defining a Custom Host Key Pattern

Use this option only if the pattern of host keys in the host application does not match any of the
predefined patterns.

> To define a custom host key pattern

Open the Application Configuration dialog box (see Editing an Application's Configuration).
Click the Host Keys tab.
Click Add Pattern to add a new pattern.

Assign a name for the new pattern in the pattern column.

Q &= W N =

Define the Key, Spaces, Internal separator and Key separator. As you define these parameters,
the preview is updated and displayed in the Preview pane.

All fields are described under Host Keys in the Reference Guide.
Customization of Host Keys

This feature allows you to define:

® Host keys that are not available using the standard PC keyboard, such as [help], [clear] or [reset].

® Keys that need to be submitted when the cursor is positioned in a specific position on the host
screen.

® Combinations of keys and text to be sent to the host simultaneously.

| Note: In standard terminal emulations it is also possible to define keyboard mappings of

host keys to PC keyboard keys. To implement the same functionality in ApplinX, define a
button that sends the mapped host key. For example, if in the terminal emulation, [clear]
was mapped to the keyboard combination CTRL-ESC, in ApplinX define a button that sends
[clear].

~ To add customized Host Keys

Right-click on the relevant application, and choose Properties.

Click the Host Keys, Manual tab.

Click on the Add Host Key hyperlink.

Enter a caption for the host key.

Enter the host key in square brackets or select a host key from the list of standard host keys.

N U1 e W DN =

Select the position of the cursor on the screen once the host key has been sent.
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Host Keys Viewed in an Instant Web Page

By default, defined patterns will be searched, PF lines will be omitted and keys will be added as
buttons or hyperlinks. Refer to Customizing the Host Keys.

Host Keys Viewed in a Generated Web Page
By default, defined patterns will be searched, PF lines will be omitted and keys will be added as

buttons or hyperlinks. These options can be controlled in the Generation dialog box, Host Key
control.

Mapping Keyboard Keys

It is possible to map specific keyboard keys to the Keyboard Mapping tab in the Application
Properties dialog box.

~ To define Keyboard Mappings

1 Right-click on the relevant application and choose Properties.
2 Focus on the Keyboard Mapping tab.

3  To map one of the existing mappings, locate it in the list of keyboard mappings and ensure
that it is marked as Enabled. If it is not enabled, click on the Enable Key hyperlink.

4  To add a new keyboard mapping, click on the Add Keyboard Mapping hyperlink.
5  Enter the key combination in the Keyboard field.

6  Either select the host key from the standard list of host keys or enter a host key in the Host
key field. Ensure you place square brackets around the key.

Note: When using the keyboard keys within the web application, the CTRL+N and

CTRL+K keys are blocked by default as they cause multiple browser windows to use
the same session (this can be manually set in the config/gx_keyboardMappings.xml
file).

7 Relevant for VThosts only: Define a sequence of hexadecimal numbers to relevant keys.

Key combinations defined here may conflict with Eclipse key bindings. When such a conflict occurs,
the key combination defined here will be ignored during runtime. To see the list of Eclipse key
bindings, open the Windows>Preferences menu, expand the General tab and choose Keys. A key
binding which appears in this list, and whose When field is set to "In Windows" or "In Dialogs and
Windows" will cause a conflict.
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When such a conflict occurs, either redefine the keyboard mapping in ApplinX, or change the Eclipse
key binding. The Eclipse key binding can be changed either by choosing a different option in the
When field (the key binding will be disabled and it will not be possible to enable it), or by editing
the plugin.xml file of the ApplinX plug-in (add the new key binding in the org.eclipse.ui.bindings
extension point with ApplinX scheme ID and empty commandld. This way, whenever the ApplinX
key binding scheme is activated, the problematic key bindings will be disabled, but in other
schemes the key bindings will be enabled.)

Supporting RTL Languages

The Application Configuration>Language node enables you to define the language used in the
application as well as direction settings, relevant mainly for right-to-left languages.

~ To configure RTL language settings

1  Inthe ApplinX Explorer, right-click on the relevant application and choose Properties.
2 Select the Language node.

3 Select the application's language.

. Note: The following settings are relevant for right-to-left languages. The option you

select is the default setting for all the screens, but can be changed for a specific screen
in the relevant screen, in the Screen Direction tab.

4  Set the Screen direction. Relevant for mainframe hosts only. The screen direction of right-to-
left languages differs according to the original host settings, and when incorrectly set, can
cause the screen to be illegible. In order to correct this, define the suitable screen direction.

5  Set the Typing direction. Right-to-left languages may display typed-in text in the Display
Session View and HTML fields, aligned to the left of the field. In order to display the text
aligned to the right, select the right-to-left option.

6  Setthe Tab direction. When pressing the TAB button the cursor moves to the next consecutive
field. The direction the cursor moves (moving to the next field to the left or moving to the
next field to the right) must be correctly defined in order to preserve the screen logic.
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Recording Steps while Navigating

The Application Map view enables viewing a navigation map between screens. Once the navigation
option is selected, in the Application Properties, Navigation tab, the application map will record
the navigation steps between the screens. See also Navigation Parameters and Application Map.

Defining Printer Parameters

Refer to Working with the Printer Session.

Creating Logs for Tracing Application Processes

The Application Process Tracing is used to provide a log of performance times of processes such
as procedures, paths and programs. This can give a more specific indication (pinpoint the exact

process) as to the cause of application performance problems. The application process tracing in-
formation can be saved as a txt and/or csv file. These files are located in the ApplinX>log directory.

| Note: The Host times that the tracing application process displays, are only relevant for

hosts that are not character mode hosts.

= Configuring the Tracing Application Processes Feature
= Analyzing the Application Process Tracing Output

Configuring the Tracing Application Processes Feature

~ To enable the tracing feature

1 Open the Application Properties dialog box and click on the Process Tracing node.
2 Check the Enable process tracing check box.

3 Basiclogging is selected by default, and logs data at the entity level (when a procedure, path
or program started and when they were completed). To log more detailed data, at the step or
node level, select In-depth logging.

4  Select Log each process from beginning to the end to log the entire process. Select Log the
process summary only to log a summary of the process.

5 Select Only log processes completed in more than... to log only the processes that take longer
than the amount of time defined in the milliseconds field.

Designing and Developing an Application 37



Managing an Application

6  Select the file type: Simple text file (txt) or Comma separated values (csv). The csv format is
suitable when needing to access the data from an external database or from other applications
such as Excel or Access.

7  Provide a name for the file.

8  Check the relevant check box to determine that a new file will be created for each creation
time or process ID.

Analyzing the Application Process Tracing Output

Once the application process tracing feature is enabled, trace files (txt and/or csv) are automatically
created in ApplinX>log directory.

| Note: Host times are only relevant for hosts that are not character mode hosts.

= TXT File
= CSV File

TXT File

The TXT file includes:

® Time and date when the event occurred.

® Thread name.

" Message type: DEBUG, INFO, WARN or ERROR.

" Process ID: A unique ID of the process.

® Node type: HOST-CON, PATH, STEP, FLOW, NODE, EXWEBSVC or PROGRAM.
® Event type: STRT, FIN and ABRT.

® Full node type name: Such as Host connection as oppose to HOST-CON. The full node type is
indented according to the depth in the current process. This is determined by the process ID.

® Application: The application name.
® Node name: Full node name, including the relevant folder name.

® Full event type name: Started, finished and aborted.
According to the event type and node type, additional data may be displayed:

= All events that the event type is finished or aborted will display the total time.
® Host connection events will display the user name.

® Finished or aborted paths will display the total number of steps, total host time and total wait
time (wait time is the time that ApplinX waited after the final response from the host, due to
wait condition definitions). All these parameters include all inner path parameter details.
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* Finished or aborted steps will display total steps, total host time and total wait time.
CSVFile

The CSV file includes:

® Time and date when the event occurred.

® Process ID: A unique ID of the process.

* Depth of node

* Type of node: Host connection, Path, Step, Flow, Node, External Web Service or Program.
® Application: The application name.

® Node name: Full node name, including the relevant folder name.

® Event type: Started, finished and aborted.

= User name, Total time, Host time, Wait time and Number of steps in the completed path will
be displayed (in the above order) in the following cases:

" All events that the event type is finished or aborted will display the total time.
® Host connection events will display the user name.

* Finished or aborted paths will display the total number of steps, total host time and total wait
time (wait time is the time that ApplinX waited after the final response from the host, due to
wait condition definitions). All these parameters include all inner paths.

* Finished or aborted steps will display total steps, total host time and total wait time.

Repository

The ApplinX repository is an internal database used to hold ApplinX entities (metadata) such as
the Screens, Paths, Connection Pools, Programs and Procedures.

As an ApplinX user, you may like to divide applications into folders within your repository, ac-
cording to the specified interests and needs, such as development teams, sub-applications etc. The
same folder contains different types of entities and sub-folders varying according to each applica-
tion. This allows you greater flexibility organizing your entities.

The repository can be read only. It is recommended to use a read-only repository for production.
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Selecting a Read-only Repository

> To set up a read-only repository

1  Open the application.
2 Right-click on the repository node.
3 Choose Lock Repository (read only)

Defining Host Windows

The Windows definitions are used to correctly identify screens and to open host windows as
separate pop-up windows. In the Application Properties it is possible to define the Host Windows
per the application.

When adding a window you are required to select the type of modal windows the host sends.
There are two types: Reversed Video or Frame. For applications that have more than one level of
windows (a window within a window), where each level is defined with a different Window Type,
be sure to define the windows in the correct order.

Note: When the hostis a Natural Linux host, this tab is disabled, as the windows' definitions

are included in the Natural Linux protocol and do not require being defined via ApplinX.

> To define windows

1  Right-click on the relevant application and choose Properties.
2 Add a Frame or Reversed Video

3  Configure the parameters as detailed in Application Configuration Parameters, Windows tab
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the ApplinX REST API

= Getting Started .........
= Configuration ............
= Session Management
= Authentication ...........
= Executing a Procedure
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Using the ApplinX REST API you can create and disconnect a session, get a screen and update a
screen. Four authentication modes are provided to call the API: ApplinX, LDAP, OpenID Connect
and Host Authentication.

Getting Started

You can get the API description (based on the OpenAPI Specification) of the REST API by sending
a GET request to the following URL:

http://{host}:{port}/applinx/rest/swagger.json

Example:

http://localhost:2380/applinx/rest/swagger.json

We recommended you paste the response output in the Swagger Editor in the following URL:

https://editor.swagger.io/

This gives you all the information about the operations and models of the API, as well as generating
an out-of-the-box new client (in your favorite language) that consumes the API.

Configuration

The ApplinX REST API contains a configuration file rest-api-config.json in folder WEB-INF \ config.
Use this file to define the configuration parameters:

Parameter Description
serverURL ApplinX server URL.
applications Names of applications that the sessions can be connected to.
security
auth Four authentication modes are supported. These are described in more detail
below.

ApplinX Authentication (using the ApplinX Administator)
LDAP

OpenID Connect

Host Authentication, for hosts such as Natural-Linux that already have an
authentication step
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admins_group

developers_group

users_group

Parameter Description
Note: You can also disable authentication with setting auth=disabled.
groups Defines groups for different user types.

Session Management

= Creating a Session

= Getting the Current Screen

= Updating the Curre

nt Screen

= \Web Application Logging

Creating a Session

~ To create a session (connection)

= Send a POST request

to the following URL:

http://{host}:{port}/{basePath}/rest/session

For example:

http://localhost:2380/applinx/rest/session

Request Body:

"applicationName"
connected to)
"connectionPool":

: "string", (name of application that the session will be <

"string", (Optional)

"sessionDescription": "string"(Optional)

"naturalUsername’
"naturalPassword"

": "string", (required for Natural hosts).
": "string", (required for Natural hosts).

"naturalNewPassword": "string", (fill this if you'd like to change the host <«

password) .
"failOnWarning": b

oolean, (don't connect session if getting a warning when trying)

"options": { (Optional GXBaseObjectConstants)
"additionalPropl": "string",
"additionalProp2": "string",
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] Notes:

1. Parameters naturalUsername and naturalPassword are required only if you configured
hostAuth as your authentication mode. See Host Authentication.

Authorization Header:

If you are using ApplinX's Administrator or LDAP authentication, add Basic Auth schema
to the Authorization header.
Example:

"Basic lfhsdadkankdnaadacxzczca"

The second word in the string is you username/password encoded in Base64. For example,
in JavaScript use

var auth = 'Basic ' + btoa(username + + password); <

and add the auth string to the Authorization header of the request.

Response Body:

{
"token": "string",
"keyboardMapping": [
{

"keyCode": 0,
"additionalKey": O,
"targetFunction": "string"
}
1,
"message": "string",
"redirectUri": "string"

| Note: "redirect_uri" will be returned only if using OpenlD Connect authentication.
See OpenID Connect Authentication.

[\ Important: The response body contains a variable called 'token'. This token represents

your session and will be used in all subsequent requests. The token should be added
to the authorization header using bearer token schema.

Example:

44
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var auth = "Bearer <token>"

Replace <token> with your token value and add the auth string to the Authorization
header of all subsequent requests.
~ To disconnect a session

»  Send a DELETE request to the following URL:

http://{host}:{port}/applinx/rest/session

Getting the Current Screen

When a connection is established, using the create session request, you can get the current screen,
as well as update the screen and navigate to the next.

~ To get the current screen

= Send a POST request to the following URL:

http://{host}:{port}/applinx/rest/screen

Request Body:

options are optional key-value pairs, for example:

"options": {
"GX_VAR_TRIM_FIELDS": "none",
"GX_VAR_TRIM_MODE": "bothSides"

}

| Note: See Important Note on adding the token in the authentication header under Creating
a Session
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Updating the Current Screen
~ To update the current screen and navigate to the next
»  Send PUT request to the following URL:

http://{host}:{port}/applinx/rest/screen

Request body (required):

"fields": [
{
"name": "string", // name is interchangeable with position (see below).
"value": "string", (required)

"index": 0, (Only for multiple field)
"position": { // if the field has name, position is interchangeable with «

name.
"column": 0,
"row": 0
}
}
1,
"sendKey": "string",
"cursor": f{
"fieldName": "string", (optional, interchangeable with position).

"position": {
"column": 0,
"row": 0

}

Example 1:

"fields": [
{
"value": "Hello World!",
"position": {
"column": 15,
"row": 21

}
1,
"sendKey": "[enter]",
"cursor": f{
"position": {
"column": 11,
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J
}
J

Example 2:

(
"fields": [
(
"name": "FIELD02",

"value": "Hello world!",
}
1,
"sendKey": "[enter]",
"cursor": {
"fieldName": "FIELDO3"
}
}
Request header:

Screen ID (required)

The current screen ID obtained in a get screen response.

~ To get information on whether there is a session connected and the authentication mode defined in the
configuration file

= Send a GET request to the following URL: http://{host}:{port}/applinx/rest/info.

Note: See Important Note on adding the token in the authentication header under Creating

a Session
Web Application Logging

One of the REST API purposes is to be used by a web application. Sometimes, complex web ap-
plications need to monitor the front-end application and the web pages on the server-side because
web browsers cannot directly log messages to a file on a local machine. The REST API exposes an
endpoint that enables web applications to send logs from the browser to file under ApplinX install-
ation folder through an HTTP call. The log file, javascript_log.txt, is placed in the installation folder
SoftwareAG/ApplinX/log.

> To log a message

m  Send a POST request to the following URL:
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http://localhost:2323/applinx/rest/logger

Request body:

{
"timestamp": "string",
"lTevel": 0,
"fileName": "string",
"TineNumber": "string",
"message": "string"
"additional": [

"string"

1.

}

® The fileName and 1ineNumber parameters correspond to the JavaScript file after compilation.

" You can send any additional data with the additionalData parameter. The additional data
will be aggregated and shown in the log output.

Sample output in javascript_log.txt:

Date and time of event level filename:line username session <

1D message ©
additional data

| Il I I | I |

2021-03-24T09:45:30,883 FATAL <«

[main.js:3608][administrator][398FD26A58C9774CEBD6EE9AOCCO59DF] hello world <«

datal, data2, data3, datad4 ........

Authentication

The ApplinX REST API supports the following authentication modes:

= ApplinX Authentication

= | DAP Authentication

= QOpenlD Connect Authentication
= Host Authentication
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= Disabled

ApplinX Authentication

~ To configure ApplinX authentication

= In the the configuration file rest-api-config.json configuration file, set security parameter auth
to "app1inx". Example:

"serverURL": "applinx://localhost:2323",
"applicationName": "InstantDemo",
"security" : {
"auth" : "applinx",
"groups" : {
"admins_group" : "Supervisors",
"developers_group" : "Developers",
"users_group" : "Everyone",

Note: Authentication of type app1inx uses the users and groups from the ApplinX
Administrator tool.

LDAP Authentication

This authentication mode uses a third-party LDAP server.

~ To configure LDAP authentication

»  In the the configuration file rest-api-config.json configuration file, set security parameter auth
to "1dap" and provide the LDAP environment variables. Example:

"serverURL": "applinx://localhost:2323",
"applicationName": "InstantDemo",
"security": {
"auth": "ldap",
"groups": {
"admins_group": "APX_Admins",
"developers_group": "APX_Developers",
"users_group": "APX_Users"
o
"lTdap": {
"url": "ldap://Tocalhost:123",
"dn": "cn=admin,dc=test,dc=apx,dc=eur,dc=ad,dc=sag",
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"password": "passwordExample",

"authentication":

"simple",

"filter_user": "(uid={})",

"filter_admins_group": "(&(cn=APX_Admins)(memberUid={}))",
"filter_developers_group": "(&(cn=APX_Developers) (memberUid={}))",
"filter_users_group": "(&(cn=APX_Users)(memberUid={}))",
"context_users": "dc=test,dc=apx,dc=eur,dc=ad,dc=sag",

"context_groups":

"dc=test,dc=apx,dc=eur,dc=ad,dc=sag"

J
}
LDAP Environment Variable Description
url The LDAP server's address.
dn The DN of read-only account, if not anonymous.
password The password of read-only account, if not anonymous.

authentication

Either "simple" if a read-only search account is required, or
"none" if anonymous.

filter_user

Filter to find user's record; note that {} is replaced by the
user-supplied ID.

filter_admins_group,
filter_developers_group,
filter_users_group

These are filters for our three application roles... You might
have to use 'member' instead of 'memberUid'.

context_users

Optional path to start the user search somewhere more specific
than the root.

context_groups

Optional path to start the group search somewhere more specific
than the root.

This is the LDAP server we connected to in the above example, showing the context of the

groups and users:

= ph
Ztbap
=admin

Home | Purge caches

M Idap-host ©
\j R @0 ﬂ] % L3 | Server: Idap-host  Dist

schema search refresh info import export logout
Logged in as: cn=admin

Create new entry here
Create new entry here

® .
5@ de—test, dc-apx, de—eur, de=ad, de=sag (3) Refresh # show internal attributes
® cn-admin Q Switch Template %Expnﬂ:
=& ou=groups (3) 53] Copy or move this entry @ Delete this entry
& cn-APX_Admins (] rRename A Compare with ancther entry
& cn-APX_Developers Create a child entry [& Add new attribute
& cn-APX_Users X ; i
Create new entry here )
=& ou-users (3)
B cn-adam cohen
o guired, rdn
B cn-dave cohen
B cn-uzi cohen adam cohen b

(add value)
(rename)

P9 ¥Q@

cn=adam cohen

=users,dc=test,dc=apx,dc=eur,dc=ad,dc=sag
h
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After everything has been configured in the configuration file, the end users log in by sending
their username (which in this example is the uid we configured inside the fi1ter_user parameter)
and password.

(add value)

homeDirectory Tequired

|/home/users/acohen |

objectClass required

© inetOrgPerson (structural)

@ |posixAccount |

@ [oop |
(add value)

Password alias

|............................. | md5 ~

Check password...

(add value)

sn required

[cohen |

(add value)

uidNumber required

{1002 |

User Name alias, required

lacohen |

(add value)

Update Object |

In this example we have a user with User Name "acohen". To log this user in, send acohen:pass.
Send the username:password in the Authorization Header of the create session request.
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OpenlD Connect Authentication

= Configuring OpenID Connect Authentication

= Example using Account Created in Okta

= Example using Account on Keycloak

= Connecting an ApplinX Session and Authenticating with OpenID Connect

Configuring OpenID Connect Authentication

~ To configure OpenID Connect authentication

In the the configuration file rest-api-config.json configuration file, set security parameter auth
to "oidc" and provide the OpenID Connect environment variables.

OpenlID Connect
Environment Variable

Description

authorization_endpoint

The client sends the end-user's browser here to request the user's
authentication and consent. This endpoint is used in the code and implicit
OAuth 2.0 flows that require end-user interaction.

token_endpoint

Post an OAuth 2.0 grant (code, refresh token, resource owner password
credentials, client credentials) to obtain an ID and/or access token.

userinfo_endpoint

Retrieve profile information and other attributes for a logged-in end-user.

client_secret

The client secret, which you get from your OpenlD Connect provider.

client_id

The client ID, which you get from your OpenID Connect provider.

redirect_uri

Optional. The redirect_uri specified in your ID provider
configuration.
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Example using Account Created in Okta

"serverURL": "agpplinx://localhost:2323",
"applications": ["InstantDemo", "SOADemo", "TestDemo"],
"security": {
"auth": "oidc",
"groups": {
"admins_group": "Supervisors"”,
"developers_group": "Developers",
"users_group": "Everyone"
T,
"oide": {
"authorization_endpoint": "https://dev-301825.0kta.com/oauth2/default/vl/authorize",
"token_endpoint": "https://dev-301825.okta.com/oauth2/default/vl/token",
"userinfo_endpoint": "https://dev-361825.ckta. com/oauth2/default/vl/userinfo”,
"client_secret": "{YourClientSecret}",
"client_id": "{YourClientId}"

For this example, three groups (Supervisors, Developers, Users) were created in Okta. The
Everyone group is available out-of-the-box.

Dashboard Users Applications APl Workflow Customization Settings Upgrade

4'!'_ Add Group

Source  Name FPeople Apps Directories
° Developers 1 0 0
° Everyone - 1 0
° Supervisors 1 0 0
ers 1 0 0

O U

For this example, a custom group claim was also created. This will be returned in the ID token.
This means that the REST API will know which group the user (who is trying to authenticate)
belongs to.
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Upgrade
«— Back to Authorize erve
default
Active
€ Scopes Claims Access Policies Token Preview
I
@ Add Claim
CLAIM TYoE Name Value Scopes Type Included = Acticns
All sub (appuser = null) ? appuseruserName : app.clientld Any access Always rd
ID
groups groups: matches regex .* Any id Always 2 b4
Access

Here is the configuration of the group claim:

<2 Developer Console ¥ Q Search people, apps R Yehoshua - SofiwareAG-dev-402871
3
{okta}
Edit Claim
Name |groups
i Include in token type ID Token v Always v
Value type Groups v
Filter @& Only include groups that meet the following condition.

Matches regex = | *

Disable claim | | Disable claim

. Include in '§' Any scope

() The following scopes:
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Example using Account on Keycloak

This second example uses an account created on Keycloak. In Keycloak we get the groups out-of-
the-box, so there is no need to create a custom groups c1aim we did in the first example. Keycloak
configuration:

"serverURL": "applinx://localhost:2323",
"applications"™: ["InstantDemo", "SOADemo", "TestDemo"],
"security": {
"auth": "oidc",
"groups": {
"admins_group": "Supervisors",
"developers_group™: "Developers”,
"users_group": "Everyone"
Ts
"oide": {
"authorization_endpoint": "http://vmil-apxdkr-ux:3088/auth/realms/apxrealm/protocol /openid-connect/auth",
"token_endpoint": "http://vmil-apxdkr-ux:36086/auth/realms/apxrealm/protocol/openid-connect/token",
"userinfo_endpoint": "http://vmil-apxdkr-ux:3688/auth/realms/apxrealm/protocol /openid-connect/userinfo”,
"client_secret": "{YourClientSecret}",
"client_id": "{YourcClientId}",
"redirect_uri": "http://myAngularApp.com”

Like the first example, we created three groups here as well:

GIKEYCL & Admin

Apxrealm User Groups

Groups Default Groups

Realm Settings
R Q | Viewall groups New « aste || Delete

Authentication

Groups
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Connecting an ApplinX Session and Authenticating with OpenID Connect

The flow of a Create Session Request when using OpenID Connect authentication is somewhat
different.

> To create a session

Send a regular POST request to the session endpoint, for example
http://{host}:{port}/applinx/rest/session

You will receive a JSON response containing the variable redirect_uri. For example:

{
“"redirect_uri": "http://vmil-apxdkr-ux:9088/auth/realms/apxrealm/protocol /openid-connect/auth?client id=r4&

redirect_uri=http://localhost:8088/api/rest/session§scope=openid&res

This link will send you to authenticate against your OIDC provider.

Enter your credentials and confirm to create a new session, for example:

APPLINX REST API SSO

Log In

Username or email

Password

If your credentials are valid, you will be redirected from the login page to your 'redirect_uri’
with a one-time code, which will placed as a query parameter.
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4 Send arequest to the REST API connect session endpoint with the code as a query parameter
and a new session will be connected. You should also send request body that contains the
application name to connect to. See Creating a Session.

Host Authentication

This authentication mode is used for hosts such as Natural-Linux that already have an authentic-
ation step.

~ To configure Host Authentication

1 Inthetherest-api-config.json configuration file, set security parameter auth to "hostAuth".

2 Inthe request body, send the host credentials in order to connect a session:

"naturalUsername": "string",
"naturalPassword": "string",
Disabled

This authentication mode (no authentication) is used for hosts that have a screen containing an
authentication step. This mode means you can disable the additional third-party authenticator.
This setting is also useful if you do not want authentication before creating a session.

> To disable authentication

= Inthetherest-api-config.json configuration file, set security parameter authto"disabled".

Executing a Procedure

= |ntroduction
= Path Procedure Endpoints
= Procedure REST Endpoints Structure

For information on procedure entities and procedure groups, see Procedures
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Introduction

With the REST API you can publish procedures as REST endpoints and then execute the procedures,
using an HTTP call with JSON request body containing the Procedure inputs, and a JSON response
body representing the Procedure outputs. The procedure I/O outputs are defined in the Designer
when you create a procedure.

~ To publish a procedure as a REST API endpoint

1  Assign the procedure to a Procedure Group. See Designing and Developing an Application >
ApplinX Entities > Procedure Groups (used as Service Providers) > Assigning a Procedure to a Pro-
cedure Group.

2 Configure the application that contains the procedure group in the REST API configuration
file (rest-api-config.json) as application in the 'applications' array.

3  Restart the ApplinX server. We recommend you add all your procedures at the same time so
you only need to restart to restart your server once.

When a Procedure is published as a REST API endpoint, the OpenAPI documentation of the REST
API will contain all the information about the procedure endpoint (Request and response body
schema, Authentication schema, HTTP method). See Getting Started

Path Procedure Endpoints

Path Procedures expose two types of endpoints:

= Stateless
= Stateful

A stateful endpoint has the suffix '/Stateful’; a stateless endpoint does not have a special suffix.
Other procedure types (Flow, Web, Program) exposing only one endpoint (stateless). Your Open
API documentation will contain documentation about the two endpoints.

Stateless

A stateless procedure execution does not require a session. You can send a procedure call through
the REST endpoint, get the output and no session remains open.

> To execute a stateless Procedure

= Add your authentication credentials to the request (unless configured with OpenID Connect.

Note: The basic ApplinX and LDAP authentication methods require simple username and

password that is sent from the end user to the ApplinX REST APL In OIDC, however, end
users do not send their credentials directly to ApplinX. Instead, a third-party ID provider
((Okta, Keycloak, etc...) is used for authentication. A code is sent and then verified in the
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ApplinX REST APIL. If verification is successful, the REST API returns a session token that
will be used by the user in all subsequent requests. This token represents a session within
the REST API. So when you want to execute a stateless procedure with OpenID Connect
you need to connect a session, receive a session token and send the token in the subsequent
procedure call request.

Stateful

Stateful procedure execution requires an established session context, the procedure is executed
on the session and the session remains connected after the procedure run is finished.

~ To execute a stateful procedure

s Add the authorization token you received within the response of the HTTP call to the endpoint
of connect session service.

Procedure REST Endpoints Structure

When a Procedure is assigned to a Procedure Group, it is deployed dynamically as a REST service.
The endpoint of the REST service is structured according to the name of the application, procedure
group and procedure in this exact order. See sample URL:
http://localhost:2380/applinx/rest/procedures/myAppName/myProcedureGroupName/myprocedureName

If the Procedure is of type Path Procedure’, an additional endpoint is created with suffix '/Stateful'.
See sample URL:
http://localhost:2380/applinx/rest/procedures/myAppName/myProcedureGroupName/myprocedureName/State-

ful

The following is an example of two published endpoints for Path Procedure in the Swagger Editor:

Session REST Endpoint for Session Service ~

/session Connect session

m /session Disconnect session

procedures/SOADemo/DEMOINS/GetCustomerBylID/Stateful RESTEndpoint for procedure ~

/procedures/S0ADemo/DEMOINS/GetCustomerByID/Stateful

procedures/SOADemo/DEMOINS/GetCustomerByID ResT Endpoint for procedure ~

/procedures/S0ADemo/DEMOINS/GetCustomerByID

) Notes:
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1. This endpoint is created for Procedure 'GetCustomerByID' within Procedure Group 'DEMOINS'
inside application 'SOADemo'.

2. Every Procedure endpoint has the prefix '/procedures’.
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The ApplinX Terminal Emulation Proxy enables redirecting emulation network traffic to pass
through the port configured in this screen (only relevant for AS/400 and Mainframe hosts).

> To use the ApplinX Terminal Emulation Proxy

In the ApplinX Explorer, right-click on the relevant application and choose Properties.

Click on the Host>Terminal Emulation Proxy node.

1

2

3 Check the Use Terminal Emulation Proxy check box to enable this option.

4  Enter the port number through which you would like to redirect the emulation network traffic.
5

Click OK. ApplinX Server must be restarted for this change to take effect.

| Note: Whenrecording using Terminal Emulation Proxy, the "Suppress hidden fields" option

is not supported.
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Defining a New Host

A new host may be defined either in the process of creating a new application (refer to Creating
a New Application) or simply as an addition host in the host node.

> To create a new host

1 Inthe ApplinX Explorer, right-click on the Host node and choose New Host. The New Host
wizard is displayed.

& Create a New Host

Select a Host

Enter the name of the host and select the host kvpe,

Hosk narme:

Hast bype:
B L P

MainFrame
M akural-Unis:
Fujitsu
Unisvys
BS2000
Tanderm

(7) Cancel

2 Enter a name for the host and select a host type. Click Next.
3  Set the connection and conversion parameters, which may differ according to the host type.

Click Finish. Refer to Host Configuration Parameters for further details.

To delete a host, in the ApplinX Explorer, right-click on the relevant host and choose Delete Host.
Confirm this action.

To edit the current host configuration, in the ApplinX Explorer, right-click on the relevant host
and choose Properties. The Host Properties' are displayed.
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Defining an RPC Host (AS/400 Hosts only)

After defining an AS/400 host, open the host's properties (right-click on the host in the ApplinX
Explorer and choose Properties), and in the RPC tab configure the parameters.

Linux Hosts Based on Natural Applications

Standard Linux protocols lack information required for extensive integration into modern envir-
onments. Natural-Unix, a proprietary protocol of Software AG, provides you with this additional
information, and it is therefore recommended to be used with all Natural applications that run on
Linux machines.

Refer tolnstalling Natural for Linux and Cloud for installation details.

~ To configure a Natural-Linux host

1  Create and access the Host dialog box as detailed in Adding a Host Definition.

2 Configure the new host: enter a name, IP address (IPv4 and IPv6 address formats are suppor-
ted), port and service (optional - limited to 24 characters). In the Device type field, choose
Natural-Unix. Select Natural-APX. Configure the relevant parameters.

There are applications which require entering a user name and password. Click on the Security
tab. Enter the default User name and Password (both fields are limited to 24 characters). You can
override these settings, either when connecting to a session (in the Connection Properties dialog
box, Host user name and Host password fields), or using the Framework/Base Object code or
enabling users to dynamically provide a user name and password in the framework login page
(refer to the Framework Developer's Guide, General Application Customization, Using a Login
Page).

Note: The Application Properties>Windows tab will be disabled, as window's definitions

are included in the Natural-Unix protocol and do not require being defined via ApplinX.

SSH

What is SSH?

Secure Shell (SSH), sometimes known as Secure Socket Shell, is a command interface and protocol
for securely getting access to a remote computer. It is widely used by network administrators to
control Web and other kinds of servers remotely. SSH commands are encrypted and secure in
several ways: both ends of the client/server connection are authenticated using a digital certificate,
and passwords are protected by being encrypted. SSH uses RSA public key cryptography for both
connection and authentication.
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ApplinX supports the SSH Password authentication method. This means the user needs to enter
his/her SSH user ID and SSH password in order to establish an SSH connection. This should be
done when connecting through the display session configuration, connection pool, Base Object or
ApplinX Web Application.

' Note: This is applicable only when using a Unisys host.

Configuring an SSH Host

It is possible to configure a host to use SSH connection. In the Host Properties dialog box, Security
tab, check the option "Connect using SSH". Change the host port to the host port used for SSH
connectivity (the default host port used for SSH connectivity is normally 22).

Uppercase Input

There are fields or screens that their input, whether uppercase or lowercase, is automatically up-
percased by the host after receiving it from the user. Therefore, these screens should be configured
in ApplinX to have their input fields contents uppercased before being sent to the host, otherwise
ApplinX Server will not handle them correctly.

There are three options for doing this:
1. You can add some code for uppercasing the relevant fields before sending them to ApplinX

Server.

2. For specific screens, use the following application parameter in the Base Object: GX_APPLICA-
TION_PARM_UPPERCASE_INPUT, "true" (or "false") (For information regarding the usage
of application parameters, refer to the Base Object documentation).

3. In the Host Configuration dialog box, check the check box Uppercase input. This will convert
to uppercase all fields sent to the host. This configuration may be overridden for specific screens
using the application parameter described in the previous section.

Configuring the SSL Connection

SSL connection is used to ensure a secure connection between the ApplinX server and the remote
host. Connecting using SSL V3 enables encrypting all the traffic between the server and the host
and requires the server to present proof of identity (server authentication).

Note: This can be used in any block mode host, however this has only been tested on a 3270

Mainframe host.
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> To define the SSL connection

1 In ApplinX, enable the SSL Connection option for the specific host (access the Host Properties
dialog box of the relevant host, and in the Security tab check the Use SSL connection to host
check box).

&= Properties for SAG_MainFrame

|t3.-'|:|e Filter bext | Security =

Conneckivity

COptions s5L

Securiky [¥]ilse 551 connection ko host:

Certificate Manager
Alias Expiration Date | Issued By 5F Add Certificate
®

@ [ (874 ] [ Cancel

2 Add a valid X509 certificate to connect to the SSL enabled host.

Refer to SSL Cipher Suites Supported by ApplinX.
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Defining Host Parameters Required when working with RPC

In the Host Properties dialog box, set the RPC parameters. Refer to RPC Parameters for details.

This feature is available in SOA applications only.
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Deploying an ApplinX Application

When placing the ApplinX application on the target server for the first time, it is necessary to export
both the application configuration and the entities. Once the ApplinX application has been created
on the target server, it is only necessary to export the entities.

J

Note: When there are changes in the configuration, you may need to delete the ApplinX

application and import it again or manually make the configuration changes on the target
server.

~ To deploy the ApplinX application

1  Exportthe ApplinX application's configuration and entities (refer to Exporting an Application
Configuration or Entities). A GXAR file is created in the defined target folder.

2 Import the exported file to the target ApplinX server (refer to Importing an Application
Configuration or Entities).

| Note: In the production environment it is possible to use the export file as a read only
repository.

3  Confirm that the option to trace files is disabled (refer to Application Properties>Host Tab
Parameters>Record section). It is recommended not to produce trace files when in production,
as this can affect performance.

4  Edit and configure the log settings (refer to Server Properties>Log). It is recommended to set
the Log Level field to Warning,.

5  When relevant, follow the steps detailed in Deploying an ApplinX Web Application.
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Deploying ApplinX Server as a WAR File (Java Web Archive)

/ ApplinX Server \

- Selected applications.

A read-only repository(GXZ)
will be created for each

application.

-
~
f"":-u- I’
GH
Repositories

\

R
gtk

S50A only (optional)

*.WAR file

f

N * WAR file

/

~ To deploy the ApplinX Server as a WAR File (Java Web Archive)

1 Right-click on the relevant application and choose Deployment Manager for J2EE.... The

Deployment Manager wizard is displayed.
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7= Deployment Manager, |:||E| fg|

Deployment Manager

Select the components which vou wish to deploy as & WAR File (Java Web archive),

Select Components to Deploy,

®iap

() appling J5P Web application
(") Baoth - Applink server and ISP Web application (sharing the same archive in local mode)

Mote: In order ko package Applink server vou should have an installation of Applink server on the current machine.

\
@

2 Ensure that the ApplinX server option is selected.
3  Click Next. The Select ApplinX Applications screen is displayed.

& Deployment Manager |:|®

Select Applin¥ Applications
Select the Applink applications which you would like to deploy,

List of applications:

=] B Local Appling server
[*] =] s0aDema
[#*] =] InstantDemoEdit
[*] =] application
[#] =] CompositeDerna
[*] =] InstantDemo
[#] =] rpchost

[ ]Export Software AG's proprietary Web Services component (4WS5-Skack)

Mote: Check this checkbox when using Web Services and this package has not been previously installed,

il < Back ]E.........M..EX': = | [ Einish ] [ Cancel
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4  Select the Web applications to deploy.

5  Select the Export Software AG's proprietary Web Services component (WS-Stack) when using
Web services, and WS-Stack has not already been installed.

6  Click Next. The Select Package Parameters screen is displayed.

7= Deployment Manager,

Select Package Parameters

Select the Application Server type, the file name and an existing destination folder,

Application Server: |Apache Tomcak W

WAR File name: | bipplinkServer |

Destination folder; |C:'I,SDFtwareAG'l,P.ppIinX'l,deplny H Browse, ., ]

JDK Folder: |C:ISDFtwareAG'l,jvm'l,jvm1?0_32 |[ Browse. .. ]

@:l l < Back ” Mext = H Finish H Zancel ]

7 From thelist of Application Servers select the server to which you are going to deploy ApplinX
server.

8  Enter the WAR file name, the destination folder where the output file will be placed and the
JDK folder (ensure that the JAVA_HOME parameter points to the JDK installation folder).

9  Click Next. The Configqure ApplinX Server on Target Machine screen is displayed.
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= Deployment Manager

Configure ApplinX Server on Target Machine

Caonfigure the Applink server properties ko be used on the karget machine,

Applink server ports: Use standard connection: | 2323
Use secured conneckion: 23443

Application server HTTP port: | &0&80

License file: (%) The license used by the selected Appling server.

(File: |

@

Finish H Cancel ]

10 In this screen, configure the ApplinX server parameters to be used on the target machine: the
ports, and the license file.
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Deploying an ApplinX Web Application (JSP) as a WAR File (Java Web
Archive)

ﬁplinx Web Applicatim

- ApplinX Base Object(ABO) API
- Web Framework Engine

- Instant Web page

- Generated Web pages

\ /

U * WAR file -/

~ To deploy the Web application:

1 Right-click on the relevant application and choose Deployment Manager for J2EE.... The
Deployment Manager wizard is displayed.
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7= Deployment Manager,

Deployment Manager

Select the components which vou wish to deploy as & WAR File (Java Web archive),

Select Components to Deploy,
() Applink Server

(®)appling 15P Web applicationd

(") Baoth - Applink server and ISP Web application (sharing the same archive in local mode)

Mote: In order ko package Applink server vou should have an installation of Applink server on the current machine.

\
@

2 Ensure that the ApplinX for JSP Web application option is selected.
3 Click Next. The Select ApplinX Application screen is displayed.

& Deployment Manager,

Select ApplinX Web Application
Select the Applink web application which you would like bo deploy,

() Mew application:

(#) Project in this workbench: | w

(") Project in other location: |

[include source files

@ l < Back ]l Mext = H Finish H Cancel ]

4  Select whether to deploy a new application or HTML emulation, or a project from within the
workbench, or a project from a different location.
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5  Select Include source files to include the Java files as well as the compiled classes. Click Next.
The Select Package Parameters screen is d