Maintaining Targets Maintaining Targets

Maintaining Tar gets

Directory Server target definitions and their associated qualified URLs can be maintained using the
System Management Hub.

Note:

Some Software AG products that use the Directory Server may need to be stopped and restarted if you
make changes to Directory Server qualified URLs while the Software AG product is running. One
example of such a product is Entire Net-Work 7 (Open Systems).

This chapter covers the following topics:
® Listing the Targets
® Adding Targets
e Maintaining Qualified URLs
® Setting the Target Type
® Changing the Target Name
® Changing the Host
® Changing the Protocol

® Deleting a Target

Listing the Targets
» Tolist thetargetsdefined in a Directory Server:

1. Access the Directory Server administration area, as describad Directory Server Administration
Area.

2. Click and expand the name of the Directory Server or the partition within a Directory Server whose
targets you wish to review in the tree-view frame of SMH.

The targets for that Directory Server are listed in the detail-view frame and under the Directory

Server or partition name in the tree-view frame. Targets are identified by the red circ.:io.n (
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& Managed Hosts Partition & Target & Qualifier & URL &
& B usasaswip AME. ad.sag WCPTEST 140 access tepip: ADB01:9010
= 5 Administrators WCPTEST 140 listen tepip: #DB01:9010
= @ Directory Server WCPTEST 59 access tepip:#DB02:9010
= (7 Directory Administration WEPTEST 59 listen tepip:#ADBE02:9010
® (T Flat Files WCPTEST  METWORK_SMH_DBO1 access topip AMETWORK_SMH_DBO1:33
= & Directory Servers WCPTEST  NETYWORK_SMH_DBO1 listen tepip:ANETYWORK_SMH_DB01:33
5*3’LOCAL NETWORK_SMH_DBO1 access tcpip:#DBO1:9010
= B wepTEST NETWORK_SMH_DEO1 listen tepip: #DE01:5010
= B P01

= @ NETWORK_SMH_DEOT
@ 8L Entirex XML Mediator 7.4.2
m 5 Systemn Management Hub

Targets are initially listed by partition, in the order they appear in the Directory Server. You can change
the sort order of the target list by clicking on the arrows in the column headings of the table in the
detail-view frame. If you click on an up arrow in the column heading, the display is sorted alphabetically
by the contents in that column. If you click on a down arrow in the column heading, the display is sorted
in reverse alphabetic order by the contents in that column.

Adding Targets

You can add targets to the Directory Server directly, within a partition of the Directory Server, or both.
For information on the use of partitions in a Directory Server, Paatitioning a Directory Server.

When you add a target definition, an "access" qualified URL and a "listen" qualified URL are
automatically created. In the case of ADATCP and Entire Net-Work 7.x, the "listen" URL is not required
and can be deleted. For information on deleting qualified URLs,Delating Qualified URLs.

For information on modifying or adding additional qualified URLs for the target definition, including
specifying parameters for the URL, reddintaining Qualified URLs.

» Toadd atarget definition:

1. Access the Directory Server administration area, as descrilbhd irectory Server Administration
Area.

2. In the tree-view frame of SMH, click and expand the name of the Directory Server to which you
want to define the target.

The partitions and targets already defined for that Directory Server are listed in the detail-view frame
and under the Directory Server hame in the tree-view frame.

3. Optionally, if you want to define the target to a specific partition, click and expand the a name of the
partition in the tree-view frame of SMH.

4. Click on theAdd Tar get command in the command menu of SMH. You can also see this menu by
right-clicking on the name of the Directory Server or partition to which you wish to add the target..

The first panel in thé&dd Target panel series appears in the detail-view frame. In the following
sample panel, the target is being added to the Directory Server directly and not to a partition within
the Directory Server.
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Enter the Target Mame or ID:

Select the Target Type:

& Server

" Replicated Server

" Proxy

" Entire Met-Wark (2.x%,5.x%) Accessed Database via a Proxy

Mext= | Cancel

5. Enter the database ID (DBID) into tharget Nameor ID field.
6. Ensure that th®erver option is selected.
® TheServer option is usually the option you should select.
® TheReplicated Server option is reserved for future use by Software AG.

® TheProxy option is only applicable to configurations requiring a proxy. It is provided for
compatibility with Software AG products that still require a proxy. If your Software AG product
requires a proxy, refer to the documentation for your Software AG product for information
about proxies and how to configure them in SMH.
7. Click Next.

The next panel in thadd Target panel series appears in the detail-view frame.

" Target will be Accessed by Clients Directly

" Target will be Accessed by Clients via Proxy

=Back Mext= Cancel
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8. Select th@arget will be Accessed by Clients Directly option, then clickNext.

Note:
TheTarget will be Accessed by Clients via Proxy option is only provided for compatibility with
Software AG products that still require a proxy. If your Software AG product requires a proxy, refer to the

documentation for your Software AG product for information about them.

The next panel in thAadd Target panel series appears in the detail-view frame.

Select the Listen Protocal:

@ TCPIP
€ HTTP1
350

C RODA

<Back Mext= Cancel

9. Select the listen protocol, then clidkxt. In most cases, the listen protocol will BEPIP. For a
complete description of these protocols, rBaatocols.

Note:
Although the HTTP11 protocol is still listed on Directory Server administration screens in the

System Management Hub, it is no longer supported.

The final panel in th&dd Target panel series appears in the detail-view frame.



Maintaining Qualified URLs Maintaining Targets

Enter the Target Host Mame:
[

Enter the Host P Adress OMLY when the Host Mame is not known. The IP Address
is lgnared when the Host contains a value.

Enter the Target IPvd Address:
) I

Enter the Target Listen Port:

Il

Enter Alternate Ports

<Back Finish Cancel

10. Specify the host name of the middleware inTtaieget Host Name field. This is the Entire
Net-Work version 7 or ADATCP host hame.

Note:
Host names are case-sensitive in SMH.

Or:
Specify an IP address as an alternative to a host name. We do not recommend specifying IP addresses

instead of host names as the IP address may change.
11. Enter the middleware’s listen port into e get Listen Port field.

Note:
You can leave thalternate Portsfield blank, unless you want to enter alternate listen ports.

12. ClickFinish.

A message displays indicating that the new target definition was added, and the added target displays
in the tree-view frame.

Maintaining Qualified URLs

Qualifiers identify the use of a target URL. Three qualifiers are supported in the Software AG Directory
Server: access, connect, and listen. For more information about each qualifi@uabfiers
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Using SMH, you can add and delete qualified URLs for a target. For more information about qualified
URLs, readQualified URL Structure, elsewhere in this guide.

This section covers the following topics:

® Listing Qualified URLs

Adding Qualified URLSs for the Target

Deleting Qualified URLs

Maintaining Qualified URL Parameters

® Changing Protocol, Host, and Port Values of the Qualified URL

Listing Qualified URLs

¥ Tolist the qualified URL s of atarget:

1. Access the Directory Server administration area, as descrilbhd Wirectory Server Administration
Area.

2. In the tree-view frame of SMH, click and expand the name of the Directory Server containing the
qualified URLS you wish to list.

The partitions and targets for that Directory Server are listed in the detail-view frame.

3. Click and expand the target whose qualified URLs you wish to list. If the target is in a partition, you
must first select the partition and then click on the target.

The qualified URLSs for the target are listed in the detail-view frame and under the target in the
tree-view frame.
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&.Managed Hosts Qualifier 5 URL S
= E usasaswip. AME ad. sag connect rda:AHOSTT: 26802
@ 5 Administrators connect tepip //HOST2:890207 reconnect=onfret ry=22767 &retryint=30
= @ Directory Server listen rda:Alocalhost 78697 charset=ebedic&nodeid=09599
= [ Directory Administration listen tepip: Aflocalhost: 901 0?ACCESS=CLIENTS
® I Flat Files
=@ Directory Servers
=@ LOCAL
= Il wePTEST
o BB PO

=) METWORK_SMH_DBO1
@ connect rda:HOST:2602
@ connect.tcpip:/HOST2:9020
@ listen rda:ocalhost: 7869
@ listen topip: Hocalhost:9010
& 282 Entirel XML Mediator 7.4.2
w5 System Management Hub

Adding Qualified URLsfor the Target

When you add qualifiers (qualified URLS) for a target, the entire target entry is created, including the
gualifier and full URL of the entry.

» Toadd aqualified URL for atarget:

1. Access the Directory Server administration area, as describad Directory Server Administration
Area.

2. In the tree-view frame of SMH, click and expand the name of the Directory Server in which you
want to add a qualifier.

The partitions and targets for that Directory Server are listed in the detail-view frame.

3. Click and expand the target in which you want to add a qualifier. If the target is in a partition, you
must first select the partition and then click on the target.

4. Click ontheAdd Qual i fi er command in the command menu of SMH. You can also see this
menu by right-clicking on the name of the target to which you want to add a qualifier.

The first panel in th&dd Qualifier panel series appears in the detail-view frame.
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(62

Cr
>

1

=elect the Qualifier Type to be Built:

=elect 'access'to define direct client access to target.
=elect listen' to allow connects to the target.

Select 'connect'to define a connect from this target to another target.

Mext= Cancel

. Select the qualifier type (URL use) to be defined for this target entry. Three types of qualifiers are
supported in the Software AG Directory Server: access, connect, and listen. For complete information on
these qualifiers, reaQualifiers.

Click Next.

Depending on the qualifier you specified in the previous step, different SMH panels appear. The rest
of this section describes how to create target URL entries for each of these different qualifiers.

Creating an access URL
Creating a connect URL
Creating a listen URL

eating an access URL

To create an access URL for atarget:

. Complete the first 4 steps describeddlding Qualified URLs for the Target. When you get to Step
5, selectccess for the qualifier type. Then cliddext.

A second panel appears in the detail-view frame, asking you to indicate how this target will be
accessed.
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& Target will be Accessed by Clients Directly

" Target will be Accessed by Clients via Praxy

<Back Mext= Cancel

2. Select the first optio,arget will be Accessed by Clients Directly, and clickNext.

Note:
TheTarget will be Accessed by Clients via Proxy option is only provided for compatibility with
Software AG products that still require a proxy. If your Software AG product requires a proxy, refer to the

documentation for your Software AG product for information about them.

A protocol selection panel appears in the detail-view frame.

Select Protocol;

 TCPIP
" HTTP1
351

" RDA

<Back Mext= Cancel

3. Select the protocol for the qualified URL and cidkt. In most cases, the protocol will BEPIP.
For more information on the supported protocols, Rratiocols.

Note:
Although the HTTP11 protocol is still listed on Directory Server administration screens in the

System Management Hub, it is no longer supported.

The final panel in th&dd Qualifier series of panels appears, requesting the host and port
information for the qualified URL.
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Enter the Target Host Mame:

Enter the Host [P Adress OMLY when the Host Mame is not
known. The IP Address is lgnored when the Host contains a
walue.

Enter the Target IPv4 Address:

Enter the Target Listen Port:

—

Enter Alternate Ports

=Back Finigh | Cancel |

4. Specify the host name of the middleware inTthieget Host Name field. This is the Entire

10

Net-Work version 7 or ADATCP host name.

Note:
Host names are case-sensitive in SMH.

Or:
Specify an IP address as an alternative to a host name. We do not recommend specifying IP addresses
instead of host names as the IP address may change.

Enter the middleware’s listen port in tBeter the Target Listen Port field.

Note:
You can leave thEnter Alternate Ports field blank, unless you want to enter alternate listen ports.

Click Finish.

A message displays indicating that the new qualified access URL was added, and the added URL
appears in the tree-view frame.
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Creating a connect URL

¥ Tocreateaconnect URL for atarget:

1. Complete the first 4 steps describeddding Qualified URLSs for the Target. When you get to Step
5, selectonnect for the qualifier type. Then clickext.

A second panel appears in the detail-view frame, asking you to indicate to what this target will
connect.

@ Caonnect to an Existing Server
" Connect to an Existing Praxy

" Connect to Other

<Back Mexts Cancel

2. Select th€onnect to an Existing Server or Connect to Other option, and clickNext.

Note:
The Connect to an Existing Proxy option is only provided for compatibility with Software AG

products that still require a proxy. If your Software AG product requires a proxy, refer to the
documentation for your Software AG product for information about them.

A protocol selection panel appears in the detail-view frame.

11
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Select Protocol;

 TCPIP
" HTTP1
351

" RDA

<Back Mext= Cancel

3. Select the protocol for the qualified URL and cidkt. In most cases, the protocol will BEPIP.
For more information on the supported protocols, Rratiocols.

Note:
Although the HTTP11 protocol is still listed on Directory Server administration screens in the

System Management Hub, it is no longer supported.

The final panel in th&dd Qualifier series of panels appears, requesting the host and port
information for the qualified URL.

12
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Enter the Target Host Mame:

Enter the Host [P Adress OMLY when the Host Mame is not
known. The IP Address is lgnored when the Host contains a
walue.

Enter the Target IPv4 Address:

Enter the Target Listen Port:

—

Enter Alternate Ports

=Back Finigh | Cancel |

4. Specify the host name of the middleware inTthieget Host Name field. This is the Entire
Net-Work version 7 or ADATCP host hame.

Note:
Host names are case-sensitive in SMH.

Or:
Specify an IP address as an alternative to a host name. We do not recommend specifying IP addresses
instead of host names as the IP address may change.

5. Enter the middleware’s listen port in tBeter the Target Listen Port field.

Note:
You can leave thEnter Alternate Ports field blank, unless you want to enter alternate listen ports.

6. ClickFinish.

A message displays indicating that the new qualified connect URL was added, and the added URL
appears in the tree-view frame.

13
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Creating a listen URL

» Tocreatealisten URL for atarget:

1. Complete the first 4 steps describeddding Qualified URLSs for the Target. When you get to Step
5, selectisten for the qualifier type. Then clicext.

A protocol selection panel appears in the detail-view frame.

Select Protocal:

& TCPIP
 HTTP11
" 35L

" RDA

<Back Mext= Cancel

2. Select the protocol for the qualified URL and cigxt. In most cases, the protocol will BEPIP.
For more information on the supported protocols, Fratocols.

Note:
Although the HTTP11 protocol is still listed on Directory Server administration screens in the

System Management Hub, it is no longer supported.

The final panel in thé&dd Qualifier series of panels appears, requesting the host and port
information for the qualified URL.

14
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Enter the Target Host Mame:

Enter the Host [P Adress OMLY when the Host Mame is not
known. The IP Address is lgnored when the Host contains a
walue.

Enter the Target IPv4 Address:

Enter the Target Listen Port:

—

Enter Alternate Ports

=Back Finigh | Cancel |

3. Specify the host name of the middleware inTthieget Host Name field. This is the Entire
Net-Work version 7 or ADATCP host hame.

Note:
Host names are case-sensitive in SMH.

Or:
Specify an IP address as an alternative to a host name. We do not recommend specifying IP addresses
instead of host names as the IP address may change.

4. Enter the middleware’s listen port in tBeter the Target Listen Port field.

Note:
You can leave thEnter Alternate Ports field blank, unless you want to enter alternate listen ports.

5. ClickFinish.

A message displays indicating that the new qualified listen URL was added, and the added URL
appears in the tree-view frame.

15
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Deleting Qualified URLs

» Todeleteaqualifier from atarget:

1.

Access the Directory Server administration area, as descrilbhd Directory Server Administration
Area.

In the tree-view frame of SMH, click and expand the name of the Directory Server containing the
qualifier you wish to delete.

The partitions and targets for that Directory Server are listed in the detail-view frame.

. Click and expand the target containing the qualifier you wish to delete. If the target is in a partition,

you must first select the partition and then click on the target.

. Click on the qualifier you wish to delete.

Click on theDel et e Qual i fi er command in the command menu of SMH. You can also see this
menu by right-clicking on the name of the qualifier you wish to delete.

The Delete Qualifier panel appears in the detail-view frame.

. Click OK.

The qualifier definition is deleted.

Maintaining Qualified URL Parameters

This section covers the following topics:

Setting Reconnect Parameters
Setting Basic Parameters
Setting Advanced Parameters
Setting JSSE Parameters
Setting OpenSSL Parameters
Setting RDA-MHDR Parameters

Setting Reconnect Parameters

Using SMH, you can set or alter the values ofrtkeonnect ,retry, andretryi nt parameteror
a qualified URL. These parameters control:

Whether or not reconnection is attempted if the connection is disconnected due to some system
failure

® The number of times the reconnection is attempted

e The interval, in seconds, between reconnection attempts.

» To set thereconnect parametersfor a qualified URL:

16
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1. Locate and list the qualified URL you want to change as descrithédtimg Qualified URLS.
2. Click on the qualified URL whose reconnect parameters you want to change.

3. Select th&et Reconnect Parms command in the command menu of SMH. You can also see this
menu by right-clicking on the name of the qualifier.

The Set Reconnect Par ms panel appears in the detail-view frame of SMH.

Attempt Reconnection an Failure

[T Reconnect

Reconnect Hetry Count:

—

Reconnect Retry Interval:

I seconds

]2 Cancel

4. Click theReconnect check box if you want reconnection attempts to occur if the connection is
disconnected due to some failure in the system. If this check box is not checked, no reconnection
attempt is made.

When this check box is checked, theconnect parameteappears in the qualified URL.

5. Specify the number of times reconnection should be attemptedRedbienect Retry Count field.
The valid range is "0" through "2147483648". The default value is "0" (no reconnection attempts).

When a value other than "0" is specified, tled r y parameteappears in the qualified URL.

6. Specify the number of seconds to wait between reconnection attempts. The valid range is "0" through
"2147483648". The default value is "60000" seconds.

When a value other than "60000" is specified,rtber yi nt parameteappears in the qualified
URL.

7. Click OK.

The reconnection parameters for the qualified URL are set.

17
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Setting Basic Parameters

Using SMH, you can set or alter the value of¢hé r pi nt er val parametefor a qualified URL. This
parameter controls the interval, in seconds, at which chirping occurs. Chirping is the communication
mechanism used to validate the availability of the connection.

Note:
Thett!| (TimeTolLive) andpriority (MessagePriority) parametergare not available at this time.
They are reserved for future use.

¥ To set the basic parametersfor a qualified URL:
1. Locate and list the qualified URL you want to change as descrilhésting Qualified URLS.
2. Click on the qualified URL whose reconnect parameters you want to change.

3. Select thé&et Basic Parms command in the command menu of SMH. You can also see this menu by
right-clicking on the name of the qualifier.

The Set Basic Parms panel appears in the detail-view frame of SMH.

Time To Live:

—

Message Priority:

—

Chirp Interval:

| seconds

(]2 Cancel

Note:
Thett!| (TimeTolLive) andpriority (Message Priority) parametersre not available at this
time. They are reserved for future use.

4. Specify the number of seconds to wait between chirp attemptsQtithe I nterval field. The valid
range is "0" through the maximum integer that can be stored by your operating system. The default
value is "300"seconds (5 minutes). A value of "0" implies the default, "300".Chirping is the
communication mechanism used to validate the availability of the connection specified by the URL.

18
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When a value other than "300" is specified,¢hé r pi nt er val parameteappears in the
qualified URL.

5. Click OK.
The basic parameters for the qualified URL are set.
Setting Advanced Parameters

Using SMH, you can set or alter the values of advanced paramatgrsecvt i neout ,
sendt i meout , and various customarametersor a qualified URL. These parameters control:

e \Whether transport subsystem headers are sent
® The timeout value in seconds to receive messages on this connection

® The timeout value in seconds to send messages on this connection

® Other custom parameter either set automatically by the Software AG application for the qualified

URL or with assistance from Software AG Customer Support.
¥ To set the advanced parametersfor a qualified URL:
1. Locate and list the qualified URL you want to change as descrilhésdting Qualified URLS.
2. Click on the qualified URL whose reconnect parameters you want to change.

3. Select th&et Advanced Parms command in the command menu of SMH. You can also see this
menu by right-clicking on the name of the qualifier.

The Set Advanced Parms panel appears in the detail-view frame of SMH.

I Raw Mode

Receive Timeout:

| seconds

Send Timeout;

| seconds

Custom Parameters:

(] 4 Cancel

19
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. Click theRaw Maode check box if you want transport subsystem headers sent with messages on this

connection. If this check box is checked, proxy operations are not possible.
When this check box is checked, theaw parameteappears in the qualified URL.

Specify the number of seconds to wait before timing out a message being received on this connection
in theReceive Timeout field. The valid range is "0" through the maximum integer that can be stored
by your operating system. The default value is "60" seconds. A value of "0" implies the default, "60".

When a value other than "0" or "60" is specified,riteevt i meout parameteeppears in the
qualified URL.

Specify the number of seconds to wait before timing out a message being sent on this connection in
the Send Timeout field. The valid range is "0" through the maximum integer that can be stored by
your operating system. The default value is "60" seconds. A value of "0" implies the default, "60".

When a value other than "0" or "60" is specified,sb@dt i meout parameteappears in the
qualified URL.

Specify other custom parameters inGhustom Parameter s field, as directed by Software AG
Customer Support.

Note:
Some custom parameters are specified automatically when the qualified URL is initially defined.

These custom parameters appear in the qualified URL.
Click OK.

The advanced parameters for the qualified URL are set.

Setting JSSE Parameters

Using SMH, you can set or alter the values of the Java seBEWMSTORE, KEYSTORE PASSWD,
TRUSTSTORE, TRUSTSTORE _PASSWD, VERSI ON, andVERI FY parameterfor a qualified URL.
These parameters control:

The Java keystore to use for the SSL connection

The password for the Java keystore

The Java truststore to use for the SSL connection

The password for the Java truststore

The SSL version that should be used for the SSL connection

The verification processing level for the SSL connection.

¥ To set the JSSE parametersfor a qualified URL :

1.

20
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2. Click on the qualified URL whose reconnect parameters you want to change.

3. Select th&et JSSE Parms command in the command menu of SMH. You can also see this menu by
right-clicking on the name of the qualifier.

The Set JSSE Parms panel appears in the detail-view frame of SMH.

Browse File Pattern:

*

Browse and Select Java Keystore File

| Browse. . ™ Trim File Path

J

Java KeyStore Password:

Browse and Select Java Truststore File

| Browse. . [ Trim File Path

J

Java TrustStore Password:

Yarsion: Yerification Level:

ITLSﬂ "I - Defaults to TLSvI ID "I - Defaults ta O

QR Cancel |

4. Optionally specify a browse file pattern in Breowse File Pattern field. This pattern is used to
initially list files in the specified pattern when you click on any ofBhewse buttons on this panel.
However, once you get to tizhoose a File panel produced by clicking onBxowse button, you can
change the pattern if you choose.

5. Click in theBrowse and Select Java Keystore File field and specify the name of the Java keystore.
You can click theBrowse button for this field to locate and select the Java keystore file using a
Choose a File panel.

Note:
TheTrim File Path checkbox, when checked, will trim off the path if you specify a fully-qualified
path and file name.

When a value is specified, theyst or e parameteappears in the qualified URL.

6. Click in theJava KeyStore Password field and specify the password required to extract information
from the Java keystore.

21
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10.

11.

When a value is specified, tkeyst or e_passwd parameteappears in the qualified URL.

Click in theBrowse and Select Java Truststore File field and specify the name of the Java
truststore. You can click tH&r owse button for this field to locate and select the Java truststore file
using aChoose a File panel.

Note:
TheTrim File Path checkbox, when checked, will trim off the path if you specify a fully-qualified
path and file name.

When a value is specified, the ust st or e parameteappears in the qualified URL.

Click in theJava TrustStore Password field and specify the password required to extract
information from the Java truststore.

When a value is specified, the ust st or e_passwd parameteappears in the qualified URL.

Select the version of SSL that should be used by selecting one from the dropdown list provided for
theVersion field. The default is "TLSv1".

When a value other than "TLSv1" is specified, \tle& si on parameteappears in the qualified
URL.

Specify the certificate processing level by selecting one from the dropdown list provided for the
Verification Level field. The default is "0".

For Java applications, valid values are:

0 (No peer verification occurs. This is the default value.)

1 (The application requests that the peer certificate be verified.)

2 (The application requests that the peer certificate be verified. A fatal condition occurs if there is no
certificate.)

Values 4 and 8 are not valid for Java.

When a value is specified, ther i f y parameteappears in the qualified URL.
Click OK.

The JSSE parameters for the qualified URL are set.

Setting OpenSSL Parameters

Using SMH, you can set or alter the values of the OpenSSL se¢ER$l ON, VERI FY,
RANDOM FI LE, CAPATH, CAFI LE, CERT_FI LE, KEY_FI LE, andCERT_PASSWD parametersor a
qualified URL. These parameters control:

22

The SSL version that should be used for the SSL connection
The verification processing level for the SSL connection

The random file to use for the SSL connection
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The path for the Certificate Authority file that stores the trusted CA certificates

The name of the Certificate Authority file that stores the trusted CA certificates

The name of the file containing the participant’s certificate

® The name of the file containing the server’s private key
® The password for extracting information from the participant’s certificate.
» To set the OpenSSL parametersfor a qualified URL:
1. Locate and list the qualified URL you want to change as descrithédting Qualified URLS.
2. Click on the gualified URL whose reconnect parameters you want to change.

3. Select th&et OpenSSL Parms command in the command menu of SMH. You can also see this
menu by right-clicking on the name of the qualifier.

The Set OpenSSL Parms panel appears in the detail-view frame of SMH.

23
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“ersion: Yerification Level:

ITLSﬂ "l - Defaults to TLSv1 ID 'I - Defaults to 0

Browse and Select Random File

| Browse. .. [ Trim File Path

Browse and Select Cerificate Authority Path:

| Browse. ..

Browse and Select Cerificate Autharity File:

| Browse. . [ Trim File Path

Browse and Select Cerificate File:

| Browse. . [ Trim File Path

Browse and Select Key File:

LI

| Browse. .. I Trirn File Path

Cerificate Password:

Ik | Cancel |

4. Select the version of SSL that should be used by selecting one from the dropdown list provided for
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theVerson field. The default is "TLSv1".

When a value other than "TLSv1" is specified, \tle& si on parameteappears in the qualified
URL.

. Specify the certificate processing level by selecting one from the dropdown list provided for the

Verification Level field. The default is "0".
For C applications, valid values are:

0 (No peer verification occurs. This is the default value.)

1 (The application requests that the peer certificate be verified.)

2 (The application requests that the peer certificate be verified. A fatal condition occurs if there is no
certificate.)

4 (The application requests that the peer certificate be verified only once.)

8 (The application requests that the issuer name is checked against the host name.)

Values "1", "2", and "4" can be specified simultaneously, but only if you useustem Parameter
field on theSet Advanced Parms panel.

If no client certificate is available, certification fails.
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When a value is specified, ther i f y parameteappears in the qualified URL.

6. Click in theBrowse and Select Random File field and specify the name of the text file to be used by
encryption routines to ensure that encryption itself occurs in a random manner. This text file contains at
least 14 random characters. You can clickBhewse button for this field to locate and select the
random text file using €hoose a File panel.

Note:
TheTrim File Path checkbox, when checked, will trim off the path if you specify a fully-qualified
path and file name.

When a value is specified, thendom fi | e parameteappears in the qualified URL.

7. Click in theBrowse and Select Certificate Authority Path field and specify the path where the
Certificate Authority file that stores the trusted CA certificates resides. You can cliBkabwse
button for this field to locate and select the path usi@h@ose a File panel.

When a value is specified, thb@apat h parameteappears in the qualified URL.

8. Click in theBrowse and Select Certificate Authority File field and specify the name of the
Certificate Authority file that stores the trusted CA certificates. You can clicRrttvse button for
this field to locate and select the file usinGlaoose a File panel.

Note:
TheTrim File Path checkbox, when checked, will trim off the path if you specify a fully-qualified
path and file name.

When a value is specified, toaf i | e parameteappears in the qualified URL.

9. Click in theBrowse and Select Certificate File field and specify the name of the file containing the
participant’s certificate. You can click tB¥ owse button for this field to locate and select the file
using aChoose a File panel.

Note:
TheTrim File Path checkbox, when checked, will trim off the path if you specify a fully-qualified
path and file name.

When a value is specified, taert _fi | e parameteappears in the qualified URL.

10. Click in theBrowse and Select Key File field and specify the name of the file containing the
server’s private key. You can click tBeowse button for this field to locate and select the file using
aChoose a File panel.

Note:
TheTrim File Path checkbox, when checked, will trim off the path if you specify a fully-qualified
path and file name.

When a value is specified, they_f i | e parameteappears in the qualified URL.

11. Click in theCertificate Password field and specify the password required to extract information
from the certificate file.
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When a value is specified, tobert _passwd parameteappears in the qualified URL.
12. Click OK.
The OpenSSL parameters for the qualified URL are set.

Setting RDA-MHDR Parameters

Using SMH, you can set or alter the values of the RId8e, nodenane, char set, andsecurity
parameter$or a qualified URL. These parameters control:

e The node ID by which this node is known to a classic Entire Net-Work installation
e The node name by which this node is known to a classic Entire Net-Work installation
® The character encoding of the classic Entire Net-Work node associated with the URL

® The name of a security file containing a list of IP addresses authorized to access this protocol..

¥ Toset the RDA parametersfor a qualified URL:
1. Locate and list the qualified URL you want to change as descrilhésdting Qualified URLS.
2. Click on the qualified URL whose reconnect parameters you want to change.

3. Select th&et RDA-MHDR Parms command in the command menu of SMH. You can also see this
menu by right-clicking on the name of the qualifier.

The Set RDA-MHDR Parms panel appears in the detail-view frame of SMH.

Entire Met-Woark Mode 1D

—

Entire Met-Waork Mode Mame:

—

Select the Charset:
Iasu::ii j

Security:

e Cancel
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Specify the node ID by which this node is known to a classic Entire Net-Work installation in the
Entire Net-Work Node I D field.

When a value is specified for this field, thede parameteappears in the qualified URL.

® The name of a security file containing a list of IP addresses authorized to access this protocol..

. Specify the node name by which this node is known to a classic Entire Net-Work installation in the

Entire Net-Work Node Name field.
When a value is specified for this field, thedenamne parameteappears in the qualified URL.

Specify the character encoding of the classic Entire Net-Work node associated with the URL in the
Select the Char set field.

When a value is specified for this field, thiear set parameteappears in the qualified URL.

. Specify the name of a security file containing a list of IP addresses authorized to access this protocol

in the Security field.

When a value is specified for this field, thecur i t y parameteappears in the qualified URL.

. Click OK.

The RDA-MHDR parameters for the qualified URL are set.

Changing Protocol, Host, and Port Values of the Qualified URL

Using SMH, you can change the protocol, host name, host IP address, port, or alternate ports for a
qualified URL.

» To changethese valuesfor a qualified URL:

1.

2.

Locate and list the qualified URL you want to change as descrithédtinmg Qualified URLS.
Click on the qualified URL whose reconnect parameters you want to change.

Select th&et Protocol, Host, and Port Values command in the command menu of SMH. You can
also see this menu by right-clicking on the name of the qualifier.

The Set Protocol, Host, and Port Values panel appears in the detail-view frame of SMH.

27



Maintaining Targets Changing Protocol, Host, and Port Values of the Qualified URL

Protocal:
®TCPIP
C HTTP11
580
 RDA

Host Marme:

localbiost

Enter the Host IP Adress OMLY when the Host Mame is not known The IP Address is Ignored when the Host
containg a value.

Enter the Target IPwd Address:

Port:
IBEIZEI

Alternate Ports:

i Cancel

4. Click on the appropriate protocol checkbox inRhetocol field. In most cases, the protocol will be
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TCPIP. For a complete description of these protocols, Rratbcols.

Note:
Although the HTTP11 protocol is still listed on Directory Server administration screens in the
System Management Hub, it is no longer supported.

Specify the host name of the middleware inHlest Name field. This is the Entire Net-Work
version 7 or ADATCP host name.

Note:
Host names are case-sensitive in SMH.

Or:

Specify an IP address as an alternative to a host name. We do not recommend specifying IP addresses

instead of host names as the IP address may change.
Enter the middleware’s listen port into ®art field.

Note:
You can leave thAlter nate Portsfield blank, unless you want to enter alternate listen ports.
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7. Click OK.

The protocol, host, and port values for the qualified URL are set.

Setting the Target Type

You can globally change the target type of a target definition using the System Management Hub. When
you do this, some of the qualified URLs assigned the target definition are updated with the new target
type, as appropriate for the protocol specified in the URL.

¥ Tochangethetarget type of atarget definition:

1. Access the Directory Server administration area, as descrifbad Directory Server Administration
Area.

2. In the tree-view frame of SMH, click and expand the name of the Directory Server containing the
target definition you want to modify.

The partitions and targets already defined for that Directory Server are listed in the detail-view frame
and under the Directory Server name in the tree-view frame.

3. Click on the target you want to modify. If the target is in a partition, you must first select the partition
and then click on the target.

4. Click ontheSet Tar get Type command in the command menu of SMH. You can also see this
menu by right-clicking on the name of the target.

TheSet Target Type panel appears in the detail-view frame.
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=elect the Target Type:
& Server

" Replicated Server
 Proxy

Enter Server|hMaster Listening Port:

IBEI’IEI

Enter Alternate or Replicated listening ports:

Proxy Administration Listening Port:

IBEIEEI

Ol Cancel

5. Select the appropriate option in tetect the Target Type area for the target type you want used for
the target definition.

® TheServer option is usually the option you should select.
® TheReplicated Server option is reserved for future use by Software AG.

® TheProxy option is only applicable to configurations requiring a proxy. It is provided for
compatibility with Software AG products that still require a proxy. If your Software AG product
requires a proxy, refer to the documentation for your Software AG product for information
about proxies and how to configure them in SMH.

6. Optionally, change the listening ports used by the target Brttee Server/Master Listening Port,
Enter Alternate or Replicated listening ports, or Proxy Administration Listening Port fields.

Note:

TheProxy Administration Listening Port field is only applicable to configurations requiring a

proxy. Itis provided for compatibility with Software AG products that still require a proxy. If your
Software AG product requires a proxy, refer to the documentation for your Software AG product for

information about them.

7. ClickOK.

The target type is changed for the target definition and the qualified URLs of the target definition are
updated with the new target type, depending on the protocol specified in each URL.
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Changing the Target Name

You can change the name of a target definition using the System Management Hub. When you do this, all
of the qualified URLs assigned the target definition are updated with the new name.

¥ To changethe name of atarget:

1.

2.

Access the Directory Server administration area, as descrilbhd Directory Server Administration
Area.

In the tree-view frame of SMH, click and expand the name of the Directory Server containing the
target definition you want to modify.

The partitions and targets already defined for that Directory Server are listed in the detail-view frame
and under the Directory Server name in the tree-view frame.

. Click on the target you want to modify. If the target is in a partition, you must first select the partition

and then click on the target.

. Click on theChange Tar get Nanme command in the command menu of SMH. You can also see

this menu by right-clicking on the name of the target.

TheChange Target Name panel appears in the detail-view frame.

Change Target Marme To:

Ol Cancel

. Specify a new target name in tBlkrange Target Name To field.

Note:
Target names are case-sensitive.

. ClickOK.

The name of the target definition is changed and all of its qualified URLs are updated with the new
name.

Changing the Host

You can globally change the host setting of URLSs in a target definition using the System Management
Hub. For information on doing this, re@thanging Hosts.

31



Maintaining Targets Changing the Protocol

Changing the Protocol

You can globally change the protocol settings of URLSs in a target definition using the System
Management Hub.

¥ To changethe protocol settingsof URLsin atarget definition:

1. Access the Directory Server administration area, as descrilbhd Wirectory Server Administration
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Area,

In the tree-view frame of SMH, click and expand the name of the Directory Server containing the
target definition you want to modify.

The partitions and targets already defined for that Directory Server are listed in the detail-view frame
and under the Directory Server name in the tree-view frame.

Click on the target you want to modify. If the target is in a partition, you must first select the partition
and then click on the target.

Click on theChange Pr ot ocol command in the command menu of SMH. You can also see this
menu by right-clicking on the name of the target.

The Change Protocol panel appears in the detail-view frame.

Note:
Although the HTTP11 protocol is still listed on Directory Server administration screens in the
System Management Hub, it is no longer supported.
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Select the From protocal:

C TCPIP
C HTTP11
' 35L

" RDA,
=elect the To protocol:

C TCPIP
C HTTP11
 85L

" RDA,

]2 Cancel

5. Click on the checkbox in tt&elect the From protocol area for the protocol you want to change. All
URLs for the target definition using this protocol will be changed when these steps are completed.

6. Click on the checkbox in t#elect the To protocol area for the protocol you want to use instead.
The URLSs using the protocol you specified in the previous step will be changed to use the protocol you

select in this step.

7. ClickOK.

A URLs in the target definition with the protocol selected inS8ect the From protocol area are
changed to use the protocol selected inS#iect the To protocol area.

Deleting a Target
¥ Todeleteatarget definition:

1. Access the Directory Server administration area, as descrifbad Directory Server Administration
Area.

2. In the tree-view frame of SMH, click on the name of the Directory Server containing the the target
definition you wish to delete.

33



34

Maintaining Targets Deleting a Target

The partitions and targets for that Directory Server are listed in the detail-view frame.

3. Click on the target you wish to delete. If the target is in a partition, you must first select the partition
and then click on the target.

4. Click on theDel et e Tar get command in the command menu of SMH. You can also see this
menu by right-clicking on the name of the target.

The Delete Target panel appears in the detail-view frame.

5. Click OK.

The target definition is deleted.
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